INTERNATIONAL ISO/IEC
STANDARD 9594-2

Sixth edition
2008-12-15

Information technology — Open Systems
Interconnection — The Directory: Models

Technologies de l'infarmation — Interconnexion de systémes ouverts
(OSI) — L'annuaireLes modeles

Reference number
ISO/IEC 9594-2:2008(E)

© ISO/IEC 2008



�;�����QH
D����TmPv��$i������Z3<���Ů)�C�Yw՛�R���lh����c��\*�L���*�N�2~����c���?S������������s�wNԗ_&��

ISO/IEC 9594-2:2008(E)

PDF disclaimer

This PDF file may contain embedded typefaces. In accordance with Adobe's licensing policy, this file may be printed or viewed but
shall not be edited unless the typefaces which are embedded are licensed to and installed on the computer performing the editing. In
downloading this file, parties accept therein the responsibility of not infringing Adobe's licensing policy. The ISO Central Secretariat
accepts no liability in this area.

Adobe is a trademark of Adobe Systems Incorporated.

Details of the software products used to create this PDF file can be found in the General Info relative to the file; the PDF-creation
parameters were optimized for printing. Every care has been taken to ensure that the file is suitable for use by ISO member bodies. In
the unlikely event that a problem relating to it is found, please inform the Central Secretariat at the address given below.

COPYRIGHT PROTECTED DOCUMENT

© ISO/IEC 2008

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized in any form or by any means,
electronic or mechanical, including photocopying and microfilm, without permission in writing from either ISO at the address below or
ISO's member body in the country of the requester.

ISO copyright office
Case postale 56 ¢ CH-1211 Geneva 20
Tel. +412274901 11
Fax + 4122749 09 47
E-mail copyright@iso.org
Web www.iso.org
Published by ISO in 2009

Published in Switzerland

ii © ISO/IEC 2008 — All rights reserved


?���-	e(M�R�d(�;[�{E����e/ДV���zX[�&e�c������B�G����^ �P��Î�a
�t)��ș���V��Л���R�����~��!��������=�

ISO/IEC 9594-2:2008(E)

CONTENTS
Page
0= 11 oo viii
Lo 8 o1 o o iX
SECTION 1 — GENERAL ...iiiiiiiiiieee e e e e eeee s e e e e e e e e s s e s e e e e e rasss s s e e e e eennssnn s e s e aeeennnsnnnnssseeesennnnns 1
1 0 1 1
2 0T 7= N oY = = = 00T PP 2
2.1  Identical Recommendations | International Standards...........ovveeereiriveieninieeeiie e 2
2.2  Paired Recommendations | International Standards equivaent in technical content....................... 2
A © 1 11= g = L= (= 1o PP 3
3 (= 1 T 0] PSP 3
31 CommuUNICatioN AEfiNItIONS ... .ccuuieieeiei e e e e e e e e e e e e e e e e e re e e e e eennns 3
3.2  BasiC DIreCtory defiNitiONS. ... ... ieeueieeieenieeee e e e s e e e e e s e e e e e e s e e s e ean s e raa s ennaennnss 3
3.3 Distributed operation defiNitioNS ........ccuuiieuiiieiei e e e e 3
G/ 8= o] o= (ol e L= 11 0T 1] LT 3
4 ADDIrEVIBLIONS .o 4
5 1000177 01 o] PSP 4
SECTION 2~ OVERVIEW OF THE DIRECTORY MODELS .....cueiteerterieeereseeseeesseseesessessesessesseseenessesens 6
6 (D10 i 0] V1Y T L= LT S SR 6
6.1  DEfINITIONS...uuiiiiiiiiiiri i rdnbe e rera s s e as s B s e 6
6.2  The DIireCtory and itS USEIS. ... . cuuuieeuiee o e e een e eresseene oA s abi e ea s e resseenseen s eraasaennsennnss 6
6.3  Directory and DSA Information ModelS .. ... )i i e e 7
6.4  Directory Administrative AUthOrity MOdel . .t eu. e i et e 8
SECTION 3—-MODEL OF DIRECTORY USERINEORMATIONSY. it uruniriirsrersrsniinsnnssseressis s sseennns 9
7 Directory INfOrmation BaSe ..........iwerse s oo e i3 e T e e e erens s e eeenn s e e een s e e renn s eerrnaseerrnnnseenes 9
4% R B T 101 1o 0 T L PP 9
N © o 1= N B A TR 10
ST B [ = o (o] V= 11 =T T 10
7.4  Directory Information Tree (DI T ) ... i e eee e eee e e e e e e e e e s e e e e e e e e e an e eennas 10
8 DT g e oY= 011 = PP 11
ST R I 1= 10T 11
8.2 Overdl structure...........i'e .+ 13
S B O o 1= o ol = S = 14
S N 111 11 (N 5/ 16
8.5 AMIDULE VBIUBS. .. ettt et e e e e e e e e e e e e e e e e e e e s e e e e enn s e renaeeneeennns 16
8.6  Attribute TYPE HIEraIChIES. ..cuuu it 16
8.7  Friend atriDULES. ....ceeeeeeeee e e eaa s 17
LS 0 T o 0= 1 17
LS T |V = o011 o I 0 ST 18
8.10  ENLIY COHBCHIONS. . eeuiieeieee e et e it e et e e e e e e s e e s e e s e ra s e e a s e eaa s e ea s e ean s e raa s ennnsennnss 21
8.11 Compound entries and families of ENtIES.......vivuiiiiii i 22
9 D=3 23
LS R B T 1011 1o g F PSPPI 23
LS N\ 4o g I = = P 23
9.3 Relative DistinguiShed NAMES ... ..c..uiiieiii e e e e e e e e e e e e e e e enn e erennns 23
LS = 4o g (o 1 o PN 25
9.5  Namesreturned during OPEralioNS ...... vveeuusiireerierern e e erss e rr e e rer e s e s e s ean s e rean s e rennas 25
9.6  Namesheld as attribute values or USed 8S ParamMELEN'S .......ccuuuiiiernrierer e e e ea e eenas 25
0.7  DistiNgUISNEO NAIMES .....uuiiieieii it ee et e e e e e e e s e e e e e e s e e e s e e s e ean s e raa s eansennnss 26
0.8  AlIBSINAIMES....iiiiuu it e 27
10 HIErarChiCal grOUPS. ... .ceuieee ittt e e e e e e e e s e e e e e s e raa s e e s eea s e nan e enneerens 27
0I5 R T 0 1 o PP 27
10.2 HierarchiCal rel@tionNSNiP. ... .ceeeueeeeeneeeeees e e eeee e e eree e e e e e e e eens s e e een s e erenaseerenaseerennnseene 28
10.3 Sequentia ordering of ahierarchiCal GroUp ......cceeuieeeeen e e e e e e 28
© ISO/IEC 2008 — All rights reserved iii


BZ��섦fc��M7����p�u��x~f��!W����b�����+��'G⸭�6�r��	��
Nx�J<ċ����@�5�����d!���E`����3�ݪ�صGz�d�X��

ISO/IEC 9594-2:2008(E)

Page
SECTION 4 —DIRECTORY ADMINISTRATIVE MODEL......coiiiiiiiiiiiiee e eeresse e es e s e eeeees 30
11 Directory Administrative AUthOrity MOCE ...........ieeiii e e e e e eeas 30
S O T T 1 PP 30
A @V oY1= P PP PPP PP 30
T o o PP 31
11.4  Specific adminiStrative UtNOTTIES ........oieeee e e e e e e eree e e e e e e e e e enes 31
11.5 Administrative areas and adminiStrative POINES .......oveeeeuiieeen e e e e rene e e een e eren e eeees 32
11.6 DIT DOMEIN POIICIES ..eeeeueieeeneeeeeee e e eete e e e e s e e e e e e e e s e e e e e e e een s e eeena s eernnnseerennnseene 34
A I 1V o o= PP 34
SECTION 5—MODEL OF DIRECTORY ADMINISTRATIVE AND OPERATIONAL INFORMATION ........ 36
12 Model of Directory Administrative and Operational Information .............oeeuieeeuiiimiiiieiinieeeeeeee e 36
2 R B T 1 o PP 36
A © V= oY1= PP PPPRPPR 36
A TS U o 1 (== PP PPPRPPR 37
124 Operational atriDULES. ....... i e e e e 39
T 1= PP 40
A SIS U o 1= g1 = PP 40
12.7 Information model for collective attribDULES. .......coue e e 41
12.8 Information model for context defaultS.........ovviirrniieirn s s e e 42
SECTION 6 — THE DIRECTORY SCHEMA .......cuiiiiiiiiiiiinin s sfae b ennn s s e ssseressn b e s s eseseesnnsssesesenennns 43
13 Directory SChEMA.....uoiiiuiiiiiiiiie e S Ta s T e e e e s e e s bi e paBh e s e e s e e s e naeeenn e eeeas 43
131 DEfINIIONS. .ievuiiiiieiiiiiiriie e e T Fe e b s e e en e s ens s Te e e enenansenansennnnennnsennnsannns 43
132 OVEIVIOW. euiiiiieriecereerie s sern e e s T2 e n i K T neene e en e s gl e b e e e ennsennsennnnenneeennneenns 43
13.3  Object class AefiNitioN........veeeeeeeeeeee e e o e e s ar e e e e e e e e e e e e e e e e e e eees 45
13.4  Attribute type definition ........c...oieiieir @ e e e e e e e ee e e e e e e e e e e e 46
135 Matching rule definition ............ o o e 8 A e e 49
13.6 Relaxations and tightenings. ... o, Tee e o eeen s e oDt g ddieeeennseerenuseeeenuseernnnsseernnnsseerennsreenes 51
13.7 DIT structure definition ...t e e e e 57
13.8 DIT content rule definition..........veeeree e S G e s e e e e e e 59
13.9  Context type defiNitioN........c.uiieieee e e e ettt e e 61
13.10 DIT Context Use defiNition ........cuuurenc@idesbaiiennsnnss s srersssiis s e rsss s s s s s s s s s sennns 62
13.11 FriendS defiNition . ...cueueeeeir e s B et e 63
14 Directory SYStEM SCREMA . cuu.iiei e i e i et e et e e e s s s e e e et e e s e e s e e s e e e e e e e e e s e e s eaaaas 63
I R @ V= oY1= Y PP PPPRPPR 63
14.2 System schema supporting the administrative and operational information model .............c.......... 64
14.3 System schema supporting the administrative MOde! ..........ccoueiiiiiniiiieii e 64
14.4 System schema supporting general administrative and operational requirements.......c.ccoveeevueeeees 65
145 System schema suppOrting @CCESS CONIOI ......ieeruuieeree e eeeene e e erene e e e rene s e e ren s e eren e e eeenaeeenes 67
14.6 System schema supporting the collective attribute model ............ooveeeiiiiiiiii e, 67
14.7 System schema supporting context assertion defaultsS .........ocee e 68
14.8 System schema supporting the service administration model...........ccueeeeiiiiiiiiiiiii e, 68
14.9 System schema supporting hierarchiCal QroUPS........cuuviiuiiiiiiiiciii e eea 68
14.10 MaintenanCe Of SYStEM SCREIMA. ...uuiiiui i e e e e eeas 69
14.11 System schemafor first-level SUDOIdINALES. ......vivuniiiiiiiiiie e 70
15 Directory schema adminiStration ...........oeeeeeiiieeeei e e e e e e e e e e eree e e e rrea s e eeena e e erenneeenes 70
T R @V 4T PSR 70
ST o) 1oy o] = o PP 70
15.3  POlICY PArAMELENS. ... eieeeeeeeeeen e e eees e e eeena e e e eea s e e eena s e e eana s eeeenaseenenaseennnaseennnnseennnnnseenes 70
15.4  POlICY PrOCEAUIES. ...ceuuieeeeeet et et e et e et s e eaeeeeas e eea s e ea s eeaa s e eaaseeaaeeennseranaennsennnsannnsaennsarens 71
15.5 Subschema modifiCation ProCEAUIES ..........ceuuiieee e ee e e e e e e e e e e e e e e e e e eaa e eeens 71
15.6 Entry addition and modifiCation ProCEOUIES. ..........ieeuieeneieee e ee e e e e e e e e e e e e ean e eeens 72
15.7 Subschema poliCy attriDULES .. ... ivuieie e e e e e e e eaa e eeas 72
iv © ISO/IEC 2008 — All rights reserved


�'-���C�N���:�D�&�8~`��S����F���ӱY?���4���O|�����ӈ+�(0;�o\]�~F���~Vӡ�q�C�&�;��0����C����ئ��oi�SpA��x

ISO/IEC 9594-2:2008(E)

Page

SECTION 7 —DIRECTORY SERVICE ADMINISTRATION ...cvuiiiiiiiiieieerieeeeere e eers e eenns e s eren s e enena s 78
16 Service AAMINISration MOGEL.........uiiiiiriiiieiiee e e e e s e e e s s e ren e e e re e e erenaneas 78
G20 A I 7= T o PP 78

16.2  Service-typeluser-Class MOOEL .......ccceuuiiicii e e e e e e e e e e e e e e e e enes 78

16.3  Service-Specific admiNiStratiVe BIE8S. ... ..ccuuunieeer e eeeeee e eeene e e e rene e e e eene s e e eea s e eren e eerenneeenes 79

16.4  Introduction tO SEAICN-TUIES.......ceuiiee e e e e e s e e s e e e e ra e e enneerens 80

IS T o {11 = 6= T PP PPPPPRUPPPIN 80

16.6  Filter FOOUITEMENTS . .cuuiieeieeei et e ee e e e e e e e e e e e e e e e e ea s e eea s eea s eean s eraa s senaaeennaennnsaennsarnns 81

16.7 Attribute information selection based 0N SEarCh-rUlES. .........cuuiieiiiiee e e 81

16.8 Access control aSpeCtS Of SEArCN-TUIES.......iiiii i e e eeas 81

16.9 Contexts agpeCctS Of SEAICN-TUIES. . ..iiiu it e e e e eeas 82

16.10 Search-rule SPECITICAION 1uuuiiru i i e e e s e s e s e ea e e eaa e e eeas 82

16.11 Matching restriction defiNitioN.........c. i e eean 20

16.12 Search-validation fUNCLION .....c..u.iieeii e e e e e er s e e e e e e rrn e e e renaeeenes 90
SECTION 8 — SECURITY ituiiiieuuiieeeneeeerna s e eresa s s eeraa s e e erea s e e enaasseenaa e eenenn s eensnnsseenannsseerennssernnnnnnns 91
S = o1 1Y 107 L= PP 91
T B T 1 o T T PP PPPPPT PPN 91

17.2 SECUNLY POIICIES .uneenieeee et B et e e et e e e e s e ne e e e e e ra s e e e s een e ernneeenneanens 91

17.3  Protection of DireCtory OpEratioNS ....c.u.ieuuiees el seeeueeeeneeereseesisiden e enseesssesssesseserneersnseeens 92

18 BasiC ACCESS CONIOl ...ivvvreiieeiiieeeene e e eeene e 90 sarenseeernnnseeee s foee gabd e eeernanseennnnnseeennnnseennnnnsennes 93
18.1 Scopeand appliCatioN ....c..eieeunrerunreens e s e 0 B e e e 93

18.2 Basic Access Control MOEl .........cibl e e et e e e eeeaio et e eeeennseeeen s e ereneseerrna s eerennseenes 93

18.3 Access control adminiStratiVe QrEAS Y. .o wmelerun e enisns biBuens@ierennsreernnnsseernnnsseerensseernnasseerennsseenes 95

18.4 Representation of Access Control T NfOEMELi 0N . xi e e e e eerenneeerensreerenereerenaeeereneeerenaeeenes 98

185 ACI operational attribUIES 4. 0. . o idie e s e S e e e e e e e e 103

18.6 Protecting the ACIH ..o e i e e i et e e e e e e e e e e e e e e e e e e e e e e eenes 104

18.7 Access control and RireCtOry OPEraliONS . . . seeuueeunreenaeesneeeeaeeeneeensersaeesnaeenaernnseennserens 104

18.8 Access Control DECISION FUNCHION .. a0y . e ee e eeeeeeeeeea e e e e e eeeeeea e een s eeaseeeaaseenaernneeennsaeens 104

18.9 SIMplified ACCESS CONLIOI .......ee 0 e o et e et e e e e e e e e e e e e e e e e e e e e e e e eea e e rnn e eenneanens 106

19 RUIE-DESE0 ACCESS CONIOL ... eevee s e sfri e rnseeernasseeersassseersassesernassaerrnnsseernsnsseeensnsseeennnsseeennnnseenes 106
19.1  Scope and apPliCAION ....uui e iyt e et eer e e e s e ere s e s s e e s e e e e e s e s ear s e e e e e e e rre e e r e e r e rn e e rran 106

19.2 Rule-based Access Control MAOAE ........ooeeeeeiiiieeie e e e e e e e e e e e e een e eees 107

19.3  Access control adminiSIratiVe @rEAS . ....veerrueieeere e eerie e e e e e e e e eera s e e rre s e eeen e eerrnneeenes 107

194 SECUNTY LADE ...iiiiiiiiiiiie ettt e et e e et s e s e e e e e e e e e e e e e e e e ranaeen 107

e T @ = = o SR 109

19.6 Access Control and DIireCtory OPEratioNS ........ccceuureereuuieeeenareerensseerenaseerenaseerenseerenneeenes 109

19.7  Access Control DeCISION FUNCHION ........ieeiiieiiei e e e e e e e e e e e e e e e e ee e e en e e enn e eeens 110

19.8 Useof Rule-based and Basic ACCESS CONLIOl ... .cuuuieeuiiiiiicie e e e e e e e e e s e ea e eeas 110

20 Data INtEgrity N SHOTAQE ... eeuieeeie et e e e e e e e et e e e e e e e e ea e e eea s eea e eeaa s eraaeeanseenaennnaeennarens 110
220 10 R 11 o [ o T o PSPPSR 110

20.2 Protection of an Entry or Selected AttribUte TYPES. ... iiriiiiii it 110

20.3 Context for Protection of aSingle Attribute Value.........coviveiiiiiiiiicccc e e 112
SECTION O —DSA MODELS......cceuiiiiiieiieeei e ee e e e e e e e e s e e e e s e e e raa s e e eran s e e enan s s e eransseerennseeennnnnnns 113
21 DSA MOUEIS. . cttuiiiiiiie ettt 113
b2 R R B T 141 ) PP PPPPR 113

21.2 Directory FUNCEONal MOGE ........ooieiee et e e e e e 113

21.3 Directory Distribution MOGE! ........ceuiiieiiee e e e e 114

© ISO/IEC 2008 — All rights reserved \"


�yYp[��w^
k*����M��D���@y�K?�y�f�>������U��U�������6fE(�U�[�}���e+�TъHC�<�����t}��Ay�`�>�4�>���ؘ�6j�X�

ISO/IEC 9594-2:2008(E)

Page

SECTION 10 — DSA INFORMATION MODEL ....ccuuiiiiiitisieeienseeeernasseeeenssessensseseesssesnsnssesnsnssesssnnseanes 116
22 01T 1= o o L= PPN 116
P72 R B T 141 (o T TP 116

pZ22 2 1 o (1 o 1o o [ 116

22.3  KNOWIEOGE REFEIENCES. ... i eeeeeeeeeet e e et r e et e e e e e e e e e e s e e e e e e eenn e e e e enn e e e renneaennnns 117

224 MinimMUM KNOWIEAGE ... ieeeeieieeet et e e e e e e s e e s e s e e e e e e e enn e e e e enn e e e renneaennnns 119

225 ISt LEVE DSAS cuuuiiiiiiuiieiiit e e ettt e s ettt e s e et s e e e ee e s e eeta e e e ees s e e eea s e e eea e e e een e e eern e e eennan 120

23 Basic Elements of the DSA Information MOE] .........oouuiiiiiiiiiii e 120
PG T R B T 1) o T O 120

2GS 1 01 (oo LF o 1 Lo o ISR 120

23.3 DSA Specific Entries and their NAMES ......cvvuiiiiiiiiiiii it eaas 121

234 BaSIC EIEMENIS .cuuuiiiiiieii it ra 122

24 Representation Of DSA INFOMMEON ...cvvuiiieei i e r e e e eaaes 124
24.1 Representation of Directory User and Operational INformation ...........ceeveeeiiieiiieeriineenneeeneeennn 124

24.2 Representation of KNowledge REFErENCES ......iiivuiiiiiiiiee e e e e 125

24.3 Representation of Names and Naming CONEXES .....cuuuieruurieunreeniierieeeeeen e eeeeeesseeeneeenneeenans 131
SECTION 11 — DSA OPERATIONAL FRAMEWORK .....uiiiiiitiiiietiisieenensesessnssssessssssesnssesssnssssssnsneenes 133
25 OVEIVIEW ceuuiiiiiieieeieis e e ees e e crs s e e snns s e s sennesesnnaneeesennsfdepanseesnnnnseennnnnseersibersennnnnneernnnneeennnnnnns 133
25.1  DEfINIIONS. .evuiiiriiiiii it e e e re s S Pt s s e er e e ennsernnsen i De s esennssssnssennnsennnsennnns 133

25.2  INrOAUCHION tvuvieriieeiceriesereeeeesers e een e een e s ekt e s s s e ea e e ennsee pe i S a EES e e eeeeenaesennsennnsennnns 133

26 Operational DiNAINGS ......vieriiieiiieiiierer e T e e RS e e e e rn s eenahas s shfs e nseensesnseesssernsennsennnns 133
R € o PRS- S TP S SO 133

26.2 Application of the operational frameWOrK)..... 05 e ee e e e e e e e e e e e e e e e s e e e e e enaes 134

PISRCIRS P (==Y o lw/e o] o< = 1 o o FON e L PR 135

27  Operational binding specification and ManagemMENt ... . 7.yt @i eerrssesrrsr e 136
27.1 Operationa binding type SPeCIfICatiON:. ... 0. i e it 136

27.2 Operational binding ManagemMeENt ........veuu e it it e e s e e s e e s e e s e e e s eeaans 137

27.3 Operationa binding Specification temMpPlates, v vt e e 137

28  Operations for operational binding ManagemMENE .. aa ). e e 139
28.1 Application-context defiNition ... 0 i e e e e e e e e e e e e e renas 139

28.2 Establish Operational Binding OPEratioN ........ccuuuuirerenuereeeeereren e reeen e eeeena s eeeenn e erenneeerenns 140

28.3 Modify Operationa BindiNg-OPEration ..........ovevuiieeiierieeiieeeiasseresers s ern e e e ersseensernnsennnns 142

28.4 Terminate Operational Binding OPEration ........c..cceuieeuieieieiieeee e ee e ee e e e e e e e e eenans 143

28.5 Operational BiNdiNG EFTOr.......icuuiieeiiieaeiiiaeee e eee e e e e e e e eee s e e s e e s e ea s e saa e eenn s ennnsennnss 144

28.6 Operationa Binding Management Bind and Unbind ............cooeuiiiiiiiiiiiiieeee e 145
ANNEX A — ObjECt IENtITIEr USBOE. ..vuuiitriiiii it sttt s e s s e e s et s e s e e e e ea s e eaa s e e e s eannsennn 146
Annex B — Information Framework iN ASN.L......oiiiuiiiiiiiiii e s s e e e s s e s e e e e s s e e s eransenansennn 149
Annex C — SubSchema Administration SChemain ASN.L......ciiuiiiiiiiiiiiie e eas 159
Annex D —Service AdmINiStration iNASN. L. .....cuuiiiiiii e e e e e e e e e e e e e e e e e s eanaenns 163
Annex E—BasiC ACCESS CONLrol INASN.L ...t e e e e e e s e e s eans 167
Annex F — DSA Operational Attribute TYPEeSTN ASN.L ..uuiiiiiiiii it aa e eas 171
Annex G — Operational Binding Management iN ASN.L .......ciiiuiiiiiiiiiiiiein s e e s s e e e e e eens 174
ANNEX H — ENNGNCEA SECUTY .. evvueieeeee e e eeee e et r e et e r et e e e e s e e e e s e e e e e e e een s e e renn e e e renn e e e nenneaennnnn 178
ANNEX | — The MathematiCS Of TIEES ......iiieee i ieiee e e e e e e e e e e e e e e e rea s e e e enn s e e renn e e e renneeenenns 181
ANNEX J— NAME DESIGN ClilEITA. e eeuieeneeeneeee e ee e et e e e e e e e e s e eea s e et e ea s eeea s aeaaaseennsaennsannnsaeennsennnsennn 182

Vi © ISO/IEC 2008 — All rights reserved


ni��K��"t�{�������'BM��x��_f�L�����Q����y���v"(�p=��f���Y��gk�>-�Km[��w��4��5�޻������L��.I���\���l�

ISO/IEC 9594-2:2008(E)

Page

Annex K — Examples of various aspects Of SChemMa.........oiiuiiiiiiiiii i 184
K.1 Exampleof an attribute hierarchy ........cieeiiiiiiiiie i e 184

K.2 Example of asubtree SpecifiCation.........cuiiiriiiiie i e 184

K.3  SChema SPECITICAION ....iiviiiee i e s re s e e e e e e e eaa e e eean 185

[ Tl o0 g1 = | A == PSPPI 186

ST 5 1 B oo 1= (=N 187
Annex L — Overview of basiC access CONIol PEIMISSIONS. ....ccuuuuireeuiereenarererneeerennseereenerereeneeerennseerennns 188
IS 1 oo [UTox o] o [ PP 188

L.2  Permissions required fOr OPEratioNS ..........oieuuieeuieeeeree e e e eee e een e ee s eraseeaaaaren s eraaaeennserens 188

L.3  PermissiOoNS affECtiNgG ETOr .. ... it i e e e e s e e s e e s e ea e e eaa e e eeas 189

L4 ENLry |6VEl PEIMISSIONS ..vuuuiiiirtieeetiseeeerisseeertssseersassesessasaeersassaeersasseesssnsseesnsnssessnnnnseenes 189

L.5  ENry |6VEl PEIMISSIONS .cvvuuiiieiiieeiiisieeerisseeerssssesrsasesersasssesrsassaesrsnsseenssnsseesnsnssessnnnnseenes 190
Annex M — EXamples Of aCCESS CONLIOI ...uiivuniiiiiiiiiei i s st e e s s e s e e e e s e e re s e ran s e e s e rn e e enaeerens 192
7 1 o o o T PP 192

M.2 Design principlesfor Basic ACCESS CONLIOl ......ccuuuiieieeiiecene e eceie e e eeee e eene e e een e e e e eees 192

M.3  INtroduCtion t0 EXAMPIE. ... . ieeee e e e e e e e e e e e e e e e e e r e enes 192

M.4  Policy affecting the definition of specific and iNNEr @reaS.........vvveeeiiiiieni e 193

M.5 Policy affecting the definition Of DACDS........ i adi i e e e e e e eeas 195

M.6 Policy expressed in prescriptiVeACl attribDULES .t e ee e e e e 197

M.7  Policy expressed in subentry ACH attribDULES. .G.ueenniieieeeceee B e B e e e e e e e e e e e e eeas 202

M.8 Policy expressed in entry ACH attribULeS .ot rre ot e sl e O st re e e e e eas 203

M.9  ACDF €X8MPIES couuiiiiiiiieiennrerie s bee s A et s eee s e eih e Do s e e s e e s e eaaeseaanseea s e raaeeeaneaeens 204

M.10 Rule-based ACCESS CONLIOL .....uvuraefir s et eeeernese e i e s D) e seeernanseeernasseerrnasseernnnsseennnnnsaenes 206
Annex N — DSE type COMBDINGLIONS .....cvuuvnie b 5 s ibe e 08 h e e e s eae s ere s e en e e es s e eseseransennnsersaeaenneennns 207
Annex O —Modelling of KNOWIEAQE ... benniodilenn e e b e S e e ere s e s e s e e e e e s e e e s e e s een s e re s e ennearens 209
Annex P— Names held as attribute values orcised aS ParamEterS .. ....u v veeeee e e e reee e e e e e reene e reen e e eennas 214
ANNEX Q — SUDFITTEIS .. 8 et ee e e et e e e e e e e e e e e e e s e e e e ean s e raa s e e e eenn s ernnsaennannns 215
Annex R — Compound entry name patterns and their USE........ooiuiiii i e 216
Annex S— Naming concepts and CONSIAEratiOMS. . ixas e verurrrrurrernireerrerriesereserassesseeesrerraeseressrasersaesenneernns 218
T R o TE (0] VA (= |1 e P 218

S2 A Nnew 00K a NaME rESOMUItION: ... eeeueeeeeeeeeeeeere e e e e s e e e e e s e s e s e e s s e e s e raseen s e rssaenneennnns 218
Annex T — Alphabetical index of defiNiTioNS.......c..u e e e eeennas 224
Annex U — Amendments and COMTIgENAAL .. ..eu . eeuuiieieee e iee e era e e e e erae e eea e eea s e ea e eeaa s erea s seenseennsernnsaennseeens 226

© ISO/IEC 2008 — All rights reserved Vii


zvļ ������V�Ta)�.��9L�:�0�^n��b��|#��%9��
���-��
�툶8Dz��f�	R����BZyH�6������2����ؿ��ɻ,X���lM(h�����

ISO/IEC 9594-2:2008(E)

Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and non-governmental, in liaison with 1ISO and IEC, also take part in the work. In the field of information
technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

The main task of the joint technical committee is to prepare International Standards. Draft International
Standards adopted by the joint technical committee are circulated to national bodies for voting. Publication as
an International Standard requires approval by at least 75 % of the national bodies casting a vote.

Attention is drawn to the possibility that some of the elements of\this document may be the subject of patent
rights. ISO and IEC shall not be held responsible for identifying-any or all such patent rights.

ISO/IEC 9594-2:2008 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology,
Subcommittee SC 6, Telecommunications and information exchange between systems, in collaboration with
ITU-T. The identical text is published as ITU-T Rec. X:501.(11/2008).

This sixth edition cancels and replaces the fifth”edition (ISO/IEC 9594-2:2005), which has been technically
revised.

ISO/IEC 9594 consists of the following parts, under the.géeneral title Information technology — Open Systems
Interconnection — The Directory:

— Part 1: Overview of concepts, models and services
— Part 2: Models

— Part 3: Abstract service definition

— Part 4: Procedures for distributed operation

— Part 5: Protocol specifications

— Part 6: Selected attribute types

— Part 7: Selected object classes

— Part 8: Public-key and attribute certificate frameworks
— Part 9: Replication

— Part 10: Use of systems management for administration of the Directory
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Introduction

This Recommendation | International Standard, together with the other Recommendations | International Standards, has
been produced to facilitate the interconnection of information processing systems to provide directory services. A set of
such systems, together with the directory information that they hold, can be viewed as an integrated whole, called the
Directory. The information held by the Directory, collectively known as the Directory Information Base (DIB), is
typically used to facilitate communication between, with or about objects such as application entities, people, terminals
and distribution lists.

The Directory plays a significant role in Open Systems Interconnection, whose aim is to allow, with a minimum of
technical agreement outside of the interconnection standards themselves, the interconnection of information processing
systems:

—  from different manufacturers;

— under different managements;

— of different levels of complexity; and
—  of different ages.

This Recommendation | International Standard provides a number of different models for the Directory as a framework
for the other Recommendations in the ITU-T X.500 series | parts of 1SO/IEC 9594. The models are the overall
(functional) model; the administrative authority model, generic Directory Information Models providing Directory User
and Administrative User views on Directory information, generic DSA and DSA information models, an Operational
Framework and a security model.

The generic Directory Information Maodels describe, for example, how information about objects is grouped to form
Directory entries for those objects and how that information-provides names for objects.

The generic DSA and DSA information modelscand the-Operational” Framework provide support for Directory
distribution.

This Recommendation | International Standard ‘provides a spetialization of the generic Directory Information Models to
support Directory Schema administration.

This Recommendation | International, Standard provides the foundation frameworks upon which industry profiles can be
defined by other standards groups:and industry forums:'Many of the features defined as optional in these frameworks
may be mandated for use in certain environments through profiles. This sixth edition technically revises and enhances,
but does not replace, the fifth edition of this Recommendation | International Standard. Implementations may still claim
conformance to the fifth edition. However, at some point, the fifth edition will not be supported (i.e., reported defects
will no longer be resolved). It is recommended that implementations conform to this sixth edition as soon as possible.

This sixth edition specifies versions 1 and 2.of the Directory protocols.

The first and second editions specified only version 1. Most of the services and protocols specified in this edition are
designed to function under version 1. However, some enhanced services and protocols, e.g., signed errors, will not
function unless al Directory entities involved in the operation have negotiated version 2. Whichever version has been
negotiated, differences between the services and between the protocols defined in the six editions, except for those
specificaly assigned to version 2, are accommodated using the rules of extensibility defined in ITU-T Rec. X.519 |
|SO/IEC 9594-5.

Annex A, which is an integral part of this Recommendation | International Standard, summarizes the usage of ASN.1
object identifiersin the ITU-T X.500-series Recommendations | parts of |SO/IEC 9594.

Annex B, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module which
contains all of the definitions associated with the information framework.

Annex C, which is an integral part of this Recommendation | International Standard, provides the subschema
administration schemain ASN.1.

Annex D, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module for
Service Administration.

Annex E, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module for
Basic Access Control.

Annex F, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module which
contains all the definitions associated with DSA operational attribute types.

Annex G, which isan integral part of this Recommendation | International Standard, provides the ASN.1 module which
contains all the definitions associated with operational binding management operations.
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Annex H, which isan integral part of this Recommendation | International Standard, provides the ASN.1 module which
contains all the definitions associated with enhanced security.

Annex |, which is not an integral part of this Recommendation | International Standard, summarizes the mathematical
terminology associated with tree structures.

Annex J, which is not an integral part of this Recommendation | International Standard, describes some criteria that can
be considered in designing names.

Annex K, which is not an integral part of this Recommendation | International Standard, provides some examples of
various aspects of Schema.

Annex L, which is not an integral part of this Recommendation | International Standard, provides an overview of the
semantics associated with Basic Access Control permissions.

Annex M, which is not an integral part of this Recommendation | International Standard, provides an extended example
of the use of Basic Access Control.

Annex N, which is not an integral part of this Recommendation | International Standard, describes some DSA specific
entry combinations.

Annex O, which is not an integral part of this Recommendation | International Standard, provides a framework for the
modelling of knowledge.

Annex P, which is not an integral part of this Recommendation | International Standard, describes criteria on whether a
name can be an alternative distinguished name or the primary distingtished name, whether it can contain alternative
values, and whether it can include context information.

Annex Q, which is not an integral part of this Recommendation | 1nternational ‘Standard, describes the concept of
subfilters.

Annex R, which is not an integral part of this Recommendation’| International . Standard, describes recommendations
and examples on how family members can be named.

Annex S, which is not an integral part of thistRecommendation |-International Standard, gives an introduction to
Naming Concepts and Considerations.

Annex T, which is not an integral part of this Recommendation | International Standard, lists alphabetically the terms
defined in this Recommendation | International Standard.

Annex U, which is not an integral part of this Recommendation | International Standard, lists the amendments and
defect reports that have been incorporated to form this edition of this Recommendation | International Standard.
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INTERNATIONAL STANDARD
ITU-T RECOMMENDATION

I nformation technology — Open Systems I nter connection —
The Directory: Models

SECTION 1 -GENERAL

1 Scope

The models defined in this Recommendation | International Standard provide a conceptual and terminological
framework for the other ITU-T X.500-series Recommendations | parts of 1SO/IEC 9594 which define various aspects of
the Directory.

The functional and administrative authority models define ways in which the Directory can be distributed, both
functionally and administratively. Generic DSA and DSA information models and an Operational Framework are also
provided to support Directory distribution.

The generic Directory Information Models describe the logical structure of the DIB-from the perspective of Directory
and Administrative Users. In these models, the fact that the Directory is distributed, rather than centralized, is not
visible.

This Recommendation | International Standard providesaspecialization of the generic Directory Information Models to
support Directory Schema administration.

The other ITU-T Recommendations in the X.500-series|.parts of 1SOHNEC,9594 make use of the concepts defined in this
Recommendation | International Standard to define specidizations -of the generic information and DSA models to
provide specific information, DSA and=operationa -models. supporting particular directory capabilities (e.g.,
Replication):

a) the service provided by the Directory is described (in ITU-T Rec. X.511 | ISO/IEC 9594-3) in terms of
the concepts of the information framework:;-this allows the service provided to be somewhat independent
of the physical distribution of the DIB;

b) the distributed operation of theDirectory is specified (in ITU-T Rec. X.518 | ISO/IEC 9594-4) so as to
provide that service, and therefore maintain that logical information structure, given that the DIB is in
fact highly distributed;

c) replication capabilities offered by the component parts of the Directory to improve overal Directory
performance are specified (in ITU-T Rec. X.525 | ISO/IEC 9594-9).

The security model establishes a framework for the specification of access control mechanisms. It provides a
mechanism for identifying the access control scheme in effect in a particular portion of the DIT, and it defines three
flexible, specific access control schemes which are suitable for a wide variety of applications and styles of use. The
security model also provides a framework for protecting the confidentiality and integrity of directory operations using
mechanisms such as encryption and digital signatures. This makes use of the framework for authentication defined in
ITU-T Rec. X.509 | ISO/IEC 9594-8 as well as generic upper layers security tools defined in ITU-T Rec. X.830 |
ISO/IEC 11586-1.

DSA models establish a framework for the specification of the operation of the components of the Directory.
Specifically:

a) the Directory functional model describes how the Directory is manifested as a set of one or more
components, each being aDSA;

b) the Directory distribution model describes the principals according to which the DIB entries and
entry-copies may be distributed among DSAS;

¢) the DSA information model describes the structure of the Directory user and operational information
heldinaDSA;

d) the DSA operational framework describes the means by which the definition of specific forms of
cooperation between DSAs to achieve particular objectives (e.g., shadowing) is structured.

ITU-T Rec. X.501 (11/2008) 1
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2 Normative refer ences

The following Recommendations and International Standards contain provisions which, through reference in this text,
congtitute provisions of this Recommendation | Internationa Standard. At the time of publication, the editions indicated
were valid. All Recommendations and Standards are subject to revision, and parties to agreements based on this
Recommendation | International Standard are encouraged to investigate the possibility of applying the most recent
edition of the Recommendations and Standards listed below. Members of IEC and 1SO maintain registers of currently
valid International Standards. The Telecommunication Standardization Bureau of the ITU maintains alist of currently
valid ITU-T Recommendations.

2.1 Identical Recommendations| International Standards

ITU-T Recommendation X.200 (1994) | ISO/IEC 7498-1:1994, Information technology — Open Systems
Interconnection — Basic Reference Model: The Basic Model.

ITU-T Recommendation X.500 (2008) | ISO/IEC 9594-1:2008, Information technology — Open Systems
Interconnection — The Directory: Overview of concepts, models and services.

ITU-T Recommendation X.509 (2008) | I SO/IEC 9594-8:2008, Information technology — Open Systems
Interconnection — The Directory: Public-key and attribute certificate frameworks.

ITU-T Recommendation X.511 (2008) | I SO/IEC 9594-3:2008, Information technology — Open Systems
Interconnection — The Directory: Abstract service definition.

ITU-T Recommendation X.518 (2008) | ISO/IEC 9594-4:2008, Information technology — Open Systems
Interconnection — The Directory: Procedures for distributed operation.

ITU-T Recommendation X.519 (2008) | I SO/IEC.9594-5:2008, Information technology — Open Systems
Interconnection — The Directory: Protocol specifications.

ITU-T Recommendation X.520 (2008) | | SO/IEC 9594-6:2008, Information technology — Open Systems
Interconnection — The Directory: Selected attribute types.

ITU-T Recommendation X.521 (2008)-| 1SO/IEC 9594-7:2008, 1nformation technology — Open Systems
Interconnection — The Directory: Selected object classes.

ITU-T Recommendation X.525 (2008) | | SO/IEC 9594-9:2008, Information technology — Open Systems
Interconnection — The Directory: Reéplication.

ITU-T Recommendation X.530 (2008) | | SOAEC:9594-10:2008, |nformation technology — Open Systems
Interconnection — The Directory: Use of systems management for administration of the Directory.

ITU-T Recommendation X.660 (2008)°| ISO/IEC 9834-1:2008, Information technology — Open Systems
Interconnection — Procedures for the operation of OS Registration Authorities: General procedures and
top arcs of the ASN.1 Object I dentifier tree.

ITU-T Recommendation X;:680-(2008) | ISO/IEC 8824-1:2008, Information technology — Abstract
Syntax Notation One (ASN:1): ‘Specification of basic notation.

ITU-T Recommendation X.681 (2008) | ISO/IEC 8824-2:2008, Information technology — Abstract
Syntax Notation One (ASN.1): Information object specification.

ITU-T Recommendation X.682 (2008) | ISO/IEC 8824-3:2008, Information technology — Abstract
Syntax Notation One (ASN.1): Constraint specification.

ITU-T Recommendation X.683 (2008) | ISO/IEC 8824-4:2008, Information technology — Abstract
Syntax Notation One (ASN.1): Parameterization of ASN.1 specifications.

ITU-T Recommendation X.811 (1995) | ISO/IEC 10181-2:1996, Information technology — Open Systems
Interconnection — Security frameworks for open systems: Authentication framework.

ITU-T Recommendation X.812 (1995) | ISO/IEC 10181-3:1996, Information technology — Open Systems
Interconnection — Security frameworks for open systems — Access control framework.

ITU-T Recommendation X.813 (1996) | ISO/IEC 10181-4:1997, Information technology — Open Systems
Inter connection — Security frameworks for open systems — Non-repudiation framework.

2.2 Paired Recommendations | International Standards equivalent in technical content

CCITT Recommendation X.800 (1991), Security architecture for Open Systems Interconnection for
CCITT applications.

SO 7498-2:1989, Information processing systems — Open Systems Interconnection — Basic Reference
Model — Part 2: Security Architecture.

ITU-T Rec. X.501 (11/2008)
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2.3 Other references
— |ETF RFC 4510 (2006), Lightweight Directory Access Protocol (LDAP): Technical Specification Road
Map.
3 Definitions

For the purposes of this Recommendation | International Standard, the following definitions apply.

31 Communication definitions

Thefollowing terms are defined in ITU-T Rec. X.519 | ISO/IEC 9594-5:
a) application-context;
b) application-entity;
c) application process.

3.2 Basic Directory definitions

The following terms are defined in ITU-T Rec. X.500 | ISO/IEC 9594-1:
a) Directory;
b) Directory Access Protocol;
¢) Directory Information Base;
d) Directory Operational Binding Management Protocol;
e) Directory System Protocoal;
f)  (Directory) user.

3.3 Distributed operation definitions

Thefollowing terms are defined in ITU-T Rec. X:518 | |SO/IEC9594-4:
a) accesspoint;
b) hierarchical operational binding;
Cc) name resolution;
d) non-specific hierarchical operational>binding;
€) relevant hierarchical operationalbinding.

34 Replication definitions

The following terms are defined in ITU-T Rec. X.525 | ISO/IEC 9594-9:
a) cache-copy;
b) consumer reference;
c) entry-copy;
d) master DSA;
€) primary shadowing;
f) replicated area;
g) replication;
h)  secondary shadowing;
i) shadow consumer;
j)  shadow supplier;
k) Shadowed DSA Specific Entry;
)  shadowing;
m) supplier reference.

ITU-T Rec. X.501 (11/2008) 3
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