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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and non-governmental, in liaison with 1ISO and IEC, also take part in the work. In the field of information
technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

The main task of the joint technical committee is to prepare International Standards. Draft International
Standards adopted by the joint technical committee are circulated to national bodies for voting. Publication as
an International Standard requires approval by at least 75 % of the national bodies casting a vote.

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent
rights. ISO and IEC shall not be held responsible for identifying any or all such patent rights.

ISO/IEC 9594-2:2008 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology,
Subcommittee SC 6, Telecommtinications' andiinforimation exchanhge Jbefween systems, in collaboration with
ITU-T. The identical text is published as ITU-T Rec. X.501 (11/2008).

This sixth edition of ISO/IEC 9594-2 constitutes a technical revision of ISO/IEC 9594-2:2005, which has been
provisionally retained to maintain alignment with ITU-T Rec. X.501 (08/2005).

ISO/IEC 9594 consists of the following' parts, ‘Under’'the'general title Information technology — Open Systems
Interconnection — The Directory:

— Part 1: Overview of concepts, models and services
— Part 2: Models

— Part 3: Abstract service definition

— Part 4: Procedures for distributed operation

— Part 5: Protocol specifications

— Part 6: Selected attribute types

— Part 7: Selected object classes

— Part 8: Public-key and attribute certificate frameworks
— Part 9: Replication

— Part 10: Use of systems management for administration of the Directory
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Introduction

This Recommendation | International Standard, together with the other Recommendations | International Standards, has
been produced to facilitate the interconnection of information processing systems to provide directory services. A set of
such systems, together with the directory information that they hold, can be viewed as an integrated whole, called the
Directory. The information held by the Directory, collectively known as the Directory Information Base (DIB), is
typically used to facilitate communication between, with or about objects such as application entities, people, terminals
and distribution lists.

The Directory plays a significant role in Open Systems Interconnection, whose aim is to allow, with a minimum of
technical agreement outside of the interconnection standards themselves, the interconnection of information processing
systems:

—  from different manufacturers;

— under different managements;

— of different levels of complexity; and
—  of different ages.

This Recommendation | International Standard provides a number of different models for the Directory as a framework
for the other Recommendations in the ITU-T X.500 series | parts of 1SO/IEC 9594. The models are the overall
(functional) model; the administrative authority model, generic Directory Information Models providing Directory User
and Administrative User views on Directory information, generic DSA and DSA information models, an Operational
Framework and a security model.

The generic Directory Information Models describe, for example, how information about objects is grouped to form
Directory entries for those objects and how that information provides names for objects.

The generic DSA and DSA information models and the Operational Framework provide support for Directory
distribution.

This Recommendation | International Standarid, provi des/aspéci alization-of the generic Directory Information Models to
support Directory Schema administration.

This Recommendation | International Standard-pravidesthe foundation frameworks upon which industry profiles can be
defined by other standards groups and.industry, forums..Many-ofsthe features.defined.as optional in these frameworks
may be mandated for use in certain environments through profiles. This sixth edition technically revises and enhances,
but does not replace, the fifth edition of this Recommendation | International Standard. I mplementations may still claim
conformance to the fifth edition. However, at some point, the fifth edition will not be supported (i.e., reported defects
will no longer be resolved). It is recommended that implementations conform to this sixth edition as soon as possible.

This sixth edition specifies versions 1 and 2 of the Directory protocols.

The first and second editions specified only version 1. Most of the services and protocols specified in this edition are
designed to function under version 1. However, some enhanced services and protocols, e.g., signed errors, will not
function unless al Directory entities involved in the operation have negotiated version 2. Whichever version has been
negotiated, differences between the services and between the protocols defined in the six editions, except for those
specificaly assigned to version 2, are accommodated using the rules of extensibility defined in ITU-T Rec. X.519 |
|SO/IEC 9594-5.

Annex A, which is an integral part of this Recommendation | International Standard, summarizes the usage of ASN.1
object identifiersin the ITU-T X.500-series Recommendations | parts of |SO/IEC 9594.

Annex B, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module which
contains all of the definitions associated with the information framework.

Annex C, which is an integral part of this Recommendation | International Standard, provides the subschema
administration schemain ASN.1.

Annex D, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module for
Service Administration.

Annex E, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module for
Basic Access Control.

Annex F, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module which
contains all the definitions associated with DSA operational attribute types.

Annex G, which isan integral part of this Recommendation | International Standard, provides the ASN.1 module which
contains all the definitions associated with operational binding management operations.
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Annex H, which isan integral part of this Recommendation | International Standard, provides the ASN.1 module which
contains all the definitions associated with enhanced security.

Annex |, which is not an integral part of this Recommendation | International Standard, summarizes the mathematical
terminology associated with tree structures.

Annex J, which is not an integral part of this Recommendation | International Standard, describes some criteria that can
be considered in designing names.

Annex K, which is not an integral part of this Recommendation | International Standard, provides some examples of
various aspects of Schema.

Annex L, which is not an integral part of this Recommendation | International Standard, provides an overview of the
semantics associated with Basic Access Control permissions.

Annex M, which is not an integral part of this Recommendation | International Standard, provides an extended example
of the use of Basic Access Control.

Annex N, which is not an integral part of this Recommendation | International Standard, describes some DSA specific
entry combinations.

Annex O, which is not an integral part of this Recommendation | International Standard, provides a framework for the
modelling of knowledge.

Annex P, which is not an integral part of this Recommendation | International Standard, describes criteria on whether a
name can be an alternative distinguished name or the primary distinguished name, whether it can contain alternative
values, and whether it can include context information.

Annex Q, which is not an integral part of this Recommendation | International Standard, describes the concept of
subfilters.

Annex R, which is not an integral part of this Recommendation | International’ Standard, describes recommendations
and examples on how family members can be named.

Annex S, which is not an integral part of this Recommendation | International Standard, gives an introduction to
Naming Concepts and Considerations.

Annex T, which is not an integral-part'of 'this‘Recommendation‘| I nternational Staridard; lists aphabetically the terms
defined in this Recommendation | International ‘Standard:

Annex U, which is not an integral part of this Recommendation | International Standard, lists the amendments and
defect reports that have been incorporated to form this edition of this Recommendation | I nternational Standard.
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INTERNATIONAL STANDARD
ITU-T RECOMMENDATION

I nformation technology — Open Systems I nter connection —
The Directory: Models

SECTION 1 -GENERAL

1 Scope

The models defined in this Recommendation | International Standard provide a conceptual and terminological
framework for the other ITU-T X.500-series Recommendations | parts of 1SO/IEC 9594 which define various aspects of
the Directory.

The functional and administrative authority models define ways in which the Directory can be distributed, both
functionally and administratively. Generic DSA and DSA information models and an Operational Framework are also
provided to support Directory distribution.

The generic Directory Information Models describe the logical structure of the DIB from the perspective of Directory
and Administrative Users. In these models, the fact that the Directory is distributed, rather than centralized, is not
visible.

This Recommendation | International Standard provides a specialization-of the generi¢ Directory Information Models to
support Directory Schema administration.

The other ITU-T Recommendations in thé X 500:sefies)| partsof ISO/NEC 9594 make use of the concepts defined in this
Recommendation | International Standard to define specidizations of the generic information and DSA models to
provide specific information, DSA and operational . models, supporting particular directory capabilities (e.g.,
Replication):

a) the service provided by the Directory is describeds(in FTU-T; Rec. X.511 | ISO/IEC 9594-3) in terms of
the concepts of the information framework: this alows the service provided to be somewhat independent
of the physical distribution of the DIB;

b) the distributed operation of the Directory is specified (in ITU-T Rec. X.518 | ISO/IEC 9594-4) so as to
provide that service, and therefore maintain that logical information structure, given that the DIB is in
fact highly distributed;

c) replication capabilities offered by the component parts of the Directory to improve overal Directory
performance are specified (in ITU-T Rec. X.525 | ISO/IEC 9594-9).

The security model establishes a framework for the specification of access control mechanisms. It provides a
mechanism for identifying the access control scheme in effect in a particular portion of the DIT, and it defines three
flexible, specific access control schemes which are suitable for a wide variety of applications and styles of use. The
security model also provides a framework for protecting the confidentiality and integrity of directory operations using
mechanisms such as encryption and digital signatures. This makes use of the framework for authentication defined in
ITU-T Rec. X.509 | ISO/IEC 9594-8 as well as generic upper layers security tools defined in ITU-T Rec. X.830 |
ISO/IEC 11586-1.

DSA models establish a framework for the specification of the operation of the components of the Directory.
Specifically:

a) the Directory functional model describes how the Directory is manifested as a set of one or more
components, each being aDSA;

b) the Directory distribution model describes the principals according to which the DIB entries and
entry-copies may be distributed among DSAS;

¢) the DSA information model describes the structure of the Directory user and operational information
heldinaDSA;

d) the DSA operational framework describes the means by which the definition of specific forms of
cooperation between DSAs to achieve particular objectives (e.g., shadowing) is structured.

ITU-T Rec. X.501 (11/2008) 1
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2 Normative refer ences

The following Recommendations and International Standards contain provisions which, through reference in this text,
congtitute provisions of this Recommendation | Internationa Standard. At the time of publication, the editions indicated
were valid. All Recommendations and Standards are subject to revision, and parties to agreements based on this
Recommendation | International Standard are encouraged to investigate the possibility of applying the most recent
edition of the Recommendations and Standards listed below. Members of IEC and 1SO maintain registers of currently
valid International Standards. The Telecommunication Standardization Bureau of the ITU maintains alist of currently
valid ITU-T Recommendations.

2.1 Identical Recommendations| International Standards

ITU-T Recommendation X.200 (1994) | ISO/IEC 7498-1:1994, Information technology — Open Systems
Interconnection — Basic Reference Model: The Basic Model.

ITU-T Recommendation X.500 (2008) | ISO/IEC 9594-1:2008, Information technology — Open Systems
Interconnection — The Directory: Overview of concepts, models and services.

ITU-T Recommendation X.509 (2008) | I SO/IEC 9594-8:2008, Information technology — Open Systems
Interconnection — The Directory: Public-key and attribute certificate frameworks.

ITU-T Recommendation X.511 (2008) | I SO/IEC 9594-3:2008, Information technology — Open Systems
Interconnection — The Directory: Abstract service definition.

ITU-T Recommendation X.518 (2008) | ISO/IEC 9594-4:2008, Information technology — Open Systems
Interconnection — The Directory: Procedures for distributed operation.

ITU-T Recommendation X.519 (2008) | I SO/IEC 9594-5:2008, Information technology — Open Systems
Interconnection — The Directory: Protocol specifications.

ITU-T Recommendation X.520 (2008) | I SO/IEC 9594-6:2008, Information technology — Open Systems
Interconnection = The Directory: Selected attribute types.

ITU-T Recommendation X.521 (2008)| ISONEC9594-7:2008, Information technology — Open Systems
Interconnection — The Directory;, Selected.object ¢classes.

ITU-T Recommendation X.525 (2008) | | SO/IEC 9594-9:2008, Information technology — Open Systems
Interconnection — The Directory: Replication.

ITU-T Recommendation X:530,(2008)/|1 SO/ EC9594-10:2008, tnformati on technology — Open Systems
Inter connection — The Directory:»Use of systems management for administration of the Directory.

ITU-T Recommendation X.660 (2008) | ISO/IEC 9834-1:2008, Information technology — Open Systems
Interconnection — Procedures for the operation of OS Registration Authorities: General procedures and
top arcs of the ASN.1 Object Identifier tree.

ITU-T Recommendation X.680 (2008) | ISO/IEC 8824-1:2008, Information technology — Abstract
Syntax Notation One (ASN.1): Specification of basic notation.

ITU-T Recommendation X.681 (2008) | ISO/IEC 8824-2:2008, Information technology — Abstract
Syntax Notation One (ASN.1): Information object specification.

ITU-T Recommendation X.682 (2008) | ISO/IEC 8824-3:2008, Information technology — Abstract
Syntax Notation One (ASN.1): Constraint specification.

ITU-T Recommendation X.683 (2008) | ISO/IEC 8824-4:2008, Information technology — Abstract
Syntax Notation One (ASN.1): Parameterization of ASN.1 specifications.

ITU-T Recommendation X.811 (1995) | ISO/IEC 10181-2:1996, Information technology — Open Systems
Interconnection — Security frameworks for open systems: Authentication framework.

ITU-T Recommendation X.812 (1995) | ISO/IEC 10181-3:1996, Information technology — Open Systems
Interconnection — Security frameworks for open systems — Access control framework.

ITU-T Recommendation X.813 (1996) | ISO/IEC 10181-4:1997, Information technology — Open Systems
Inter connection — Security frameworks for open systems — Non-repudiation framework.

2.2 Paired Recommendations | International Standards equivalent in technical content

CCITT Recommendation X.800 (1991), Security architecture for Open Systems Interconnection for
CCITT applications.

SO 7498-2:1989, Information processing systems — Open Systems Interconnection — Basic Reference
Model — Part 2: Security Architecture.

ITU-T Rec. X.501 (11/2008)



| SO/IEC 9594-2:2008 (E)

2.3 Other references
— |ETF RFC 4510 (2006), Lightweight Directory Access Protocol (LDAP): Technical Specification Road
Map.
3 Definitions

For the purposes of this Recommendation | International Standard, the following definitions apply.

31 Communication definitions

Thefollowing terms are defined in ITU-T Rec. X.519 | ISO/IEC 9594-5:
a) application-context;
b) application-entity;
c) application process.

3.2 Basic Directory definitions

The following terms are defined in ITU-T Rec. X.500 | ISO/IEC 9594-1:
a) Directory;
b) Directory Access Protocol;
¢) Directory Information Base;
d) Directory Operational Binding Management Protocol;
e) Directory System Protocoal;
f)  (Directory) user.

3.3 Distributed operation definitions

Thefollowing terms are defined in ITU-T Rec. X518/ |SOAEC9594-4:
a) accesspoint|
b) hierarchical operational binding;
Cc) name resolution;
d) non-specific hierarchical operational binding;
€) relevant hierarchical operational binding.

34 Replication definitions

The following terms are defined in ITU-T Rec. X.525 | ISO/IEC 9594-9:
a) cache-copy;
b) consumer reference;
c) entry-copy;
d) master DSA;
€) primary shadowing;
f) replicated area;
g) replication;
h)  secondary shadowing;
i) shadow consumer;
j)  shadow supplier;
k) Shadowed DSA Specific Entry;
)  shadowing;
m) supplier reference.

ITU-T Rec. X.501 (11/2008) 3
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The definitions of terms defined in this Recommendation | International Standard are included at the beginning of
individual clauses, as appropriate. An index of these termsis provided in Annex T for easy reference.

4 Abbreviations

For the purposes of this Recommendation | International Standard, the following abbreviations apply.
ACDF  Access Control Decision Function
ACI Access Control Information
ACIA  Access Control Inner Area
ACSA  Access Control Specific Area
ADDMD Administration Directory Management Domain
ASN.1 Abstract Syntax Notation One
AVA  Attribute Value Assertion
BER (ASN.1) Basic Encoding Rules
DACD Directory Access Control Domain
DAP Directory Access Protocol
DIB Directory Information Base
DISP  Directory Information Shadowing Protocol
DIT Directory Information Tree
DMD  Directory Management Domain
DMO  Domain Management Organization
DOP Directory OpefationalBinding Management Protocol
DSA Directory System Agent
DSE DSA Specific Entry
DSP Directory System Protocol
DUA DirectoryUser’ Agent
HOB Hierarchical Operational Binding
LDAP Lightweight Directory Access Protocol
NHOB Non-specific Hierarchical Operational Binding
NSSR  Non-Specific Subordinate Reference
PRDMD Private Directory Management Domain
RDN Relative Distinguished Name
RHOB Relevant Hierarchical Operational Binding (aHOB or NHOB, as appropriate)
SDSE  Shadowed DSE

5 Conventions

The term "Directory Specification" (as in "this Directory Specification") shall be taken to mean ITU-T Rec. X.501 |
| SO/IEC 9594-2. The term "Directory Specifications" shall be taken to mean the X.500-series Recommendations and all
parts of 1SO/IEC 9594.

This Directory Specification uses the term first edition systems to refer to systems conforming to the first edition of the
Directory Specifications, i.e., the 1988 edition of the series of CCITT X.500 Recommendations and the ISO/IEC
9594:1990 edition.

This Directory Specification uses the term second edition systems to refer to systems conforming to the second edition
of the Directory Specifications, i.e., the 1993 edition of the series of ITU-T X.500 Recommendations and the ISO/IEC
9594:1995 edition.

This Directory Specification uses the term third edition systems to refer to systems conforming to the third edition of the
Directory Specifications, i.e., the 1997 edition of the series of ITU-T X.500 Recommendations and the ISO/IEC
9594:1998 edition.
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