ETS| GS NFV-SOL 004 V2.4.1 (2018-02)

GROUP SPECIFICATION

$ Q\ﬂ'

Network Functions Virtl,gzél%atlon (NF\/) Release 2;
Protocols @Q@ata M@Hels

VNF Pa@(a@ﬁe §pecﬁcat|on

Disclaimer

The present document has been produced and approved by the Network Functions Virtualisation (NFV) ETSI Industry
Specification Group (ISG) and represents the views of those members who participated in this ISG.
It does not necessarily represent the views of the entire ETSI membership.


�����v�o��*JkȌ�y�����:������`Ry��=G�t�gmh�򴐧�Rg{vl>Fº�Vl�_���4�bL"��|��������G��n�F�B��hg��i�����e⡢J���*�������J

2 ETSI GS NFV-SOL 004 V2.4.1 (2018-02)

Reference
RGS/NFV-SOL004ed241

Keywords
data, NFV, protocol, virtualisation

ETSI

650 Route des Lucioles
F-06921 Sophia Antipolis Cedex - FRANCE

Tel.: +334 9294 42 00 Fax:+33 4 93 65 47 16

Siret N° 348 623 56200017 - NAF 742 C
Association a but nonvJucratif\enregistrée aja
Sous-Préfecture de'Grasse*(06) N° 7803/88

Important notice

The present document:can be downloaded from:
http://www.etsi.org/standards-search

The present document may be made available in:glectronic versions and/or in print. The content of any electronic and/or
print versions of the present document shall not:be modified without the prior written authorization of ETSI. In case of any
existing or perceived difference in contents between such versions and/or in print, the only prevailing document is the
print of the Portable Document Format (PDF) version kept on a specific network drive within ETSI Secretariat.

Users of the present document should be aware that the document may be subject to revision or change of status.
Information on the current status of this and other ETSI documents is available at
https://portal.etsi.orq/TB/ETSIDeliverableStatus.aspx

If you find errors in the present document, please send your comment to one of the following services:
https://portal.etsi.org/People/CommiteeSupportStaff.aspx

Copyright Notification

No part may be reproduced or utilized in any form or by any means, electronic or mechanical, including photocopying
and microfilm except as authorized by written permission of ETSI.
The content of the PDF version shall not be modified without the written authorization of ETSI.
The copyright and the foregoing restriction extend to reproduction in all media.

© ETSI 2018.
All rights reserved.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks of ETSI registered for the benefit of its Members.
3GPP™and LTE™ are trademarks of ETSI registered for the benefit of its Members and
of the 3GPP Organizational Partners.
oneM2M logo is protected for the benefit of its Members.
GSM® and the GSM logo are trademarks registered and owned by the GSM Association.

ETSI


��.P����i���,H;T��
BkBe����R��t�&F����v0����(�un��m��<������G� _K�����]�"�k��%�b3iͷ��f^�
̂�Yܨ����d���9&i�gO�X��d:��#�

3 ETSI GS NFV-SOL 004 V2.4.1 (2018-02)

Contents

Intellectual Property RIGNES.... ..ot e e b e 4
0 L= V1V (o RS 4
MoOdal VErDS EMINOIOQY .......ccveieeieieece sttt ettt e e e s re s aeeaesbeeaeesbesreensesaeensessesneenseseeeneensessens 4
1 o0 0L SR 5
2 S = (= (0= S 5
21 NOFMBLIVE FEFEIEINCES .....cutieiitiite ittt ettt sttt h ettt e e besb e ek e s bt e bt e ae e e e s bese e besheeb e e ae e s e eean e besaeebenneennennen 5
2.2 INfOrMELIVE FEFEIENCES. ... ettt e b b bbbt e e e e se e b e s bt eb e et e e e e e se e et e saeebeeneennennens 5
3 Definitions and abbreVIGtiONS...........cceeiiie et r e et saeeae e resreeneesreenes 6
31 DEfINITIONS. ...ttt et e et et e e te e e be e be e beeabeeaaesheesbeesbeesbeeseesaeesaeeseenseeaseenseeseesteeteentens 6
3.2 ADDIEVIBLIONS ...ttt ettt ettt et e et e st e et e e testesaeesaeesaeebeeaseeaeeebeeebe e be e beenbeensesaeesaeesreeaaeereenreans 6
4 VN PACKBGE. ...ttt h bt bt e s b e et et b e bt e bt nb et e e e e e e e e e nenneenenre s 6
4.1 TOSCA YAML Cloud Service Archive (CSAR) OVEIVIEW ........c.ciuirieiriiieiriiieiesieseeesiesee e 6
41.1 CSAR SITUCLUE.......ee ettt ettt st esa e bt e R et ea et e Re e sbe e b e e Re e e e e e e ehe e sReeaneeaneenneennenneenreenrean 6
4.1.2 CSAR With TOSCA-Metadata dirECIONY ........ciieiieeee et e sre e e e sre e e e s e sraesreennean 7
4.1.3 CSAR zip without TOSCA-Metadata dir€CLONY ......c.eccuviiieiesieee e ree e e e sreeneen 7
4.2 VNF package StruCture and fOIMEL...........cveivieieeie e s e see s e seesreeste e pen e esaesseesseeseesesnsessessneesseessnensesnseans 7
4.3 VINF package fil@ CONTENTS .......oceeiicecie et Ba e seeeste et ee e bbb e e e seessaeste e teeneesnensanesneesnnenseenseans 7
431 GENENEL ... et n et s 4T e et e bt eb et n e n b nae e r e e e s 7
4.3.2 VNF package Manifest file ...t e e Dottt 8
4.3.3 VNF package change history file.........oodm .l st it e i et 8
434 VNF package teStiNg fIlES.......oooir e e e et 9
4.35 VNF package licensing informatiOney. .. e i e e ettt sttt st 9
4.3.6 (0= ] o= L= {1 L= T o S o g OSSOSO PP 9
4.3.7 Non-MANO artifact Setsin @V NF PACKAGE. cr. . il s sese et ete e ettt sa e te e sr et neeneennenes 9
5 Adding security t0 TOSCA CSAR... i i e ee s e e e e ste s te e e e s testeesesreeneessenseaneens 10
51 VNF package authentiCity and INTEGIITY .......o o aa e eerereeeseseetesteseetesteseeteseesesseseesesseseenesseseeessesteneesesseseesens 10
52 VNF package manifest and CertifiCate fil @S .. il e 11
53 Conventionsinthe ManIifESt filE.......... i et et et e e ae e eraesbeesaeas 11
54 Signature of INdividual @rtifaCtS ...... 0 ettt s re s r e e neenes 12
55 Support for SECUrity SENSItIVE ArtifaCIS ... ... e eeeeeee e st s ne e 12
Annex A (informative): TOSCATCSAR EXAMPIES....ccui ettt 14
A1l CSARwiththe TOSCA-Metadata dirECtONY .......ccoceeiiirieiesiece ettt nee e 14
A.2 CSAR without the TOSCA-Metadata dirECLOIY .........cooveireriirieriesiesee e 14
Annex B (normative): NON-MANOQO artifact SEtSTregiStry .....ccccoerereeeeeeeresese e 15
B.L  GENEIA ...ttt b e r e e be e he e eeete et e teeReetesheete et e ate et e ateeneerenreeneens 15
B.2 NoOn-MANO artifact set identifier fOrmMat...........c.coviieiiiicie e e e 15
B.3  REQISIErEd iINFOINMELION ..ottt bbbt r b nr e n e 15
Annex C (informative): AULthOrs & CONtIIDULOrS.....cc.eeiiiiece e s 17
Annex D (informative): ChangE HISIONY ..o e s e e e eae s 18
L TS0 YOO P PSPPSRSO 19

ETSI


�ӷ��S��iރ����0����%A��A%!������]2*E�]�m���Hs���cmPQ.�QU�2��D�${���&���Ca�#b�
Z)���q����/l~	:7/4���	~�=NC�w0�A$/�RP��,

4 ETSI GS NFV-SOL 004 V2.4.1 (2018-02)

Intellectual Property Rights

Essential patents

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The information
pertaining to these essential IPRs, if any, is publicly available for ETSI membersand non-members, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards’, which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web
server (https://ipr.etsi.org/).

Pursuant to the ETSI IPR Palicy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee
can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not congtitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

Foreword

This Group Specification (GS) has been produced by ET Sk Industry Specification Group (ISG) Network Functions
Virtualisation (NFV).

Modal verbs terminology

In the present document "shall", "shall\not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" are to be interpreted as described in clause 3:2 of 'the ETSI Drafting Rules (Verbal forms for the expression of
provisions).

"must" and "must not" are NOT allowed in ET Sl'deliverables except when used in direct citation.
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1 Scope

The present document specifies the structure and format of a VNF package file and its constituents, fulfilling the
requirements specified in ETSI GS NFV-IFA 011 [1] for a VNF package.

2 References

2.1 Normative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected location might be found at
https://docbox.etsi.org/Reference.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are necessary for the application of the present document.

[1] ETSI GS NFV-IFA 011: "Network Functions Virtualisation(NEV); Management and
Orchestration; VNF Packaging Specification”.

[2] TOSCA-Simple-Profile-Y AML-v1.1-csprd0l: "TOSCAS mple Profilein YAML Version 1.1".

[3] IETF RFC 3339: "Date and Time onthe I nternet: Timestamps'.

[4] IANA register for Hash Function Textual Names.

NOTE: Available at https.//www iana.org/assignments/hash-function-text-names/hash-function-text-
names.xhtml.

[5] IETF RFC 5652 (September.2009): " Cryptographic Message Syntax (CMS)".

[6] IETF RFC 7468: "Textual .Encodings of PKIX, PKCS, and CMS Structures'.

[7] IANA register fordedia Types.

NOTE: Available at https://www.iana.org/assignments/ media-types/medi a-types.txt.

[8] Recommendation ITU-T X.509: "Information technology - Open Systems Interconnection - The
Directory: Public-key and attribute certificate frameworks'.

2.2 Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[i.1] TOSCA-v1.0-0s: "TOSCA Version 1.0".
[i.2] TOSCA-Simple-Profile-Y AML-v1.0-csprd02: "TOSCA Simple Profilein YAML Version 1.0".
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[i.3] ETSI GSNFV 003: "Network Functions Virtualisation (NFV); Terminology for Main Conceptsin
NFV".
[i.4] ETSI GS NFV-SOL 001: "Network Functions Virtualisation (NFV) Release 2; Protocols and Data

Models, NFV Descriptors based on TOSCA".
[i.5] ETSI NFV registry of non-MANO artifact sets.

NOTE: Availableat http://register.etsi.org/NFV.

3 Definitions and abbreviations

3.1 Definitions

For the purposes of the present document, the terms and definitions givenin ETSI GS NFV 003 [i.3] and the following
apply:

non-M ANO artifact: artifact for use by functional blocks beyond NFV-MANO

non-MANO artifact set: set of related non-MANO artifacts which are intended to be used together

3.2 Abbreviations

For the purposes of the present document, the following abbreviations apply:

CA Certificate Authority

CMS Cryptographic Message Syntax
CSAR Cloud Service Archive

NFVI NFV Infrastructure

NFVO NFV Orchestrator

TOSCA Topology and Orchestration Specification for Cloud Applications
URI Universal Resource Identifier
UTF Unicode Transformation Forriat
VNF Virtualised Network Function
VNFC VNF Component

VNFD VNF Descriptor

YAML YAML Ain't Markup Language

4 VNF package

4.1 TOSCA YAML Cloud Service Archive (CSAR) overview

41.1 CSAR structure

TOSCA YAML CSAR fileisan archivefile using the ZIP file format whose structure complies with the TOSCA
Simple Profile YAML v1.1 Specification [2]. The CSAR file may have one of the two following structures:

e  CSAR containing a TOSCA-Metadata directory, which includes the TOSCA.meta metadata file providing an
entry information for processing a CSAR file as defined in TOSCA v1.0 Specification [i.1].

. CSAR containing asingle yaml (.yml or .yaml) file at the root of the archive. The yaml fileisa TOSCA
definition template that contains a metadata section with template_name and template version metadata. This
fileisthe CSAR Entry-Definitions file.

In addition, the CSAR file may optionally contain other directories with bespoke names and contents.

ETSI
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4.1.2 CSAR with TOSCA-Metadata directory

The TOSCA.meta metadata file includes block _0 with the Entry-Definitions keyword pointing to a TOSCA definitions
YAML file used as entry for parsing the contents of the overall CSAR archive.

Any TOSCA definitions files besides the one denoted by the Entry-Definitions keyword can be found by processing
respective imports statements in the entry definitions file (or in recursively imported files).

Any additional artifacts files (e.g. scripts, binaries, configuration files) can be either declared explicitly through blocks
in the TOSCA.meta file as described in TOSCA v1.0 Specification [i.1] or pointed to by relative path names through
artifact definitions in one of the TOSCA definitions files contained in the CSAR file.

In order to indicate that the simplified structure (i.e. not al files need to be declared explicitly) of TOSCA.metafile
allowed by TOSCA Simple profile YAML 1.0 [i.2] is used, the CSAR-Version keyword listed in block_0 of the meta-
file denotes the version 1.1 as described in the below example. Otherwise the CSAR-Version keyword denotes the
version 1.0 and all files are declared explicitly.

EXAMPLE:

TOSCA- Met a-Fil e-Version: 1.0

CSAR-Version: 1.1

Creat ed- by: Onboardi ng portal

Entry-Definitions: Definitions/ MinServiceTenpl ate.yan

END OF EXAMPLE.

4.1.3 CSAR zip without TOSCA-Metadata directory

The yaml file at the root of the archive isthe CSAR Entry-Definition file, The CSAR-Version is defined by the
template_version metadata as can be seen in the belowsexample.

EXAMPLE:
tosca_definitions_version: tosca Sinpke_yanil 4
net adat a:

tenpl at e_nane: Mai nServi ceTenpl at e

tenpl at e_aut hor: Onboardi ng portal
tenpl ate_version: 1.0

END OF EXAMPLE.

4.2 VNF package structure and format

The structure and format of a VNF package shall conform to the TOSCA Simple Profile YAML v1.1 Specification of
the CSAR format [2].

NOTE: Thisimpliesthat the VNF package can be structured according to any of the two options described in
clause 4.1.

4.3 VNF package file contents

43.1 General

A VNF Package shall contain the VNFD as the main TOSCA definitions Y AML file, and additiond files, and shall be
structured according to one of the CSAR structure options described in clause 4.1.

NOTE: ETSI GSNFV-SOL 001 [i.4] specifiesthe structure and format of the VNFD based on TOSCA
specifications.

ETSI
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If the option with a TOSCA-Metadata directory is used and the CSAR-Version parameter indicates version 1.0, al files
that are contained in the archive shall be referenced from the TOSCA.metafile. If the CSAR-Version parameter
indicates version 1.1, the files that are referenced and pointed to by relative path names through artifact definitionsin
one of the TOSCA definitions files (e.g. the VNFD) contained in the CSAR need not be declared in the TOSCA.meta
file.

Examples of VNF package options are described in annex A.

4.3.2  VNF package manifest file

A CSAR VNF package shall have a manifest file. The manifest file shall have an extension .mf and the same name as
the main TOSCA definitions YAML file and be located at the root of the archive (archive without TOSCA-Metadata
directory) or in the location specified by the TOSCA.meta file (archive with a TOSCA-Metadata directory). In the latter
case, the corresponding entry shall be named "Entry-Manifest”.

The manifest file shall start with the VNF package metadata in the form of a name-value pairs. Each pair shall appear
on adifferent line. The "name" and the "value" shall be separated by a colon. The name shall be one of those specified
in table 4.3.2-1 and the values shall comply with the provisions specified in table 4.3.2-1.

Table 4.3.2-1: List of valid names and values for VNF package metadata

Name Value

vnf_provider_id A sequence of UTF-8 characters
See note.

vnf_product_name A sequence of UTF-8 charactersO
See note.

vnf_release data_time String formatted according to JETF'RFC 3339 [3].

vnf_package_version A sequence of-groups of one ormore digits separated by dots.
See note.

NOTE:  The value shall be identical to thase specified insthe:-VNED.

An example of valid manifest file metadata entries follows.

EXAMPLE:

nmet adat a:

vnf _product _nane: VvMRF-1-0-0

vnf _provider_id: Acne

vnf _package_version: 1.0

vnf_rel ease_data_tine: 2017.01. 0£T10900+03: 00

END OF EXAMPLE.

If the VNF package refers to external files, the manifest file shall contain digests of individual files in the package, both
local files contained in the package and external files referenced in the package.

If the VNF package does not refer to external files, the manifest files may contain digests of individual files contained
in the package. If the manifest file does not include digests, the complete CSAR file shall be digitally signed by the
VNF provider. A consumer of the VNF package verifies the digests in the manifest file by computing the actual digests
and comparing them with the digests listed in the manifest file.

The manifest file, or alternatively, the signature of the CSAR file, isthe key for decision regarding a VNF package
integrity and validity in terms of its contained artifacts. The specification of the manifest file and specific algorithms
used in digest creation and validation is described in the security related sub-clause.

4.3.3  VNF package change history file

A CSAR VNF package shall have a humanly readable text file describing any change in the constituency of the VNF
package. All the changesin the VNF package shall be versioned, tracked and inventoried in the change history file.

The VNF package change history file shall be named " ChangelL og.txt" and be located at the root of the archive (archive
without TOSCA-Metadata directory) or in the location specified by the TOSCA.meta file (archive with a TOSCA-
Metadata directory). In the latter case, the corresponding entry shall be named "Entry-Change-Log".
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4.3.4  VNF package testing files

To enable VNF package validation, a VNF Provider should include in aVVNF package files containing necessary
information (e.g. test description) in order to perform VNF testing. The contents of VNF testing information is outside
the scope of the present document.

The VNF testing information shall be located in adirectory named "Tests" located at the root of the archive (archive
without TOSCA-Metadata directory) or in the location specified by the TOSCA.meta file (archive with a TOSCA-
Metadata directory). In the latter case, the corresponding entry shall be named "Entry-Tests".

4.3.5  VNF package licensing information

Asrequired in ETSI GSNFV-1FA 011 [1] the VNF package shall contain license information for the released VNF.
The license information shall include a single license term for the whole VNF. In addition the license information may
also include license terms for each of the VNF package artifacts if different from the one of the released VNF.

The VNF licensing information shall be located in a directory named "Licenses' located at the root of the archive
(archive without TOSCA-Metadata directory) or in the location specified by the TOSCA.meta file (archive with a
TOSCA-Metadata directory). In the latter case, the corresponding entry shall be named "Entry-Licenses'.

4.3.6 Certificate file

If the manifest fileis signed by the VNF provider (see option 1 inclause 5.1), the CSAR VNF package shall contain a
certificate file if the certificate is not included in the signature container (see note) within the manifest file. In this case,
the certificate file shall have an extension .cert and the sameiname. as the main“T OSCA definitions Y AML file and be
located at the root of the archive (archive without TOSCA-Metadata directory)or in the location specified by the
TOSCA.meta file (archive with a TOSCA-M etadata directory). In the latter case, the corresponding entry shall be
named "Entry-Certificate".

NOTE: Signature container refersto astructure’in a standard format (e.g. CMS) which contains signature and
additional data needed to process the'signature (e.g:.certificates, algorithms, etc.).

If the complete CSAR fileis signed by the VNF provider (See option 2 in clause 5.1), the certificate file shall be
contained in a zip file together with the CSAR file and the signature file if the certificate is not included in the signature
file. The certificate file shall have an extension .cert and the same name as the CSAR file.

4.3.7 Non-MANO artifact sets in a VNF package

Asrequired in ETSI GSNFV-IFA 011 [1] the VNF package shall allow to store and identify non-MANO artifact setsin
the VNF package file.

Every non-MANO artifact set shall be identified by a non-MANO artifact set identifier which shall be registered in the
registry (specified in annex B). A non-MANO artifact set identifier shall be a string that consists of sub-strings which
shall not contain characters other than the following: digits (0-9), lowercase ASCII characters (a-z), and the special
characters underscore” " and dash "-". Sub-strings shall be separated by the dot "." character.

All files belonging to the same non-MANO artifact set shall share a common path prefix other than the root of the
package.

Non-MANO artifact sets shall be declared in the manifest file. If the package contains at |east one non-MANO artifact
set, an entry named "non_mano_artifact_sets:" shall be present in the package on its own line after the " metadata’
section that is defined in clause 4.3.2. The section defined by the "non_mano_artifact_sets' keyname shall have the
following structure:

. Every non-MANO artifact set shall be declared on its own line, by akey name that is equal to the non-MANO
artifact set identifier.

. Below the key name, all artifacts that belong to the non-MANO artifact set shall be listed, each on its own line,
starting with key name " Source", followed by acolon (*:") and a blank, and further followed by afile name
with path for afilein the CSAR archive that is not contained in the root of this archive.
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