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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and non-governmental, in liaison with 1ISO and IEC, also take part in the work. In the field of information
technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.
The main task of the joint technical committee is to prepare International Standards. Draft International
Standards adopted by the joint technical committee are circulated to national bodies for voting. Publication as

an International Standard requires approval by at least 75 % of the national bodies casting a vote.

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent
rights. ISO and IEC shall not be held responsible for identifying any or all such patent rights.

ISO/IEC 8825-2 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology,
Subcommittee SC 6, Telecommtinications' ‘andiinforimation exchange Jbefween systems, in collaboration with
ITU-T. The identical text is published as Rec. ITU-T X.691 (11/2008).

This fourth edition cancels and replaces the third edition (ISO/IEC 8825-2:2002), which has been technically
revised. It also incorporates the Amendments ISO/IEC 8825-2:2002/Amd.1:2004,
ISO/IEC 8825-2:2002/Amd.2:2007 and ISO/IEC 8825-2:2002/Amd.3:2008, and the Technical Corrigenda
ISO/IEC 8825-2:2002/Cor.1:2006"and ISO/IEC 8825-2:2002/Cor.2:2006.

ISO/IEC 8825 consists of the following parts, under the general title Information technology — ASN.1
encoding rules:

— Part 1: Specification of Basic Encoding Rules (BER), Canonical Encoding Rules (CER) and Distinguished
Encoding Rules (DER)

— Part 2: Specification of Packed Encoding Rules (PER)

— Part 3: Specification of Encoding Control Notation (ECN)
— Part 4: XML Encoding Rules (XER)

— Part 5: Mapping W3C XML schema definitions into ASN.1

— Part 6: Registration and application of PER encoding instructions

Vi © ISO/IEC 2008 — All rights reserved
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I ntroduction

The publications ITU-T Rec. X.680 | ISO/IEC 8824-1, ITU-T Rec. X.681 | ISO/IEC 8824-2, ITU-T Rec. X.682 |
ISO/IEC 8824-3, ITU-T Rec. X.683 | ISO/IEC 8824-4 together describe Abstract Syntax Notation One (ASN.1), a
notation for the definition of messages to be exchanged between peer applications.

This Recommendation | International Standard defines encoding rules that may be applied to values of types defined
using the notation specified in ITU-T Rec. X.680 | ISO/IEC 8824-1. Application of these encoding rules produces a

transfer syntax for such values. It isimplicit in the specification of these encoding rules that they are aso to be used for
decoding.

There are more than one set of encoding rules that can be applied to values of ASN.1 types. This Recommendation |
International Standard defines a set of Packed Encoding Rules (PER), so called because they achieve a much more
compact representation than that achieved by the Basic Encoding Rules (BER) and its derivatives described in ITU-T
Rec. X.690| 1SO/IEC 8825-1 which is referenced for some parts of the specification of these Packed Encoding Rules.

© ISO/IEC 2008 — All rights reserved Vii
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INTERNATIONAL STANDARD
ITU-T RECOMMENDATION

Information technology —
ASN.1 encoding rules:
Specification of Packed Encoding Rules (PER)

1 Scope

This Recommendation | International Standard specifies a set of Packed Encoding Rules that may be used to derive a
transfer syntax for values of types defined in ITU-T Rec. X.680 | ISO/IEC 8824-1. These Packed Encoding Rules are
also to be applied for decoding such atransfer syntax in order to identify the data values being transferred.
The encoding rules specified in this Recommendation | International Standard:

— areused at the time of communication;

— areintended for use in circumstances where minimizing the size of the representation of values is the
major concern in the choice of encoding rules;

— dlow the extension of an abstract syntax by addition of extra values, preserving the encodings
of the existing values, for al forms of extension described in ITU-T Rec. X.680 | ISO/IEC 8824-1,

— can be modified in accordance with the provisions of ITU-T Rec. X.695 | ISO/IEC 8825-6.

2 Nor mative references

The following Recommendations and International Standards contain provisions which, through reference in this text,
constitute provisions of this Recommendation | International Standard. At the time of publication, the editions indicated
were valid. All Recommendations and Standards-are-subject-to-revision, and parties to agreements based on this
Recommendation | Internationa > 'Standard “are’ encouraged ‘16 investigate' the“possibility-'of applying the most recent
edition of the Recommendations and Standards listed below!"“Members-of TEC and 1SO maintain registers of currently
valid International Standards. The Telecommunication Standardization Bureau of the ITU maintains a list of currently
valid ITU-T Recommendations.

2.1 Identical Recommendations | I nternational Sandards

— ITU-T Recommendation X.680 (2008) | ISO/IEC 8824-1:2008, Information technology — Abstract
Syntax Notation One (ASN.1): Specification of basic notation.

— ITU-T Recommendation X.681 (2008) | ISO/IEC 8824-2:2008, Information technology — Abstract
Syntax Notation One (ASN.1): Information object specification.

— ITU-T Recommendation X.682 (2008) | ISO/IEC 8824-3:2008, Information technology — Abstract
Syntax Notation One (ASN.1): Constraint specification.

— ITU-T Recommendation X.683 (2008) | ISO/IEC 8824-4:2008, Information technology — Abstract
Syntax Notation One (ASN.1): Parameterization of ASN.1 specifications.

— ITU-T Recommendation X.690 (2008) | ISO/IEC 8825-1:2008, Information technology — ASN.1
encoding rules: Specification of Basic Encoding Rules (BER), Canonical Encoding Rules (CER) and
Distinguished Encoding Rules (DER).

— ITU-T Recommendation X.695 (2008) | ISO/IEC 8825-6:2008, Information technology — ASN.1
encoding rules: Registration and application of PER encoding instructions.

2.2 Additional references
— ISO/EC 646:1991, Information technology — 1SO 7-bit coded character set for information interchange.
— ISO/IEC 2022:1994, Information technology — Character code structure and extension techniques.

— ISO/IEC 2375:2003, Information technology — Procedure for registration of escape sequences and
coded character sets.

ITU-T Rec. X.691 (11/2008) 1
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— 1S0 6093:1985, Information processing — Representation of numerical values in character strings for
information interchange.

— IO International Register of Coded Character Setsto be Used with Escape Sequences.
— ISO/IEC 10646:2003, Information technology — Universal Multiple-Octet Coded Character Set (UCS).

3 Definitions

For the purposes of this Recommendation | International Standard, the following definitions apply.

3.1 Specification of Basic Notation

For the purposes of this Recommendation | International Standard, all the definitions in ITU-T Rec. X.680 |
ISO/IEC 8824-1 apply.

3.2 Information Object Specification

For the purposes of this Recommendation | International Standard, al the definitions in ITU-T Rec. X.681 |
I SO/IEC 8824-2 apply.

33 Constraint Specification

This Recommendation | International Standard makes use of the following terms defined in ITU-T Rec. X.682 |
| SO/IEC 8824-3:

a) component relation constraint;
b) table constraint.

34 Parameterization of ASN.1/Specification

This Recommendation | International Standard makes use of the following term defined in ITU-T Rec. X.683 |
| SO/IEC 8824-4:

—  variable constraint.

35 Basic Encoding Rules

This Recommendation | International Standard makes use of the following terms defined in ITU-T Rec. X.690 |
ISO/IEC 8825-1:

a) dynamic conformance;

b) static conformance;

c) datavalue;

d) encoding (of adatavalue);
€) sender;

f)  receiver.

3.6 PER Encoding I nstructions

This Recommendation | International Standard makes use of the following term defined in ITU-T Rec. X.695 |
| SO/IEC 8825-6:

—  identifying keyword.

3.7 Additional definitions
For the purposes of this Recommendation | International Standard, the following definitions apply.

371 2's-complement-binary-integer encoding: The encoding of a whole number into a bit-field (octet-aligned in
the ALIGNED variant) of a specified length, or into the minimum number of octets that will accommodate that whole
number encoded as a 2's-complement-integer, which provides representations for whole numbers that are equal to,
greater than, or less than zero, as specified in 11.4.

2 ITU-T Rec. X.691 (11/2008)
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NOTE 1 — The value of atwo's complement binary number is derived by numbering the bits in the contents octets, starting with
bit 1 of the last octet as bit zero and ending the numbering with bit 8 of the first octet. Each bit is assigned a numerical value of
2V, where N is its position in the above numbering sequence. The value of the two's complement binary number is obtained by
summing the numerical values assigned to each bit for those bits which are set to one, excluding bit 8 of the first octet, and then
reducing this value by the numerical value assigned to bit 8 of the first octet if that bit is set to one.

NOTE 2 — Whole number is a synonym for the mathematical term integer. It is used here to avoid confusion with the ASN.1 type
integer.

3.7.2 abstract syntax value: A value of an abstract syntax (defined as the set of values of a single ASN.1 type),
which isto be encoded by PER, or which isto be generated by PER decoding.

NOTE-The single ASN.1 type associated with an abstract syntax is formally identified by an object of class
ABSTRACT- SYNTAX.

3.7.3 bit-field: The product of some part of the encoding mechanism that consists of an ordered set of hits that are
not necessarily a multiple of eight.

NOTE - If the use of thisterm is followed by "octet-aligned in the ALIGNED variant”, this means that the bit-field is required to
begin on an octet boundary in the complete encoding for the aligned variant of PER.

374 canonical encoding: A complete encoding of an abstract syntax value obtained by the application of
encoding rules that have no implementation-dependent options; such rules result in the definition of a 1-1 mapping
between unambiguous and unique bitstrings in the transfer syntax and values in the abstract syntax.

3.75 composite type: A set, sequence, set-of, sequence-of, choice, embedded-pdv, external or unrestricted
character string type.

3.7.6 composite value: The value of a composite type.

3.7.7 constrained whole number: A whole number which is constrained by PER-visible constraints to lie within a
range from "Ib" to "ub" with the value "Ib" less than or equal to "ub", and the values of "Ib" and "ub" as permitted
values.
NOTE — Constrained whole nimbers-occur'in the encoding/whichlidentifies the,chiosen @térnative of a choice type, the length of
character, octet and bit string types whose length has been restricted by PER-visible constraints to a maximum length, the count
of the number of components in a sequence-of or set-of type that has been restricted by PER-visible constraints to a maximum
number of components, the value of an integertype that"has been ‘constrained by PER-visible constraints to lie within finite
minimum and maximum values, and the value that denotes an enumeration in an enumerated type.

3.7.8 effective size constraint (for a constrained'string-type):"A single finite size constraint that could be applied
to a built-in string type andlwhose"effect“would ‘be’to'permit-all “and 'only ‘those lengths that can be present in the
constrained string type.

NOTE 1 - For example, the following has an effective size constraint:

A::= I A5String (SIZE(1..4) | SIZE(10..15))
sinceit can be rewritten with a single size constraint that appliesto all values:
A::= IA5String (SIZE(1..4 | 10..15))

whereas the following has no effective size constraint since the string can be arbitrarily long if it does not contain any characters
other than 'a, 'b" and 'c":

B::=1A5String (SIZE(1..4) | FROM"abc"))
NOTE 2 — The effective size constraint is used only to determine the encoding of lengths.

3.7.9 effective permitted-alphabet constraint (for a constrained restricted character string type): A single
permitted-al phabet constraint that could be applied to a built-in known-multiplier character string type and whose effect
would be to permit all and only those characters that can be present in at least one character position of any one of the
valuesin the constrained restricted character string type.
NOTE 1 — For example, in:
Ax ::= | A5String (FROM"AB') | FROM"CD'))
Bx ::= IASString (SIZE(1..4) | FROM"abc"))

Ax has an effective permitted-alphabet constraint of "ABCD'. Bx has an effective permitted-alphabet constraint that
consists of the entire | A5St ri ng alphabet since there is no smaller permitted-alphabet constraint that applies to all values
of Bx.

NOTE 2 — The effective permitted-al phabet constraint is used only to determine the encoding of characters.

3.7.10 enumeration index: The non-negative whole number associated with an "Enumerationltem” in an
enumerated type. The enumeration indices are determined by sorting the "Enumerationitem"s into ascending order by
their enumeration value, then by assigning an enumeration index starting with zero for the first "Enumerationltem", one
for the second, and so on up to the last "Enumerationitem” in the sorted list.

NOTE - "Enumerationltem"s in the "RootEnumeration” are sorted separately from those in the "Additional Enumeration”.

ITU-T Rec. X.691 (11/2008) 3



| SO/IEC 8825-2:2008 (E)

3.7.11 extensiblefor PER encoding: A property of atype which requires that PER identifies an encoding of avalue
asthat of aroot value or as that of an extension addition.

NOTE — Root values are normally encoded more efficiently than extension additions.

3.7.12 field-list: An ordered set of hit-fields that is produced as a result of applying these encoding rules to
components of an abstract value.

3.7.13 indefinite-length: An encoding whose length is greater than 64K-1 or whose maximum length cannot be
determined from the ASN.1 notation.

3.7.14 fixed-length type: A type such that the value of the outermost length determinant in an encoding of this type
can be determined (using the mechanisms specified in this Recommendation | International Standard) from the type
notation (after the application of PER-visible constraints only) and is the same for all possible values of the type.

3.7.15 fixed value: A value such that it can be determined (using the mechanisms specified in this Recommendation
| International Standard) that this is the only permitted value (after the application of PER-visible constraints only) of
the type governing it.

3.7.16  known-multiplier character string type: A restricted character string type where the number of octetsin the
encoding is a known fixed multiple of the number of characters in the character string for all permitted character string
values. The known-multiplier character string types are 1A5String, PrintableString, VisibleString,
Nunmeri cString, Uni versal String and BMPSt ri ng.

3.7.17 length determinant: A count (of bits, octets, characters, or components) determining the length of part or all
of aPER encoding.

3.718 normally small non-negative whole number: A part of an encoding which represents values of an
unbounded non-negative integer, but where small values are more likely to occur than large ones.

3.719 normally small length: A length encoding which represents values of an unbounded length, but where small
lengths are more likely to occur than large ones.

3.7.20 non-negative-binary-integer encading: The encoding,of @& constrained or semi-constrained whole number

into either a bit-field of a specified length; or into-a‘bit-field“(octet-aligned in the ALIGNED variant) of a specified

length, or into the minimum number of octets that will accommodate that whole number encoded as a non-negative-

binary-integer which provides representations forlwhale numbers.greater than or equal to zero, as specified in 11.3.
NOTE — The value of a twa's complement' binary number’is derived by’ numbering the bitsin‘the contents octets, starting with
bit 1 of the last octet as bit zero and ending/the numbering/with-bit-8 of thefirst octet. Each bit is assigned a numerical value of
2N, where N is its position in the above numbering sequence. The value of the two's complement binary number is obtained by
summing the numerical values assigned to each bit for those bits which are set to one.

3.7.21 outermost type: An ASN.1 type whose encoding is included in a non-ASN.1 carrier or as the value of other
ASN.1 constructs (see 11.1.1).

NOTE — PER encodings of an outermost type are always an integral multiple of eight bits.

3.7.22 PER-visible constraint: Aninstance of use of the ASN.1 constraint notation which affects the PER encoding
of avalue.

3.7.23 relay-safe encoding: A complete encoding of an abstract syntax value which can be decoded (including any
embedded encodings) without knowledge of the environment in which the encoding was performed.

3.7.24  semi-constrained whole number: A whole number which is constrained by PER-visible constraints to

exceed or equal some value "Ib" with the value "Ib" as a permitted value, and which is not a constrained whole number.
NOTE — Semi-constrained whole numbers occur in the encoding of the length of unconstrained (and in some cases constrained)
character, octet and bit string types, the count of the number of components in unconstrained (and in some cases constrained)
sequence-of and set-of types, and the value of an integer type that has been constrained to exceed some minimum value.

3.7.25 simpletype A typethat isnot a composite type.

3.7.26 textually dependent: A term used to identify the case where if some reference name is used in evaluating an
element set, the value of the element set is considered to be dependent on that reference name, regardless of whether the
actual set arithmetic being performed is such that the final value of the element set is independent of the actual element
set value assigned to the reference name.

NOTE — For example, the following definition of Foo is textually dependent on Bar even though Bar has no effect on Foos set
of values (thus, according to 10.3.6 the constraint on Foo is not PER-visible since Bar is constrained by a table constraint and
Foo istextually dependent on Bar ).

MY-CLASS ::= CLASS { &nane PrintableString, &ge |INTEGER } W TH SYNTAX{ &ane , &age}
MyCbj ect Set MY-CLASS ::= { {"Jack", 7} | {"Jill", 5} }
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MY- CLASS. &ge ({M/Ohj ect Set})
I NTEGER (Bar | 1..100)

Bar ::

Foo ::

3.7.27  unconstrained whole number: A whole number which is not constrained by PER-visible constraints.
NOTE — Unconstrained whole numbers occur only in the encoding of a value of the integer type.

4 Abbreviations

For the purposes of this Recommendation | International Standard, the following abbreviations apply:
ASN.1 Abstract Syntax Notation One
BER Basic Encoding Rules of ASN.1
CER Canonica Encoding Rules of ASN.1
DER Distinguished Encoding Rules of ASN.1
PER Packed Encoding Rules of ASN.1

16K 16384

32K 32768

48K 49152

64K 65536
5 Notation

This Recommendation | International Standard references the notation defined by ITU-T Rec. X.680 | ISO/IEC 8824-1.

6 Convention

6.1 This Recommendation | International Standard defines the value of each octet in an encoding by use of the
terms "most significant bit" and "least significant bit"
NOTE — Lower layer specificationsiuse the :same! netation to'‘define-the! ordercof ‘bit’ transmission on a seria line, or the
assignment of bitsto parallel channels.

6.2 For the purposes of this Recommendation | International Standard, the bits of an octet are numbered from 8
to 1, where bit 8 isthe "most significant bit" and bit 1 the "least significant bit".

6.3 The term "octet" is frequently used in this Recommendation | International Standard to stand for "eight bits".
The use of thisterm in place of "eight bits' does not carry any implications of alignment. Where alignment is intended,
itisexplicitly stated in this Recommendation | International Standard.

7 Encoding rules defined in this Recommendation | I nter national Standard

7.1 This Recommendation | International Standard specifies four encoding rules (together with their associated
object identifiers) which can be used to encode and decode the values of an abstract syntax defined as the values of a
single (known) ASN.1 type. This clause describes their applicability and properties.

7.2 Without knowledge of the type of the value encoded, it is not possible to determine the structure of the
encoding (under any of the PER encoding rule algorithms). In particular, the end of the encoding cannot be determined
from the encoding itself without knowledge of the type being encoded.

7.3 PER encodings are always relay-safe provided the abstract values of the types EXTERNAL, EMBEDDED PDV
and CHARACTER STRI NGare constrained to prevent the carriage of OS| presentation context identifiers.

7.4 The most general encoding rule algorithm specified in this Recommendation | International Standard is
BASIC-PER, which does not in general produce a canonical encoding.

75 A second encoding rule agorithm specified in this Recommendation | International Standard is
CANONICAL-PER, which produces encodings that are canonical. This is defined as a restriction of implementation-
dependent choices in the BASIC-PER encoding.

NOTE 1 — CANONICAL-PER produces canonical encodings that have applications when authenticators need to be applied to
abstract values.
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NOTE 2 — Any implementation conforming to CANONICAL-PER for encoding is conformant to BASIC-PER for encoding.
Any implementation conforming to BASIC-PER for decoding is conformant to CANONICAL-PER for decoding. Thus,
encodings made according to CANONICAL-PER are encodings that are permitted by BASIC-PER.

7.6 If atype encoded with BASIC-PER or CANONICAL-PER contains EMBEDDED PDV, CHARACTER STRI NGor
EXTERNAL types, then the outer encoding ceases to be relay-safe unless the transfer syntax used for all the EMBEDDED
PDV, CHARACTER STRI NG and EXTERNAL types is relay safe. If a type encoded with CANONICAL-PER contains
EVMBEDDED PDV, EXTERNAL or CHARACTER STRI NG types, then the outer encoding ceases to be canonical unless the
transfer syntax used for all the EMBEDDED PDV, EXTERNAL and CHARACTER STRI NGtypesis canonical.

NOTE — The character transfer syntaxes supporting all character abstract syntaxes of the form {i so standard 10646

level -1(1) ....} are canonical. Those supporting {i so standard 10646 level-2(2) ....} and {iso
standard 10646 |evel -3(3) ....} arenotawayscanonical. All the above character transfer syntaxes are relay-safe.

7.7 Both BASIC-PER and CANONICAL-PER come in two variants, the ALIGNED variant, and the
UNALIGNED variant. In the ALIGNED variant, padding bits are inserted from time to time to restore octet alignment.
Inthe UNALIGNED variant, no padding bits are ever inserted.

7.8 There are no interworking possibilities between the ALIGNED variant and the UNALIGNED variant.

7.9 PER encodings are self-delimiting only with knowledge of the type of the encoded value. Encodings are
always a multiple of eight bits. When carried in an EXTERNAL type they shall be carried in the OCTET STRI NG choice
alternative, unless the EXTERNAL type itself is encoded in PER, in which case the value may be encoded as a single
ASN.1 type (i.e., an open type). When carried in OS| presentation protocol, the "full encoding” (as defined in ITU-T
Rec. X.226 | ISO/IEC 8823-1) with the OCTET STRI NG choice alternative shall be used.

7.10 The rules of this Recommendation | International Standard apply to both algorithms and to both variants
unless otherwise stated (but see 9.2 and 9.3).

711 Annex C isinformative, and gives recommendations on which combinations of PER to implement in order to
maximize the chances of interworking.

8 Conformance
8.1 Dynamic conformance is specified by clause 9 onwards.

8.2 Static conformance is/specified by. those 'standards which specify the-application of these Packed Encoding
Rules.
NOTE — Annex C provides guidance on static conformance in relation to support for the two variants of the two encoding rule

algorithms. This guidance is designed to ensure interworking, while recognizing the benefits to some applications of encodings
that are neither relay-safe nor canonical.

8.3 The rules in this Recommendation | International Standard are specified in terms of an encoding procedure.
Implementations are not required to mirror the procedure specified, provided the bit string produced as the complete
encoding of an abstract syntax value is identical to one of those specified in this Recommendation | Internationa
Standard for the applicable transfer syntax.

84 Implementations performing decoding are required to produce the abstract syntax value corresponding to any
received hit string which could be produced by a sender conforming to the encoding rules identified in the transfer
syntax associated with the material being decoded.
NOTE 1 — In general there are no aternative encodings defined for the BASIC-PER explicitly stated in this Recommendation |
International Standard. The BASIC-PER becomes canonical by specifying relay-safe operation and by restricting some of the
encoding options of other ISO/IEC Standards that are referenced. CANONICAL-PER provides an dternative to both the
Distinguished Encoding Rules and Canonical Encoding Rules (see ITU-T Rec. X.690 | ISO/IEC 8825-1) where a canonical and
relay-safe encoding is required.
NOTE 2 — When CANONICAL-PER is used to provide a canonical encoding, it is recommended that any resulting encrypted

hash value that is derived from it should have associated with it an algorithm identifier that identifies CANONICAL-PER as the
transformation from the abstract syntax value to an initia bitstring (which is then hashed).

9 PER encoding instructions

9.1 PER encoding instructions can be associated with a type in accordance with the provisions of ITU-T
Rec. X.680 | ISO/IEC 8824-1 and ITU-T Rec. X.695 | ISO/IEC 8825-6.

NOTE 1 — The application of some PER encoding instructions can make it impossible to encode al the abstract values of the
type. Where this can arise, the specific PER encoding instruction identifies the problem. It is a designers decision, based on the
possible need to use multiple encoding rules, whether to add an explicit constraint on the type in order to restrict the range of
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abstract values to those that can be handled by the encoding using the PER encoding instruction. This can make the specification
less readable, but ensures that all encoding rules can encode all alowed abstract values, making relaying possible without errors.

NOTE 2 — Each PER encoding instruction starts with an identifying keyword that unambiguously identifies that encoding

instruction.
9.2 If the ALIGNED version of either BASIC-PER or CANONICAL-PER is in use, then all PER encoding
instructions shall be silently ignored and have no affect on the encoding.
9.3 If the UNALIGNED version of either BASIC-PER or CANONICAL-PER is in usg, then if a type has an

associated encoding instruction, the following subclauses shall apply.
9.31 If the identifying keyword is not known, then a " not supported” error message shall be issued.

9.3.2 If the identifying keyword is known, the procedures of this Recommendation | International Standard shall be
modified by the amendments to those procedures that are specified by the PER encoding instruction (see ITU-T
Rec. X.695 | ISO/IEC 8825-6).

NOTE 1 - If multiple PER encoding instructions are associated with a type, then the amendments specified for all of them shall
be applied.

NOTE 2 -1t is an error in the register of PER encoding instructions if amendments produced by two or more separate encoding
instructions conflict and it is not stated that they are mutually exclusive.

10 The approach to encoding used for PER

10.1 Use of the type notation

10.1.1 These encoding rules make specific use of the ASN.1 type notation as specified in ITU-T Rec. X.680 |
ISO/IEC 8824-1, and can only be applied to encode the values of asingle ASN.1 type specified using that notation.

10.1.2 In particular, but not exclusively, they are dependent on the following information being retained in the
ASN.1 type and value model underlying the use of the notation;

a) thenesting of choice typeswithin choice types,

b) the tags placed on the componentsin aset type, and on the alternatives in a choice type, and the values
given to an enumeration;

c) whether aset or sequence type component is-optionalor not;
d) whether a set'of sequence type component has a DEFAULT 'vaueor not;

e) the restricted range of values of a type which arise through the application of PER-visible constraints
(only);

f)  whether acomponent is an open type;

g) whether atypeisextensible for PER encoding.

10.2 Use of tagsto provide a canonical order

This Recommendation | International Standard requires components of a set type and a choice type to be canonically
ordered independent of the textual ordering of the components. The canonical order is determined by sorting the
outermost tag of each component, as specified in ITU-T Rec. X.680 | ISO/IEC 8824-1, 8.6.

10.3 PER-visible constraints
NOTE — The fact that some ASN.1 constraints may not be PER-visible for the purposes of encoding and decoding does not in

any way affect the use of such constraints in the handling of errors detected during decoding, nor does it imply that values
violating such constraints are allowed to be transmitted by a conforming sender. However, this Recommendation | International
Standard makes no use of such constraints in the specification of encodings.

10.3.1  Constraints that are expressed in human-readable text or in ASN.1 comment are not PER-visible.

10.3.2 Variable constraints are not PER-visible (see ITU-T Rec. X.683 | ISO/IEC 8824-4, 10.3 and 10.4).

10.3.3  User-defined constraints (see ITU-T Rec. X.682 | ISO/IEC 8824-3, 9.1) are not PER visible.

10.34 Table congtraints are not PER-visible (see ITU-T Rec. X.682 | |SO/IEC 8824-3).

10.35 Component relation constraints (see ITU-T Rec. X.682 | ISO/IEC 8824-3, 10.7) are not PER-visible.

10.3.6  Constraints whose evaluation is textually dependent on a table constraint or a component relation constraint
are not PER-visible (see ITU-T Rec. X.682 | ISO/IEC 8824-3).
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