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Executive summary
•	 Organizations of all types and sizes col-

lect, process, store and transmit infor-
mation in many forms. This information 
is valuable to an organization’s business 
and operations. 

•	 In today’s interconnected and mobile 
world, information is processed us-
ing systems and networks that employ 
state-of-the-art technology. It is vital to 
protect this information against both 
deliberate and accidental threats and 
vulnerabilities.

•	 ISO/IEC 27002 helps organizations to 
keep secure both their information as-
sets and those of their customers. 

•	 It offers organizations a wide selection 
of security controls, together with ac-
companying implementation guidance. 

It brings these controls together as a 
code of practice based on the controls 
that are commonly applied in many dif-
ferent organizations.

•	 Effective information security also 
assures management and other stake-
holders that the organization’s assets 
are safe, thereby acting as a business 
enabler.

•	 Other International Standards in the 
ISO/IEC 27000 family give complemen-
tary advice or requirements on other 
aspects of the overall process of manag-
ing information security.
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Foreword

ISO (the International Organization for 
Standardization) and IEC (the International 
Electrotechnical Commission) form the special-
ized system for worldwide standardization. 
National bodies that are members of ISO or IEC 
participate in the development of International 
Standards through technical committees estab-
lished by the respective organization to deal 
with particular fields of technical activity. ISO 
and IEC technical committees collaborate in 
fields of mutual interest. Other international 
organizations, governmental and non-govern-
mental, in liaison with ISO and IEC, also take 
part in the work. In the field of information 
technology, ISO and IEC have established a joint 
technical committee, ISO/IEC JTC 1.

International Standards are drafted in accord-
ance with the rules given in the ISO/IEC 
Directives, Part 2.

ISO/IEC 27002 was prepared by Joint Technical 
Committee ISO/IEC JTC 1, Information technol-
ogy, Subcommittee SC 27, IT Security techniques.

Attention is drawn to the possibility that some 
of the elements of this document may be the 
subject of patent rights. ISO shall not be held 
responsible for identifying any or all such pat-
ent rights.

This second edition cancels and replaces the 
first edition (ISO/IEC 27002:2005), which has 
been technically and structurally revised.
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0	 Introduction

0.1	 Background and context

This International Standard is designed for 
organizations to use as a reference for selecting 
controls within the process of implementing 
an Information Security Management System 
(ISMS) based on ISO/IEC 27001[10] or as a guid-
ance document for organizations implementing 
commonly accepted information security con-
trols. This standard is also intended for use in 
developing industry- and organization-specific 
information security management guidelines, 
taking into consideration their specific infor-
mation security risk environment(s).

Organizations of all types and sizes (includ-
ing public and private sector, commercial and 
non-profit) collect, process, store and transmit 
information in many forms including electronic, 
physical and verbal (e.g. conversations and 
presentations).

The value of information goes beyond the writ-
ten words, numbers and images: knowledge, 
concepts, ideas and brands are examples of 
intangible forms of information. In an inter-
connected world, information and related 
processes, systems, networks and personnel 
involved in their operation, handling and pro-
tection are assets that, like other important 
business assets, are valuable to an organiza-
tion’s business and consequently deserve or 
require protection against various hazards.

Assets are subject to both deliberate and acci-
dental threats while the related processes, 
systems, networks and people have inherent 
vulnerabilities. Changes to business processes 
and systems or other external changes (such 
as new laws and regulations) may create new 
information security risks. Therefore, given 
the multitude of ways in which threats could 
take advantage of vulnerabilities to harm the 
organization, information security risks are 
always present. Effective information security 
reduces these risks by protecting the organi-
zation against threats and vulnerabilities, and 
then reduces impacts to its assets.

Information security is achieved by implement-
ing a suitable set of controls, including policies, 
processes, procedures, organizational struc-
tures and software and hardware functions. 
These controls need to be established, imple-
mented, monitored, reviewed and improved, 
where necessary, to ensure that the specific 
security and business objectives of the organiza-
tion are met. An ISMS such as that specified in 
ISO/IEC 27001[10] takes a holistic, coordinated 
view of the organization’s information security 
risks in order to implement a comprehensive 
suite of information security controls under 
the overall framework of a coherent manage-
ment system.

Many information systems have not been 
designed to be secure in the sense of 
ISO/IEC 27001[10] and this standard. The secu-
rity that can be achieved through technical 
means is limited and should be supported 
by appropriate management and procedures. 
Identifying which controls should be in place 
requires careful planning and attention to 
detail. A successful ISMS requires support by 
all employees in the organization. It can also 
require participation from shareholders, suppli-
ers or other external parties. Specialist advice 
from external parties can also be needed.

In a more general sense, effective information 
security also assures management and other 
stakeholders that the organization’s assets are 
reasonably safe and protected against harm, 
thereby acting as a business enabler.

0.2	 Information security requirements

It is essential that an organization identifies its 
security requirements. There are three main 
sources of security requirements:

a)	 the assessment of risks to the organiza-
tion, taking into account the organiza-
tion’s overall business strategy and 
objectives. Through a risk assessment, 
threats to assets are identified, vulner-
ability to and likelihood of occurrence 
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is evaluated and potential impact is 
estimated;

b)	 the legal, statutory, regulatory and con-
tractual requirements that an organiza-
tion, its trading partners, contractors 
and service providers have to satisfy, 
and their socio-cultural environment;

c)	 the set of principles, objectives and busi-
ness requirements for information han-
dling, processing, storing, communicat-
ing and archiving that an organization 
has developed to support its operations.

Resources employed in implementing controls 
need to be balanced against the business harm 
likely to result from security issues in the 
absence of those controls. The results of a risk 
assessment will help guide and determine the 
appropriate management action and priorities 
for managing information security risks and 
for implementing controls selected to protect 
against these risks.

ISO/IEC 27005[11] provides information security 
risk management guidance, including advice on 
risk assessment, risk treatment, risk accept-
ance, risk communication, risk monitoring and 
risk review.

0.3	 Selecting controls

Controls can be selected from this standard or 
from other control sets, or new controls can be 
designed to meet specific needs as appropriate.

The selection of controls is dependent upon 
organizational decisions based on the criteria 
for risk acceptance, risk treatment options and 
the general risk management approach applied 
to the organization, and should also be sub-
ject to all relevant national and international 
legislation and regulations. Control selection 
also depends on the manner in which controls 
interact to provide defence in depth.

Some of the controls in this standard can be 
considered as guiding principles for information 
security management and applicable for most 
organizations. The controls are explained in 
more detail below along with implementation 

guidance. More information about selecting 
controls and other risk treatment options can 
be found in ISO/IEC 27005.[11]

0.4	 Developing your own guidelines

This International Standard may be regarded 
as a starting point for developing organization-
specific guidelines. Not all of the controls and 
guidance in this code of practice may be appli-
cable. Furthermore, additional controls and 
guidelines not included in this standard may 
be required. When documents are developed 
containing additional guidelines or controls, 
it may be useful to include cross-references 
to clauses in this standard where applicable 
to facilitate compliance checking by auditors 
and business partners.

0.5	 Lifecycle considerations

Information has a natural lifecycle, from crea-
tion and origination through storage, pro-
cessing, use and transmission to its eventual 
destruction or decay. The value of, and risks to, 
assets may vary during their lifetime (e.g. unau-
thorized disclosure or theft of a company’s 
financial accounts is far less significant after 
they have been formally published) but infor-
mation security remains important to some 
extent at all stages.

Information systems have lifecycles within 
which they are conceived, specified, designed, 
developed, tested, implemented, used, main-
tained and eventually retired from service and 
disposed of. Information security should be 
taken into account at every stage. New system 
developments and changes to existing systems 
present opportunities for organizations to 
update and improve security controls, taking 
actual incidents and current and projected 
information security risks into account.

0.6	 Related standards

While this standard offers guidance on a 
broad range of information security controls 
that are commonly applied in many different 
organizations, the remaining standards in the 
ISO/IEC 27000 family provide complementary 
advice or requirements on other aspects of 
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the overall process of managing information 
security.

Refer to ISO/IEC 27000 for a general introduc-
tion to both ISMSs and the family of standards. 

ISO/IEC 27000 provides a glossary, formally 
defining most of the terms used throughout 
the ISO/IEC 27000 family of standards, and 
describes the scope and objectives for each 
member of the family.

ISO/IEC 27002﻿:2013
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1	 Scope
This International Standard gives guidelines 
for organizational information security stand-
ards and information security management 
practices including the selection, implementa-
tion and management of controls taking into 
consideration the organization’s information 
security risk environment(s).

This International Standard is designed to be 
used by organizations that intend to:

a)	 select controls within the process 
of implementing an Information 
Security Management System based on 
ISO/IEC 27001;[10]

b)	 implement commonly accepted informa-
tion security controls;

c)	 develop their own information security 
management guidelines.

2	 Normative references
The following documents, in whole or in part, 
are normatively referenced in this document 
and are indispensable for its application. For 
dated references, only the edition cited applies. 
For undated references, the latest edition of the 
referenced document (including any amend-
ments) applies.

ISO/IEC  27000, Information technology  — 
Security techniques — Information security man-
agement systems — Overview and vocabulary

3	 Terms and definitions
For the purposes of this document, the terms 
and definitions given in ISO/IEC 27000 apply.

4	 Structure of this standard
This standard contains 14 security control 
clauses collectively containing a total of 35 
main security categories and 114 controls.

4.1	 Clauses
Each clause defining security controls contains 
one or more main security categories.

The order of the clauses in this standard does 
not imply their importance. Depending on the 
circumstances, security controls from any or 
all clauses could be important, therefore each 
organization applying this standard should 
identify applicable controls, how important 
these are and their application to individual 
business processes. Furthermore, lists in this 
standard are not in priority order.

4.2	 Control categories
Each main security control category contains:

a)	 a control objective stating what is to be 
achieved;

b)	 one or more controls that can be applied 
to achieve the control objective.

Control descriptions are structured as follows:

Control

Defines the specific control statement, to satisfy 
the control objective.

Implementation guidance

Provides more detailed information to support 
the implementation of the control and meeting 
the control objective. The guidance may not be 
entirely suitable or sufficient in all situations 
and may not fulfil the organization’s specific 
control requirements. .

Other information

Provides further information that may need to 
be considered, for example legal considerations 
and references to other standards. If there is 
no other information to be provided this part 
is not shown.
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5	 Information security 
policies

5.1	 Management direction for 
information security

Objective: To provide management direc-
tion and support for information security in 
accordance with business requirements and 
relevant laws and regulations.

5.1.1	Policies for information security
Control

A set of policies for information security should 
be defined, approved by management, published 
and communicated to employees and relevant 
external parties.

Implementation guidance

At the highest level, organizations should 
define an “information security policy” which 
is approved by management and which sets 
out the organization’s approach to managing 
its information security objectives.

Information security policies should address 
requirements created by:

a)	 business strategy;
b)	 regulations, legislation and contracts;
c)	 the current and projected information 

security threat environment.
The information security policy should contain 
statements concerning:

a)	 definition of information security, objec-
tives and principles to guide all activities 
relating to information security;

b)	 assignment of general and specific 
responsibilities for information security 
management to defined roles;

c)	 processes for handling deviations and 
exceptions.

At a lower level, the information security policy 
should be supported by topic-specific policies, 
which further mandate the implementation of 
information security controls and are typically 
structured to address the needs of certain tar-
get groups within an organization or to cover 
certain topics.

Examples of such policy topics include:

a)	 access control (see Clause 9);
b)	 information classification (and handling) 

(see 8.2);
c)	 physical and environmental security (see 

Clause 11);
d)	 end user oriented topics such as:

1)	 acceptable use of assets (see 8.1.3);
2)	 clear desk and clear screen (see 

11.2.9);
3)	 information transfer (see 13.2.1);
4)	 mobile devices and teleworking (see 

6.2);
5)	 restrictions on software installations 

and use (see 12.6.2);
e)	 backup (see 12.3);
f)	 information transfer (see 13.2);
g)	 protection from malware (see 12.2);
h)	 management of technical vulnerabilities 

(see 12.6.1);
i)	 cryptographic controls (see Clause 10);
j)	 communications security (see Clause 

13);
k)	 privacy and protection of personally 

identifiable information (see 18.1.4);
l)	 supplier relationships (see Clause 15).
These policies should be communicated to 
employees and relevant external parties in a 
form that is relevant, accessible and under-
standable to the intended reader, e.g. in the 
context of an “information security awareness, 
education and training programme” (see 7.2.2).
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Other information

The need for internal policies for information 
security varies across organizations. Internal 
policies are especially useful in larger and more 
complex organizations where those defining 
and approving the expected levels of control 
are segregated from those implementing the 
controls or in situations where a policy applies 
to many different people or functions in the 
organization. Policies for information security 
can be issued in a single “information security 
policy” document or as a set of individual but 
related documents.

If any of the information security policies are 
distributed outside the organization, care 
should be taken not to disclose confidential 
information.

Some organizations use other terms for 
these policy documents, such as “Standards”, 
“Directives” or “Rules”.

5.1.2	Review of the policies for 
information security
Control

The policies for information security should be 
reviewed at planned intervals or if significant 
changes occur to ensure their continuing suit-
ability, adequacy and effectiveness.

Implementation guidance

Each policy should have an owner who has 
approved management responsibility for the 
development, review and evaluation of the 
policies. The review should include assessing 
opportunities for improvement of the organi-
zation’s policies and approach to managing 
information security in response to changes 
to the organizational environment, business 
circumstances, legal conditions or technical 
environment.

The review of policies for information security 
should take the results of management reviews 
into account.

Management approval for a revised policy 
should be obtained.

6	 Organization of information 
security

6.1	 Internal organization

Objective: To establish a management frame-
work to initiate and control the implementa-
tion and operation of information security 
within the organization.

6.1.1	Information security roles and 
responsibilities
Control

All information security responsibilities should 
be defined and allocated.

Implementation guidance

Allocation of information security respon-
sibilities should be done in accordance with 
the information security policies (see 5.1.1). 
Responsibilities for the protection of individual 
assets and for carrying out specific informa-
tion security processes should be identified. 
Responsibilities for information security risk 
management activities and in particular for 
acceptance of residual risks should be defined. 
These responsibilities should be supplemented, 
where necessary, with more detailed guidance 
for specific sites and information processing 
facilities. Local responsibilities for the pro-
tection of assets and for carrying out specific 
security processes should be defined.

Individuals with allocated information security 
responsibilities may delegate security tasks to 
others. Nevertheless they remain accountable 
and should determine that any delegated tasks 
have been correctly performed.

Areas for which individuals are responsible 
should be stated. In particular the following 
should take place:

a)	 the assets and information security pro-
cesses should be identified and defined;

b)	 the entity responsible for each asset or 
information security process should be 
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assigned and the details of this responsi-
bility should be documented (see 8.1.2);

c)	 authorization levels should be defined 
and documented;

d)	 to be able to fulfil responsibilities in the 
information security area the appointed 
individuals should be competent in the 
area and be given opportunities to keep 
up to date with developments;

e)	 coordination and oversight of infor-
mation security aspects of supplier 
relationships should be identified and 
documented.

Other information

Many organizations appoint an information 
security manager to take overall responsibil-
ity for the development and implementation 
of information security and to support the 
identification of controls.

However, responsibility for resourcing and 
implementing the controls will often remain 
with individual managers. One common prac-
tice is to appoint an owner for each asset who 
then becomes responsible for its day-to-day 
protection.

6.1.2	Segregation of duties
Control

Conflicting duties and areas of responsibility 
should be segregated to reduce opportunities 
for unauthorized or unintentional modification 
or misuse of the organization’s assets.

Implementation guidance

Care should be taken that no single person can 
access, modify or use assets without authori-
zation or detection. The initiation of an event 
should be separated from its authorization. The 
possibility of collusion should be considered in 
designing the controls.

Small organizations may find segregation of 
duties difficult to achieve, but the principle 
should be applied as far as is possible and 

practicable. Whenever it is difficult to segregate, 
other controls such as monitoring of activities, 
audit trails and management supervision should 
be considered.

Other information

Segregation of duties is a method for reducing 
the risk of accidental or deliberate misuse of 
an organization’s assets.

6.1.3	Contact with authorities
Control

Appropriate contacts with relevant authorities 
should be maintained.

Implementation guidance

Organizations should have procedures in place 
that specify when and by whom authorities (e.g. 
law enforcement, regulatory bodies, super-
visory authorities) should be contacted and 
how identified information security incidents 
should be reported in a timely manner (e.g. if it 
is suspected that laws may have been broken).

Other information

Organizations under attack from the Internet 
may need authorities to take action against 
the attack source.

Maintaining such contacts may be a require-
ment to support information security incident 
management (see Clause 16) or the business 
continuity and contingency planning process 
(see Clause 17). Contacts with regulatory bod-
ies are also useful to anticipate and prepare 
for upcoming changes in laws or regulations, 
which have to be implemented by the organi-
zation. Contacts with other authorities include 
utilities, emergency services, electricity sup-
pliers and health and safety, e.g. fire depart-
ments (in connection with business continuity), 
telecommunication providers (in connection 
with line routing and availability) and water 
suppliers (in connection with cooling facilities 
for equipment).
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6.1.4	Contact with special interest 
groups
Control

Appropriate contacts with special interest 
groups or other specialist security forums and 
professional associations should be maintained.

Implementation guidance

Membership in special interest groups or 
forums should be considered as a means to:

a)	 improve knowledge about best practices 
and stay up to date with relevant secu-
rity information;

b)	 ensure the understanding of the infor-
mation security environment is current 
and complete;

c)	 receive early warnings of alerts, adviso-
ries and patches pertaining to attacks 
and vulnerabilities;

d)	 gain access to specialist information 
security advice;

e)	 share and exchange information about 
new technologies, products, threats or 
vulnerabilities;

f)	 provide suitable liaison points when 
dealing with information security inci-
dents (see Clause 16).

Other information

Information sharing agreements can be estab-
lished to improve cooperation and coordination 
of security issues. Such agreements should 
identify requirements for the protection of 
confidential information.

6.1.5	 Information security in pro-
ject management
Control

Information security should be addressed in 
project management, regardless of the type 
of the project.

Implementation guidance

Information security should be integrated 
into the organization’s project management 
method(s) to ensure that information security 
risks are identified and addressed as part of a 
project. This applies generally to any project 
regardless of its character, e.g. a project for a 
core business process, IT, facility management 
and other supporting processes. The project 
management methods in use should require 
that:

a)	 information security objectives are 
included in project objectives;

b)	 an information security risk assessment 
is conducted at an early stage of the pro-
ject to identify necessary controls;

c)	 information security is part of all phases 
of the applied project methodology.

Information security implications should be 
addressed and reviewed regularly in all pro-
jects. Responsibilities for information secu-
rity should be defined and allocated to speci-
fied roles defined in the project management 
methods.

6.2	 Mobile devices and 
teleworking

Objective: To ensure the security of telework-
ing and use of mobile devices.

6.2.1	Mobile device policy
Control

A policy and supporting security measures 
should be adopted to manage the risks intro-
duced by using mobile devices.

Implementation guidance

When using mobile devices, special care should 
be taken to ensure that business informa-
tion is not compromised. The mobile device 
policy should take into account the risks of 
working with mobile devices in unprotected 
environments.
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The mobile device policy should consider:

a)	 registration of mobile devices;
b)	 requirements for physical protection;
c)	 restriction of software installation;
d)	 requirements for mobile device software 

versions and for applying patches;
e)	 restriction of connection to information 

services;
f)	 access controls;
g)	 cryptographic techniques;
h)	 malware protection;
i)	 remote disabling, erasure or lockout;
j)	 backups;
k)	 usage of web services and web apps.
Care should be taken when using mobile devices 
in public places, meeting rooms and other 
unprotected areas. Protection should be in 
place to avoid the unauthorized access to or 
disclosure of the information stored and pro-
cessed by these devices, e.g. using cryptographic 
techniques (see Clause 10) and enforcing use of 
secret authentication information (see 9.2.4).

Mobile devices should also be physically pro-
tected against theft especially when left, for 
example, in cars and other forms of transport, 
hotel rooms, conference centres and meet-
ing places. A specific procedure taking into 
account legal, insurance and other security 
requirements of the organization should be 
established for cases of theft or loss of mobile 
devices. Devices carrying important, sensitive 
or critical business information should not be 
left unattended and, where possible, should be 
physically locked away, or special locks should 
be used to secure the devices.

Training should be arranged for personnel 
using mobile devices to raise their awareness 
of the additional risks resulting from this way 
of working and the controls that should be 
implemented.

Where the mobile device policy allows the use 
of privately owned mobile devices, the policy 
and related security measures should also 
consider:

a)	 separation of private and business use 
of the devices, including using software 
to support such separation and protect 
business data on a private device;

b)	 providing access to business information 
only after users have signed an end user 
agreement acknowledging their duties 
(physical protection, software updat-
ing, etc.), waiving ownership of business 
data, allowing remote wiping of data by 
the organization in case of theft or loss of 
the device or when no longer authorized 
to use the service. This policy needs to 
take account of privacy legislation.

Other information

Mobile device wireless connections are simi-
lar to other types of network connection, but 
have important differences that should be 
considered when identifying controls. Typical 
differences are:

a)	 some wireless security protocols are 
immature and have known weaknesses;

b)	 information stored on mobile devices 
may not be backed-up because of limited 
network bandwidth or because mobile 
devices may not be connected at the 
times when backups are scheduled.

Mobile devices generally share common func-
tions, e.g. networking, internet access, e-mail 
and file handling, with fixed use devices. 
Information security controls for the mobile 
devices generally consist of those adopted in the 
fixed use devices and those to address threats 
raised by their usage outside the organization’s 
premises.

6.2.2	Teleworking
Control

A policy and supporting security measures 
should be implemented to protect information 
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