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Our vision
To be the world’s leading provider of high qual-
ity, globally relevant International Standards 
through its members and stakeholders.

Our mission
ISO develops high quality voluntary 
International Standards that facilitate interna-
tional exchange of goods and services, support 
sustainable and equitable economic growth, 
promote innovation and protect health, safety 
and the environment.

Our process
Our standards are developed by experts 
all over the world who work on a volunteer 
or part-time basis. We sell International 
Standards to recover the costs of organizing 
this process and making standards widely 
available.

Please respect our licensing terms and 
copyright to ensure this system remains 
independent.

If you would like to contribute to the devel-
opment of ISO standards, please contact the 
ISO Member Body in your country:
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Executive summary

• Organizations of all types and sizes col-
lect, process, store and transmit infor-
mation in many forms. This information 
is valuable to an organization’s business 
and operations. 

• In today’s interconnected and mobile 
world, information is processed us-
ing systems and networks that employ 
state-of-the-art technology. It is vital to 
protect this information against both 
deliberate and accidental threats and 
vulnerabilities.

• ISO/IEC 27001 helps organizations to 
keep secure both their information as-
sets and those of their customers. 

• It provides requirements for establish-
ing, implementing, maintaining and 

continually improving an information 
security management system.

• It can be used by internal and external 
parties to assess the ability of an orga-
nization to meet  its own information 
security requirements.

• Effective information security assures 
management and other stakeholders 
that the organization’s assets are safe, 
thereby acting as a business enabler.

• Other International Standards in the 
ISO/IEC 27000 family give complemen-
tary advice or requirements on other 
aspects of the overall process of manag-
ing information security.
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Foreword

ISO (the International Organization for 
Standardization) and IEC (the International 
Electrotechnical Commission) form the special-
ized system for worldwide standardization. 
National bodies that are members of ISO or IEC 
participate in the development of International 
Standards through technical committees estab-
lished by the respective organization to deal 
with particular fields of technical activity. ISO 
and IEC technical committees collaborate in 
fields of mutual interest. Other international 
organizations, governmental and non-govern-
mental, in liaison with ISO and IEC, also take 
part in the work. In the field of information 
technology, ISO and IEC have established a joint 
technical committee, ISO/IEC JTC 1.

International Standards are drafted in 
accordance with the rules given in the 
ISO/IEC Directives, Part 2.

The main task of the joint technical committee 
is to prepare International Standards. Draft 
International Standards adopted by the joint 
technical committee are circulated to national 
bodies for voting. Publication as an International 
Standard requires approval by at least 75 % of 
the national bodies casting a vote.

Attention is drawn to the possibility that some 
of the elements of this document may be the 
subject of patent rights. ISO and IEC shall not 
be held responsible for identifying any or all 
such patent rights.

ISO/IEC 27001 was prepared by Joint Technical 
Committee ISO/IEC JTC 1, Information technol-
ogy, Subcommittee SC 27, IT Security techniques.

This second edition cancels and replaces the 
first edition (ISO/IEC 27001:2005), which has 
been technically revised.
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Introduction

0.1 General
This International Standard has been pre-
pared to provide requirements for establishing, 
implementing, maintaining and continually 
improving an information security management 
system. The adoption of an information security 
management system is a strategic decision for 
an organization. The establishment and imple-
mentation of an organization’s information 
security management system is influenced 
by the organization’s needs and objectives, 
security requirements, the organizational pro-
cesses used and the size and structure of the 
organization. All of these influencing factors 
are expected to change over time.

The information security management system 
preserves the confidentiality, integrity and 
availability of information by applying a risk 
management process and gives confidence to 
interested parties that risks are adequately 
managed.

It is important that the information security 
management system is part of and integrated 
with the organization’s processes and overall 
management structure and that information 
security is considered in the design of pro-
cesses, information systems, and controls. It is 
expected that an information security manage-
ment system implementation will be scaled in 
accordance with the needs of the organization.

This International Standard can be used by 
internal and external parties to assess the 

organization’s ability to meet the organization’s 
own information security requirements.

The order in which requirements are presented 
in this International Standard does not reflect 
their importance or imply the order in which 
they are to be implemented. The list items are 
enumerated for reference purpose only.

ISO/IEC 27000 describes the overview and the 
vocabulary of information security management 
systems, referencing the information secu-
rity management system family of standards 
(including ISO/IEC 27003[2], ISO/IEC 27004[3] 
and ISO/IEC 27005[4]), with related terms and 
definitions.

 

0.2 Compatibility with other 
management system standards
This International Standard applies the high-
level structure, identical sub-clause titles, iden-
tical text, common terms, and core definitions 
defined in Annex SL of ISO/IEC Directives, Part 
1, Consolidated ISO Supplement, and therefore 
maintains compatibility with other manage-
ment system standards that have adopted the 
Annex SL.

This common approach defined in the Annex SL 
will be useful for those organizations that 
choose to operate a single management system 
that meets the requirements of two or more 
management system standards.
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1 Scope
This International Standard specifies the 
requirements for establishing, implement-
ing, maintaining and continually improving 
an information security management system 
within the context of the organization. This 
International Standard also includes require-
ments for the assessment and treatment of 
information security risks tailored to the needs 
of the organization. The requirements set out in 
this International Standard are generic and are 
intended to be applicable to all organizations, 
regardless of type, size or nature. Excluding any 
of the requirements specified in Clauses 4 to 10 
is not acceptable when an organization claims 
conformity to this International Standard.

2 Normative references
The following documents, in whole or in part, 
are normatively referenced in this document 
and are indispensable for its application. For 
dated references, only the edition cited applies. 
For undated references, the latest edition of the 
referenced document (including any amend-
ments) applies.

ISO/IEC 27000, Information technology — 
Security techniques — Information security man-
agement systems — Overview and vocabulary

3	 Terms	and	definitions
For the purposes of this document, the terms 
and definitions given in ISO/IEC 27000 apply.

4 Context of the organization

4.1 Understanding the organiza-
tion and its context
The organization shall determine external and 
internal issues that are relevant to its purpose 
and that affect its ability to achieve the intended 

outcome(s) of its information security manage-
ment system.

NOTE Determining these issues refers to 
establishing the external and internal context 
of the organization considered in Clause 5.3 of 
ISO 31000:2009[5].

4.2 Understanding the needs 
and expectations of interested 
parties
The organization shall determine:

a) interested parties that are relevant to 
the information security management 
system; and

b) the requirements of these interested 
parties relevant to information security.

NOTE The requirements of interested parties 
may include legal and regulatory requirements 
and contractual obligations.

4.3 Determining the scope of 
the information security man-
agement system
The organization shall determine the bounda-
ries and applicability of the information security 
management system to establish its scope.

When determining this scope, the organization 
shall consider:

a) the external and internal issues referred 
to in 4.1;

b) the requirements referred to in 4.2; and
c) interfaces and dependencies between 

activities performed by the organization, 
and those that are performed by other 
organizations.

The scope shall be available as documented 
information.
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4.4 Information security man-
agement system
The organization shall establish, implement, 
maintain and continually improve an informa-
tion security management system, in accord-
ance with the requirements of this International 
Standard.

5 Leadership

5.1 Leadership and commitment
Top management shall demonstrate leadership 
and commitment with respect to the informa-
tion security management system by:

a) ensuring the information security policy 
and the information security objec-
tives are established and are compat-
ible with the strategic direction of the 
organization;

b) ensuring the integration of the infor-
mation security management system 
requirements into the organization’s 
processes;

c) ensuring that the resources needed for 
the information security management 
system are available;

d) communicating the importance of 
effective information security manage-
ment and of conforming to the infor-
mation security management system 
requirements;

e) ensuring that the information secu-
rity management system achieves its 
intended outcome(s);

f) directing and supporting persons to con-
tribute to the effectiveness of the infor-
mation security management system;

g) promoting continual improvement; and
h) supporting other relevant management 

roles to demonstrate their leadership as 
it applies to their areas of responsibility.

5.2 Policy
Top management shall establish an information 
security policy that:

a) is appropriate to the purpose of the 
organization;

b) includes information security objectives 
(see 6.2) or provides the framework for 
setting information security objectives;

c) includes a commitment to satisfy appli-
cable requirements related to informa-
tion security; and

d) includes a commitment to continual 
improvement of the information security 
management system.

The information security policy shall:

e) be available as documented information;
f) be communicated within the organiza-

tion; and
g) be available to interested parties, as 

appropriate.

5.3 Organizational roles, 
responsibilities and authorities
Top management shall ensure that the respon-
sibilities and authorities for roles relevant 
to information security are assigned and 
communicated.

Top management shall assign the responsibility 
and authority for:

a) ensuring that the information secu-
rity management system conforms to 
the requirements of this International 
Standard; and

b) reporting on the performance of the 
information security management sys-
tem to top management.

NOTE Top management may also assign respon-
sibilities and authorities for reporting performance 
of the information security management system 
within the organization.
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6 Planning

6.1 Actions to address risks 
and opportunities

6.1.1 General
When planning for the information security 
management system, the organization shall 
consider the issues referred to in 4.1 and the 
requirements referred to in 4.2 and determine 
the risks and opportunities that need to be 
addressed to:

a) ensure the information security manage-
ment system can achieve its intended 
outcome(s);

b) prevent, or reduce, undesired effects; 
and

c) achieve continual improvement.
The organization shall plan:

d) actions to address these risks and oppor-
tunities; and

e) how to
1) integrate and implement the actions 

into its information security man-
agement system processes; and

2) evaluate the effectiveness of these 
actions.

6.1.2 Information security risk 
assessment
The organization shall define and apply an infor-
mation security risk assessment process that:

a) establishes and maintains information 
security risk criteria that include:
1) the risk acceptance criteria; and
2) criteria for performing information 

security risk assessments;
b) ensures that repeated information secu-

rity risk assessments produce consistent, 
valid and comparable results;

c) identifies the information security risks:
1) apply the information security risk 

assessment process to identify risks 
associated with the loss of confiden-
tiality, integrity and availability for 
information within the scope of the 
information security management 
system; and

2) identify the risk owners;
d) analyses the information security risks:

1) assess the potential consequences 
that would result if the risks identi-
fied in 6.1.2 c) 1) were to materialize;

2) assess the realistic likelihood of the 
occurrence of the risks identified in 
6.1.2 c) 1); and

3) determine the levels of risk;
e) evaluates the information security risks:

1) compare the results of risk analysis 
with the risk criteria established in 
6.1.2 a); and

2) prioritize the analysed risks for risk 
treatment.

The organization shall retain documented 
information about the information security 
risk assessment process.

6.1.3 Information security risk 
treatment
The organization shall define and apply an 
information security risk treatment process to:

a) select appropriate information security 
risk treatment options, taking account of 
the risk assessment results;

b) determine all controls that are necessary 
to implement the information security 
risk treatment option(s) chosen;
NOTE Organizations can design controls 
as required, or identify them from any source.

c) compare the controls determined in 
6.1.3 b) above with those in Annex A and 
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verify that no necessary controls have 
been omitted;
NOTE 1 Annex A contains a comprehensive 
list of control objectives and controls. Users 
of this International Standard are directed to 
Annex A to ensure that no necessary controls 
are overlooked.

NOTE 2 Control objectives are implicitly 
included in the controls chosen. The control 
objectives and controls listed in Annex A are 
not exhaustive and additional control objec-
tives and controls may be needed.

d) produce a Statement of Applicability 
that contains the necessary controls (see 
6.1.3 b) and c)) and justification for inclu-
sions, whether they are implemented or 
not, and the justification for exclusions of 
controls from Annex A;

e) formulate an information security risk 
treatment plan; and

f) obtain risk owners’ approval of the infor-
mation security risk treatment plan and 
acceptance of the residual information 
security risks.

The organization shall retain documented 
information about the information security 
risk treatment process.

NOTE The information security risk assess-
ment and treatment process in this International 
Standard aligns with the principles and generic 
guidelines provided in ISO 31000[5].

6.2 Information security objec-
tives and planning to achieve 
them
The organization shall establish information 
security objectives at relevant functions and 
levels.

The information security objectives shall:

a) be consistent with the information secu-
rity policy;

b) be measurable (if practicable);

c) take into account applicable information 
security requirements, and results from 
risk assessment and risk treatment;

d) be communicated; and
e) be updated as appropriate.
The organization shall retain documented infor-
mation on the information security objectives.

When planning how to achieve its informa-
tion security objectives, the organization shall 
determine:

f) what will be done;
g) what resources will be required;
h) who will be responsible;
i) when it will be completed; and
j) how the results will be evaluated.

7 Support

7.1 Resources
The organization shall determine and provide 
the resources needed for the establishment, 
implementation, maintenance and continual 
improvement of the information security man-
agement system.

7.2 Competence
The organization shall:

a) determine the necessary competence 
of person(s) doing work under its con-
trol that affects its information security 
performance;

b) ensure that these persons are competent 
on the basis of appropriate education, 
training, or experience;

c) where applicable, take actions to acquire 
the necessary competence, and evaluate 
the effectiveness of the actions taken; 
and
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d) retain appropriate documented informa-
tion as evidence of competence.

NOTE Applicable actions may include, for exam-
ple: the provision of training to, the mentoring of, 
or the re-assignment of current employees; or the 
hiring or contracting of competent persons.

7.3 Awareness
Persons doing work under the organization’s 
control shall be aware of:

a) the information security policy;
b) their contribution to the effectiveness 

of the information security manage-
ment system, including the benefits of 
improved information security perfor-
mance; and

c) the implications of not conforming with 
the information security management 
system requirements.

7.4 Communication
The organization shall determine the need for 
internal and external communications relevant 
to the information security management sys-
tem including:

a) on what to communicate;
b) when to communicate;
c) with whom to communicate;
d) who shall communicate; and
e) the processes by which communication 

shall be effected.

7.5 Documented information

7.5.1 General
The organization’s information security man-
agement system shall include:

a) documented information required by 
this International Standard; and

b) documented information determined 
by the organization as being necessary 
for the effectiveness of the information 
security management system.

NOTE The extent of documented information 
for an information security management system 
can differ from one organization to another due 
to:

1) the size of organization and its type of 
activities, processes, products and services;

2) the complexity of processes and their inter-
actions; and

3) the competence of persons.

7.5.2 Creating and updating
When creating and updating documented 
information the organization shall ensure 
appropriate:

a) identification and description (e.g. a title, 
date, author, or reference number);

b) format (e.g. language, software version, 
graphics) and media (e.g. paper, elec-
tronic); and

c) review and approval for suitability and 
adequacy.

7.5.3 Control of documented 
information
Documented information required by the infor-
mation security management system and by 
this International Standard shall be controlled 
to ensure:

a) it is available and suitable for use, where 
and when it is needed; and

b) it is adequately protected (e.g. from loss 
of confidentiality, improper use, or loss 
of integrity).

For the control of documented information, 
the organization shall address the following 
activities, as applicable:

c) distribution, access, retrieval and use;
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d) storage and preservation, including the 
preservation of legibility;

e) control of changes (e.g. version control); 
and

f) retention and disposition.
Documented information of external origin, 
determined by the organization to be necessary 
for the planning and operation of the informa-
tion security management system, shall be 
identified as appropriate, and controlled.

NOTE Access implies a decision regarding the 
permission to view the documented information 
only, or the permission and authority to view and 
change the documented information, etc.

8 Operation

8.1 Operational planning and 
control
The organization shall plan, implement and 
control the processes needed to meet informa-
tion security requirements, and to implement 
the actions determined in 6.1. The organization 
shall also implement plans to achieve informa-
tion security objectives determined in 6.2.

The organization shall keep documented infor-
mation to the extent necessary to have confi-
dence that the processes have been carried 
out as planned.

The organization shall control planned changes 
and review the consequences of unintended 
changes, taking action to mitigate any adverse 
effects, as necessary.

The organization shall ensure that outsourced 
processes are determined and controlled.

8.2 Information security risk 
assessment
The organization shall perform information 
security risk assessments at planned intervals 
or when significant changes are proposed or 

occur, taking account of the criteria established 
in 6.1.2 a).

The organization shall retain documented 
information of the results of the information 
security risk assessments.

8.3 Information security risk 
treatment
The organization shall implement the informa-
tion security risk treatment plan.

The organization shall retain documented 
information of the results of the information 
security risk treatment.

9 Performance evaluation

9.1 Monitoring, measurement, 
analysis and evaluation
The organization shall evaluate the information 
security performance and the effectiveness of 
the information security management system.

The organization shall determine:

a) what needs to be monitored and meas-
ured, including information security 
processes and controls;

b) the methods for monitoring, measure-
ment, analysis and evaluation, as appli-
cable, to ensure valid results;
NOTE The methods selected should pro-
duce comparable and reproducible results to 
be considered valid.

c) when the monitoring and measuring 
shall be performed;

d) who shall monitor and measure;
e) when the results from monitoring and 

measurement shall be analysed and 
evaluated; and

f) who shall analyse and evaluate these 
results.
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