DRAFT INTERNATIONAL STANDARD ISO/DIS 11992-4

||
H

|
|

EIso: ISO/TC 22/SC 3 Secretariat: DIN
Voting begins on Voting terminates on
2012-02-21 2012-07-21

INTERNATIONAL ORGANIZATION FOR STANDARDIZATION o MEXOYHAPOOHASA OPFAHUSALIMA MO CTAHOAPTUSALIMM e  ORGANISATION INTERNATIONALE DE NORMALISATION

Road vehicles — Interchange of digital information on electrical
connections between towing and towed vehicles —

Part 4:
Diagnostic communication

Véhicules routiers — Echange d'informations numériques sur.les connexions électriques entre véhicules
tracteurs et véhicules tractés —

Partie 4: Communication de diagnostic

[Revision of first edition (ISO 11992-4:2005)]

ICS 43.040.15

In accordance with the provisions of Council Resolution 15/1993 this document is circulated in
the English language only:

Conformément aux dispositions de la Résolution du Conseil 15/1993, ce document est
distribué en version anglaise seulement.

To expedite distribution, this document is circulated as received from the committee
secretariat. ISO Central Secretariat work of editing and text composition will be undertaken at
publication stage.

Pour accélérer la distribution, le présent document est distribué tel qu'il est parvenu du
secrétariat du comité. Le travail de rédaction et de composition de texte sera effectué au
Secrétariat central de I'ISO au stade de publication.

THIS DOCUMENT IS A DRAFT CIRCULATED FOR COMMENT AND APPROVAL. IT IS THEREFORE SUBJECT TO CHANGE AND MAY NOT BE
REFERRED TO AS AN INTERNATIONAL STANDARD UNTIL PUBLISHED AS SUCH.

IN ADDITION TO THEIR EVALUATION AS BEING ACCEPTABLE FOR INDUSTRIAL, TECHNOLOGICAL, COMMERCIAL AND USER PURPOSES, DRAFT
INTERNATIONAL STANDARDS MAY ON OCCASION HAVE TO BE CONSIDERED IN THE LIGHT OF THEIR POTENTIAL TO BECOME STANDARDS TO
WHICH REFERENCE MAY BE MADE IN NATIONAL REGULATIONS.

RECIPIENTS OF THIS DRAFT ARE INVITED TO SUBMIT, WITH THEIR COMMENTS, NOTIFICATION OF ANY RELEVANT PATENT RIGHTS OF WHICH
THEY ARE AWARE AND TO PROVIDE SUPPORTING DOCUMENTATION.

© International Organization for Standardization, 2012


�|�����Ob�-(���Mo��l	�����2��I�|-hv?����Rj&N��A�X��zbRL��.�k�=7R�=o�x��r�Tu��{ȺHt��G$q�zsgӠ�����Jb�l

SO/DIS 11992-4

Copyright notice

This 1SO document is a Draft International Standard and is copyright-protected by 1SO. Except as permitted
under the applicable laws of the user's country, neither this ISO draft nor any extract from it may be
reproduced, stored in a retrieval system or transmitted in any form or by any means, electronic,
photocopying, recording or otherwise, without prior written permission being secured.

Requests for permission to reproduce should be addressed to either ISO at the address below or ISO’s
member body in the country of the requester.

ISO copyright office

Case postale 56 « CH-1211 Geneva 20
Tel. +412274901 11

Fax +41 22749 09 47

E-mail copyright@iso.org

Web www.iso.org

Reproduction may be subject to royalty payments or a licensing agreement.
Violators may be prosecuted.

© 1SO 2012 - All rights reserved



�Ѯ�����l�v�x�j��
� �PP���w�G���K�������|�1�5�&?�D��O�y*����N��|�V�c2)�6v��=�}ē���L?���O��]%���T���



=����c;����Rq"��e���lv�'�q
�ݙ�~`F��AQ��E��o"�$���}��,י]�F��6t:�Ac���>Lb�V�e�:*G��[|W��1����~jO���幜

ISO/DIS 11992-4

Contents Page
Lo =Y o o TP PRR 3
[ gL d oo 1T Yo 11 ] o R TP 4
1 Yo7 0] o 12T UPPPPPPPRNS 5
2 NOFMALIVE TEFEIENCES ...eiiiiiiiiee et e sttt e e st bt e e e s bt e e e e sabbe e e s anbaeeeeanbaeeeesnteeeeeane 5
3 Terms and defiNItIONS ... et e e e et e e e e e e e e e bbb re e e e e e e e e nnnreeeeeas 5
4 Symbols and abbreviated tEIMS ... 6
5 LCT=T T = 1o L= T 11 Ao o B S RRPP 7
51 (707 017 =T 0 1 7o ] K= S PPEPPR 7
5.2 USE CASE AEFINITIONS 1ottt e et e e e s e ettt e e e e e e s e s as e eeeaeeessansnteneeaeeeesannsnes 7
5.3 BIE=To Lo Lo ] A ol=To] o] ITof= 140 ] o 1= RO PP PPPRPTPPPPPN 9
5.4 Vehicle NEtWOTK arChITECTUIE ... e e e e e e e e e s e e sannneeeeas 9
55 Diagnostic communication CHANNEIS ..........uuuiiiiiiiiiiiiii e e ererere e rerarernrnrnrnnes 11
6 Application layer FEQUITEMENTS ......uuuiiiieieieieieeeereerereeeaerereresberaeeeeerereenrerererererereeeree.... 12
6.1 Y o] o1 1T ot= UA o] T F= NV =T VAT o =L 12
6.2 Y o] o1 T ox= 1A o a T F= V2= g o] o) (e Tl o S o S 12
6.3 BN T e e L= T g o I S o Py S 12
6.4 Overview on diagnNOStiC SEIVICES ......covvviieiiiiiafortees S e O QY reenrernreteessena e nereeeeenaan 14
6.5 Non-applicable or restriCted SErVICES ...yl agigomeeermeeeeenniine e B eesnneeeeessineeee s e e s e sneeeees 15
6.6 Basic diagnoStiC SEIVICES .....uviiiiiiiiiiiiee e S it e a3 e 15
6.7 Enhanced diagnoStiC SEIVICES ......oiiie i A8 e 50 e e Y ettt e ettt e e sttt e e bt e e e s eba e e s nnneeeas 18
7 Presentation layer reqUIreMeENtS ... . ;s S e o e i or ek e e sttt et e e e e e e et e e e e e e s e snnntnneeeeaeeeeaanns 18
8 Session layer requIremMents ........ s e i e i e L 18
9 NEetWOrK layer FeQUITEMENTS (i uuiuiureierniernrnrnee e e sererssnsnsssnsnsnssssssssrssssssssnssrnrsssrssnssssnsrnsnrnrnnnnnnns 18
9.1 (CT=T T - | T . S ST UTPTT ORI 18
9.2 MESSAGE FOULINQ Luvvvuvuruririierniururerurnrnnnnnnnnnnnsthess (rhh s ensnsnsssssssssnsnsssssnsnsssssssssssssssssnsssssssssssnsssssnsnsnsnsnnnnnnns 18
9.3 Establishing, maintaining and termination-0f CONNECLIONS ............uvviiiiiiiiiiiiiiiiiiiiereeeaeaens 18
9.4 Diagnostic communication channNelSDCC) ........uuuuuuuiuimiuiiiuieieinieiuieieieraree ... 19
9.5 NEtWOTrK layer SErVICE Par@amMEtEr ..t i e e ereieueretnreterererererarereer e rarerererarerarersrararsrsrsrnrnrnrnrnnnnns 19
9.6 Network layer gateWay fUNCHIO NN, . il e et e s eeeeeas 22
9.7 Network layer ProtoCOl tIMING .o .. e bbb e e e e s aneeeeas 22
10 R ST o oY g dl Fo NV =T LU LT =T 4 a =T R 23
1000 R 1= o =Y - | S 23
10.2  TransSport layer SErviCe PAraMELEIS . .o uiii ettt ettt et e e sttt e e s et e e e e e anbee e e e snbeeeeenees 23
11 Data [iNK [ayer FEQUITEMENES ...ciiii it e e e e e e s s e e e e e s s ssntaaeeeeeeeessnntnnnneeaeesssnnns 24
12 Physical [ayer FeQUITEMENTS .. ..o et e e e e e bbb e e e e e e e s nnbebaeeeaaeeeaan 24
Annex A (normative) Basic diagnoStiC SErviCe Parameters ......c.uuiiiiii it a e 25
Annex B (normative) Address defiNitiONS .........oooi it 30
Annex C (informative) Message routing eXampPles ... it e e e e e e e e 32
271 o1TTe Yo ] =T o] VTP UEP TP 37
2 © 1SO 2012 — All rights reserved


��v�E�8�s^q{X��G2j*$�>�]3��0��;�o3��K�ͤ��4>��{��yzX��%6�
UۦZk��J
F;-�����+�ٓ��E�Ϡ�zN��)����������

ISO/DIS 11992-4

Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical committees. Each member body interested in a subject for which a technical committee has been
established has the right to be represented on that committee. International organizations, governmental and
non-governmental, in liaison with 1SO, also take part in the work. 1SO collaborates closely with the
International Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.
International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

The main task of technical committees is to prepare International Standards. Draft International Standards
adopted by the technical committees are circulated to the member bodies for voting. Publication as an
International Standard requires approval by at least 75 % of the member bodies casting a vote.

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent
rights. ISO shall not be held responsible for identifying any or all such patent rights.

ISO 11992-4 was prepared by Technical Committee ISO/TC 22, Road vehicles, Subcommittee SC 3,
Electrical and electronic equipment.

ISO 11992 consists of the following parts, under the, general title Rgad, vehicles — Interchange of digital
information on electrical connections between towing and-towed vehicles:

— Part 1: Physical layer and data-link layer
— Part 2: Application layer for brakes and running gear equipment
— Part 3: Application layer for equipmentother than:brakes and running gear

— Part 4: Diagnostic communication

© 1SO 2012 — All rights reserved 3
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Introduction

This part of the international standard has been established in order to define the implementation of a
diagnostic data interchange between a commercial vehicle and its towed vehicle(s), including communication
between towed vehicles, using a Controller Area Network (CAN) serial data link according to ISO 11992-1 and
based on the definitions for unified diagnostic services and their implementation on CAN given in the

ISO 14229 and ISO 15765 document series.

To achieve this, the document is based on the Open Systems Interconnection (OSI) Basic Reference Model in
accordance with ISO 7498 and ISO/IEC 10731, which structures communication systems into seven layers.
When mapped on this model, the services used by a diagnostic tester (client) and an Electronic Control Unit
(ECU, server) based on this document are broken into the following layers according to Table 1.:

— Application layer (layer 7), based on ISO 14229-1 and ISO 14229-3

— Presentation layer (layer 6), vehicle manufacturer / system supplier specific or ISO 22901 ODX

— Session layer services (layer 5), based on ISO 14229-2

— Transport layer services (layer 4), based on ISO 15765-2

— Network layer services (layer 3), based on ISO 15765-2

— Data link layer (layer 2), specified in ISO 11898-1

— Physical layer (layer 1), specified in ISO 11992-1

This document does not include any redundant information .0f the documents listed in this introduction. It

focuses on

— additional requirements specific to the implementation of UDS on a ISO 11992 network, and

— specific restrictions in the implementation of WDS:on a ISO 11992 network.

In case of any contradictions the definitions_given-in this document shall have precedence.

Table 1 — International standards applicable to the O.S.I. layers

Applicability OSl 7 layer Diagnostics services on communication
between commercial vehicles and their towed vehicles
Application (layer 7) ISO 11992-4, I1ISO 14229-1, 1SO 14229-3
Presentation (layer 6) vehicle manufacturer specific
Seven layer Session (layer 5) ISO 11992-4, ISO 14229-2
according to
ISO/IEC 7498 Transport (layer 4) ISO 11992-4, 1ISO 15765-2
and ISO/IEC
10731 Network (layer 3) ISO 11992-4, 1SO 15765-2
Data link (layer 2) ISO 11898-1
Physical (layer 1) ISO 11992-1
4 © 1SO 2012 — All rights reserved
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Road vehicles — Interchange of digital information on electrical
connections between towing and towed vehicles —

Part 4:
Diagnostic communication

1 Scope

This document specifies the diagnostic communication over CAN on a serial data link between the towing and
towed vehicle(s) of a commercial vehicle and its trailer(s) according to 1ISO 11992-2 or ISO 11992-3, which
allow a diagnostic tester (client) to control diagnostic functions in an on-vehicle Electronic Control Unit (server)
embedded in a road vehicle using the communication gateways between the vehicles.

It defines the data link layer specific implementation of the unified diagnostic communication requirements
mainly given in the ISO 14229 and I1SO 15765 document series by additional requirements and restrictions
specific to the implementation of UDS on an ISO 11992 network.

This document does not apply to any non-diagnostic message transmission use of the communication data
link between two Electronic Control Units.

2 Normative references

The following referenced documents aréyindispensable for the” application of this document. For dated
references, only the edition cited applies. For undated-references, the latest edition of the referenced
document (including any amendments) applies.

ISO 11992-2, Road vehicles - Interchange of digitalvinformation on electrical connections between towing
and towed vehicles — Part 2: Application layer.for brakes and running gear

ISO 11992-3, Road vehicles — Interchange -of digital information on electrical connections between towing
and towed vehicles — Part 3: Application layer for equipment other than brakes and running gear

ISO 14229-1:2011, Road vehicless —" Unified diagnostic services (UDS) — Part 1: Specification and
requirements

ISO 14229-2:2011, Road vehicles — Unified diagnostic services (UDS) — Part 2: Session layer services

ISO 14229-3:2011, Road vehicles — Unified diagnostic services (UDS) — Part 3: Unified diagnostic services
on CAN implementation (UDSonCAN)

ISO 15031-6 Road vehicles — Communication between vehicle and external equipment for emissions-related
diagnostics — Part 6: Diagnostic trouble code definitions

ISO 15765-1:2010, Road vehicles — Diagnostic communication over Controller Area Networks (DoCAN) —
Part 1: General information and use case definition

ISO 15765-2:2010, Road vehicles — Diagnostic communication over Controller Area Networks (DoCAN) —
Part 2: Transport protocol and network layer services
3 Terms and definitions

For the purposes of this document, the terms and definitions given in 1SO 11992-1, ISO 11992-2,
ISO 11992-3, ISO 14229-1, 1SO4229-2, ISO 14229-3, ISO-15765-1 and ISO 15765-2 and the following apply.

© 1SO 2012 — All rights reserved 5


��l�&����'�Q�b�����������2�R".�Ŀ�������@`(�<���}��$G����1�'�=�=lI����&Ƨ�Q1/��a����n��_tg�]�TH�

ISO/DIS 11992-4

3.1

Diagnostic network

The diagnostic network, as a whole, contains all clients and servers that can communicate with each other on
the different vehicles of a road-train, as well as the diagnostic gateways between the vehicles.

3.2

Diagnostic sub-network

All clients and servers of a sub-network are connected to the same vehicle's diagnostic network. Sub-
networks are separated by the gateways between the vehicles.

3.2

Diagnostic gateway

A diagnostic gateway is a node in the network that is physically connected to two (or more) sub-networks and
has the ability to transfer diagnostic messages between the sub-networks.

4 Symbols and abbreviated terms

For the purposes of this document, the terms and definitions given in [ISO 11898-1, 1SO 11992-1,
ISO 14229-1, ISO 14229-3 and ISO 15765-2 and the following apply.

A PDU Application layer protocol data unit
BS block size

CAN Controller area network

CAN-ID CAN identifier

Cvt convention

DCC Diagnostic communicatign channel
DID Data identifier

DLC Data length code

DP Data page

DTC Diagnostic trouble code

ECU Electronic control unit

EDP Extended data page

FS Flow status

N_AE Network layer address extension
N_Al Network layer address information
N_SA Network layer source address
N_TA Network layer target address
N_TAtype Network layer target address type
N_WFTmax Network layer maximum number of wait frames
P Priority

6 © 1SO 2012 — All rights reserved
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PDU Protocol data unit

PF Parameter format

PGN Parameter group number
PS Parameter specific

RA Remote address

SA Source address

SID Service identifier

STmin Separation time

TA Target address

TA type Target address type

5 General definitions

5.1 Conventions

This document is based on the conventionswsed\n’ISO 14229-1 and the underlying OSI Service Conventions
(ISO/IEC 10731:1994) as they apply for diagnostic services:

These conventions specify the interactions'between the service user and the service provider. Information is

passed between the service .user and the ‘service “provider by service primitives, which may convey
parameters.

5.2 Use case definitions

5.2.1 General

This section lists the individual use cases which will be covered by the diagnostic communication over
ISO 11992 protocol at the following areas:

— Vehicle / ECU engineering (development)

— Vehicle / ECU manufacturing (production plant, assembly line)
— Service (dealership, aftermarket repair shop)

— Retrieval of information between connected vehicles

The following use cases are supported by the communication protocol

5.2.2 Use case 1 - Driver information

Driver information specifies the use case to enable an in-vehicle information retrieval system at the
commercial vehicle to qualify readiness of the towed vehicle(s).

In this case usually an information retrieval entity is installed in the commercial vehicle that gets data from the

various ECUs located in the road train, including the towed vehicle(s), and forwards relevant information about
the road worthiness of the road train to the driver.

© 1SO 2012 — All rights reserved 7
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5.2.3 Use case 2 — Vehicle inspection and repair

Vehicle inspection and repair specifies the use case to enable an external test equipment connected to the
road-train to qualify readiness of any vehicle and to perform vehicle diagnostic fault tracing as part of a repair.

In this case usually an external test equipment is connected to the commercial vehicle and request road train

data which can be qualified to determine the readiness of the vehicle(s) or to perform vehicle diagnostic fault
tracing as part of a repair.

5.2.4 Use case 3 — ECU/vehicle software reprogramming

ECU/vehicle software reprogramming specifies the use case to reprogram the ECU(s) of a towed vehicle
through its data communication channel.

In this case usually an external programming equipment is connected to the commercial vehicle or directly to

a towed vehicle and uses diagnostic communication to (re-)program or configure ECU(s) located in the towed
vehicle.

5.2.5 Use case 4 — ECU/vehicle assembly line inspection and repair

ECU/vehicle assembly line inspection and repair specifies the ise case to enable’ an external test system
connected to a towed vehicle to support the assembly line~inspection and repair of towed vehicle ECU
systems. .

In this case usually an external test equipment is connected to'the commercial vehicle or directly to the towed

vehicle and uses diagnostic services to determine.the.readiness of*the vehicle(s) or to perform vehicle
diagnostic fault tracing as part of a repair.

5.2.6 Use case 5— Multi-purpose data transfer.between vehicles

Multi-purpose data transfer between ¥ehicles specifies the uise case to enable ECU(s) in any vehicle of the
road-train to retrieve information from other vehicle's ECU(s).

In this case an ECU may use diagnostic servicestto retrieve information from another ECU for various
purposes.

8 © 1SO 2012 — All rights reserved
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5.3 Diagnostic applications

The diagnostic applications are divided into two types

— Basic diagnostics
The purpose of the basic diagnostics is to provide vehicle independent identification and diagnostic
information. All basic diagnostic functions and services shall be provided under all operation conditions in
the default diagnostic session without the need for specific access rights.

— Enhanced diagnostics
The support and the conditions under which enhanced diagnostic functions and services are provided are
manufacturer/system supplier specific. It is in the responsibility of the manufacturer/system supplier to
secure a server against unauthorized access and to ensure performance and safe operation in all
operation modes allowing enhanced diagnostics.

Functions, services and protocols of the OSI layers 1 to 4 shall be identical for basic diagnostics and

enhanced diagnostics. For OSI layers 5 to 7 the implementation of functions, services and protocols are
varying according the definitions given in this document.

5.4 Vehicle network architecture

This document supports the diagnostic communication between a commercial vehicle and its towed vehicles
as illustrated in Figure 1.

1 2 3 4
Key:

1 truck / commercial vehicle (position #0)

2 trailer / towed vehicle position #1

3 dolly / towed vehicle position #2

4 trailer / towed vehicle position #3

Figure 1 — Example of a possible road train configuration

© 1SO 2012 — All rights reserved 9
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