ETS| TS 102 412 V11.2.0 (2019-06)

=

TECHNICAL SPECIFICATION


E���F�\boV[����^����9O�����d#8����K���Z��j���b�;ƅ��'25h�.�����(���z7|�������W���>��W[�����5]�H��|q����ͪ��.�wikE M

Release 11 2 ETSI TS 102 412 V11.2.0 (2019-06)

Reference
RTS/SCP-R00002vb20

Keywords
smart card

ETSI

650 Route des Lucioles
F-06921 Sophia Antipolis Cedex - FRANCE

Tel.: +334 9294 42 00 Fax;+33 4936547 16

Siret N° 348 623 56200017 - NAF 742 C
Association a but nonvJucratif\enregistrée a la
Sous-Préfecture de'Grasse*(06) N° 7803/88

Important notice

The present document.canbe downloaded from:
http://www.etsi:org/standards-search

The present document may be made available in.electronic versions and/or in print. The content of any electronic and/or
print versions of the present document shall not.be-modified without the prior written authorization of ETSI. In case of any
existing or perceived difference in contents between such versions and/or in print, the prevailing version of an ETSI
deliverable is the one made.publicly available in PDF format at www.etsi.org/deliver.

Users of the present document should be aware that the document may be subject to revision or change of status.
Information on the current status of this and other ETSI documents is available at
https://portal.etsi.org/TB/ETSIDeliverableStatus.aspx

If you find errors in the present document, please send your comment to one of the following services:
https://portal.etsi.org/People/CommiteeSupportStaff.aspx

Copyright Notification

No part may be reproduced or utilized in any form or by any means, electronic or mechanical, including photocopying
and microfilm except as authorized by written permission of ETSI.
The content of the PDF version shall not be modified without the written authorization of ETSI.
The copyright and the foregoing restriction extend to reproduction in all media.

© ETSI 2019.
All rights reserved.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks of ETSI registered for the benefit of its Members.
3GPP™and LTE™ are trademarks of ETSI registered for the benefit of its Members and
of the 3GPP Organizational Partners.
oneM2M™ |ogo is a trademark of ETSI registered for the benefit of its Members and
of the oneM2M Partners.
GSM® and the GSM logo are trademarks registered and owned by the GSM Association.

ETSI


"k�H��'���jpH��i�/�*"�h�d��`={�7&<��ݥbx�����$������5��=76����O@ҾC�C�Zl�6��X���O��8���M,wDgs;xxx�ϫ��V����>�e>���x�

Release 11 3 ETSI TS 102 412 V11.2.0 (2019-06)

Contents

Intellectual Property RIGNES.... ..ottt b e b e s 9
01 Yo (o PSS 9
AV TeTo = = g oS = 011 070] oo | OSSPSR 9
gLl [N o1 o] o ISR 10
1 o0 o< TP PR PSPPSR 11
2 REFEIBINCES ...ttt b e bbb e b et e e et e Rt e bt b e bt s e e et et et et e nnenr e b es 11
21 INOIMBLIVE FEFEIENCES .....eeeeeeeieeie ettt ettt et et e e st e besae et e ese e st et e s eneeseeebesaeeaeeneeneeseeseesseeneeneeeaneeses 11
2.2 INFOrMELIVE FEFEIENCES. ...ttt ettt b ettt e et et e b bt e a e et e e e b sheebesaeene e e enbe e 12
3 Definition of terms, symbols and abbreviations.............coveeciiieene e 13
31 1= 1 0PTSRS PSPPSR 13
3.2 Y 1210 SRS 15
33 F Y o] = V7= 0] 15
4 REGUITEIMIENES.......c.oictecie ettt st ettt et e e e s te s te e tesheeae e besaeessesbeensesbeeseentesaeensesaeenseseesneentenrens 17
40 LT 0T OSSR 17
4.1 Run time environment timing CONSLIAINTS .........c.cicieriereesbenieseeseeseesesseesseseesseesseseesseesseesseeseessesssesssesessnes 18
41.1 F N s = ol (T (o 0= V=) e N SR 18
4.1.2 Background (INfOrMELIVE)..........ooeeiieieeie st ecbnhe ettt ee g e e o este e teente e e en e teesseenseenseeneesneennes 18
4121 Use case - NetWOrk autNenti CaLION........... i e eeeeeeeeneesee s b deeeee e sees e sre st e e s e b e enne e 18
4.1.3 S0 (U= 101 1 SO S 19
4.1.4 Interaction with existing features (INfOrMEHIVE)L" ........ccve 5t ciued s sre e eeae e 19
4.2 Launch APPlICALTiON FEBLUIE..........c.oiviee s Tt oreee e e se e s b s 4ot se e esese e bt se s e e bt st e e sb e s ese s bt s e se e b e eneeneneennenis 19
421 Abstract (INfOrMBaLive)..........oovee 85 i 8 e B bbbt 19
4.2.2 Background (infOrmMatiVe).......du i e cmilee e i e ittt bbbt 19
4.2.3 REGUITEMENTS ... ettt B Lo id T et sttt sttt st b e s e e st b e e e st b e s e et e b e se et eb e s b e e eb e b 20
4.2.4 Interaction with existing features (INfOrMELIVE) .5 ..o 20
4.3 Mapped file SUPPOrt ONthE TTCC ...t B e 20
431 F N s iz ol (T (0 0= =) USSR 20
432 Background (INfOrMELIVE)..........eeei i ees ettt ee e s e s et e et et e e e tente e te e seeseenneennennes 21
4.3.3 S0 (U= 11 1 21
434 Interaction with existing featureS (INfOrMatiVE) ..........c.coeieieiiieie e e e 21
4.4 EXtension of 10giCal Channel S i i et e st e e re e reeeeeneeenes 21
441 ADSITECE (INFOMMBLIVE).... ettt bbbt bbbt bbb bbb 21
4.4.2 Background (iNfOrMELTVE).........coieiieieesieee ettt bbbt e et b e et b b 21
4421 Typical ProbIEM SITUBLION ......co.eieiiiiiriee bbbt 21
4422 POSSIblE ProBlem SOIULION ........c.iiiiee e b e seene 22
4423 O L X oo TP OO PP PP URPOPRPRPRRIN 22
44231 Use Case - JSR 177 APPliCALIONS..........oreeerrieeiitesieieet ettt sn e enes 22
44232 USE CASE - PC CONMNECLION ...ttt ettt sttt st b et et e et et sb et st ene e e e e 22
4.4.3 S0 LU= 101 1S 22
4431 GENEral FEQUITEIMENTS ... .eeiieeie et ettt see st e st e ste et e st e s aeeste e te e teesteeseesteesseesseeneeaneesneesseenseenseensenneessenssens 22
4432 Backward compatibility reqUIrEMENTS........ccceieiieee et e e saesnaesreesnees 22
4.4.4 Interaction with existing features (iNfOrMaLiVE)..........c.ecueieeiieeie e e 22
4.5 Secure channel to secure local terminal INEEITACES.........c.oviiiiiiere e 22
451 ADSIFECE (INFOMMBLIVE)........ecuieieeiirieet bbbt bbbt b bbb bbb 22
4.5.2 Background (iNfOrMELTVE)..........coeiiieieeieee ettt e et b e bbb 23
4520 LT 07 PP 23
4521 USE CASE - USEN IMEEITACE. .....i ettt e et b e e s s et e besneeaeeneeneeneens 23
4522 Use case - UICC as a control point for device Management ...........coeveerereereneeese s seeiennens 24
4523 Use case - DRM and distributed appliCationS............ccveiireiiesie e ste et 25
4524 Use case - Toolkit commands ProteCLiON ...........ccveciieiiieieiiecee e esraesreennees 27
453 S0 LU= 101 1S 27
4530 LC T o1 - TR 27
4531 ENd POINE FEQUITEIMENES ... ettt ettt e s e st eesteenteeeeeneesaeesseasseenseensesneesneesseesnnns 27
4532 T 10 e YA = o (B0 1SS 27

ETSI


D�����7��P�k���`���:���z��vX�-x��Mt�v�K���*m(���`�ٟ���'����%�˫�	���ɤ�
���(�}�hGy�G�y�ml�`�0�a~I\�d��h6�8��sX�c�O	)

Release 11 4 ETSI TS 102 412 V11.2.0 (2019-06)

4533 Confidentiality FEQUITEIMENES..........ciiireiirereee sttt a bbb e e b e ens 28
4534 AULheNtiCation rEQUITEMENTS ..ottt et b et b et b et b e bt benn e 28
4535 Audit/ComplianCe FrEQUITEMENTS ........o.eiiiieieeiereete sttt sttt b et b et sb e e b sn e 28
45.3.6 POLICY FEQUITEMENTS. ......eeeteiteeet ettt ettt b e bbbt b e e bt b e se et b e se ke se e e ebesbe e ebesbenneneas 28
4537 Transport ProtOCOI FEQUITEMENTS. ......cueuiriieeeireetee sttt bbb e e 28
454 Interaction with existing features (iNfOrMatiVE)..........c.eeueiieiieeie e e 28
4541 (o Lo I 7= <. SR 28
4.6 Authenticate command longer than 255 DYLES.........c.cieiieiieiiere e s sneesnees 28
46.1 F N o= = ol (T (] 0= V=) USSR 28
4.6.2 Background (INfOrMELIVE)..........cceeiieieece ettt e et e e teste e be e teeteeneeennennes 29
4.6.2.1 Use case - EAP PACKEL BXChANGE .......oouiiiiiieiee ettt 29
4.6.3 REGUITEMENTS ...ttt e b et b e et b e e ae b s e e h e b e s e e bt e b e s e e st e b e se et eb e s b e e eb e b e 29
4631 GENEIEl FEOUITEIMIENES .......etieetertee ettt ettt sttt b e st b e st b e b s bt s b et b e b e e e b e s e st b e b e b nn e enis 29
4.6.3.2 Backward compatibility reqUITEMENES..........ooeiiirieiiiete et 29
4.6.4 Interaction with existing features (INfOrMELIVE)...........ooiiriirire e 29
4.7 CAT mechanismsto indicate the bearer CONNECtION SEALUS ..........ccvierieiriereeere e 29
4.7.1 F N o= = ol (T 1 (0= V=) USSR 29
4.7.2 Background (INfOrMELIVE)..........cceeiieieese ettt e et e e aeste e be e seeteeneeeneennes 29
4721 Use case - Availability of NEtWOrk DEAIErS .........cooovveiiee s 29
4722 Use case - Network connection temporarily 1OSL...........ooueeieieeiieiece e 30
4.7.2.3 Use case - Availability of [0Cal DEAIers..........occv i 30
4.7.3 S0 LU= 101 1S 30
4731 Requirement 1 - Network bearer CONNECION SLALUS .........c.erveirrerierieseseereeresieseeiesie s seereseeseenens 30
4732 Requirement 2 - Local bearer CONNECTTON SEAUS .=k ..vveeeeerre e et se et seeseese s e saeseereseeneenens 30
4.7.4 Interaction with existing features (INfOrMatiVE) .. Y. e ruereeerere i e i 30
4.8 New UICC-Terminal INTErTaCE.......coo e Bt e reenee et et e ee st sttt e e seesteseesseeneeneeneens 30
4.8.1 ADSEract (INFOrMBELIVE)........cereeeiriiieiriesae e T i Lottt sttt 30
4.8.2 Background (infOrmMatiVe)..........ceeeereedBad e i Bttt 0 Bt ettt sttt bbb 31
4.8.2.0 GENETA ...ttt T e B FB e e Sk f5 et e bbbt e R R Rt R et Rt R b n e 31
4821 Use case - multimediafile management....... a0t i et 31
4822 Use €ase - MMI 0N UTCC L.t eyt e ettt 31
4.8.2.3 Use case - real-time multimedia.data encryption/decryption ..........ccoceveeeieeeceeceese e 31
4824 Use case - storage of tefiminal applications oithe UICC...........covevieie it 31
4825 Use case - direct and tndirect UICC coONNECtiON 0 @ PC........cooiiiiiiirerieiee s 31
4.8.2.6 Use case - WD SErVEr ON SMart Cald, % .. o veeeieeeiesieeeeee e e e e e seeste e see e eseseesresneeneeneens 32
4.8.2.7 Use case - antiVIFUS ON UTCC .., 40 ettt sttt se e s e e ste e enee e e tesbeseesbesneeneeneens 32
4.8.2.8 Use case - big phonebook management from the UICC .........coooviiiiriineniee e 32
4.8.29 Use case - reduce personaliZation tiME .........c.ceieeerineerieietesee et b e e eb e e ene 32
4.8.2.10 Use case - generic TCRAP-CONNECTIVITY .....cc.iieeuirieieierieiete ettt eb e 32
4.8.3 S0 (U= 101 1S 33
483.1 GENEral FEQUITEIMENTS ... .eeieeeie et eieetee st ee st e st e e et e st e s aeeste e te e teestesseesseesseesseeneeaneesneesseenseensesnsenneessenssens 33
4832 Backward compatibility reqUIrEMENTS.........ccueieeiiee e e s e snaesreenneas 33
484 Interaction with existing features (iNfOrMaLiVE)..........c.ecueieeiieie e et 34
4.9 UICC based appliCation aCliNG @S @ SEIVEY ........cciiiiereieeseerteerteeeesee s e s e e e e tesseessaesseesseesseesesseesseesseenseensenns 34
49.1 F N o= = ol (T (] 0= V=) USSR 34
4.9.2 Background (iNfOrMBLTVE).........coe ittt b e bbb 34
4.9.3 REGUITEMENTS ...ttt e bbb e h e b s e e h e b e e e bt b e s e e st e b e se et e b e s b et eb e b 34
494 Interaction with existing features (INfOrMELIVE)...........coririire e 34
4.10 API for applications registered to a Smart Card WED SEIVEF .........coeiiriiinirinese s 34
4.10.1 ADBSLrECE (INFOMMBLIVE)........ccuiieieeiirteet et b bbbt bbbt n b b 34
4.10.2 Background (INFOMMBLIVE)........c.eieieerieete ettt et b et b e bt b et b bbb 35
4.10.2.0 GENETA ...ttt h R R R R R R R R Rt R b e Rt r e 35
41021 Registration of an application 10 the SCWS...........oov i 35
4.10.2.2 Data exchange between SCWS and appliCatioN..........cvccuveieiieiieesie et 35
4.10.2.3 ISsUING Proactive COMMIBNGS. ..........oiiiiieieeeese et ste e ste e sae e e e et e te e teessesseessaesaeesseesseenseenseans 35
4.10.3 S0 LU =101 1S 35
4.10.4 Interaction with existing features (INfOrMELIVE)...........ooririirireeee e 36
411 Specific UICC environmental CONTITIONS. .........civeiiiriiiii ettt bbb 36
4111 ADBSLrECE (INFOMMBLIVE)........ecuiieieetitiet ettt bbbt b et b et b bbb 36
4112 Background (INFOMMBLIVE)........coiueieeieeete ettt b et b e bt b e se et b e bbb 36
41120 LT 07 OSSR 36
41121 USE CASE - AULOMOLIVE SEIVICE ... e eueeeeierieete st eteeteeeeteseeste sttt ese et e teseestesaeeaeeseeneenseseesbestesaessesneenseseens 36

ETSI


��1�(������C���r��=]>z|�C*)�<0�Ge^��6%�^�i�����{������4B���8$��+sI��!e>���w�8�nf��>1��3�����^��g�����QP������Ġr

Release 11 5 ETSI TS 102 412 V11.2.0 (2019-06)

411.2.2 Use case - REMOLE MONITONTNG CAMENGL......eiuiiererieeererieriete sttt sttt se et se e b b e b sbe e ebesae e ebesbennenens 36
411.2.3 Use case - Remote stock monitoring for vending machines ..o 36
41124 Use case - Online electronic advertiSing DOard.............cocoereiiiiine e 36
4113 Considerations (INFOrMBLTVE) .........c.eiirieiie ettt st b e st b e b b e b e sbeneenea 36
4114 REGUITEMENTS ...ttt et b bbbt b e b e bt b e e bt b et b e s e e st e b e ne et eb e st et eb e s 37
41141 Requirement 1: TeMPEralure FANJE......c.eccueieereeseesteeteeieetesseesseesseesseesseessassesssesseesseeseessessesssenssesssees 37
41142 ReqUIremMent 2: HUMIQITY ........coveiee et sne e ae et e enneenaesneesneenenes 37
4115 Interaction with existing features (iNfOrmMatiVE)..........ceeuerieierie et 37
412 Introduction of high density memory technology in UITCC............ooeiiiiiiie e s 37
4121 F N o= = ol (T (0= =) USSR 37
4.12.2 Background (INFOMMBLIVE)........c.oiieeeieeeeie ettt b et b e bt b et b bbb 37
4122.1 Use case - ENNanCed UICC FEEIUMES...........ooiiiii ettt sttt s see e neeneen 37
4.12.3 REGUITEMENTS ...ttt et et b et b e bbb e bt b e e bt b e e b e st bt b e st et eb e s b et eb e s 38
4.12.4 Interaction with existing features (INfOrMELIVE)...........eoririirire e 38
4.13 Power supply indiCation MECNENISIM .........ciiiii bbb 38
4131 ADBSLrECE (INFOMMBLIVE)........ecuiieieeiirteet ettt bbbt b et b bbb bbb 38
4132 Background (INfOrMELIVE) ........c.eiieiee ettt s et et et e e steesaente e be e reeteennenneennes 38
41321 USE CaSE - JENENTC SITUALION......c.vieiieie ettt e ettt et et e e ste s e e e sreesaeeaeeneeenseenseenaesneesneesanas 38
41322 Use case - USIM application with toolKit @ppliCationS...........ccevvueieeieeiesie e 39
4133 S0 LU =101 1T 39
41331 GENErAl REUITEIMIENES. ... ccvieeieieeeieeteesteesee e estesee st e saeesse e teesteestesseesseesseesseeseeneeansesseenseenseensensenssenssens 39
41332 Backward compatibility reqUIrEMENTS........cccuiieieiereee ettt e esnaesreesnees 39
4134 Interaction with existing features (INfOrMELIVE)....... .. s 39
4.14 Internet Connectivity Up to UICC PPliCALIONS.........coiiusmterreereeireeneeiereess e eesesseesie e se s seeesnes 39
4.14.1 ADSLraCt (INFOIMBLIVE).......ccuiieieeiiriiieiirtereeese ke Veee et sa o 0kttt b et 39
4.14.2 Use CaseS (INFOIMBLIVE)........couiieeeeeieereeiesie s e esre e e ere et shene b de e sbesse et e et et bt et ese et sbesbe e b b 40
41420 (€T 01 - SOt e SRR 40
4.14.2.1 Use Case - Card OTA MaNagemMENT Gl ., i fiee uereereras 85 et et seesesseseesesseseesesseseesesseseesessessessssessessesens 40
4.14.2.2 Use Case - User local access from,the terminal $0 8.Card/SErVEr .........ovvevrereineneeneneeesreseere e 40
41423 Use Case - Remote access to an-identity server inthecard ... vvveiieie e 41
4.14.2.4 Use Case - User access from alocally connected deviceto acard SErViCe.......uvvvvveveneresesesieeeennens 41
4.14.3 e (U= 11 1T S 41
4144 Interaction with existing features (INfOrMaLIVE) &, . .eeueeeeree et 41
4.15 CONACLIESS UICC SEIVICES .. eeeeieeeeieeneeasg Fua i e et eneeeen e seestesaesseeseeneeseensessessesaeatesseeseeneanseseesaesseeneeneensenees 42
4151 ADBSLraCt (INFOMMELIVE)........ccveeeeeeire e ettt b bbbt bbb bbb 42
4.15.2 Background (INFOrMBLIVE)........c.ei st ettt et b e bt b e et b et eb e 42
4.15.2.0 LT 01 | LSRR 42
41521 USE CASE = ACCESS. ... ety 0 Te 48 ot e s ueeeeseeesuteesaneesaseesaseesabeeaaseesabeeeaneesabeeeaseesab e e eaneesabeeaaneeaabeeennneesnneennneen 42
415211 SYSLEM BIPECES OF USE GBSE .....verveneetereieeterte ettt ettt b et b et b bbb bt b ne et b et e 42
4.152.1.2 UICC rOIE N USE CASE......ccveveueerereeeeete sttt sr ettt n s r e s e nn e n et n e n e nnenr e nns 43
4.15.2.2 USE CBSE - LICKELS. .....veeeeeere ettt r e r e r e r e e r e nr e e erenreneenenreneenean 44
4.152.20 GENETAL ...ttt E R R bR Rt n b nen s 44
415221 System aspects of throughput ticketing SCENAIIO..........ccvicverierierice e 44
415222 System aspects of high priced tiCKeting SCENAIO .......cccvieeieeeieree e 44
4.15.2.2.3 UICC rOIE IN USE CASE.... .ottt a s s na e nn e n e n e n e nnenn e e 45
4.15.2.3 USE CaSE - Aigital MIGNES....c.eitieeeiieeectereet ettt b e et b e bt ebesaene b b nnenea 46
415231 System aspects of contact!ess digital FghLS........ccoieiiiieiie e 46
415232 UTCC IO N USE CASE....eveeueeueenieseite sttt et et e e seesteseestesaeese e e e e e teseesbesaeebesneeneeneeseseseesbesneeneeneenseses 46
4.152.4 Use case - PaymMent pPliCaITON.........c.oiirieiiireieste ettt b e e b e ebesrennene 47
41525 Use Case - 10Yalty @DPIiCALION. .......c.uceiiieeiitereeeest ettt sb e et b e e eb e b seenea 47
4.15.2.6 Use case - health Care appliCatioN .........c..ciiireiiereene et b e e eb e e seene 48
4.15.2.7 USE CBSE - TELEI ...ttt r e et e e r e e r e e e nenre e ne 48
4.152.7.1 System asPeCtS Of thE USE CASE .......uvveiceecieee et sae e e e e nneenne e 48
4.15.2.7.2 UICC r0l€ N TE USE CBSE ... .ceeveeeeeeierrees ettt 48
4.15.2.8 Consideration about multiple applications in peer t0 Peer MOUE ........cccceeveeveere e 49
415281 System aspects of multiple applicationsin peer to Peer MOAE ........c.ccveveereereeresce e 49
4.15.2.8.2 Service discovery in Peer t0 PEEN MOUE..........eeiirieiririeeee sttt 49
4.152.8.3 Application connection iN PEEr t0 PEEN MOUE ..........oreiiirieire ettt 49
415284 Customer care in PEEr t0 PEEY MOUE .........uiuiiririiiei ittt 49
4.15.2.9 Considerations about the P2P tEChNOIOGY ........cc.ereiriirieiiiicreee s 49
4.15.3 REGUITEMENTS ...ttt ettt b e bt b e b e bt b e e bt e b e e b e e e st b e ee et ebe st et nb e s ene e 50
4.153.1 Physical iNterfate FEQUITEIMENLES .........coi ittt st b e e b e e ebesnennene s 50

ETSI


�k(�ϩb��9��� �$C�?�0�U������!���j����A���t��%�\��b����/�g����oʜ�4�SY1���$������}�n̂���������z���ć��(\����(��/

Release 11 6 ETSI TS 102 412 V11.2.0 (2019-06)

4.153.2 Multi-protocol concurrent Operation FEQUITEIMENLS ..........corueererieerereeerre et st seese b seese e seeneenens 50
4.15.3.3 Contactless communication MOAES FEQUITEMENES .......c..eeiirieerireeerierieesie et 50
41534 Compatibility with existing contactless Systems reqUireMENES ... 51
4.15.35 Parameters to be transported by the CLFIP reqUireMeNtS..........cocooeererieeneneisie s seenens 51
4.15.3.6 Application iNtegration reQUITEMENTS..........coi ettt st sb e et b e 51
4.15.3.7 Terminal and user iNteraCtion reQUINEMENTS.........ccveieie e s e e ee e e st ae e e sre e aeeaeeeesneeenes 51
4.15.3.8 INteroperability FEQUITEMENES..........cciieieeie et se ettt e et te e e ssaesaeesreesreeneesaeesneesseenseensenns 51
4.15.3.9 LR LD = (U =11 1 SR 52
4.15.3.10 P2P MOAE FEQUITEIMENES.......cveeieceie e seesee e st ste e teeteesae e srae s e e steesaeesseeseeseeeseeeneesseenseensesseessensneesanns 52
4.15.3.10.1 General P2P FEQUITEIMENTS .......eeiueeieeiieeeeeteesee e estesteseeseesseasseeste e teestesseesseesseesseesseesessseasseensesnseans 52
4.15.3.10.2 P2P application management reqUITEMENTS. ... ..o it se e 53
4154 Interaction with existing features (INfOrMELIVE)...........ooririirireeee e 54
4.16 Administration of the Smart Card WeD SEIVEr ... s 54
4.16.1 ADBSLrECE (INFOMMBLIVE)........ecuireiececrtiee ettt b bbbt b e b et b bbb 54
4.16.2 Background (INFOMMBLIVE)........c.eieieerieete ettt et b et b e bt b et b bbb 54
4.16.3 REGUITEMENTS ...ttt et et b et b e bbb e bt b e e bt b e e b e st bt b e st et eb e s b et eb e s 54
4164 Interaction with existing features (iNfOrmMatiVE)..........ceeuerieierie et 54
4.17 Confidential APPIICALION SEIVICES......ccueiieiieieeie et sitesee st e e te e e saesee e e s e e steseesseesseesseenseenseenseessesneessensses 54
4171 F N o= = ol (T ) 1 0= V=) S 54
4172 Background (INfOrMELIVE) ........cueiieiee ettt e st e et et eenteesaeste e be e teeteeneeeneesnes 55
41721 UsSe Case 1: MODITE TV SEIVICES.......cuirieeririeiere st sr e s r e se e n e e e erenreeenens 55
41722 USE CaSE 2: BANKING SENVICES.....ccitieieeieiee e st e sttt eteeaaesreestee e e teesteetessessseesaeesseenseensesssesseessenssenssnns 56
4.17.2.3 Use case 3: Contact!eSS APPIICALIONS. ......cceuiiieieisheeieerieeste ettt ebe b ebe e ebesreseenea 57
4.17.2.4 Use case 4: Mobile Virtual Network Operator SEfVICES. .......co.evu aiieeereeereseeesieseeiesreseesessesesseseeneesens 58
4.17.3 Requirements (NOFMELIVE) .........couerererieiriereee b Deee v see e g o s 08kttt e et se et st sn ettt eb e 59
4.17.3.0 LT 01 | =N S SRS 59
4173.1 Confidential application enViroNMENt ... . ... 8 e BT g et 59
4.17.3.2 AdMinistration DY Card ISSUET ...l st Bt ettt st se et sb et se e b sn e 59
417321 Third party area environment-adminiStraliOn:.... .5 e it eeeeeeeeesees e neees 59
417322 Third party area CreatioN. .. ol .. e eee e 8 ei e B et eteetesee s e st e s e e ste et e seeeaeesreeseeeneeenaesraesneesrens 60
417.3.2.3 Third party area policy AefINItION....... 0 i e e et eas 60
41733 Administration DY Third Party L. i et e s et e e e e e e s e e e e te e teseesreesneesseeseensenns 60
41734 Service Operator SPECITIC FEQUITEMENTS i ., 0% e rereresteseseeeereesaestestestesre s e saeeseeeessessesrestesnesresnsensessens 61
4.17.4 Interaction with existing features (INfOrMELIVE)...........oorireireree e e 61
4.18 UICC for Machine-to-Machine (M2M) apPlLCaLIONS .........c.ciiiririeieerieies e e e 61
4.18.1 ADBSLrECt (INFOMMBLIVE)........eevieie s ittt bbb bbb bbbt be e 61
4.18.2 USE CaSES (INFOMMBLIVE) ...ty ettt st sttt st et et e et b e et b e et b e s e et b e s b et b e sb st e b e se et ebe b e e ebenbe s 62
4182.1 UL Y o S R I - Tot (= 0 I o SRS 62
4.18.2.1.0 LCTc 0T | o SRS 62
418211 Use Case - EMEIGENCY Call .....ooiviieiie ettt sttt s esna et aeenaesnnennes 62
418212 Use Case - FIeet ManagemENt.........ccoveuieieeieseee e ste et e e te e s te et et esnaesreesteenteeensneesnes 63
4.18.2.1.3 UL e ors s T I o A I o 63
41822 (0L c R or= S SR 1Y o] o 1 (o] 5 o SR 64
4.182.20 GENETAL ...ttt bR Rt R R bR Rt R bt e b nen s 64
418221 Use case - Metering/Prepaid delivery of utilities (water, gas, electriCity) ......ccoovevvvceveeveeseceee 64
418222 Use case - Person / ANimal PrOtECHION........coirveeriiieeirieeeesiese et 65
4.182.2.3 USE CaSE - ODJECE PrOLECHION.......eivieeeirtieetirt ettt ettt b e bt nbene e enas 65
4.18.2.3 WIS SN oz s T I =0 1o (o) o SO RSSN 66
418231 Use case - PoS Terminals (Point of Sale TErmMinals) ........ccoooveririnenencseeeseeeseee s 66
4.18.2.4 USE CASE = CONIO ...ttt ettt e e st e st e s aeese e st e e en e seeebesaeeneeneenseseesneeseeneeneeseens 66
4.182.4.1 Use case - Controlling vending MaChiNgS...........c.ooeiiireinireneieeser e 66
4.18.24.2 Use case - Controlling production MaChiNES...........c.ccveiieiiiie e 67
4.18.3 S0 LU= 101 1R 67
4.18.3.0 GENETA ...ttt h R R R R R R R R Rt R b e Rt r e 67
41831 General M2M UICC REQUITEIMENES .......eeieeieeieieeseesteesteeteestesseesseesseesseessesseessessseesseessesssessssssenssessses 67
418310 GENETAL ...ttt R R R R bR R R b e b nen s 67
4183.1.1 Specific requirements related to definition Of ClaSSES........ccviieiirer e 68
4.18.3.1.2 Example for a possible class system (iNfOrmative)...........cccoereirineiriniereeeseeese s 68
4.18.3.2 IMIFF REQUITEITIENLS ..ottt sttt st b e b e ekt b e ekt b e se e bt b se e st se et ebesbe e b e sbenneneas 68
4184 Interaction with existing features (INfOrMELIVE)...........coririirere e 69
4.19 Location based services for broadcast teChNOIOGY .........cccciiiieiririeire s 69
4.19.1 ADBSLrECE (INFOMMBLIVE)........ecuiieieetitiet ettt bbbt b et b et b bbb 69

ETSI


1(��A�b�瓼�%`�s;���Թ����j.�U��l^�&BŮ�]��t������R��a��@��˥A9�����"����_L���~)]�q�f����j
(O������A�9:�n4�)�ooҟ�?

Release 11 7 ETSI TS 102 412 V11.2.0 (2019-06)
4.19.2 USE CaSES (INFOMMBLIVE)......c.eeeeiteeeie sttt ettt b e et b et b e bbbt bbb b e e b b 69
4.19.3 Requirement for retrieving location information for broadcast technology ..........coceevereriinenneneseneen 69
4194 Interaction with existing features (INfOrMELIVE)...........ooririirireeee e 69
4.20 Terminals with reduced FUNCLIONAITTY ..........ciiiiiiie bbb 69
4.20.1 ADBSLrECE (INFOMMBLIVE)........ecuireiececrtiee ettt b bbbt b e b et b bbb 69
4.20.2 WL oY o= s (110 0 =) 70
4.20.2.1 USE CBSE - DA CAIT......c.coveeeieerereeeere sttt et r e et se et r e se s er e e e e renreneenenrennenen 70
4.20.3 S0 LU= 101 1P 70
4.204 Interaction with existing features (iNfOrmMatiVe)..........c.eiueieeieeieee et 70
4.21 Digital RightS ManagEMENT. ........c.eeiuieiieieeieseese e se e s e e ste e e e s e s te e teeteeseessaesseeseesseensesneesneesseesseanseensenns 70
4.21.1 ADBSrECE (INFOMMBLIVE)........ecuieieetirieet ettt bbb bbbt bbb bbb 70
4.21.2 USE CaSES (INFOMMIBLIVE) ...ttt b et b e et b e et b et b e bbb 70
42120 LT 01 PP RRTUSR 70
42121 Use case - Transfer of protected contents and rights by using aUICC ... 70
42122 Use case - Provisioning of rightSinthe UICC ... 71
4.21.2.3 Use case - Direct rendering of DRM-protected content by using the UICC...........cccviiiininncncnennens 71
42124 Use case - Pre-loading of rights by using the UICC ..........coooieiieiice e 71
4.21.3 S0 LU =101 1S 71
4214 Interaction with existing features (iNfOrmMaLiVE)..........cvvueieeieeie et 71
4.22 MultiCast dataflOW INUICC .......coiiiiieieer ettt 72
4221 F N o= = ol (T ) (] 0= =) USSR 72
4222 USE CBSES (INFOMMIBLIVE) ....veeieeeieiie et steeste ettt et e st e e e e s see s e e saeesaeesteenaeenteesaessaesteesseesseeseenneaneeenes 72
4.222.1 Use Case - BroadCast ata SEIVICES. .....co.eeieriirieie st seeeeseesesteste e sueenees e seessesbesaessesneeseeseessesneenseseens 72
4.22.2.2 Use case - MODIle TV related SEIVICES. ......oiii st eneee sttt e st te e eee e e eneeseesteseesnesresneeneeneens 72
4.22.3 Requirement for multicast dataflow (subscription.and dataflow reCeption) ...........ccoeveverrereieneseneseene 72
4.22.4 Interaction with existing features (INfOrMEaLiVE). .. o veeeerreeese sttt 72
4.23 New type of data Storage and BCCESS.......c.vrvei Seeeree et BT iy ettt sttt ettt b et sb e e 73
4.23.1 ADSEract (INFOrMBELIVE)........oueieieeeiriiee e i Bt 3 Bt ettt bbb e et b bbb 73
4232 Background (INFOrMELIVE)..........eeue i i ree e 5% e eeeve bdeenesdabesiy énsensesnsesnesssessseasseenseessesssesssnssesssesssenssesnsssnsssnes 73
4.23.2.0 GENETA ... ST e e e B0 et e ettt b e bbbt p e 73
42321 Use case - Taking a picturefrom the terminal,-storing it on the UICC and retrieving it.........cccccceuenee 73
42322 Use case - Storing and protecting data through-Operator portal ..........ccccceeevecevieeiesese e 73
4.232.3 Use case - Storing & SEVICE AESCII P ON ali. .0 e eeeeeriesestes e steereseeseesaeste s e saesre s e esaeseessestesresresnnenseseens 73
4.23.2.4 Use case - Managing multimedia content-via UICC t0 aremOte SEIVEN........coccevereerereeeneneeiesieneeiens 73
4.23.2.5 Use case - Partitioning UICC MEMIOTYa.. ..o et sttt st s sseseese s e b saeseesesneseenens 74
4.23.2.6 Use case - UICC content depending:on user authentiCation ...........cccoeeeereereneeneseeese s 74
4.23.2.7 Use case - Migration to a USB'UICC WithOut ICCD ClaSS........ccouieeeierieinenieesie st 74
4.23.3 REGUITEMENTS ...t e A ettt sttt sttt h et b bbbt b e bt b e b e e e bt e b et b e s e et b e ne et eb e s b et ebe s 74
4.233.1 Data storage and StrUCEUIE TEAUINEIMENTS .......c.eeverieeeterieeetereeeeteseeestesee e b e e b e e b see e b saeneebesrennenens 74
4.23.3.2 Data ProteCtioN FEQUITEMENES ......c.eeveieestesteste et eteestestesreste s e sreeseeseetessestesseeseeseesensessessessessessessnensessans 75
4.23.3.3 Local and remote aCCESS MEQUITEIMENES. ........ueieereeieeieeieeeessaeseesteeseeeseessaesseesseesseesseeseessesseessensseesses 75
4234 Interaction with existing features (iNfOrmMatiVE)..........ceiueieeiieie et 75
4.24 CAT access over amOOemM INTEITACE ..........ccuiireieeree et 75
4.24.1 F N o= = ol (T ) (] 0= =) USSR 75
4.24.2 Background (INfOrMELIVE) .......cc.eieiee ettt ae et e et et eesaessaeste e be e reeteenneeneesnns 76
4.242.0 LT 0T PPN 76
4.242.1 Use case - Extending CAT to the connected entity capabilities...........cooeeiireiinenninese e 76
4.24.2.2 Use case - Using CAT for data acquisition and control inan M2M device..........cccooeveeereneienennenen. 76
4.24.2.3 Use case - Addition of CAT support by adding a CAT extender deviCe ..........ccoeveevennenenccncneenens 77
4.24.3 REGUITEMENTS ...ttt et et b et b e bbb e bt b e e bt b e e b e st bt b e st et eb e s b et eb e s 77
4.243.1 GENETEl FEOUITEITIENES .....cvetieeetirteeetert ettt ettt b e sb e bt b e bbb e bt b e b e b bt e es e bt s s eb e b e e b e na e ens 77
4.24.3.2 Connected device registration FeQUITEMENTS .........ciceeieereerieeeeseeseeseeseeeeeseeseesaeesseeseeensessaesseesseessens 78
4.24.3.3 LegaCy SUPPOIt FEOUITEIMIENES ........eeveeeeeeeeseeseesteeseesessessseesseesseesseesseessesssessessseesseesssessesessssesseensenssenns 78
4.24.3.4 Extended SUPPOIt FEQUITEMENLS.........ccveirieieeeeteseeseeseesteesteesseeseeeseesseesseesseeteesesssesneesseesseesseensennsenns 80
4.24.35 CAT over modem-client interface reqUIrEMENTS. ........ccveiverieie e e se et eaesnae e e seees 80
4.24.3.6 Connected entity termination FEQUITEMENLS ........ccueecveeeereereeeeteseeseestee e seeseesreesseeneeeseessnesseesseessens 80
4.24.3.7 SECUNTEY FEOUITEIMENES. ... eteaeeterteeeterte et st se ettt ettt se et b e st b e s st eb e b e s bt s e e e bt s e e seeb e s e st e b e b e e b e nn e e enis 81
4.24.4 Interaction with existing features (INfOrMELIVE)...........coririirere e 81
4.25 UICC-Terminal applications and SErVICES OVEr USB .........coiiiieiiiieirine ettt 81
4.25.1 ADBSLrECE (INFOMMBLIVE)........ecuiieieetitiet ettt bbbt b et b et b bbb 81
4.25.2 Background (INFOMMBLIVE).........c.oiueieerieeete ettt b e bt s b e et st a et eb e b 81
4.252.1 Use case - Migration of existing SErViCES OVEN [P ..ot 81

ETSI


E�2���j�Ļ�m8���N$����1���XʆH-��5ʝѼю&a���r��{����f�8��l�9j�ã.���Z�x���vYBO��n?H�:���b�����Bi����j�!���)R����ǿ

Release 11 8 ETSI TS 102 412 V11.2.0 (2019-06)

4.252.2 USe Case - ENA-USEr INTErACION ... ....ciieieeeiee ettt ettt st ese st e e teseesseeneeneeneens 82
4.252.3 Use case - Integration of UICC servicesinto terminal user interface ... 82
4.252.4 Use case - Access status of COMMUNICELION SEIVICES .......oiueiueeeieieieieseesie et eteseeee e see e seesee e eneeneens 82
4.252.5 Use case - Access to specific terminal NardWare..............coveieereiieneeeeee et 82
4.25.2.6 Use case - Interaction between terminal and UICC appliCations..........c.eoeeereererieeneneeese e 83
4.25.3 S0 LU= 101 1R 83
42531 General framework FEQUITEIMENLS. .......ccveieeeeiereesee st esteeeeesteseesteesteeteesesseesseesseesseeseensesssesseessenssnes 83
4.25.3.2 Framework service discovery and management reqUIi reMENES. ........cooveveeceeieesieeseeseeseesseeeeseessaesenes 83
4.25.3.3 Interaction between UICC and terminal applications requiremMents...........coveueveereeseereesseeseeseeseeenenns 84
42534 Framework SECUFTY FEOUITEMIENLS........cueiieieeseerteeteeteeeeesteestee e e teeeeseesraesseesaeesseeseenseessesseessensseesans 84
4.25.3.5 USEr INLErface FEQUITEIMENLS .......oiviieieitieetirte ettt ettt b e et b e e bt b et et s b e b e b neenea 84
4.25.3.6 Device iNteraction reQUITEMENTS. ... ..ottt sttt ettt b e et sb e b b e e b see e ebesreneenea 85
4.253.7 NetwOrk related FEQUITEIMENES ..........ciiiiieeeete ettt ettt bbb e e bt et sa e b b neenea 85
4.25.3.8 SPECITIC SEIVICES FEUITEITIENLS ...ttt ettt b bbb bbbt s bt b e b nn e 85
4.25.3.9 Backwards compatibility reqUIFEMENES.........ccceiiirieireeereet et s eb e 85
4.254 Interaction with existing features (INfOrMELIVE)...........ooririirire e 85
4.26 Integration of aUICC in aMobile Broadband NOteBOOK ...........cccoveeiiiiiiii e 85
4.26.1 F N o= = ol (T ) 1 0= =) USSR 85
4.26.2 Background (INfOrMELIVE) ........c.eiieiee et se e st e et et e e saeesaeste e se e reeteennenneesnns 86
4.26.2.1 ATChItECTUrE CONSIABIALIONS.......ccviireeeiiiree ettt et r e 86
4.26.2.2 USE CASES....veeteetnestete stttk stttk e bbbt e bR bR h £t E R AR R R R Rt R R R bR 86
4.26.2.2.1 AULNENEICALION ..ottt et r e et r e et r e e er e s r e e resne e nenrenneneas 86
4.26.2.2.2 Mass Storage fFOr MINO CONLENT .......couiiiiiiirieisfe ettt e er et re e eb e bbb 87
4.26.2.2.3 M aSS StOrage fOr USEr CONLENT .....o.eeueiuireiiresuss e ereeneeresreseesesse g e e et s e se e esesa e b s sbe e enas 87
4.26.2.2.4 CryptographiC SEIVICES .....cueeeeireeeeuerees ke Veeesesseneesessessees s e 0kttt et sbe s et st e et st seene b sseneens 87
4.26.2.25 TS O = AV ol S v - A SR 87
4.26.2.2.6 Secure eXeCUtioN eNVITONMENt......... 5w e T e et ee ettt e e seeseesaesre e e eneeneens 88
4.26.2.2.7 DeViCe MaNAgEMENT ......c.eeueee i i Bd et e85 s Bt et se et e bbb bbb bt enas 88
4.26.2.3 SECUINLY CONSIAEIALIONS ..o scia s Ve i f% e seee b enee s sni dosenseensesssesseesseessenssnssesssessnsesssenseensessessenssenssnns 88
4.26.3 R E o [T (= 101 1 T - S S 88
4.26.3.1 GENENIC FEQUITEIMENTS ...t e o e b e i e e s et st e st et e e e e e ste s e saeesaeesaeeaeeneeereeneeenseeneesneesneesnens 88
4.26.3.2 SECUNLY FEOUITEIMENES. ..o 1ae i) eer irseureenaisse s iThesbassaeesseesseasseensenssesssssssesseessessssssssssssssesseesseensesssessesssenssees 89
4.26.3.3 Security policy related FEqUITEMENTS. ... ali i e eee e e e sreesae e e e e s e e reeneeeseesnaesreenrens 89
4.26.4 Interaction with existing features (INfOrMELIVE)...........oorireireree e e 89
4.27 FOUrth UTCC FOMM FACLO ... 0 05 ettt sttt sttt ee b et e se s e e eneenaeseeseesneeneeneeneesaens 89
4.27.1 ADBSLrECt (INFOMMBLIVE)........eevieie s ittt bbb bbb bbbt be e 89
4.27.2 Background (INFOMMBLIVE)......... i i ettt sttt ettt sttt b et b et b e bt b et b e e et b b 89
42720 LCTc 0T | ST 89
4.27.2.1 Use Case - Introduction:of-new devices that can support UICC...........ccevireieninieneneneneeeseseeiesie e 89
42722 Use Case - Slimmer MODITE HEVICES..........oueuiririeiiririeiis et 89
42723 Use Case - Enhanced end USEr XPEITENCE ........cccvicieeiieieeeesees e eesee e e se e e esteeteente e sseesseeseens 90
4.27.3 Technical Solution SEIECHION CrITEITA.......viveerrireirireere e e 90
4274 S0 LU= 101 1P 90
Annex A (informative): Requirement numMbering SChEME.........cocooiece e 91
Annex B (informative): (01 =T To TN a1 (o] YRS 92
[ 1S 0] Y PSSR 94

ETSI


}`[H���/2�{d�w�}�N�f�& ��)�������&������rl�5��S������&}`0�
�}T6����%�����A��+�����R04b������������ޠ����rgq����(�

Release 11 9 ETSI TS 102 412 V11.2.0 (2019-06)

Intellectual Property Rights

Essential patents

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The information
pertaining to these essential IPRs, if any, is publicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards', which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web
server (https://ipr.etsi.org/).

Pursuant to the ETSI IPR Policy, no investigation, including I PR searches, has been carried out by ETSI. No guarantee
can be given asto the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

Foreword
This Technical Specification (TS) has been produced by ETSI Technical Committee Smart Card Platform (SCP).

The contents of the present document are subject to eontinuing work within'TC SCP and may change following formal
TC SCP approval. If TC SCP modifies the contentsof the present document, it will then be republished by ETSI with
an identifying change of release date and an increase.in version number as follows:

Version x.y.z
where;
x  thefirst digit:
0  early working draft;
1 presented to TC SCP for'information;
2  presented to TC SCP for approval;
3 or greater indicates TC SCP approved document under change control.

y  thesecond digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z  thethird digit isincremented when editorial only changes have been incorporated in the document.

Modal verbs terminology

In the present document "shall", "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" areto beinterpreted as described in clause 3.2 of the ETS| Drafting Rules (Verba forms for the expression of
provisions).

"must” and "must not" are NOT alowed in ETSI deliverables except when used in direct citation.
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Introduction

The present document specifies the requirements for Release 7 onwards of the TC SCP.
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1 Scope

The present document specifies the additional requirements for Release 7 onwards of the TC SCP with respect to earlier
releases.

The present document covers all the Stage 1 requirements which are not covered by other TC SCP stage 1 documents.

2 References

2.1 Normative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

. In the case of areference to a TC SCP document, a non-specific reference implicitly refersto the latest version
of that document in the same Release as the present document.

Referenced documents which are not found to be publicly available in the expected location might be found at
https://docbox.etsi.org/Reference/.

NOTE: Whileany hyperlinksincluded in this clause were valid at the timeof publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are necessary for-the application of.the present document.

[1] ETSI TS 102 221: "Smart Cards; UICC-Termina interface; Physical and logical characteristics
(Release 7)".

[2] ETSI TS 102 223: " Stmart'Cards, Card-Application Toolkit (CAT) (Release 6)".

[3] ETSI TS 122 038: "Digital cellular telecommunications system (Phase 2+); Universal Mobile

Telecommunications System (UMTS); USIM Application Toolkit (USAT/SAT); Service
description; Stage 1 (3GPR-T1S22.038 Release 7)".

[4] ETSI TS 151 011: "Digital:cellular telecommunications system (Phase 2+); Specification of the
Subscriber Identity-Module - Mobile Equipment (SIM-ME) interface (3GPP TS 51.011)".

[5] ETSI TS 131 102: "Universal Mobile Telecommunications System (UMTS); LTE; Characteristics
of the Universal Subscriber Identity Module (USIM) application (3GPP TS 31.102 Release 6)".

[6] ISO/IEC 7816-4: "Identification cards -- Integrated circuit cards -- Part 4: Organization, security
and commands for interchange”.

[7] Trusted Computing Group (2003): "TPM Main - Part 1 Design Principles - Specification
version 1.2".

[8] I SO/IEC 14443 (all parts): "Cards and security devices for personal identification -- Contactless
proximity objects’.

[9] I SO/IEC 18092:"Information technology -- Telecommunications and information exchange
between systems -- Near Field Communication -- Interface and Protocol (NFCIP-1)".

[10] ISO/IEC 15693 (all parts): "Cards and security devices for personal identification -- Contactless
vicinity objects".

[11] ETSI EN 300 468: "Digital Video Broadcasting (DVB); Specification for Service Information (Sl)
in DVB systems”.

[12] ETSI EN 302 304: "Digital Video Broadcasting (DVB); Transmission System for Handheld

Terminas (DVB-H)".
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[13] OMA-TS-SRM-V1 0-20090310-A: "OMA Secure Removable Media Specification"”.

[14] OMA-AD-SRM-V1_0-0-20090310-A: "OMA Secure Removable Media Architecture".

[15] OMA-RD-SRM-V1_0-20090310-A: "OMA Secure Removable Media Requirements'.

[16] ETSI TS 102 241: "Smart Cards; UICC Application Programming Interface (UICC API) for Java
Card (TM) (Release 8)".

[17] ETSI TS 127 007: "Digital cellular telecommunications system (Phase 2+); Universal Mobile
Telecommunications System (UMTS); LTE; AT command set for User Equipment (UE)
(3GPP TS 27.007 Release 9).

[18] ETSI TS 102 613: "Smart Cards; UICC - Contactless Front-end (CLF) Interface; Part 1: Physical
and data link layer characteristics'.

[19] ETSI TS 102 622: "Smart Cards; UICC - Contactless Front-end (CLF) Interface; Host Controller
Interface (HCI)".

[20] ISO/IEC 18000 (all parts): "Information technology -- Radio frequency identification for item
management".

[21] ETSI TS 102 483:" Smart cards; UICC-Terminal interface; Internet Protocol connectivity between
UICC and terminal (Release 8)".

[22] IETF RFC 2616: "Hypertext Transfer Protocol'-- HTTP/1.1",

NOTE: Obsoleted by IETF RFC 7230, IETF RFC 7231 1ETF RFC 7232 1ETF RFC 7233, IETF RFC 7234 and

IETF RFC 7235.
[23] ETSI TS 102 484: "Smart Cards, Secure channel. between a UICC and an end-point terminal".
[24] ETSI TS 102 600: " Smart.Cards;1JI CC-Ferminal interface; Characteristics of the USB interface”.
2.2 Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments)-applies.

. In the case of areference to a T€ SCP document, a non-specific reference implicitly refersto the latest version
of that document in the same Release as the present document.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[i.1] GSMA Pay Buy Mobile, Business Opportunity Analysis, Public White Paper, version 1.0,
November 2007.

[i.2] ISO/IEC 16750-3: "Road vehicles -- Environmental conditions and testing for electrical and
electronic equipment -- Part 3: Mechanical loads'.

[i.3] AEC-Q100: "Stress Test Qualification for Integrated Circuits'.

[i.4] OMA-TS-BCAST-SvcCntProtection-V 1.0: " Service and Content Protection for M obile Broadcast
Services'.

[i.5] Mobile Broadband in Notebooks Guidelines, version 4.0, December 2009.

[i.6] ETSI TR 102 906: "Smart Cards; UICC-Termina interface; UICC in Mobile Broadband
Notebook™".
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3 Definition of terms, symbols and abbreviations

3.1 Terms

For the purposes of the present document, the following terms apply:

4FF: Fourth UICC form factor

AT command interface: modem interface protocol specified in ETSI TS 127 007 [17]

card emulation mode: mode of operation where the UICC emulates a contactless card through the CLF
central repository: repository of registered applications residing in the UICC

chunked transfer-coding: mechanism that allows HT TP messages to be split in several parts asdefined in IETF
RFC 2616 [22]

CLFI (CLF Interface): physical interface between the UICC and the CLF
CLFIP (CLFI Protocol): communication protocol between the UICC and the CLF carried over the CLFI
ContactL ess Front-end (CLF): circuitry in the terminal which:

. Handles the analog part of the contactless communication:

. May handle some layers of the contactless protocal.

0 May exchange data with the terminal and the UI'CC:

DRM Agent: entity in the Device that manages Permissions for‘M edia Obj ects on the Device, as described in OMA
SRM technical specification [13]

DRM Agent-SRM Agent M utual Authentication: DRM Agentand the SRM Agent can authenticate each other based
on credentials that are securely provisioned in each

NOTE: Theresult of this mutual authentication alfows the DRM Agent and SRM Agent to establish a secure
communication for the exchange and sharing of secret elements as described in the OMA SRM
architecture specification [14].

external entity: entity that is external tothe W1 CC and the modem; it can be the M obile Broadband Notebook or a
distant entity (e.g. a server)

High Speed Protocol (HSP): running on top of the NUT interface
Host Controller Interface (HCI): HCI isapart of the implementation of CLFIP, asdefined in ETSI TS 102 622 [19]

M2M communication module: electronics system including all necessary components to establish wireless
communications between machines

NOTE: M2M communication modules are usually integrated directly into target devices, such as Automated
Meter Readers (AMRs), vending machines, alarm systems, cars equipment's or others.

M2M device applications: applications deployed on a machine to machine device that deliver a service to the UICC

M2M UICC: UICC with specific properties for usein M2M environments, this includes existing form factors and an
optional new form factor

M achine to M achine (Communication): communication between remotely deployed devices with specific
responsibilities and requiring little or no human intervention, which are all connected to a dedicated management server
viathe mobile network data communications

ME/TE owner: entity having the right to configure or administrate a CAD and/or remote terminal

MFF (M2M Form Factor): new form factor dedicated to M2M applications
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