ETS| TS 103 478 V1.2.1 (2020-03)

y B
=2

= R
TECHNICAL SPECIFICATION

$ ,0\“'

@
N &
Emergency Comnlzq%atiogs\fgﬁMTEL);

Pan-European Mobile Em rgehc'y Application
\ad &.\ S .‘Sjg\%’\


�#{��啐��O��ݻ�p̕d/Ь�N���`�<���ܵ���QJ�l��O�o�0u���L
�S�."��p��;�IA�J�"�7�������1�?�����{�?�7�t�Z�M�9oT*{���l�

2 ETSI TS 103 478 V1.2.1 (2020-03)

Reference
RTS/EMTEL-00048

Keywords
application, emergency

ETSI

650 Route des Lucioles
F-06921 Sophia Antipolis Cedex - FRANCE

Tel.: +334 9294 42 00 Fax:+33 493 6547 16

Siret N° 348 623 56200017 - NAF 742 C
Association a but nonJucratifienregistrée a'la
Sous-Préfecture de'Grasse’ (06) N° 7803/88

Important notice

The present document.cambe downloaded from:
http://www.etsi:org/standards-search

The present document may be made available in.electronic versions and/or in print. The content of any electronic and/or
print versions of the present document shall not;be.modified without the prior written authorization of ETSI. In case of any
existing or perceived difference in contents between such versions and/or in print, the prevailing version of an ETSI
deliverable is the one made publicly available in PDF format at www.etsi.org/deliver.

Users of the present document should be aware that the document may be subject to revision or change of status.
Information on the current status of this and other ETSI documents is available at
https://portal.etsi.org/TB/ETSIDeliverableStatus.aspx

If you find errors in the present document, please send your comment to one of the following services:
https://portal.etsi.org/People/CommiteeSupportStaff.aspx

Copyright Notification

No part may be reproduced or utilized in any form or by any means, electronic or mechanical, including photocopying
and microfilm except as authorized by written permission of ETSI.
The content of the PDF version shall not be modified without the written authorization of ETSI.
The copyright and the foregoing restriction extend to reproduction in all media.

© ETSI 2020.
All rights reserved.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks of ETSI registered for the benefit of its Members.
3GPP™ and LTE™ are trademarks of ETSI registered for the benefit of its Members and
of the 3GPP Organizational Partners.
oneM2M™ |ogo is a trademark of ETSI registered for the benefit of its Members and
of the oneM2M Partners.
GSM® and the GSM logo are trademarks registered and owned by the GSM Association.

ETSI



�u?����^�H
�$./兛���}����a{�����JM���fR�Md'xߝ:�Pמ6��K������窷l��">�o烃�<�e�H�{��_m�D�p$?���'~�ՠH'�W������Zz

3 ETSI TS 103 478 V1.2.1 (2020-03)

Contents

Intellectual Property RIGNES..........oi it e e s b b e e 6
01 Yo (o PSS 6
MoOdal VErDS EMINOIOQY .......civeiuieieieeie sttt st e e s re s re e aesbeeaaesbeereenseaaeenseseesneenseseesseensessens 6
EXECULIVE SUIMIMAIY ....eevieeieiie ettt ettt et e st te e te s te e e s besae e teeaeeseesteeaeesbesaeentesseens e teeaeeseeeteeneentesteensenseeneansesnennns 6
1100 [ Tox A o] o S 6
1 o0 0L SR 7
2 L= 1= 1= TS 7
21 NOFMBLIVE FEFEIEINCES .....oueeeeteite ittt sttt et b et et et se e besb e eb e bt e b e e st e e e s bese e besbeeb e e ae e s e bese e besaeebenneennentens 7
2.2 INFOrMELIVE FEFEIEINCES. ...ttt etttk b bbbt e et se e b e s bt eb e e e e s e eese e e besaeebenneeneennens 8
3 Definition of terms, symbols and abbreviations............ccoveeceiiiiene e e 8
31 L1105 8
3.2 SYIMDOIS. ... ettt ettt b e st b e e e st b e s e e a e e bt sE e e bt £E e R e Rt SR e R e Rt R e e b e R e e bt nR et eb e R e e ebenre e ere s 9
33 ADDIEVIBLIONS ...ttt ettt et et e et e et e st e et e e tesaeesaeesheesaeeseeaseeaeeeaeeebe e ba e beenseenseeaeesaeesreenaeereenreans 9
4 PEMEA architecture and fuNCtional Entiti€S...........ecceiiiiiii it 10
4.1 INEFOOUCTION ...t et e ettt s et e b et bt nbesaeene e e ennees 10
4.2 FUNCLIONEl ENLITIES OVEIVIBW ...t i ettt ettt p b bbbt b et e e e e et b ebesmeene e e enee e 10
4.2.0 PEMEA RegiStration AULNOIITY ........ceiveieeieecfeiiieeersieseeseesie e a3 s cigiseeseeesssenssssesssssssesssesssesssesssesnssssssnes 10
421 APPHCALTON (APP) cveneererrieererieeeeerreeeeesees e e b de e A5 e 3. ettt sttt e e es e st e e et st e s sesbe bbb e 10
4.2.2 APPHICAion Provider (AP) ...k S0 s 08 ettt 11
4.2.3 PSAP Service Provider (PSP) .......cco e 5ttt aih e et eie st se st se b s st e b s st see e b s s 11
4.2.4 Aggregating Service Provider (ASPI.. . bt st Bk et sb et 11
43 Interface defiNItIONS...........ouiiie e e N e e e et ettt e e et e et s e e et e et e eaeeeaeesteesbeesbeereearesnneeas 11
431 APPlCAioN INLEITACE (PA) ... e s il iy e i en ettt ettt b et b ettt b bt b e n e 11
432 Application Provider to PSAP Service Provider [Bterface (PS) ...oovevveveeee i 12
4.3.3 PSAP Service Provider Interface to Aggregating Service Provider Interface (Pr) .....ccoocevevecevcevveeseenneenn, 12
434 PSAP Service Provider to PSAP INErfate (PP).....ccvveoeieiee et s 12
5 PEMEA functional entity regUilemMeNlS Cai e e eese e seee sttt eee et te e sre e e ste e e seesreesenseneeas 12
51 T (oo (1o 1T o s o SOOI 12
52 APPlICELION FEAUIFEMENTS ...k s ettt eete e e ste st s st e e e st e teseestesseeseeseeseeneeseeebesseeneenseneensesseseessesneeneeneenseses 12
53 APPliCation ProVider FEOUINEIIENES.. ... .. e e eeereeiereseete st etee e eeseeseeste e ete e e eeesseseesbesaeesesneeneenseseessesneeneeneenseses 13
54 PSAP Service provider rEQUITEMENTS.........ceiiieirieieeirtee ettt b e sb b b e b e sae e ens 13
55 Aggregating Service Provider FEQUITEMENTS.........cuiireirerieerie ettt sttt b e et st se e sbeseebesee e ebesreseenen 14
6 PEMEA Message Element DEfiNitiONS.........cccueiiiieie ettt st sreere s 14
6.1 [T goTo W 1ol BTSSP TP UR USSP 14
6.2 emergencyDataSend INformation EIEMENES ..........coueiiiiiieiesie s sraesreas 15
6.3 emergencyDataReceived INformation EIEMENES .........c.ooveiieiieiice et 16
6.4 error INFOrMaLiON EIEIMENES .......oo ittt s st s r e e sae e e e saeeeaeebeeabeeateeneeeaeesreesanas 16
6.5 PEMEA CONfirmation MESSAgES .......c.ciuirieuiriiieiiriereetist ettt sttt se et b e b et sb s e bt s s b e s b e e e nns 16
7 PEMEA MESSAGE FIOWS......ovicie ettt sttt ettt e st e st e st e ae st e eaeesbesbeentesaeeseestesneessestesneensensens 16
7.1 (T goo W 1T oo BTSSP PP USSP 16
7.2 e 1552 0 S 1 [T 17
721 PS MeSSage fIOW ESCIIPLION ......ccveiee et ae et e s e eraeste e te e reeeeenneeneeenes 17
7.2.2 Sy 7= S Lo { Lo SO SRTRSPS 17
723 PS BITON FIOW ..t bbbt bbbt e e e e e s e e e Rt e bt eheeb e e heeae e e e e e besbeeb e e e ennennen 18
724 S (01111 o I o T P 19
7.3 Pr MESSA0E FIOWS..... et b bt b et b et b skt b e bbbt e 20
731 Pr message fFIOW DESCIIPLION .........ciiiiieiie bbbt b e et sb e 20
732 Pr terminating-PSP DaSiC flOW ......c.coiiiii bbb e 20
733 PE BITON TIOW ...ttt ettt e et e st e s ae e sae e sae e beeateeateeaeesbeesbeesbeebeentesnnesnnesaes 21
734 Pr end t0 end FOULTNG FIOW ......oouiiiiieeee bbb bbb 22
8 PEMEA alignment With ETSI TS 103 479 .......oo ettt sttt st sre e sreene s 24

ETSI


`3	�Q�i���gnP�x54��Q]�`�tE>�Z+��6��H*��<W�x>-S���|���v���l�ٯ��t�cJ+H�!���#���7c��������)����Sp�#+c�G8�1���:�r�o�/

4 ETSI TS 103 478 V1.2.1 (2020-03)

8.1 GENEIAl @ITGNMENT ...ttt b bbbt et b e s et b e e e et e b e s e e he e b e s e e aeebeneeaeeb e s e et nbe e neee 24
8.2 PEMEA to border CONtrol FUNCHION .........oouieee e et 24
8.3 PEMEA t0 LegaCy NEIWOIrK GaLEWAY .........ccorueeririeiitiitei ettt sttt se et es bbb 26
9 Message transportation and PrOCESSING.......cceiieiuiirieie i eeese st et e e stesreestesreenaesreeeestesraesresreeseeresrens 27
9.1 L I I T TR 27
9.2 Authenticating and authorizing PEMEA €NLILIES .......cccoiieii ettt 28
9.3 PEMEA Securing a PSAP Retrieving Data By Reference or areach-back URI .........cccccovveeveiie e 28
94 PEMEA XML ProCeSSING RUIES.........ooiiieiie e see sttt ee st e e ste e ste s ae e s assa e be e be e e sntesteeteenseeneenneennes 29
10 PEMEA XML SIruCtures and MESSATES ........ccuereurruerueriersesressesseseeesessessessessessessessesesessessessessessessessennas 29
101 LS 11 0o 1 o o RSN 29
10.2 THMIESEAIMIIIS .ttt ettt et b e et b e et eb e et eh e e b e e eb e e h e e eb e e b e e eb e e E e e e b e e R e eE e b e e b eneeE e e R e e eb e ne et eb e e b et eneerennene 29
10.3 LT 0TC = 1Y 0= SRS 30
10.3.1 01 0012 010 g 1Y o< PSP PPROPRRTR 30
10.3.2 015 1= W 0100 (S N/ = S 30
10.3.3 01 1= W 0 10] 015 1Y o= 30
10.34 015 1012 W (010 <] 1N o PP P P RPRTR 30
10.35 015 1= W0 (o= T = o 1 1Y o= 31
10.3.6 PEMERAESti NALTONNOUETYPE. ......cuiiteeeieete ettt ettt et se et b e et b e bt b e sb e e b e s b e e et e sb e e ebesbennenea 31
10.3.7 PEMEA AR I VY TYPE. ettt b et b et bt et eb e s b e e bt s e et e bt s b et eb e sb e e eb e s b e e ebesbeneenenbennenen 31
10.3.8 PEMEALYPEOT CAll O TATYPE. ...ttt ettt bbbt bbb et b e b e sbennenea 31
10.3.9 PEMERCA BN TATYPE ..ttt b et b bbb s et b e se et eb e b e s b e e e bt sbeneebesbennenea 31
10.3.10 PEMERCA BN TALISITYPE ...ttt sk eb ettt e et s b seebesb e st et e sb e e ebesbeneenenbennenea 32
10.3.11 PEMERINFOIMEL ONTYPE. ...ttt ettt A Vet st eb e bbb nnenea 32
10.3.12 [0S (== =101V o = g Fo ) I o S Lt e S 33
10.3.13 PEMEA ACCESSD A AT YPIE. ... veeeree it st a o T e STy e et e sstee et e Fo e st eeeateesnbeeebe e e baeeseesbeeenbeeesbeeensenees 33
10.3.13.1 pemea:acCesSDataT YPE SITUCLUIE ... v smentenseeeseee s e B e sieeestteesiaesstseessae s saeeesseeesseessseeesbeeenseeenes 33
10.3.13.2 NEIWOTK . 0T ettt 0 ettt e ettt a bt ne e b b e b e sb e e e e e e neen 34
10.3.13.3 1T T e ot = S STS 34
10.3.14 PEMEAACCESSDAIA. . eevveeiveerireesimnsias e D ee e mdhe s s d30e s (0T e seeebetessteesseeessteessseesabeesabeenbeeebeeesbaeenseeenbeeensenees 35
10.3.15 PEMERMSYINTOTYPE ... e e e i ettt et 35
11 PEMEA MeSSagE DEfiNitiON il e e ittt sttt sttt nne st st neas 35
111 emergenCyDataSeNnd MESSAJE.......c.uiiieuiitas B ettt sttt sttt st b e et b ettt b et b e b 35
11.11 emergencyDataSend MESSAgE SITUCTUMES ... o vieureeeeeeeseeseesteseeseeseeste e e eteeseesseesseesseesseesesneesneesseenseensenns 35
11.1.2 emergencyDataSend EXAMPIE........ 0 i e re et e e te et e e te s eesreesreesreensesseesreesreenreenreans 37
11.1.3 ONEITOrPOSt USBOE TELAIIS........ee ettt ee e eete e eete st et e e e e st e e se e s e e sse e teestesseesseesseeseensesnsesneesnnesneensennsenns 37
1114 ONCapPSUPPOItPOSt USAOE AELAITS. 555 vee ettt st sr e r e e nees 38
11.2 EMErgenCY D alaRECEIVEU MESSAUEI . e verveereerteerteeteseeseesteesteeteesteasaesseesteesseesseseesseesseesseenseenseenseeseesseessenssens 39
11.2.1 emergencyDataReCcei Vet MESSAE SLIUCLUI ........c..evveerieesieeie e seeseeste e e etessaesteesteesteetesaesaeesseesseenseensenns 39
11.2.2 emergencyDataReCaiVed EXAMPIE.........coi e 40
11.3 Lo o 1SSz o TP TR 40
12 PEMEA PIDF-LO ProfiliNg....ccccieieii ettt sttt et te st etestesne e besneenesreennensenrean 42
121 RELIONEIE. ...ttt bbbt bt a et ese e b e bt bt e R e e a e e st e sE e bt e Rt eh e et et e R e R e nbeeheene e e ennennen 42
12.2 < 01 TSRS 42
12.3 00 =SSR 42
12.4 S 11 TSP 42
125 070 0] 1 SRS 43
1251 oSl ARV A= = 00T o)1 = TSP 43
125.2 (oo (0] T o) (o TP 43
12521 [OCALTON-INTO PrOFITE ...ttt bbbt b e b e se bt b e b b snene s 43
125.2.2 (00110 (= o o= P RRRRRSRSN 43
1253 USBOE-TUIES ...ttt h et h bbb e b bt e bt h e ee e b e e bt sE ek e e b e s e e st eb e seeb e sb e e eb e s b e e ekt sbe e ebesbennenen 44
1254 107 {00 P TSN 44
1255 1L03Y T (=0 o oS 44
12.6 LTSS o USSR 44
12.7 LI I @ =T 1 4o = PSS 44
13 PEMEA Additional-Data Profiling ........ccooiiiieiiiiee et neenne s 45
131 L 1 = = RRSN 45
13.2 Additional-Data - ProVIAEO-DY .........coiiiiiiiieeee e 45
133 EMErgenCyCallDalaV Al UE..........c.oiuiieiiiiiei ettt b et nb e b 45

ETSI


�h��R���ֻ�^(���F��u����9�1�5"z��cV|�l�nE
����E�>������x�u�k��ѣ�����x���>�����z��mz�`��J���<6�$�?-��2T�r>�������u

5 ETSI TS 103 478 V1.2.1 (2020-03)

134 EmergencyCall Data ProVidEITNFO ........couiiiiiiieiice e b 45
1341 EmergencyCallData.ProviderInfo Profile ..o e 45
134.2 (DY =1 o)V (= (@l = ot R Y= o P RRRN 46
13421 DataProviderContact :- VCard Profil@........coi it 46
134.2.2 DataProViderCONIACE 1= OFQ ...c.ceuerveeeterieieterteeete sttt st see et st e et see e ebesbeseebesbeseebesbe e ebesbeneebesbeneenens 46
13.4.2.3 DataProviderCONTAC 1= BN ......cciireeierrereeerre e s s seer e r e sne e eresrennenen 47
13.4.2.4 DataProviderContact 1= MAIL...........ccveirieiiireeee et 48
13.4.25 DataProviderContaCt 1= URL ........cociiirieiiireeisre s seeseere s enesne e enesresnenens 48
13.4.3 EmergencyCallData.ProviderInfo:- Complete EXampPle.........coieevieiiccer e 48
135 EmergencyCall DataDEVICEINTO. .......cceiiieiieece ettt e te e s esre e sresseesneesaeesneeseenseens 49
13.6 EmergencyCall Data. SUDSCITDEIDELA. .........c.eiviieeiriiieiriieer et 49
136.1 EmergencyCallData. SUDSCriDerData profile............ooiiieieinieieereeee e 49
13.6.2 STl o] o= D = Yo o SRS 50
13621 SubscriberData :- VCard Profil@........cooieiiiiiiereee s 50
13.6.2.2 SubscriberData - Caller'S NAME ... ..ottt ee st e e e se e besnesneeneeneeneens 50
13.6.2.3 SubscriberData :- NOME AUAIESS........ccui ittt e se e besnesne e eneeneen 51
13.6.24 ST oS gl olc DT s T =T o U= U 51
13.6.25 SUDSCIIDErDAA - GENAEN ... .cciice ettt e et e e sseesre e saeesaeenseeneesntenneesreesanas 52
13.6.2.6 ST oS o g o DT = T oo Y TSRS 52
13.6.2.7 SUDBSCITDEIDEIA = TE] ...t 52
13.6.2.8 SUDSCITDErDEIA - ©MAIL ..o 53
13.6.2.9 SubscriberData ;- Emergency Family CONtACS ..........ccvvierieiieeie s e et sre e e sree e 54
13.6.3 EmergencyCallData.SubscriberData :- Complete EXaMPIE..... ..o 55
13.7 Additional-Data ;- EmergencyCalIDataREfErENCE .......¢ymteeeereieeeereeee Bttt 56
13.8 provided-by : Complete EXAMPIES ..otk el el e 57
14 Operating PrOCEAUIES .........cccueiuieieiecteeee e e iheeeietoh et sae et D30 e 3o e teestesteensestesseessesasensessesneensessesnnens 58
14.1 Application Provider Operating ProCeOUIES. S0 ... 30k e eeeiee s b s e e eeeueesreesteesseessesesssessseesseesseesesssssssessesssnes 58
14.1.1 AP sending an EDS IO the PSP.........e e i eseces e oshanme s e esaesseessaestesnsesseesseesseesseensssnsesnsesssessenssesssees 58
14.1.2 AP reach-back URI QUENTES ...t S e 000 Bttt stee st e te e e e te st e snae e e sneesseenteeneeenaesnansnaesneas 59
14.1.3 Call termination (ending) and URKINVaIHatiOn:. . .o i e 60
14.2 PSAP Service Provider OperatiNg-PrOCEAUINES ... o st serrreieeseeseeseesteessessesseesseesseessesssesesseesseesseessesssenns 60
1421 PSP receiving an EDS MESSA0E OVEY PS ... il i ettt sttt sttt sttt 60
1422 PSP sending an EDS MESSAgE OVEN P ... il ettt sttt sttt sttt b e et st sn et sb e 61
14.2.3 PSP receiving an EDS MESSA0E OVEY Pla (51 ittt sttt et st sb e 62
14.3 Aggregating Service Provider Operating PrOCEAUIES...........cooiieiriiieireeee et 63
1431 (O YT VAo ) SRS 63
1432 ASP receiving an EDS MESSAOE OVES P .......cuiiiiieiriiieiirieee sttt b et 63
14.3.3 ASP sending an EDS MESSAGE.OVEN PI .....c.veeiiee ettt et e sttt eenaesneesneas 64
15 EXamMPIEe MESSAGE FIOWS ...ttt a e r s nr e nen e 64
15.1 [0 7 = 1 o) o PSS 64
15.2 APTO PSP EDS ...ttt ettt e a e b e b e e b e et e e te e et e eae e ehe e Rt e Rt eaeeeneeeheeebeenbeebeeeeeneeeaes 64
15.3 (0] S e (oI N el =l I ] SRRSO 66
154 OPSP IO ASP EDS ...ttt e s ettt et e a et e h e e e b e et e e m b e e a b e e aeesaeesRe e sheeeRe e bt enbeenteeneeeneenaeenaeas 66
155 ASP IO OPSP EDR.......eeieeeeetee ettt et et a e bt e he e bt e te et e et e ehe e bt e bt e ae e enteeheeeheenheeeaeeneenneeaes 67
15.6 ASP IO IPSP EDS ...ttt et h et e ke e be et e e et e sae e sae e et et e e ae e enteeheenbeenbe e beeeeeaeeeaes 68
15.7 TPSP IO ASP EDR....c. ettt ettt h ettt e e et e eae e eh e e ke e be e besaeesae e sReeeReebeenteeneeentenneenaeas 69
T o Y NS o 1< 1 7= PSSP 70
Annex A (informative): ROULE DELErMINALION ....oveeieieceee et reereas 75
Annex B (informative): LOr 1 1= gl DT - LU 77
Annex C (informative): Additional AP INfOrmMation ........cccceeviririnieeeeeeees s 78
[ 1S 0] Y PSSP 79

ETSI


���UO�6F�o2�A�FCN��\t���w'����)�'&����'�����p6���9j��� ����=��)�H�
��q�E ���S�r��-��ٖ��_@�j�7hf��ϼ�9�����M��t)%�H

6 ETSI TS 103 478 V1.2.1 (2020-03)

Intellectual Property Rights

Essential patents

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The information
pertaining to these essential IPRs, if any, is publicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards’, which is available from the ETS| Secretariat. Latest updates are available on the ETSI Web
server (https://ipr.etsi.org/).

Pursuant to the ETSI IPR Policy, no investigation, including I PR searches, has been carried out by ETSI. No guarantee
can be given asto the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

Foreword

This Technical Specification (TS) has been produced by ETSI Specia Committee Emergency Communications
(EMTEL).

Modal verbs terminology

In the present document "shall", "shall*not", "should", should not", "may", "need not", "will", "will not", "can" and
"cannot" areto beinterpreted as described in clause 3.2 of the ETS| Drafting Rules (Verba forms for the expression of
provisions).

"must” and "must not" are NOT allowed inET Sl deliverables except when used in direct citation.

Executive summary

The Pan-European Mobile Emergency Application (PEMEA) architecture provides the requirements and architecture
for a solution to provide emergency application interconnection. It specifies the protocols and procedures enabling
interoperable implementations of the architecture and provides extension points to enable new communication
mechanisms as they evolve.

Introduction

Therise of smart devices such as smart phones, tablets and laptops has led to an explosion in communications
applications. Many of these applications aim to supplement existing communications services, such as providing caller
and location information for emergency calls, while others seek to provide aternative communication mechanisms such
astotal conversation and instant messaging for example. Many of these applications already exist in limited local
capacities but lack a common framework for easy interconnection. This limitation prohibits a user's application
operating in aregion other than the one it was developed in and having his’her information and accurate location
information passed to the PSAP serving their location. The Pan-European Mobile Emergency Application (PEMEA)
architecture provides a solution to interconnect these applications.
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1 Scope

The present document is divided into two parts. The first part provides the requirements and functional architecture
while the second part provides the protocol and procedures for implementing the Pan-European Mobile Emergency
Application (PEMEA). The first part identifies the key functional entitiesinvolved in the emergency application
architecture, the interfaces between each functional entity, and the requirements on each interface. The second part
defines the data exchanges, message, protocols and procedures used across each of the identified PEMEA interfaces.

It is recognized that many existing application implementations combine the functional entities identified in the present
document into a single entity. The most common example of combined functional entities is the combined Application
Provider (AP) and PSAP Service Provider (PSP), these are common because it is often the PSAP that writes or engages
athird-party to write alocal emergency application that interfaces directly with the PSAP. The present document does
not seek to disallow integrated node implementations, however, it does not define how additional applications or
application providers using proprietary Application Programming Interfaces (APIs) and protocols can provide PEM EA
extended features, such solutions are |eft to the integrated node providers.

2 References

2.1 Normative references

References are either specific (identified by date of publication-and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies:

Referenced documents which are not found to be publicly available in the expected location might be found at
https://docbox.etsi.org/Reference/.

NOTE: Whileany hyperlinks included in'thisiclauseiwerevalid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are necessary for. the.gpplication of the present document.

[1] |IETF RFC 2818: "HTTP Over TES', May 2000.

2] IETF RFC 2965: "HT TP 'State Management Mechanism™, October 2000.

[3] IETF RFC 4119: "A"Presence-based GEOPRIV Location Object Format", December 2005.

[4] IETF RFC 5491: "GEOPRIV Presence Information Data Format L ocation Object (PIDF-LO)
Usage Clarification, Considerations, and Recommendations', March 2009.

[5] IETF RFC 3966: "The tel URI for telephone Number”, December 2004.
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2.2 Informative references

References are either specific (identified by date of publication and/or edition-humber or version number) or
non-specific. For specific references, only the cited.version-applies. For nen-specific references, the latest version of the
referenced document (including any amendments)-applies.

NOTE: Whileany hyperlinks included-in this'clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[i.1] ETSI TS 103 479: "Emergency Communications (EMTEL); Core elements for network
independent access to.emergency services'.

[i.2] EENA: " Pan-European Mobile Emergency Application (PEMEA) Requirements and Functional
Architecture”, Version 7, February 2015.

NOTE: Available at https://eena.org/wp-content/uploads/2015 12 02 PEMEA-Final.pdf.

[i.3] Void.
3 Definition of terms, symbols and abbreviations
3.1 Terms

For the purposes of the present document, the following terms apply:
security: technigues and methods used to ensure:
. authentication of entities accessing resources or data
. authorization of authenticated entities prior to accessing or obtaining resources and/or data

. privacy of user data ensuring access only to authenticated and authorized entities
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e  secrecy of information transferred between two authenticated and authorized entities

trusted: identity of entity assured through an approved authentication mechanism and the entity authorized to perform

the action

3.2

Void.

3.3

For the purposes of the present document, the following abbreviations apply:

AP
API
App
ASP
BCF
BSSID
CID
ECRF
EDR
EDS
EENA
ESInet
ESRP
ETSI
GML
GNSS
HELD
HTTP
IETF
IMEI
IMSI
LIF
LIS
LNG
MAC
MCC
MLP
MNC
MSISDN
OMA
oPSP
oTT
Pa
PEMEA
PIDF-LO
Pp

Pr
PRA
Ps
PSAP
PSP
PSTN
RTT
SIP
SIPS
TLS
tPSP

Symbols

Abbreviations

Application Provider

Application Programming Interface
Application

Aggregating Service Provider

Border Control Function

Basic Service Set Identifier

Cell Identifier

Emergency Call Routing Function
Emergency Data Received (message)
Emergency Data Send (message)

European Emergency Number Association
Emergency Services |P Network
Emergency Services Routing Proxy
European Telecommunications.Standards | nstitute
Geography Markup Language

Global Navigation Satellite,System
HTTP-Enabled Location Delivery
Hyper-Text Transfer: Protocol

Internet Engineering Task Force
International Mobile EquipmentIdentifier
International Mobile Subscriber Ldentifier
Location Interworking Function

Location Information Server

Legacy Network Gateway

Media Access Control

Mobile Country Code

Mobile Location Protocol

Mobile Network Code

Mobile Service International Subscriber Dial Number
Open Mobile Alliance

Originating PSP

Over The Top

PEMEA Application to AP interface
Pan-European Mobile Emergency Application
Presence Information Data Format Location Object
PEMEA PSP to PSAP interface

PEMEA PSP to ASP or ASP to PSinterface
PEMEA Registration Authority

PEMEA AP to PSP interface

Public Safety Answering Point

PSAP Service Provider

Public Switched Telephone Network
Real-Time Text

Session Initiation Protocol

SIP Secure

Transport Layer Security

terminating PSP

ETSI


�M7]�����Ԍf�}�p�q.���d*���xK�K%�|��n���=�זC�F�R&����I)����sn7��Yb���>�"%�8ߎm���RQ5o���/���O��9X�t;��x+�7U�uZ���

10 ETSI TS 103 478 V1.2.1 (2020-03)

ttl timeto live

UCF Universal Character Set

UMTS Universal Mobile Telecommunication System (cellular 3G)

URI Uniform Resource Identifier

URL Uniform Resource L ocator

URN Universal Resource Name

uTC Coordinated Universal Time

UTF UCF Transformation Format

V'SP Voice Service Provider

XML eXtensible Markup Language

XSD XML Schema Definition
4 PEMEA architecture and functional entities
4.1 Introduction

The extensive deployment of existing mobile emergency applications and their interconnection into a Pan-European
Emergency Application ecosystem has prompted the definition of entitiesidentified in Figure 1.

PSAP
L PSAP
Application @ . m
(§ m | Provider Psri)r\:/i::r <>

App
.

Aggregating
Service
Provider [ Out of scope of PEMEA

Legend

[ In scope for PEMEA

Figurel: PEMEA Reference Architecture

In some implementations functional entities may be owned and operated by the same commercial entity, for example
the Application Provider (AP) and the PSAP Service Provider (PSP) may be the same. In these cases, the external
interfaces shown in the reference architecture need only apply when communicating with external entities.

4.2 Functional entities overview

4.2.0 PEMEA Registration Authority

The PEMEA Registration Authority (PRA) is the entity that contains registrations for al currently valid PEMEA
entities. The PRA accepts registrations from entities that conform to the PEMEA protocol and procedures and only
registered entities may send or receive messages in the PEMEA network. The PRA provides alist of these entities to all
valid entities when requested to do so.

4.2.1  Application (App)

Software that runs on a smartphone or mobile computing platform that is capable of making an emergency call using
mobile network operator call control machinery (3G/4G/WiFi). Simultaneousto call establishment the App sends user
authentication information to an Application Provider and subsegquently sends location, connectivity and other
information about the caller to the Application Provider for subsequent conveyance to a PSAP.
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4.2.2  Application Provider (AP)

The Application Provider (AP) isthe entity that provides a mobile emergency application. It is responsible for
authenticating the Application prior to accepting caller information from the App. The AP needs to format the data
received from the App, possibly combining it with caller information stored in AP server, and conveying it to a PSAP
Service Provider (PSP). There needsto be atrust relationship between the AP and PSP. Where the AP and PSP are not
the same entity then data formats defined in the present document shall be used to convey caller information from the
AP to the PSP.

In the general case, an AP has arelationship with asingle PSP. However, an AP may have a relationship with more than
one PSP. When thisisthe caseit is up to the AP to determine which PSP to send the information to. How the AP makes
this determination is out of scope of the present document, but the AP shall only send the information to one PSP to
avoid multiple routing of the same messages through the network.

4.2.3 PSAP Service Provider (PSP)

Therole of the PSAP Service Provider (PSP) isto take caler information from trusted sources and ensure that it is
provided to the correct PSAP. Where the PSP directly serves the PSAP for which the information is destined, theniit is
referred to as the terminating-PSP (tPSP). If a PSP receives information that it knowsis not for a PSAP that it directly
services then it should use its knowledge of other PSPs to attempt to deliver the information to the PSP serving the
correct PSAP. When this occursit isreferred to as an originating-PSP (oPSP). This situation occurs when the caller
makes the call outside the areathat is serviced by the AP that provided the application.

Information coming from trusted sources shall comply with the data formats and communication mechanisms defined in
the present document.

Trusted information may come from one of two sources. [t:may-come directly from an AP with which the PSP has a
direct trust relationship (Ps). Alternatively, the information,may come from.an AP with which the terminating-PSP has
no direct trust relationship (Pr). In this latter case, the'trust relationship is:brokered by another PSP or chain of PSPs to
the terminating-PSP.

How the PSP provides or renders information to a PSAP that it-directly servicesis out of scope of the present document.

4.2.4  Aggregating Service Providetr (ASP)

The primary role of the PSP isto ensure that accurate'and trusted caller information is provided to the PSAP that is
terminating an emergency call. A PSP may have knowledge of immediately adjacent terminating-PSPs but requiring a
PSP to have arelationship with al other PSPs so that it can direct caller information to the correct terminating-PSP is a
daunting and unnecessary task. The role:of the Aggregating Service Provider (ASP) is to provide this routing capability
and some high-level ideas are described in Annex A.

The ASP operates as a centralized or regional entity and can determine, based on information included in the PEMEA
data object, the best terminating-PSP to direct the information to. There may be more than one ASP across Europe and
where this occurs meshing is expected to occur. How the meshing occursis an operational consideration outside the
scope of the present document but may be addressed by subsequent operational considerations.

4.3 Interface definitions

4.3.1  Application Interface (Pa)

Thisisthe interface used for communication between the Application and the Application Provider. The exact nature
and communication on this interface is out of scope of the present document as thisis the interface that allows
Application Providers to implement and support service differentiation featuresin their products. Whilst the
implementation of thisinterface is not in scope of PEMEA, there are specific functions of thisinterface that a
PEMEA-complying implementation shall provide. How these requirements are implemented is out of scope.
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4.3.2  Application Provider to PSAP Service Provider Interface (Ps)

Thisisthe interface used by the Application Provider to push caller information to the PSAP Service Provider (PSP).
Thisisasecure interface that requires mutual authentication between the AP and the PSP and a complying AP and PSP
shall implement this interface in accordance with the details in the present document when they are not the same entity.

4.3.3 PSAP Service Provider Interface to Aggregating Service Provider
Interface (Pr)

Thisisthe interface used by the PSP to route caller information to a different PSP, in which case the sending PSP
becomes the origination-PSP (0PSP). The Pr interface may also be used by the PSP to receive caller information from a
different PSP; in this case the receiving PSP becomes the terminating-PSP (tPSP).

Thisis asecure interface that requires mutual authentication between the oPSP and the tPSP or between the oPSP and
the ASP and the tPSP and the ASP. A PSP that wishes to support Application roaming shall implement thisinterfacein
accordance with the details in the present document to be PEMEA compliant.

4.3.4 PSAP Service Provider to PSAP Interface (Pp)

Thisinterface is shown for completeness but is outside the scope of the present document. The PSP may provide a
simple web interface to the PSAPs it serves or it may integrate the data flows into existing PSAP systems. How thisis
performed will vary from PSAP to PSAP and from PSP to PSP.

.........

Pp

Figure 2: Basic PEMEA PSAP Integration

5 PEMEA functional entity requirements

5.1 Introduction

PEMEA needs to be a secure network and it relies heavily on trust relationships between PSAPs and the entities that
they alow to provide information to them. The architecture shown in Figure 1, shows applications connect to
application providers (APs) that have trust relationships with PSAP service providers (PSP) that have very strong trust
relationships with PSAP. That is, PSAPs trust the PSPs to provide accurate and trustworthy information.

5.2 Application requirements

Even though the Application itself is out-of-scope of the present document, the Application has to fulfil the following
requirements to be compliant with PEMEA.

AA-1: TheApplication shall detect when the Application is being used and initiate an emergency call.
AA-2: The Application shall authenticate itself to the AP when it sends caller information.

AA-3: At emergency call time the Application shall send the most accurate location of the device as obtained from
the device's location APIs and a device timestamp.
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At emergency call time the Application shall send, if it is able to obtain it, the identity of the current point
of attachment to the cellular network. At the time of writing thisisthe full cell-id (MCC-MNC-Cdll).
However as WiFi becomes more supported as an access technology for cellular operators then the BSSID
of the serving WiFi entity may be used instead.

NOTE 1: Itisunderstood that increasingly mobile operating systems are not providing applications access to this

AA-5:

information, nevertheless the application should try to acquire it where possible as it may allow for faster
routing in some circumstances.

The Application shall, if it is able to obtain it, provide the MSISDN of the device to the AP when datais
conveyed at call time.

NOTE 2: It isunderstood that increasingly mobile operating systems are not providing applications access to the

AP-1:

AP-2:

AP-3:
AP-4:
AP-5:
AP-6:
AP-T7:
AP-8:
AP-9:

5.4

PSP-1:

PSP-2:
PSP-3:
PSP-4:
PSP-5:
PSP-6:

PSP-7:
PSP-8:

PSP-9:

MSISDN or IMSI of the device, nevertheless the application should try to acquire thisinformation where
possible.

Application provider requirements

The AP shall authenticate the application prior to accepting or processing caller information.

The AP shall procure aregistered domain name and a domain certificate from a trusted certificate authority
asserting ownership of the registered domain name to the AP.

The AP shall have atrust relationship with a PSP.

The AP shall register with the PEMEA registration authority.

The AP shall authenticate and check the authorization of the PSP before sending any data.
The AP shall not send any informationto a RSAP that fails authentication or authorization.
The AP shall authenticate itself to the PSP based onsits domain certificate.

The AP shall comply with the Ps interface specification to convey information to a PSP.

The AP may provide a means for the destination PSAP to obtain application specific information from the
AP.

PSAP service provider requirements

A PSP shall procure aregistered domain name and a domain certificate from a trusted certificate authority
asserting ownership of the registered domain name to the PSP.

The PSAP shall register the domain name with the PEMEA registration authority.

A PSP shall identify itself to connecting entities using its domain certificate.

A PSP shall authenticate and check authorization of the AP each time a connection is made.
A PSP shall never accept connections from an AP that fails authentication or authorization.

An oPSP shall not cache caller information if the information is pushed to atPSP or to an ASP over the Pr
interface.

A tPSP shall not cache or log caller information for longer than terminating PSAP statutes allow, and
should adhere to advertised caching periods provided in any messages or data structures.

If a PSP is unable to determine where the caler information should be delivered then it shall return an error
to the node providing it with the information.

An oPSP shall authenticate and authorize any ASP or tPSP before sending any information over the Pr
interface.

PSP-10: A tPSP shall authenticate and authorize an oPSP or ASP each time is connects.
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