ETS| TS 133 180 V14.7.0 (2019-07)

9:\;’ 'Q’\
_ S
Security of the mission critical service

(3GPP TS 33.180:version 14:7.0 Release 14)
\2g &> :

& SSF

go'b‘y Q\

(%
QNS
o

A),

Advanced
Pro

e

G |

A GLOBAL INITIATIVE


�J�]��
[��������BY���rM�FG�r�,v0��q�
� %���\6@�],����.�,u���OH���!�8�o��ReĹ����fy�a��R�,���=��Zn�,�ٕ�\�[��g��G���

3GPP TS 33.180 version 14.7.0 Release 14 1 ETSI TS 133 180 V14.7.0 (2019-07)

Reference
RTS/TSGS-0333180ve70

Keywords
LTE,SECURITY

ETSI

650 Route des Lucioles
F-06921 Sophia Antipolis Cedex - FRANCE

Tel.: +334 9294 42 00 Fax;+33 493 6547 16

Siret N° 348 623 56200017 - NAF 742 C
Association a but nofilucratif'enregistrée ala
Sous-Préfecture de'Grasse’(06) N° 7803/88

Important notice

The:present document.can'be downloaded from:
http://www.etsi:org/Standards-search

The present document may be made available in:electronic versions and/or in print. The content of any electronic and/or
print versions of the present document shall not-be modified without the prior written authorization of ETSI. In case of any
existing or perceived difference in contents'between such versions and/or in print, the prevailing version of an ETSI
deliverable is the one made:publicly available in PDF format at www.etsi.org/deliver.

Users of the present document should be aware that the document may be subject to revision or change of status.
Information on the current status of this and other ETSI documents is available at
https://portal.etsi.org/TB/ETSIDeliverableStatus.aspx

If you find errors in the present document, please send your comment to one of the following services:
https://portal.etsi.org/People/CommiteeSupportStaff.aspx

Copyright Notification

No part may be reproduced or utilized in any form or by any means, electronic or mechanical, including photocopying
and microfilm except as authorized by written permission of ETSI.
The content of the PDF version shall not be modified without the written authorization of ETSI.
The copyright and the foregoing restriction extend to reproduction in all media.

© ETSI 2019.
All rights reserved.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks of ETSI registered for the benefit of its Members.
3GPP™ and LTE™ are trademarks of ETSI registered for the benefit of its Members and
of the 3GPP Organizational Partners.
oneM2M™ |ogo is a trademark of ETSI registered for the benefit of its Members and
of the oneM2M Partners.
GSM® and the GSM logo are trademarks registered and owned by the GSM Association.

ETSI


e�E�a�qu��8(�S�z??f�<��ն_�;b�?�MS�O�K󇯷S�')�B-��������|V�俹.
�����d�zT��:g��,��:��lاR��nKH�`}��͛Y�$��Q���FT͂�

3GPP TS 33.180 version 14.7.0 Release 14 2 ETSI TS 133 180 V14.7.0 (2019-07)

Intellectual Property Rights

Essential patents

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The information
pertaining to these essential |PRs, if any, ispublicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRS); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards', which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web
server (https://ipr.etsi.org/).

Pursuant to the ETSI IPR Policy, no investigation, including I PR searches, has been carried out by ETSI. No guarantee
can be given asto the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

Legal Notice

This Technical Specification (TS) has been produced by ETS| 3rd Generation Partnership Project (3GPP).

The present document may refer to technical specificationsor reports using'their 3GPP identities. These shall be
interpreted as being references to the corresponding ET.SI deliverables.

The cross reference between 3GPP and ET Sl.identities can-be found under http://webapp.etsi.org/key/queryform.asp.

Modal verbs terminology

In the present document "shall", "shall not", 'should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" areto beinterpreted as described:in cfause 3.2 of the ETS| Drafting Rules (Verba forms for the expression of
provisions). ‘

"must” and "must not" are NOT alowed in ETSI deliverables except when used in direct citation.

ETSI


 P;Wr��`
L4��[���i���������rwq������]���	�t�]ND��fm}��T.��u���5�1[ED��r�젇9ϐ
�>n�&8�
�T�,�A��(�0~;���[�bm����&�d�D�

3GPP TS 33.180 version 14.7.0 Release 14 3 ETSI TS 133 180 V14.7.0 (2019-07)

Contents

Intellectual Property RIGNES.... ..ot e e b e 2
LB INOLICE ...t b bt e e h e st b e e b e bt nE e R e e e e et b e bt R e b e e et e e e neebeen e e ns 2
AV TeTo = L= g oS = 011 070] oo | OSSPSR 2
1= 11 o TSRS 9
1 o0 o< TP PR PSPPI 10
2 REFEIBINCES ...ttt b e bbb e b et e e et e Rt e bt b e bt s e e et et et et e nnenr e b es 10
3 Definitions and @DBreVIaLiONS...........coueieieieieise ettt 12
31 D= T o T] (0] TP P TR UR TSROSO 12
3.2 ADDIEVIBLIONS ...ttt b e b et e et e s e e bt sh e eb e e he e ae e e e nE e b e sR e eh e e Re e e e R e eb e e bt eaeene e e ne e 13
4 Overview of MiSSION CritiCal SECUNMTY .......oovereeeieieiisiest ettt er s ne s 13
41 LT 0T SRS 13
4.2 Signalling plane SECUNitY arChITECTUNE............ooi it bbb e 14
4.3 MC SYSLEM SECUNTY @rCIITECIUNE ... ettt bbbttt 14
431 (71 PSR 14
4.3.2 User authentication and QUENOITSAEON............oiiiiriie et sb e ene e 15
4.3.3 Identity Keying Of USErS @nd SEIVICES.......ccccieiuierertorarterenseesieesseesseesssSinsesesseesseesseessesssesssessesssesssesssssnsesnes 15
434 Protection of application plane SIgNalling..........é e et eee s et e e e see e e saeseeseeenes 16
435 MEUIA SECUNITY ..veeeveeeeeetiesteeseeseeieseeseesee e s s Tas ornrraseseeseenseensesnsindesadashseesssenseenssasesssssssenssesssenssensseensennsennes 17
4351 LC T o1 - o SO o STy TSR 17
435.2 Media security fOr group COMMUNICELIONS, G2%....veveeeeecine s dhashereereeeesaeseesses e seessesssessessessessessessesssessessens 17
4353 Media security fOr Privale CAllS. .o, T vt dier etV sttt sttt b e s b e sae e eb b seene 19
5 Common mission critical SecUrity FrameWOTK ... i al o e 20
51 User authentication and aUthOri Zat0N ... ... .. i G 2 ke eseeeee et e e seese e see st see e see e e e saeseesteseesreeneeneeneens 20
511 (€= 0T o T S e OSSP PSPPN 20
512 USEr QUENENTICALION ... i ettt ettt st b et se e bbb b e e st e e e b e beeneeb e e e enneneea 21
5121 I dentity management functional MOMEL.c.v.......ccvieeieieee e e e 21
5122 User authenti Cation FramEWOrK .. i i ettt sr e sb e een 22
5.1.2.3 (©]01< oD @00 0T= ot l (O ] 5T TS 23
51231 LC T g1 - - PSS 23
51232 User authentication example using USErName/PassWOrG............cvvireerereerereeseseese s 24
5.1.3 MCX USEr SErVICE QUENOFISAIION. .......c.eeeeeeeiee ettt e e e e besnesbe e e eneeneens 24
5131 LT 07 S PRRRRSTSR 24
5.1.3.2 MCX user service authorization With MCX SEIVEN .........oceeieiererese e 27
51321 LT 01 | USRS 27
51322 USING SIP REGISTER.......cuioieeiie ettt ettt st sae et e e enteneesbesneeneeneeneenes 27
51323 USING SIP PUBLISH ...ttt nnas 28
514 Inter-domain MCX uSer Service aUthoriZatioN..........cceeiveieieieneneeeee e 28
5141 LC T o1 - TSRS 28
5.1.4.2 Inter-domain identity management functional Model ............cooveeeiici e 28
5.2 Key management COMMON ElEMENTS. .......cccuiii i iieeeese e see e ste e s e s reeste e teesteesaessaesaeeteensesnsesneesnns 30
521 Overview Of K8Y MaNAGEIMENT .........c ittt ettt st b e e b e st e e b sneneenea 30
522 CommON KEY diStITDULION ......c.oiuiiieiitiieiestes ettt b e et eb e s b e b b e b e b nnenea 31
523 Key distribution with end-point AiVEISILY .........ccoeoeiiiiie e e 32
524 Key distribution with associated ParaMELErS ..o e 35
525 Key distribution with SAKKE-10-Self payload ..o 36
526 Key distribution with identity RIdiNg...........oooiiiiii e 37
5.2.7 Key distribution across multiple SECUrity dOMAINS..........cccveieeierie e e e 38
5271 LC T o1 - TSP 38
5.2.7.2 Identification of External Security DOMEINS..........cceiieiuieiieienienieesieeee e seesee e e seeseeseesneesseenseeseens 38
5.2.7.3 Using Multiple SECUNitY AOMEINS.........cccueieeiieiieie e see e e e ste e et eesteeteeseessaesrenseesnaesseesseenrens 39
53 L0 A =0 = 0 | SR 39
531 (CT= 0T o SO SPPTSPPSN 39
532 Functional model for KeY ManageMENL...........cuieieirieiieeriee et 39

ETSI


������	WU�k����waY��T�PQ�����8:']jZyxC�Ԁ�l����%�G���x������#����b̸��������6���L .��3�)j�)Ҕ��z���bdi�[��U4� +.<d�<

3GPP TS 33.180 version 14.7.0 Release 14 4 ETSI TS 133 180 V14.7.0 (2019-07)

533 Security procedures for KEY MaNagEIMENT ..ottt b e bbb b e s b seeneas 40
534 Provisioned key material to support end-to-end communiCation SECUMLY ........ccocveeereererereneserereeeeneene 42
535 LY SO 1 11 To= (P RRRN 42
536 KM S ProviSiONEd KEY SEL.......cuiiiiiiiiiieicie ettt b e et b bbb 42
54 Key management from MC client to MC server (CSK upload) .........cceriiririinininieeneeeeeseeee s 43
55 Key management between MCX SEIVEIS (SPK) ...eiii et e e st ete e e e e seeteenseseesnensnes 43
5.6 Key management for one-to-one (private) communications (PCK) .......cccvevviiiieeneeseeece e 43
5.7 Key management for group communiCationS (GMK) ........ecciiiriieiie et 44
571 GBINENEL ...ttt h e bR R R R k£ e E e R e R eE e Rt e Rt ehe e e e b e bRt ebeeneeneenenras 44
5.7.2 Security procedures for GMK ProViSIONING.........cueieerueerueeeeseesieesiesesaesessseesseessesesssesssesssessseessesssssssssnes 44
573 Group member GMK MENAGJEIMENL .........coiiiiiiieteriere ettt s b e et eb e e b e e sb e ebesreneenea 45
58 Key management from MC server to MC client (Key download) ............cceereininieiineneinneseseeeseseeees 46
581 (€71 PR 46
582 Ky dOWNI 0" PrOCEAUIE........c.cetirtieeteiteseet sttt ettt ettt b e et b e et b e sb et et s b e e et e sbe e ebesbennenea 46
59 Key management during MBM S bearer annOUNCEMENT .........ccoieiririeienereeee st 47
5.10 UE Key Storage and KEY PEISISIENCE ........ceiirieirieiteieiest ettt ettt bbb et s b et sbe e 47
5.10.1 LSV (0 =0 L= PRSP STSPR 47
5.10.2 L 0= S T o= P 47
6 SUPPOItiNg SECUNTY MECNANISIMIS. ... ..oiiiieiesi ettt este s e naesee e e e sresneentesneeneeseeenes 48
6.1 o I I 48
6.1.1 Authentication for HTTP-L iNterfaCe. ......ciiiieieieeeere ettt 48
6.1.2 HTTP-1 INEITACE SECUITY ...veeeueiteieeiieteseeies etttk sttt sttt b e bt b e se et b e bbb 48
6.2 S O SRS 48
6.2.1 Authentication fOr SIP COME aCCESS ....vuvirvrrireeee s N ettt eb s syt see et neeseeseeseeseeseesneenee e eneees 48
6.2.2 SIP-1 iNterfate SECUMLY ....coverveeeriereeeiiie e ittt 4 B ettt sb et sb et sbe e ebe b e seenesbeseenea 48
6.3 N[0T 0 g (g0 (o] 4= T A IS = ol L Y D T 49
6.3.1 LTE access authentication and SECUMLY .8 ). .. ikttt i eae et s s e te e aeete e e te et e e e eeeneesneeenes 49
6.3.2 Inter/Intra domaiN iNLErfaCe SECUILY .. tuvuve s e esreeeee s S ase et esteeeeseesaeesteeseenseesaesseesteeseeseeseeneesneesnes 49
7 1V Tt I =0 o Y L @A VAT (= o T o= S S g R 49
7.1 LT 0T T o S oo oSSR 49
7.2 Private COMMUNICELIONS ......... e e e e e e st Bt a1 Fereeneeseeseestesueeseeneeneeseesseseesaeesesseeneeneenseseeseessesneeneensenseses 49
721 Key MaNagemENT ... et A e e e s 49
722 Security procedures (ON-NEIWOTK)......... 8 8l b et b e b e besneseenea 49
7.2.3 Security procedures (Off-NEEWOTK) ....oe i ettt et b e e besresnenea 51
724 First-to-answer security and Key ManagemENnt...........ccvecereeeieereeseeseeseeeseeeeseesseeseeseeesseseesaessessssnsesnes 52
7241 OVEIVIBW ...t a8 5 ettt sttt st s e sbe s e e s e be st e st e bt seeseebeseen e eb e s b ene e b e e b e e e s e s esenb et eneabeneeneesenaensenn 52
7.24.2 First-to-answer reqUESt @MU FESPONSE .....c..eeieeieerteeteeteeteeteesteeseesteesteessesessseesseesseesseenseessessenssenssesssees 53
7.24.3 First-to-answer call SEtUP WITh SECUNITY .......ccvviiieieciee ettt e e snees 53
7244 First-to-answer Media ProtECLiON ........ocvece e e st e et e e s raesnaesreennees 55
7.25 AMDBIENt HSEENING CAll.......oi et e et e s e e sreesreesaeenteenteenteeneesraesnees 55
7.2.6 AMDIENT VIBWING CalL ..o bbb bbbt b 55
727 PrIVEIE VIAEO PUIL ...ttt b e et bbb bt eb b 56
7271 ONE-T0-0NE VIAEO PUIL ...ttt b bbbt b st b b b na e ens 56
7272 ONE-FroM-SErVEr VIAEO PUIL ..o 56
7.2.8 PrIVEIE VIAEO PUSN. ..ottt ettt b et b e bbb et b e s et b e e et b b et b b 57
7281 ONE-T0-0NE VIAEO PUSH ...ttt ettt bt e bt b et b et b e s st b b e et e nn e enis 57
7.2.8.2 (@ gTom (o s AV YKo (= oI o 11 o PSS 57
7.2.8.3 Remotely initiated VIAEO PUSN........ci ettt et e st e ssaesreesaessaesneesseesrens 58
7.3 GrOUP COMIMUINICELIONS .....vecuveeeeeeeieeteesteeteeteeteeeesseesaeesaeesseeseesseessesseesseesseesseesseanseanseansesseeseenseansenssnsssnssenssens 60
731 LCT= 0T - SO PTSPSSN 60
7.3.2 Group Creation SECUNTY PIrOCEAUIE. ........cccue e e ieee st erte et et et e e e e tesaeseesreesaeesaeenseesaessaesseesseenseenseeneennes 60
733 DYNAMIC GrOUD KEYING....cveeeieiteieeieete ettt sttt b e st b bbbt b et b a et eb e b 60
7331 LT 07 S PRRRRSTSR 60
7332 Group regrouping security procedure (within asingle MC domain) ..........c.cccvereneniineneneeneeees 61
7.3.33 Group regrouping security procedure (involving multiple MC domains) ..........ccoceeceveeenenienieeneeienenns 61
734 BroadCast groUp CaII ... bbb et bbb 62
7.35 Group-broadCast GroUP Call............oi i b e 62
7.3.6 e gee = aToy Ve (011 o o P 62
737 IMMINENE PEFTT GIrOUP CAIL ... sttt esr e te e be e reeteenneeneeenes 63
7.3.8 S0 oy A = o S 63

ETSI


�����m��.������X��:�0��3�"5E6e�2�����g����*�����l� D'��.�"5��v���ѽ�L�~���/o���W�ܭ3LX��l��Bd�7s
q�ގ��6�C5w�����c�oo

3GPP TS 33.180 version 14.7.0 Release 14 5 ETSI TS 133 180 V14.7.0 (2019-07)

7.39 Remotely initiated ViAo PUSN L0 GFOUD .....ccveivieeiirieiite ettt et 64
7.4 Ky deriVation FOr MEAIAL .......co.eeiieieeet bbbt s bt b en b ens 65
741 Derivation of SRTP master keys for private Call ..........cocciiiriiiirecn e 65
742 Derivation of SRTP master keys for group Media...........ccoerririreiineree e 66
7.5 M Edia PrOtECHON PrOFIT......eiuieeeiiteeeeeet et b bbbt b s b e e en e b ens 67
751 (€1 07 - OSSOSO TSP P PP ST PUR PPN 67
752 Security procedures for media Stream ProtECLION. ..........cvvereerereirereee st seenen 68
8 1 (O D = WU 69
8.1 L@ o= SRRSO 69
8.2 KE&Y MANAGEMENT ...t b e e b e s sae e s h e e s h e s b e s e e s e e sae e saeesae e reeneens 70
8.3 ONE-t0-0NE COMMUNICBLIONS ......evitieeeeeeeieseete e st te st et ee e e eeseebeseeebesaeeseenee s eneeseesbesaesseeseenseneesaessesneeneenennees 71
8.4 GFOUPD COMIMUNICBLIONS ...ttt sttt sttt sttt e et b e b et b e b e bt s b et bt b e e bt e b e s e e bt e b e e e bt e b st e b e se et eb e s b et nb e b e es 72
8.5 MCData Payl 080 PrOLECLION .......c.eiviuiitirieestiree ettt bbbt b et b bbb bt b e et b e b st sb e b 72
851 (€71 PR 72
8.5.2 10 (0TS 1 (=P 72
85.21 Prequisites for protected PaylOadS..........cceeieeieere et nnees 72
8.5.2.2 Prequisites for authenticated PaylOads .........c.cccueeieiiereerieeee e sneas 72
8.5.3 Key derivation for protected PaylOadS...........ccveiieiiiie et 73
854 L Y02 o I ] ) =" {0 o 73
854.1 Format of protected PaYlOaAS...........cviueiee et reenrees 73
8542 Encryption Of protected PaylOAAS. .........ccceireieiriereerereet et b e e eb e 73
855 Payload QUENENTTCALTON .......c.ueeieiiieeeie e bbbt b e et b e bbb 74
9 Lo 0 LT gTo o o 1= ox o) o I . U 74
9.1 GENEIAL ... e B et 1 et r ettt 74
9.2 Key distribution for Signalling ProteCtion ........ .t i e i e afi fesseeseeseesteesseeseesseessaesseesseesseensesnessnns 75
9.21 Client-Server KEY (CSK) ...ureriirre st Lo sesesreresesse ik te g B vt seene e s e e enesennas 75
9211 GENETA ...t T Tl e Bttt 75
9212 Creation Of the CSK ... oo s ettt 75
9.2.1.3 Initial 'CSK Upload' ProCeAULE.....aiBime et i svinieeeeeeeesseesteesteetestesssessaesseesseessesssssessseesseensenssenns 76
9214 CSK update via 'Key dOWNIOa ., 5. .. e i e ettt nn s 76
9.2.2 Multicast SIgnalling Ky (IMUSIK)St ..o syttt sttt sttt st 77
9.23 Signalling ProteCtion KEYA(SPK) ... e a0 ettt st eb e bbb 78
9.3 Application signalling security (XML ProtEGLIORY - .........curueerereruiriieeeereee sttt se s 78
931 (€71 PSR 78
9.3.2 ProteCted CONTENT ..o b ettt et n et r e r e 78
9.33 S V=0 (== 1 | o PSPPSR 79
9.34 Confidentiality protection using XML encryption (XMIENC) .......cccveieeieiieeieese e e e see e 79
9341 General .......oeveneiiiing TSSO 79
9.34.2 DY oo 1 = | =T Y o) o 79
9.34.3 XML URI @tribULe €NCIYPLION. ....ccvieie e ceesties et sae e s e e sae e e estesneesseesre e seeeeeneesneesnes 80
9.35 Integrity protection using XML Signature (XIMISIQ) ......coceerveerierieieneneeesie et 81
9.4 RTCP signalling proteCtion (SRTCP) .....c.coiiiiiiierierieeie ettt bbb e 82
94.1 (€71 PR 82
94.2 Unicast RTCP protection between Client @nd SEIVES ...t 82
9.4.3 Multicast RTCP protection between Client and SEIVEN ..o 83
944 Offline floor and transmission CONrol PrOTECHION. ........ccirieirierieirie et 83
945 RTCP ProteCtion DEIWEEN SEIVEIS.........ec ettt te e sae e s te e aeenaeeraessaesteeste e seenteeneesneennes 83
9.4.6 Key derivation FOr SRTCP.........cooiiii ettt e e sae et e s eesae e s se et e ente e te e seeseennesneennns 83
9.4.7 Security procedures for transmission Of RTCP CONENL .........c.ccveiirieriee e 84
94.8 IO o 0] (= ot o] g I o] 11 1= 84
9.5 V(@Y e BT T gTo ol ) = o) o 85
951 Key distribution for Signalling ProteCLioN............coeiiireineriee e 85
952 Protection of MCData application signalling payloads (XML) .......cccoiriiinrinerneseeeese e 85
953 Protection of MCData Signalling paylOads. ..........cociieriiiieeee e 85
Annex A (nor mative): SECUTITY FEQUITEMENTS ...t 86
Al 011 0o 1 o o PSS 86
A.2 CONfIQUIALION & SEIVICE BECESS ... cueevereeueetertet et sttt sttt sttt b et b e b et b b et bt s e et e b e s b e st e b e e e bt ebese e st ebe st et ebenreneees 86
A3 GrOUP KEY MBINAGEITIENL. .......citiieeieetesteeete sttt sttt sttt b e e be b e e ae b e e e he b e seeae e b e s e eheebeseeae s be st ebesee st et e s be e ebenbenees 86
A4 ONFNELWOTK OPEIGLION. ...ttt ettt sttt et b e st b e bt b e s b et b e s b et e b s e et b e s e et eb e s b et eb e b e 86
A5 AMDIENT TISEENIMG ...ttt b et b et eb e bt b e s e et e bt s e e st eb e s b e e eb e s b e e eb e s b e e ebeerennenens 87

ETSI


���qS�3v�V��Yv�n�%u�Τ�Aʵ~V��æi��G���v�j͗���.X���l�����J��eL������ �+�;��=��0��n-��nj�WQ+Ĕ����u.�|�^�{'If����	M�

3GPP TS 33.180 version 14.7.0 Release 14 6 ETSI TS 133 180 V14.7.0 (2019-07)

A.6 Data communication between MCX NetWOrk entiti€S.........cov e 87
A7 KIBY SITBAIM MB-USE.......ii e e s e b e e b s ae e s b e e s b e e n e e b e e n e e e san e 87
A8 Late entry tO group COMIMUNICELION ..........eovetertieeuereeeetesteeesesseeeseseee s st esese s s s b s s sa s eseseene b e eneeneseeneens 87
A9 Private Call CONfIAENTIAIITY . ........eoeeeeriieet ettt b e bt n e ens 87
A.10 OFf-NEIWOIK OPEIBLION........ecveite ettt b et b et b e bt b e et eb e s b et et b et b b 88
All Privacy of MCX SErVICE IUENLITIES ........ocieeieeiciece ettt e te s et e e e e e e enaesneesneesneesneeseensenns 88
A.12 User authentication and UENOTIZELION ..........coiieiiiieee et sr et s be e nne 88
A.13 Fg1= e (o]0 =] o DT PSPPSRSO 89
A.l4 1Y O T - T PP PPR 90
A.15 Multimedia BroadCast/MUITICASE SEIVICE ........coeiiiirieieie sttt ettt e sb bbb e nnen 90
Annex B (normative): OpenI D connect profile for MCX ... 91
2 T R = o1 o SRR 91
= T (09 G (o= 0SSR 91
B.2.1 0 (o o PSS 91
B.211 (€71 PR 91
B.2.1.2 SEANABIT ClAIMS. ...ttt et a ettt s e bbb e e st e e e b e se e bt s heehe e e e b e besbeebesneene e e ennas 91
B.2.1.3 O Qo T 0 1P 91
B.2.2 AACCESS TOKEN. ...ttt ettt bbb bttt b e bt bt e heeh e e e e b e e E e eh e e h e eh e e R e e e e b e SE e eb e b e eReeh e e Re e b e b e ebeebeeheehe e e e nees 92
B.221 110 o (0o 1] o FEO TSP T U PRURTURURPRRN 92
B.2.2.2 SEANABIT ClAIMS. ...ttt et a et e b et b e bt eb e e a e e e e b e se e b e s bt ehe e e et e besbenbesneene e e ennes 92
B.2.2.3 Y9 Qo = 0 13 O OPRTSS 92
B.3  MOCX CleNt reQISLIaiON. .....cceiuerieieeeieieieesese e B e i ey sesbessesbeee e e e esessesneneens 92
B.4  ObtaiNiNG tOKENS ......ccveiieeieiieceeite e T e e San B e eesreene g De 48 e reeteetesseessesteensensesseensensesseensessens 93
B.4.1 LT 0T e S O e e SRS 93
B.4.2 N E A 1Y 09 et 1= o | . e s o SRR 93
B.4.2.1 (T 0 - | I S S S 93
B.4.2.2 AUheNtiCaLION FEOUESL .......cveeeeeiimar e T e iibe e a1 35 s eeenteenteessesssessaessessseesseensssnsssseesseeseensennsessenssenssnes 93
B.4.2.3 AULNENEI CALTON FESPONSE. ... Y i abeneenesae it ee ey Deeetenessesseseesessessesesbensesesbesesenbeaseaesbe s e st ebenbeneebesbeneees 95
B.4.24 ACCESS TOKEN FEOUESL. ... 30t A e L i ettt bbbt 95
B.4.25 ACCESS TOKEN FESPONSE . e M veveneeeerreneererees i skttt st ettt b e st bt s e b b se s b e b e st b e e e st s b e s st eb e bt e b e b 96
B.5 REfreshing an aCCeSSTOKEN........cuiiuiee i i ettt st sae e e e s resaeeaesreennens 96
B.5.1 LT 0T | USSR 96
B.5.2 P e o= SR 0] T =0 (U1 g 97
B.5.3 A CCESS LOKEN FEIPONSE. ....e.veereee s bt e 3y e teeueeaseesseesseestesssesseesseesseesseesseasseassesseesseesseesseanseaseesaeesseanseenseensesssnssenssens 97
B.6 MCX client registration WithParter [AM SEIVICE .........cc.ocuiueeeeeereieeeeeseeseeseessesss s sesees s eesesnenes 98
B.7 Obtaining an access token from apartner domMain ...........c.ccvieecieieceesie e 98
B.7.1 OVEIVIBW ...ttt ettt sttt e e ae e st e se e e seeebeeseeseem e e e enbeseeeE e emeemeene e s e eeaeeebeameemeeneenseseeseeeeesneeneeeeneas 98
B.7.2 TOKEN EXChaNQGE REQUESL .......coieieieeie ettt sttt e et e ss e s seesseesaeeneeennesseesseenseenteenseeneensaesrnas 99
B.7.3 TOKEN EXChaNQE RESPONSE. .....c.veeiiiieiie e see st este et e e e s e s e s esteesteeeeeseeeseesseeste e seenseensesneesneesseesseenseansenns 100
B.7.4 BLIe N T L= 11 OSSP 100
B.7.5 BLIe N T e o101 102
B.8  SECUIMLY TOKENS ... .eeieiiite ettt sttt ettt et e et e s ee et esbe s st e tesseeneesteeneestesreensesaesseensensenneeneesneenss 102
B.9 ACCESSIOKENS FOr PAITNEN SEIVICES ...c.viiveciecie ettt ettt st s e sttt e s beeae et e sreetesaesneeneesreenes 103
B.10 Using the token to acCesS MCX rESOUICE SEIVENS ......ceiuiiueeriesteeitesteeeesteeeessesseessessesssessesseessesneessessesses 103
2 30 I I 0 IV [T = o o RS 103
200 0 D (0] (= g R = T = 1 o PRSI 103
B.11.2  ACCESSTOKEN VAL ON..... ettt sttt e st et s besae s e eneen e e e e seeseesaeeseeneeneeneens 103
B.11.3  SeCUrity tOKEN VAIIOBIION. ......c.eiuiieiieiiiteet ettt b et b et b et b b 103
o T8 o 1 gl (=Yoo= [ oo S 103
B.13 1AM S INIETACE SECUNMLY ...c.veueeieeieeiieiiet sttt sn bt e et nb b r e 103
Annex C (informative): Openl D connect detailed fIOW.........ccoveeeiiiececcec e, 105

ETSI


4�P����bB���l��գ+8(��m�5e�j��M4��[S�R�{%2Ψ'P@��HC��a�d����N�kC�fؾG�Ma��g	��mH���jz��N��J������c�M�1ϹP�F���>_�
�u�

3GPP TS 33.180 version 14.7.0 Release 14 7 ETSI TS 133 180 V14.7.0 (2019-07)

C.1 Detailed flow for MC user authentication and registration using OpenlD Connect ..........cccccevveueennene 105
C.2 Detailed flow for inter-domain MC user service authorization using OpenlD Connect token

EXCIBINGE. ... E bR e R R Rt e R b e e e R r e 106
Annex D (Normative): KM S Provisioning MESSAQES ........cceeeerierieeiriireeiaesteseesresseessessesssessessssssesnes 109
D.1  GENEIA BSPECES. .. .cueeueeueeueetesteste sttt ettt b ettt s e e e e st e ae e bt b e e bt b et e s e e e e e Reene b e s e e e e e R e n e 109
B NGBS =0 01=- U T 109
TG T NGBS (= 0 0] 0 =SSP 110
D.3.1 LT T 110
D.3.2 KIMIS COITITICALES. .. ..ttt b bbbt s e e b bt eb e bt e bt eb e et e e e b e sbeebeenees e e e enne e 110
D.3.21 7S o) USSR 110
D.3.2.2 T 0L USSR 111
D.3.2.3 L 1 I SRR 111
D.3.3 USEN KBY PIOVISION ...ttt ettt ettt eb et h e bt e et b bbb e e e bt b e e e bt e bt e st eb et e e st nn e e s 111
D.331 (D= S'w g o1 [o] o ISPV P SR PT SRR 111
D.3.3.2 FHEIAS ... ettt e et e s esae e sbe e beebeeaeeeae e b e e be e beeheebeebeeteeteereeaeeeaeeateenteans 112
D.34 EXaMPIe KIMS IESPONSE XML ...ttt ettt st eb e et b e e et e sb e b e b nneneas 112
D.34.1 EXAMPIE KIMSINIT XIML ..ottt ettt ese e e seeseesaeeneeneesnesbesaeeneeneeneenes 112
D.34.2 EXample KM SKEYPIOV XML ..ot sttt e st et beentesnaesnnesneesnnenseensenns 113
D.34.3 Example KM SCertCathe XIML .....cccciiieeieiee ettt s te e s sae et e e ssae s e e teesteesaessaessaesseesaeesnnenseensenns 115
D.35 KM S response XIML SChEIMAL........ccuiiieieeeiecee et ete et e ae s e sneesaeesteeaeenseensesnaesneessaesnens 117
D.351 BaSe XML SCNEIMAL....cuiiuiiieieie ittt Na ettt ettt e h L e At e bt et e b et e e sb e sbenbe s bt ene e e enbe e 117
D.35.2 Security Extension to KM S response XIML SCHEIMAL..........ceerueesdaie s Sieeeseeeseeeneeeeesseesseesseessesssessasssesssees 120
Annex E (normative): MIKEY message formatsfor media SeCurity ......cccevvveevevecceeneceece s, 121
E.l  GENEIal GSPECES. ...ttt e b5t 642K ettt s et e n e s e e e e eseene e b e s e e e e e e eneenenreane e 121
El1 11100 1 1o o e S S PRSP 121
E.1.2 MIKEY COMMON FIEIAS. ... e e ettt s se s 121
E.13 Crypto SESSION [AENTITIENS ... corgeimee e Gven vt e ey u @i e e eesenessessesessesbe e ssesbe e sbe b e e s b e be e ebesbe e e st s be s e st sbenneneees 121
E.2 MIKEY message structure forrGMK diStriDUEION:. .........cooeiririiieseeeee s 122
E.2.1 LT 0T 122
E.2.2 Default SRTP security profile fOr GMK IS ... .ccveiiceeceeeeesees e e e et e e esre e eeesnaesnaesraesneas 122
E.3 MIKEY message structure for PCKadiSIHDULION............cocerriiere e 123
[T €T O S D SRS 123
E.3.2 Default SRTP security profilETORPCK .....c.coiiiii et eb e ene 123
E.3.3 Providing a SRTP security profile for PCK USE........cciiiiiiieieee et 124
E.4 MIKEY message structure for CSK and MUSIK distribution ... 124
EA4.1l LT T 124
E4.2 Default SRTCP security profile for CSK and MUSIK .........oocoiieii e 125
E.4.3 Providing a SRTCP security profile for CSK or MUSIK ........ccoieiiiire e 125
E.5 MIKEY genera extension payload to Support 'SAKKEAO-SEf ... 125
E.6 MIKEY genera extension payload to encapsul ate parameters associated with akey ...........cccccveuenee. 126
E.6.1 LT T 126
E.6.2 Yo o OSSP 127
E.6.3 Y L@ | (018 N I USSP POPR 127
E.6.4 ACTIVALTON TIMIE ...ttt ettt b bt h e e e b e sh e e bt e he e b e e e e b e eb e et eb e s Rt eb e e e et e s besbeebeeneennenneeas 128
E.6.5 LI PRSPPI 128
E.6.6 =S Y o S 128
E.6.7 RV oo FO OSSR PRRURRSOSPROSRO 128
E.6.8 RV o o FO OO PRRU RN TUPUOSRO 128
E.6.9 = L0 USSR 128
E.B.10  EXPIIY B ittt etttk h bbb £ h R e R R £ AR e R R e et bRt bbb R 128
G20 B R (= Y/ o TP T ST P PR PRTURUROSPRTN 128
E.7 Hiding identities Within MIKEY MESSA0ES.......cccuririririiriirienieieesiesese s sse s e nsenes 129

ETSI


��"<.��4ӥk����e����g����Hp��Zz^A0��y��
��������!��Q�{��LG��;��ki�26�������
L���\nt��i��z6�n��WA���I����"�»��a_���

3GPP TS 33.180 version 14.7.0 Release 14 8 ETSI TS 133 180 V14.7.0 (2019-07)

Annex F (normative): Key derivation and hash functions............cccceceveveiicce e 130
F.1 KDFinterface and input parameter CONSITUCTION ........ccueieeiieiieeie et 130
F.11 [T T 130
F.1.2 FC VAU BIIOCELIONS ...ttt bbbt bt e e e e b et bt s bt bt e e e e et e sbeebeeneese e e enee e 130
F.1.3 Calculation of the User Salt for GUK-ID gENEIration .........c.ccceveeieeieesieeiee e seeseesieee e ssae e seeee e snee e 130
F.14 Calculation of keys for application data ProteCtioN...........c.eeceeieiieeiee s 130
F.1.5 Calculation of keys for MCData payl0ad PrOtECHION .........cvveerierieirieree et 131
e =S A 10T Tod o] OSSR 131
F.21 Generation of MIKEY -SAKKE UID ...ttt sttt et et tae sttt ente e sbeete e e enns 131
F.21.1 L@ Y= RS 131
F.2.1.2 e 01 o] 1= 1 5 PR 132
Annex G (normative): KEY IAENLITIEN S .o e e 134
Annex H (normative): Support for legacy multicast key (MKFC) and for MSCCK................... 135
H.1 LT 0T PR 135
H.2 Y O3 = o= T o RS 135
H.3 YIS @@ (G B TE 1 1 o LU 11 o o PSRRI 135
H.4 Use of multicast signalling keys (MKFC and MSCCK) .....cccviiiiierieseeie e ste e see e seees 135
Annex | (informative): ChangE hiStOrY .....cuiiiceece e et e 136
L 1S 0] Y S oS 137

ETSI


���܎�x��$���H_���:�	�;xd%{�9M�W�΅o����q�'�4����0��|��Ѓ'�orǠ��|~����l���
5k����;�T���
,����Z�DS��v���|(����=9��

3GPP TS 33.180 version 14.7.0 Release 14 9 ETSI TS 133 180 V14.7.0 (2019-07)

Foreword

This Technical Specification has been produced by the 3 Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.

ETSI


"(����2���[e���ʓ��/���a��F��UD@=�'"&~��Ex��Ϫ�G�{��A~�r_/��������bZ�K�@��7*�&�Q+�+y��ow.�)����"ɀ�3�_�L���z)bk���;o

3GPP TS 33.180 version 14.7.0 Release 14 10 ETSI TS 133 180 V14.7.0 (2019-07)

1 Scope

The present document specifies the security architecture, procedures and information flows needed to protect the
mission critical service (MCX). The architecture includes mechanisms to protect the Common Functional Architecture
and security mechanisms for mission critical applications. Thisincludes Push-To-Talk (MCPTT), Video (MCVideo)
and Data (MCData). Additionally, security mechanisms relating to on-network use, off-network use, roaming,
migration, interconnection, interworking and multiple security domains are described.

This specification complements the Common Functional Architecture defined in TS 23.280 [36], the functional
architecture for MCPTT defined in 3GPP TS 23.379 [2], the functional architecture for MCVideo defined in 3GPP TS
23.281 [37] and the functional architecture for MCData defined in 3GPP TS 23.282 [38].

The MC service can be used for public safety applications and aso for general commercial applications e.g. utility
companies and railways. As the security model is based on the public safety environment, some MC security features
may not be applicable for commercia purposes.

2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present
document.

- References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

- For aspecific reference, subsequent revisions do net apply.

- For anon-specific reference, the latest version.applies. In the case of+a reference to a 3GPP document (including
a GSM document), a non-specific referenceimplicitly refers:to the latest version of that document in the same
Release as the present document.

[1] 3GPP TR 21.905: "Vocabulary for. 3GPP Specifications'.

[2] 3GPP TS 23.379: "Functional architecture and information flows to support Mission Critical Push
ToTalk (MCPTT); Stage 2".

[3] 3GPP TS 22.179: "Mission Critical Push To Talk (MCPTT) over LTE; Stage 1".

[4] 3GPP TS 33.210: "3G security; Network Domain Security (NDS); |P network layer security”.

[5] 3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)".
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[7] 3GPP TS 33.179 Release 13: " Security of Mission Critical Push To Talk (MCPTT) over LTE".

[8] 3GPP TS 33.328: "IP Multimedia Subsystem (IMS) media plane security".
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[11] IETF RFC 6509: "MIKEY -SAKKE: Sakai-Kasahara Key Encryption in Multimedia Internet
KEYing (MIKEY)".

[12] IETF RFC 3550: "RTP: A Transport Protocol for Real-Time Applications'.

[13] IETF RFC 3711: "The Secure Real-time Transport Protocol (SRTP)".
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W3C: "XML Signature Syntax and:Processing (Second Edition)", http://www.w3.org/TR/xmldsig-
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IETF RFC 2045: "Multipurpose Internet Mail Extensions (MIME) Part One: Format of Internet
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[50] 3GPP TS 24.282: "Mission Critical Data (M CData) signalling control; Protocol specification. "

[51] IETF RFC 3711 Errata ID 3712, https.//www.rfc-editor.org/errata/eid3712.
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3 Definitions and abbreviations

3.1 Definitions

For the purposes of the present document, the terms and definitions given in 3GPP.TR 21.905 [1] and the following
apply. A term defined in the present document takes precedence-over the definition of the same term, if any, in 3GPP
TR 21.905[1].

Authorised I dentity: An application identity givento analthorised user-or network entity (e.g. MC Service ID)
containing authorisation information.

External KM'S: The KMS which isthe root-of trust for aspecific'External Security Domain.

External Security Domain: A security.domain that the usef-is not a member of, but with which the user may
communicate.

Floor: Floor(x) isthe largest integer smaller than“or’equal to x.
Home KM S: The KMSthat isthe root of trust'of the Home Security Domain.
Home Security Domain: The MCX user's primary security domain.

I dentity M anagement Domain: The MC clients and M C functions that share an Identity Management Server (IdMS).
To be specific, the MC clients request access tokens from the same primary 1dM S, and the M C functions accept access
tokens from this1dMS.

KM S Certificate: A certificate containing the security parameters for a security domain. Thisis required to support
identity-based cryptography and differs from X.509 certificates used for traditional PKI. See Annex D.3.1 for details.

KM SURI: A unique identifier for a security domain, or equivalently, alogical KMS.

MCX: Mission critical services where “MCX” may be substituted with the term “MCPTT”, “MCVideo”, “MCData’,
or any combination thereof.

Partner domain: A secondary MC domain which may support MC services for MC users who are home to a different
MC domain. See also External Security Domain.

Primary domain: The“home” MC domain where MC users receive their primary identity management and MC
services. See also Home Security Domain.

Security Domain: A security domain is agroup of MCX users who share common security reguirements and policies
for their communications. From atechnical perspective, users within a security domain shareaKMS and KMS
certificate. MCX users may be members of one or more security domains.
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