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Intellectual Property Rights

Essential patents

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The information
pertaining to these essential |PRs, if any, ispublicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRS); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards', which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web
server (https://ipr.etsi.org/).

Pursuant to the ETSI IPR Policy, no investigation, including I PR searches, has been carried out by ETSI. No guarantee
can be given asto the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

Legal Notice

This Technical Specification (TS) has been produced by ETS| 3rd Generation Partnership Project (3GPP).

The present document may refer to technical specifications.or reports using'their 3GPP identities. These shall be
interpreted as being references to the corresponding’ ET.SI deliverahles.

The cross reference between 3GPP and ET Sl.identities can-be found under http://webapp.etsi.org/key/queryform.asp.

Modal verbs terminology

In the present document "shall", "shall not", “sheuld", "should not", "may", "need not", "will", "will not", "can" and
"cannot" areto beinterpreted as described in clause 3.2 of the ETS| Drafting Rules (Verba forms for the expression of
provisions).

"must” and "must not" are NOT alowed in ETSI deliverables except when used in direct citation.

ETSI


iD��=���T�A "6�W��D�//j�4W������ �K����TUڥ���6S/���aA:��Qj
���(_-���O&����r�}�r��ʂ��yV�n7��Yt���ׅ�[w�;zryW�,yhJ���

3GPP TS 33.250 version 15.1.0 Release 15 3 ETSI TS 133 250 V15.1.0 (2019-10)

Contents
INtellectual Property RIGNES. ... ..ccci ettt s e s ae e e e st e e aeese e besteeneesteereerenneeaes 2
LB INOLICE ...t b bt e e h e st b e e b e bt nE e R e e e e et b e bt R e b e e et e e e neebeen e e ns 2
MOdal VErDS TEIMINOIOQY ... e ieeeeeeieeieeeesi ettt e e et et e et e st e e s eesseesaesteeseensesseensesneensessesneenseseeeneensensens 2
1= 11 o TSRS 4
1 o0 0 PSS 5
2 REFEIBINCES .....ccee ettt s bt bt s e et e e e e et et e st e be e bt sE e et e b e e et e neenenbenbeneens 5
3 Definitions and aDbreVILIONS..........oieeieieeese et te e steereentesneeneeseesneeneeseeenes 5
31 D= T T (0] 1 USSR 5
3.2 Y o] 1=V 0] SRS TRSRRR 6
4 PGW-specific security requirements and related teSt CASES ..........uivrirerierieieeieeesese e 6
41 11 0o 1 1 o o PP RTRSRSR 6
4.2 PGW-specific security functional adaptations of requirements and related test Cases........ccovvvvevrenenenenienenn, 6
42.1 100 1 ') o P 6
422 Security functional requirements on the PGW deriving from 3GPP specifications and related test

(005 = OO UPTOP PSPPI 6
4221 Security functional regquirements on the PGW deriving from 3GPP specifications — General

20 0 o o S S PSR 6

4222 Per-user based Packet filterNg .......ciceiee i ee e s R e et e st et e st et e e st e e saesreeteeeesneesnnesnes 6
4223 Charging ID UNIQUENESS......ccuviiuieiieieeeeeieestass Yeteeeesnessaessseesssdifeensiinseessesssessassseessesssssssssssssssessesssesssenns 7
4224 TEID UNIQUENESS........cootierieeeie e85 snee e steseene e gadies son e s saeseesesteseeseste e stessesessesessessensnsenes 8
4225 MObility DINAING ..o L B 0ot e 9
4.2.2.6 Inactive emergency PDN CONNECHIONFEIEBSE:.. .......ove st et 10
423 TEChNICAl DASEIINE. .....ceeieeeiee s T ot 25 2 e 0 et eee et ene et e eesbesaeebeeneese e e eeesbeseesaeeneeneeeeneeses 11
4231 (a1 00 [0 1o o M e e PR 11
4232 Protecting data and iNfOrMBatiON ... 2. ... i e ettt e b e eb e ene 11
42321 Protecting data and iNfOrmation — QEMEKAI 7. 5. i 11
42322 Protecting data and information — unalithoriZed VIEWING .........cccecerieeiereneie e 11
42323 Protecting data and information iNSIOFAGE.........ccvvreeeeeeieeee e s s 11
42324 Protecting data and informati ORFN tFANSFEr ........ccvveviiece e 11
42325 Logging accesS 10 PErSONal QBEAE ... cieeieerieieeeieeiesee et sre et e e et e e s aae e teeaeeneennes 11
4233 Protecting availability and INEEOITLY .....c.eecveieeceeeiere e e naesnaesreennees 11
4234 Authentication and QUENOKIZALION ...........cceiirieeee et r e e 11
4.2.35 PrOTECHING SESSIONS ... o2 3 eeeverteneeterteeete sttt st ettt e et ebesb et et esb e e eb e sa e e ebesbene e b e s b e neebesb e e ebesae e ebenbennenens 11
4.2.35.2UNPredictable GTP TEID ... ettt et b bbbt b e bt e e e bbbt nenns 11
4.2.3.6 [T o 1 o USSP SO TP P TSRV PT SRR 12
4.2.4 OPEALING SYSLEITIS. ...ttt ettt ettt b et b bbbt st eb e eb e s e e bt e b e se e bt e b e se e bt eb e e eb e sb e e ebesbeneebenbennenea 13
425 LTS S A SR 13
4.2.6 INEEWOTK GEVICES ...ttt bt e e st b e bt e b e he it e e s e e bt sb e eb e s bt eae e e e s e besbesbe e e ennennen 13
4.2.6.1 Protection of Data and INfOrMBELION............oiiiirieeee e e sr e 13
4.2.6.2 Protecting availability and INEEOIILY .....cvecueeeeceeeiee e enaesnaesreesnees 13
4.2.6.3 [P Address realloCation INTEIVAE ..o e 13
4.2.64 MS/UE-MULUE] ACCESS PrEVENTION ......oviitiitiiieeiieiest ettt st e b bbb enne e 14
4.3 PGW-specific adaptations of hardening requirements and related test Cases........covvveveevecievce e e 15
431 0o 1 o) o P RRRS 15
432 TECHNICAl DASEIINE. .....cneeieeete ettt a et et et et e see et e e aees e e e e eesbesbesaeeneeneeneeneeses 15
4.3.3 OPEALTING SYSLEITIS. ...ttt ettt b et b bt b b e bt bt st eh e e bt s e e b e e b e s e e bt e b e st e bt eb e e eb e s b e e ebesbeneebenbeneenea 15
434 QTS S A R 15
435 INEEWOTK GEVICES ...ttt ettt e st e e s ettt e st ene e eeseebesaeebesneeneeneeneesbesaeeseeneenseneens 15
435.1 I IO o= = o 15
4.35.2 User Plane Traffic DIiffErentialion...........c.cooiierereeieesesiese st sb e 16
4.4 PGW-specific adaptations of basic vulnerability testing requirements and related test cases..........ccccoveienenne 17
Annex A (informative): ChangE NiIStOrY ....ccuiiiceece e e st 18
[ 1S 0] Y PSSP 19

ETSI


p�z��#e���s�6��2�d\/�О烽���&y�~܇�J�j#�����^�����KV:2������vE'
bu��=�2����E%�[�ͫ��w>J7�jv�:h��qP��$�����G���.��

3GPP TS 33.250 version 15.1.0 Release 15 4 ETSI TS 133 250 V15.1.0 (2019-10)

Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.
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1 Scope

The present document contains requirements and test cases that are specific to the PGW network product class. It refers
to the Catalogue of General Security Assurance Requirements and formulates specific adaptions of the requirements
and test cases given there, as well as specifying requirements and test cases unique to the PGW network product class.

2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present
document.

- References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

- For aspecific reference, subsequent revisions do not apply.

- For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same
Release as the present document.

[1] 3GPP TR 21.905: "Vocabulary for 3GPP Specifications'.

[2] 3GPP TR 41.001: "GSM Release specifications'.

[3] 3GPP TS 33.117: "Catalogue of General Security Assurance Requirements”.

[4] 3GPP TR 33.916: " Security assurancescheme for 3GPP network products for 3GPP network
product classes".

[5] 3GPP TS 33.401: "3GPR System Architecture Evolution (SAE); Security architecture”.

[6] 3GPP TS 23.401: *General-Packet'Radio Service (GPRS) enhancements for Evolved Universal
Terrestrial Radio Access Network (E-UTRAN) access'.

[7] 3GPP TS 33.102: "3G security; Security architecture”.

[8] 3GPP TS 32.251: " Telecommunication management; Charging management; Packet Switched
(PS) domain charging®.

[9] 3GPP TS 23.060: "General Packet Radio Service (GPRS); Service description; Stage 2.

[10] 3GPP TR 33.926: " Security Assurance Specification (SCAS) threats and critical assetsin 3GPP
network product classes".

[11] 3GPP TS 33.402: "3GPP System Architecture Evolution (SAE); Security aspects of hon-3GPP
accesses'.

3 Definitions and abbreviations

3.1 Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following
apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP
TR 21.905[1].
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3.2 Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An
abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in
3GPP TR 21.905[1].

4 PGW-specific security requirements and related test
cases
4.1 Introduction

The structure of the present document is aligned with TS 33.117[3] such that the PGW-specific adaptation of a generic
requirement in 33.117[3], clause 4, can be always found in clause 4 of present document.

The text on pre-requisites for testing in clause 4.1.2 of TS 33.117 [3] applies also to the present document.

4.2 PGW-specific security functional adaptations of
requirements and related test cases

42.1 Introduction

4.2.2 Security functional requirements on the PGW deriving from 3GPP
specifications and related test'cases

4221 Security functional requirements on the PGW deriving from 3GPP
specifications — General approach

In addition to the requirements and test casesin'TS33.117[3], clause 4.2.2, a PGW shall satisfy the following:

It isassumed for the purpose of the present"SCAS that a PGW conformsto all mandatory security-related provisions
pertaining to a PGW in:

- 3GPP TS 33.401[5]: "EPS security architecture”;

- other 3GPP specifications that make reference to TS 33.401[5] or are referred to from TS 33.401[5] (e.g. TS
23.401[6], TS 23.060[9], etc.);

- 3GPPTS32.251[8]: " Packet Switched (PS) domain charging”.

Sincethe PDN GW is the gateway which terminates the SGi interface, the security procedures pertaining to the PGW
aretypicaly related to gateway functions. For example:

- Per-user based packet filtering (by e.g. deep packet inspection).
- Every IP-CAN bearer shall be assigned a unique identity number for billing purposes. (i.e. the Charging Id).

- TheTEID isaunique identifier within one IP address of alogical node.

4.2.2.2 Per-user based packet filtering
Requirement Name: Per-user based packet filtering
Requirement Reference: TS 23.401 [6], clause 4.4.3.3
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Requirement Description: This requirement isidentical to per-user based packet filtering (by e.g. deep packet
inspection) as specified in TS 23.401, clause 4.4.3.3.

Threat References: TR 33.926 [10], clause B.2.3.1 Failure to assign unique TEID or Charging ID for a session.

Test Case:

Purpose:

Verify that PGW supports a Per-user based packet filtering.
Pre-Conditions:

- Thetester has a privilege to configure the filtering policy on the PGW to make the PGW can filter the packets
per-user

Some UE (e.g. UEL and UE2) are registered on the PGW.

- The PGW can receive the packets from the UE1 and UE2.

- A network traffic analyser on the PGW (e.g. tcpdump) is available.
Execution Steps

1) Thetester configures the different filtering policy for thelJEland the UE2 on the PGW, e.g. the PGW forwards
the packets from the UE1 to SGi and drops the packets from the UE2.

2) Thetester sends the packets from the UEL to the PGW,

3) Thetester sends the packets from the UE2 to the PGW.

4) The tester checks the filtered packets using the network traffic analyser.
Expected Results:

The PGW can filter the packets per- user according the configured filtering policy, e.g. the PGW forwards the packets
from the UEL to SGi in the step 2 and drops the packetsfrom the UE2 in the step 3.

Expected format of evidence:

Evidence suitable for the interface, e.g. sereenshot contains the operation results, pcap file demonstrating that the UE2's
packets are correctly received but unavailable on the SGi interface while the UE1’ s packets are correctly sent to SGi.

4.2.2.3 Charging ID Uniqueness
Requirement Name: Charging 1D Uniqueness
Requirement Reference: TS 32.251 [§], clause 5.1.1

Requirement Description: "Every IP-CAN bearer shall be assigned a unique identity number for billing purposes. (i.e.
the Charging Id)" as specified in 3GPP TS 32.251 [§], clause 5.1.1.

Note: A charging ID is not assigned to more than one active IP-CAN bearers at the same time. The reuse of
Charging ID is possible after an IP-CAN session has been terminated and the Charging 1D related to this
IP-CAN session has been released.

Threat References: TR 33.926 [10], clause B.2.5.1 Failure to assign unique TEID or Charging ID for asession

Test Case:

Purpose:
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Ve;rify that the Charging ID value set in the Information Element Bearer Context within a CreateSessionResponse is
unique.
Pre-Conditions:
Test environment with P-GW and S-GW, PCRF. PCRF and S-GW may be real nodes or simulated.
The tester is able to trace traffic between the P-GW and the S-GW (real or simulated)
Execution Step
1) Thetester intercepts the traffic between the P-GW and the S-GW.

2) Thetester trigger more than one (e.g. at least 10000) consecutive CreateSessionRequest for an Initial UE Attach
towards the P-GW (using areal or asimulated S-GW) in order to setup anew IP-CAN bearer.

3) The P-GW creates a UE/S-GW context and communicates with the PCRF (real or simulated) for QOS and APN
resolve. That procedures shall be successfully in order to permit to the P-GW to send back to the SSGW a
CreateSessionResponse containing at least :

a) A Success cause.

b) The P-GW’sF-TEID for control plane
c) The PDN Address Allocation (PAA)
d) A Bearer Contexts Created.

4) Thetester verifiesthat the Charging ID within Bearér-Contexts Created in:each generated
CreateSessionResponse are different.

Expected Results:
The Charging ID assigned to every IP-CAN bearer requested by:different CreateSessionRequest is unique.
Expected format of evidence:

Files containing the triggered GTP messages (e.g. pcap'trace).

4.2.2.4 TEID UNIQUENESS
Requirement Name: TEID Uniqueness
Requirement Reference: TS 23.060 [9], clause 14.6

Requirement Description: "The TEID isaunique identifier within one IP address of alogical node." as specifiedin TS
23.060[9], clause 14.6.

Note: A TEID is not assigned to more than one active GTP tunnel at the same time.The reuse of TEID is possible
after aGTP tunnel has been terminated and the TEID related to this GTP tunnel has been rel eased.

Threat References: TR 33.926 [10], clause B.2.5.1 Failure to assign unique TEID or Charging ID for asession
Test Case:

Purpose:

Verify that the TEID generated for each new GTP tunnel is unique for both control and user plane.
Pre-Conditions:

Test environment with P-GW and S-GW, PCRF. PCRF and S-GW may be real nodes or simulated.

The tester is able to trace traffic between the P-GW and the S-GW (real or simulated)

Execution Step
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1) Thetester intercepts the traffic between the P-GW and the S-GW.

2) Thetester triggers more than one (e.g. at least 10000) consecutives CreateSessionRequest e.g. for an Initial UE
Attach towards the P-GW (using areal or asimulated S-GW) with GTP header TEID set to 0 and F-TEID set to
different values.

3) The P-GW creates a UE/S-GW context and communicates with the PCRF (real or ssimulated) for QOS and APN
resolve. That procedures shall be successfully in order to permit to the P-GW to send back to the SSGW a
CreateSessionResponse containing at least :

a) A Success cause.
b) The P-GW’sF-TEID for control plane
¢) The PDN Address Allocation (PAA).
d) A Bearer Contexts Created.
4) Thetester verifiesthat the F-TEID created for each generated CreateSessionResponse is unique.
Expected Results:
The F-TEID set into each different CreateSessionResponse is unique.
Expected format of evidence:

Files containing the triggered GTP messages (e.g. pcap trace).

4.2.2.5 Mobility binding
Requirement Name: MN-HA authentication extension validation.for mobility binding during trusted non-3GPP access
Requirement Reference: TS 33.402 [11], clause9:2. 1.1

Requirement Description: "The PDN-GW:shall\validate the MN-HA authentication extension" as specified in TS
33.402, clause 9.2.1.1.

Threat References: TBA
Test Case:
Test Name: TC_PGW_MIP-AUTH_Non:3GPP
Purpose: To test whether the PGW validates the MN-HA authentication extension correctly.
Pre-Condition:
The UE and PGW are connected in the test environment. UE is simulated.
The tester has access to the S6b interface between the 3GPP AAA Server and the PDN GW.
The tester has accessto the MIPv4 FACoA based S2ainterface between the PGW and UE.
Execution Steps:
The PGW (home agent for the UE) is active in a 3GPP access network.
The tester captures packets over S6b and S2a interfaces using any packet analyser.

The tester filters the MN-HA Key transported in the authentication and authorization information from the 3GPP
AAA server to PGW over S6b interface.

The UE sends a Registration Request message to PGW via the trusted non-3GPP | P access network.

The tester filters the Registration Request sent by UE to PGW and Registration Reply sent by PGW to UE over the
S2ainterface.
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