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Intellectual Property Rights

Essential patents

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The information
pertaining to these essential IPRs, if any, is publicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards’, which is available from the ETS| Secretariat. Latest updates are available on the ETSI Web
server (https://ipr.etsi.org/).

Pursuant to the ETSI IPR Policy, no investigation, including I PR searches, has been carried out by ETSI. No guarantee
can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

Foreword

This Technical Report (TR) has been produced by ETSI Technical Committee Smart Machine-to-Machine
communications (SmartM2M).

Modal verbs terminology

In the present document "should", "sheuld not", "may"s"need not", "will", "will not", "can" and "cannot" areto be
interpreted as described in clause 3.2 of the ETSI Drafting'Rules (Verbal forms for the expression of provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.

Introduction

Theinitial project of Machine-to-Machine (M2M) communications was addressing the possibility for adeviceto
interact with other devices (point-to-point or via gateways). This project has been handled at the very start by a variety
of specialized (often sector-specific) platforms and solutions. Soon, it has been clear that this approach was bearing a
strong risk of fragmentation with great difficulty in ensuring interoperability of such platforms when required. The
Standard Development Organizations (SDOs) and Standard Setting Organizations (SSOs) have started to address the
guestion of the M2M communications and have developed a number of approaches focusing on interoperability, in
particular at the network level. Amongst the standards devel oped, some have addressed the possibility to serve asa
basis for the development of platforms that could use these standards to deal with interoperability in a generic manner,
across a variety of business sectors, with avariety of possible implementations. Such "standardized platforms” are
relying on reference architectures, interoperability stacks addressing different layers, generic protocol adaptors, etc.

Gradually, the focus of the industry has shifted to the design and development of |0T systems with the purpose to offer
full-fledge systems dealing with a vast number of devices (with various computing and interaction capabilities) and
potentially integrating these devicesinto larger systems implementing often complex business processes. This has been
enabled by the emergence of 10T devices with higher computing capacity and the possibility of producing massive
amounts of data that will be collected, transformed, stored and managed by larger (non loT specific) information
systems which transform it into qualitative information to trigger useful actions.
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Thisincorporation of 10T with Big Datais one new challenge for |oT platforms, a significant one but not the only one.

Another exampleisthe use of Virtualization technologies coming from Cloud Computing that wants to get the benefits
of Cloud in terms of flexibility and cost effectiveness. In the case of Big Data or Virtualization, the role of standardsis
challenged by new approaches based on the usage of Open Source Software (OSS) components. The "standardized [oT
platforms" will have to address the challenges and probably not all of the existing ones will be able to makeit.

An important business sector for the validation of the approach of generic standardized platformsis Industrial 10T. The
need for the Industry to have a holistic approach to the use of Information Technologies to foster innovation and
competitiveness has been addressed by a variety of initiatives coming from business sectors (such as Industrie 4.0 in
Germany and similar national initiatives) or from the European Commission (such as Digitizing European Industry -
DEI). The approaches taken will have to combine the benefits of existing technology solutions (including established
standards) with the flexibility offered by new approaches such as Big Data, Virtualization, or Semantic Interoperability.

Two main challenges have to be addressed by 10T standardization (organizations) and by the "standardized" platforms
(an exampleisoneM2M, see ETSI TS 118 101 [i.13] that some of these organizations are devel oping:

. The "advanced technology” challenge posed by e.g. the incorporation of Big Data or Virtualization.

e  The"business sector" challenge with the question of which level of genericity can be provided in support of
the development of large |oT systems for Smart Cities, Intelligent Transport or Industrial 10T.

e The"standards' challenge posed by the role of emerging approaches such as Open Source.
The example of Industrial 10T isaddressed in detail, based on considerations and questions such as the following:

. Considering that Industrial 10T is a business sector in which the Return on'lnvestment (Rol) of 10T is expected
to be positive in the short/medium period, how isit possible to foster the adoption of 10T standards and
standardized loT platformsin this particular sector:

e  Theadoption of standards and platforms for.interoperability should benefit not only to the technology
providers but, first and foremost, to thosewho. purchase-and use'these solutions, in particular the SMEs who
do not always have the technical knowledge.and theleverage available to large businesses.

The present document addresses these questionsirst by eareful ly outlining the nature, the role of 1oT platforms and
proposing elements for the identification of the most relevant-ones. It also addresses detailed examples such as
Industria 10T to outline the challenges posed to generic’|@T platforms.
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1 Scope

1.1 Context for the present document

The design, development and deployment of - potentially large - 10T systems require to address a number of topics -
such as security, interoperability or privacy - that are related and should be treated in a concerted manner. In this
context, several Technical Reports have been devel oped that each address a specific facet of 10T systems.

In order to provide a global acoherent view of all the topics addressed, a common approach has been outlined across
the Technical Reports concerned with the objective to ensure that the requirements and specificities of the 10T systems
are properly addressed and that the overall results are coherent and complementary.

The present document has been built with this common approach also applied in al of the other documents listed
below:

e ETSITR103533[i.1].
e ETSITR103534[i.2].
e ETSITR103535[i.3].
e ETSI TR103537[i.4].

. ETSI TR103591[i.5].

1.2 Scope of the present document

The present document is addressing the issues related to‘the interoperability and interworking of 10T platforms, in
particular standardized 10T platforms, and howthe way they are handled can foster their adoption by the 10T
community. The following points are discussed:

. What is a platform and what are the relevant onesfor'loT?

e  What are the main requirements of Interoperability and Interworking?

. How these requirements are taken into account by typical platforms.

. How those elements are taken into account in specific sectors such as Industrial 10T.

e Which recommendations can be made for an effective selection and usage?
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2 References
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2.2 Informative references
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