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Essential patents  
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pertaining to these essential IPRs, if any, is publicly available for ETSI members and non-members, and can be found 
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Trademarks 

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners. 
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no 
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does 
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Legal Notice 
This Technical Specification (TS) has been produced by ETSI 3rd Generation Partnership Project (3GPP). 

The present document may refer to technical specifications or reports using their 3GPP identities. These shall be 
interpreted as being references to the corresponding ETSI deliverables. 

The cross reference between 3GPP and ETSI identities can be found under http://webapp.etsi.org/key/queryform.asp. 

Modal verbs terminology 
In the present document "shall", "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and 
"cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of 
provisions). 

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation. 
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Foreword 
This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP). 

The contents of the present document are subject to continuing work within the TSG and may change following formal 
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an 
identifying change of release date and an increase in version number as follows: 

Version x.y.z 

where: 

x the first digit: 

1 presented to TSG for information; 

2 presented to TSG for approval; 

3 or greater indicates TSG approved document under change control.  

y the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, 
updates, etc. 

z the third digit is incremented when editorial only changes have been incorporated in the document. 
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1 Scope 
The present document describes the stage 3 protocol and data model for the N5g-eir Service Based Interface between 
the 5G-EIR and its consumers over which the service to check the equipment identity as described in 
3GPP TS 23.501 [2] is performed. It provides the stage 3 protocol definitions and message flows, and specifies the API 
for each service offered by the 5G-EIR. 

The 5G System stage 2 architecture and procedures are specified in 3GPP TS 23.501 [2] and 3GPP TS 23.502 [3]. 

The Technical Realization of the Service Based Architecture and the Principles and Guidelines for Services Definition 
are specified in 3GPP TS 29.500 [4] and 3GPP TS 29.501 [5]. 

2 References 
The following documents contain provisions which, through reference in this text, constitute provisions of the present 
document. 

- References are either specific (identified by date of publication, edition number, version number, etc.) or 
non-specific. 

- For a specific reference, subsequent revisions do not apply. 

- For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including 
a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same 
Release as the present document. 

[1] 3GPP TR 21.905: "Vocabulary for 3GPP Specifications". 

[2] 3GPP TS 23.501: "System Architecture for the 5G System; Stage 2". 

[3] 3GPP TS 23.502: "Procedures for the 5G System; Stage 2". 

[4] 3GPP TS 29.500: "5G System; Technical Realization of Service Based Architecture; Stage 3". 

[5] 3GPP TS 29.501: "5G System; Principles and Guidelines for Services Definition; Stage 3". 

[6] 3GPP TS 29.571: "5G System; Common Data Types for Service Based Interfaces; Stage 3". 

[7] IETF RFC 7540: "Hypertext Transfer Protocol Version 2 (HTTP/2)". 

[8] OpenAPI Initiative, "OpenAPI 3.0.0 Specification", https://github.com/OAI/OpenAPI-
Specification/blob/master/versions/3.0.0.md. 

[9] IETF RFC 8259: "The JavaScript Object Notation (JSON) Data Interchange Format". 

[10] IETF RFC 7807: "Problem Details for HTTP APIs". 

[11] 3GPP TS 33.501: "Security Architecture and Procedures for 5G System". 

[12] IETF RFC 6749: "The OAuth 2.0 Authorization Framework". 

[13] 3GPP TS 29.510: "5G System; Network Function Repository Services; Stage 3". 

[14] 3GPP TR 21.900: "Technical Specification Group working methods". 
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3 Definitions and abbreviations 

3.1 Definitions 
For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following 
apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 
3GPP TR 21.905 [1]. 

N5g-eir: Service-based interface exhibited by 5G-EIR 

3.2 Abbreviations 
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An 
abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 
3GPP TR 21.905 [1]. 

5G-EIR 5G-Equipment Identity Register 
EIR Equipment Identity Register 
PEI Permanent Equipment Identifier 

4 Overview 

4.1 Introduction 
N5g-eir is a Service-based interface exhibited by 5G-EIR (5G-Equipment Identity Register) which is an optional 
network function that supports the following functionality: 

- Check the status of Equipment's identity (e.g. to check that it has not been blacklisted). 

The reference point N17 (see Fig 4-1 below) shows the interaction between the 5G-Equipment Identity Register 5G-
EIR and the AMF (Access and Mobility Management Function) enabling the check of the status of the mobile 
equipment identity. 

N17 / N5g-eirAMF 5G-EIR

 

Figure 4-1: Reference Model – N5g-eir 

During any procedure establishing a signalling connection with the UE the network may optionally perform an ME 
identity check with 5G-EIR via the N5g-eir_Equipment Identity Check Service exhibited by 5G-EIR. 

5 Services offered by the 5G-EIR NF 

5.1 Introduction 
The following NF service is offered by the N5g-eir to check the ME whether it is black-listed or not: 

- N5g-eir_EquipmentIdentityCheck 
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Table 5.1-1: NF Services provided by 5G-EIR 

Service Name Description Consumer 

N5g-eir_EquipmentIdentityCheck This service offered by the 5G-EIR allows the 
consumer to check the Permanent Equipment 
Identifier (PEI) and check whether the PEI is in 
the black list or not. 
 

AMF 

 

The N5g-eir_Equipment Identity Check service is specified in 3GPP TS 23.502 [3], clause 4.2.2.2.2 

5.2 N5g-eir_EquipmentIdentityCheck Service 

5.2.1 Service Description 
The N5g-eir_Equipment Identity Check service is provided by the 5G-EIR to check the Permanent Equipment Identifier 
(PEI) whether it is in the black list or not. The service can be consumed by AMF which initiates ME identity check by 
invoking the N5g-eirEquipmentIdentityCheckGet service operation (see clause 5.2.4.2. of 3GPP TS 23.502 [3]). 

During the initial registration the Permanent Equipment Identifier is obtained from the UE. The AMF operator may 
check the PEI with an EIR. 

5.2.2 Service Operations 

5.2.2.1 Introduction 

5.2.2.2 CheckEquipmentIdentity 

5.2.2.2.1 General 

The CheckEquipmentIdentity operation shall be used to check the PEI and determine whether the subscriber is allowed 
to use the equipment, in the following procedures:  

- ME Identity check procedure (see clause 4.7 of 3GPP TS 23.502 [3]);  

5.2.2.2.2 Procedure using CheckEquipmentIdentity Operation 

The NF Service Consumer (e.g. AMF) shall check the PEI by using the HTTP GET method as shown in Figure 
5.2.2.2.2-1. 

 

Figure 5.2.2.2.2-1: PEI status check by the NF Service Consumer 

1. The NF Service Consumer (e.g. AMF) sends a GET request to the resource representing the PEI equipment 
Status. It shall include the PEI as a query parameter and, optionally, the SUPI and/or GPSI may also be included. 
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