ETSITS 129 511 vi5.6.0 (2020-0)

5G:S stem §°§
Equipment Id@?tm)\/( REQfgter Services;
&V’ S t@@@‘*‘g}
(3GPP TS 29“51\1 vé(sigh 15.6.0 Release 15)

2056

A GLOBAL INITIATIVE


�%�	���P��g���k���Ê,��}�Q����E.n�g�o*���e`���R ��6���7�/C���Sv�_������-A��q�(��ȟL����'��%t�|w�B��{�ø����LUC����

3GPP TS 29.511 version 15.6.0 Release 15 1 ETSI TS 129 511 V15.6.0 (2020-04)

Reference
RTS/TSGC-0429511vf60

Keywords
5G

ETSI

650 Route des Lucioles
F-06921 Sophia Antipolis Cedex - FRANCE

Tel.: +334 9294 42 00 Fax:+33 4936547 16

Siret N° 348 623 56200017 - NAF 742 C
Association a but nonilucratif\enregistrée ala
Sous-Préfecture de'Grasser(06) N° 7803/88

Important notice

Thepresent document.can’be downloaded from:
http://www.etsi.org/standards-search

The present document may be made available in.glectronic versions and/or in print. The content of any electronic and/or
print versions of the present document shall naot.pe modified without the prior written authorization of ETSI. In case of any
existing or perceived difference in contents'between such versions and/or in print, the prevailing version of an ETSI
deliverable is the one made-publicly available in PDF format at www.etsi.org/deliver.

Users of the present document should be aware that the document may be subject to revision or change of status.
Information on the current status of this and other ETSI documents is available at
https://portal.etsi.org/TB/ETSIDeliverableStatus.aspx

If you find errors in the present document, please send your comment to one of the following services:
https://portal.etsi.org/People/Commitee SupportStaff.aspx

Copyright Notification

No part may be reproduced or utilized in any form or by any means, electronic or mechanical, including photocopying
and microfilm except as authorized by written permission of ETSI.
The content of the PDF version shall not be modified without the written authorization of ETSI.
The copyright and the foregoing restriction extend to reproduction in all media.

© ETSI 2020.
All rights reserved.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks of ETSI registered for the benefit of its Members.
3GPP™ and LTE™ are trademarks of ETSI registered for the benefit of its Members and
of the 3GPP Organizational Partners.
oneM2M™ logo is a trademark of ETSI registered for the benefit of its Members and
of the oneM2M Partners.
GSM® and the GSM logo are trademarks registered and owned by the GSM Association.

ETSI


�I���gi�4q.X�N�r�Ct�/����$�J�K�[x�e�j�ڋ@|��R�N�;�}�~�s����"���c���:���{�b�W,	��c�I	��I#X�D�@�]�k�b�<]���eN��{7��F�P�

3GPP TS 29.511 version 15.6.0 Release 15 2 ETSI TS 129 511 V15.6.0 (2020-04)

Intellectual Property Rights

Essential patents

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The information
pertaining to these essential IPRs, if any, is publicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards’, which is available from the ETS| Secretariat. Latest updates are available on the ETSI Web
server (https://ipr.etsi.org/).

Pursuant to the ETSI IPR Policy, no investigation, including I PR searches, has been carried out by ETSI. No guarantee
can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

Legal Notice

This Technical Specification (TS) has been produced by ET Sl 3rd Generation Partnership Project (3GPP).

The present document may refer to technical specificationsor reports.using-their 3GPP identities. These shall be
interpreted as being references to the corresponding’ ET.SP deliverables.

The cross reference between 3GPP and ET Slidentities can-befound under http://webapp.etsi.org/key/queryform.asp.

Modal verbs terminology

In the present document "shall", "shall not", zshotild", "should not", "may", "need not", "will", "will not", "can" and
"cannot" areto beinterpreted as described in clause 3.2 of the ETS| Drafting Rules (Verba forms for the expression of
provisions).

"must” and "must not" are NOT alowed in ETSI deliverables except when used in direct citation.
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Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.
In the present document, modal verbs have the following meanings:
shall indicates a mandatory requirement to,do something
shall not indicates an interdiction (prohibition)-to-do something

The constructions "shall" and "shall not" are confined 10 the context of normative provisions, and do not appear in
Technical Reports.

The constructions "must” and "must not!' @re not-used as substitutes for "shall" and "shall not". Their use is avoided
insofar as possible, and they are not used in a normativescontext except in a direct citation from an external, referenced,
non-3GPP document, or so as to maintain continuity:of style when extending or modifying the provisions of such a
referenced document.

should indicates a recommendationto do something
should not indicates a recommendeation not to do something
may indicates permission to do something

need not indicates permission not to do something

The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions
"might not" or "shall not" are used instead, depending upon the meaning intended.

can indicates that something is possible
cannot indicates that something isimpossible
The constructions "can" and "cannot” are not substitutes for "may" and "need not".

will indicates that something is certain or expected to happen as aresult of action taken by an agency
the behaviour of which is outside the scope of the present document

will not indicates that something is certain or expected not to happen as aresult of action taken by an
agency the behaviour of which is outside the scope of the present document

might indicates a likelihood that something will happen as aresult of action taken by some agency the
behaviour of which is outside the scope of the present document

ETSI
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might not indicates a likelihood that something will not happen as a result of action taken by some agency
the behaviour of which is outside the scope of the present document
In addition:
is (or any other verb in the indicative mood) indicates a statement of fact
isnot (or any other negative verb in the indicative mood) indicates a statement of fact

The constructions"is" and "is not" do not indicate requirements.
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1 Scope

The present document describes the stage 3 protocol and data model for the N5g-eir Service Based Interface between
the 5G-EIR and its consumers over which the service to check the equipment identity as described in

3GPP TS 23.501 [2] is performed. It provides the stage 3 protocol definitions and message flows, and specifies the API
for each service offered by the 5G-EIR.

The 5G System stage 2 architecture and procedures are specified in 3GPP TS 23.501 [2] and 3GPP TS 23.502 [3].

The Technical Realization of the Service Based Architecture and the Principles and Guidelines for Services Definition
are specified in 3GPP TS 29.500 [4] and 3GPP TS 29.501 [5].

2 References

The following documents contain provisions which, through reference in thistext, constitute provisions of the present
document.

- References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

- For aspecific reference, subsequent revisions do not apply.

- For anon-specific reference, the latest version applies. In'the case of areference to a 3GPP document (including
aGSM document), a non-specific reference implicitly‘refers to the latestVersion of that document in the same
Release as the present document.

[1] 3GPP TR 21.905: "V ocabulary.for 3GPP Specifications'.

[2] 3GPP TS 23.501: " System.Architecture for the 5G System; Stage 2".

[3] 3GPP TS 23.502: "Procedures for the 5G ‘System; Stage 2".

[4] 3GPP TS 29.500: *5G System; Technical Realization of Service Based Architecture; Stage 3".

[5] 3GPP TS 29.501: "5G Syster; Principles and Guidelines for Services Definition; Stage 3".

[6] 3GPP TS 29.571: "5G System; Common Data Types for Service Based Interfaces; Stage 3".

[7] IETF RFC 7540: "Hypértext Transfer Protocol Version 2 (HTTP/2)".

[8] OpenAPI Initiative, "OpenAPI 3.0.0 Specification", https://github.com/OAI/OpenAPI-
Specification/blob/master/versions/3.0.0.md.

[9] IETF RFC 8259: "The JavaScript Object Notation (JSON) Data I nterchange Format”.

[10] IETF RFC 7807: "Problem Detailsfor HTTP APIs".

[171] 3GPP TS 33.501: "Security Architecture and Procedures for 5G System'.

[12] IETF RFC 6749: "The OAuth 2.0 Authorization Framework™.

[13] 3GPP TS 29.510: "5G System; Network Function Repository Services; Stage 3".

[14] 3GPP TR 21.900: "Technical Specification Group working methods'.
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3 Definitions and abbreviations

3.1 Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following
apply. A term defined in the present document takes precedence over the definition of the same term, if any, in
3GPP TR 21.905 [1].

N5g-eir: Service-based interface exhibited by 5G-EIR

3.2 Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An
abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in
3GPP TR 21.905 [1].

5G-EIR 5G-Equipment Identity Register
EIR Equipment Identity Register
PEI Permanent Equipment Identifier
4 Overview
4.1 Introduction

N5g-eir is a Service-based interface exhibited by-5G-EIR(5G-Equipment Identity Register) which is an optional
network function that supports the following functionality:

- Check the status of Equipment's ideéntity\(€.g. to‘check that it has not been blacklisted).

The reference point N17 (see Fig 4-1 below) shows theintéeraction between the 5G-Equipment Identity Register 5G-
EIR and the AMF (Access and Mobility Management Function) enabling the check of the status of the mobile
equipment identity.

AMF —N17 / N5g-eir 5G-EIR

Figure 4-1: Reference Model — N5g-eir

During any procedure establishing a signalling connection with the UE the network may optionally perform an ME
identity check with 5G-EIR viathe N5g-eir_Equipment Identity Check Service exhibited by 5G-EIR.

5 Services offered by the 5G-EIR NF

5.1 Introduction

The following NF service is offered by the N5g-eir to check the ME whether it is black-listed or not:
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- Nb5g-eir_EquipmentldentityCheck

Table 5.1-1: NF Services provided by 5G-EIR

Service Name Description Consumer

N5g-eir_EquipmentldentityCheck This service offered by the 5G-EIR allows the AMF
consumer to check the Permanent Equipment
Identifier (PEI) and check whether the PEIl is in
the black list or not.

The N5g-eir_Equipment Identity Check serviceis specified in 3GPP TS 23.502 [3], clause 4.2.2.2.2
5.2 N5g-eir EquipmentldentityCheck Service

5.2.1 Service Description

The N5g-eir_Equipment Identity Check service is provided by the 5G-EIR to check the Permanent Equipment Identifier
(PEI) whether it isin the black list or not. The service can be consumed by AMF which initiates ME identity check by
invoking the N5g-eirEqui pmentl dentityCheckGet service operation-(see clause 5.2.4.2. of 3GPP TS 23.502 [3]).

During the initia registration the Permanent Equipment Identifier is obtained from.the UE. The AMF operator may
check the PEI with an EIR.

5.2.2 Service Operations

5221 Introduction
5.2.2.2 CheckEquipmentldentity
52221 General

The CheckEquipmentldentity operation shall be used to check the PEI and determine whether the subscriber is allowed
to use the equipment, in the following procedures:

- ME Identity check procedure (see clause 4.7 of 3GPP TS 23.502 [3]);

5.2.2.2.2 Procedure using CheckEquipmentldentity Operation

The NF Service Consumer (e.g. AMF) shall check the PEI by using the HTTP GET method as shown in Figure
5.2.22.2-1.

NF service

consumer
I
|

:—1 . GET .../equipment-status?pei={pei}&supi={supi}&gpsi={gpsi}
|

:4 2a. 200 OK (EirResponseData) or
2b. 4xx/5xx (ProblemDetails)

5G-EIR

S U A

Figure 5.2.2.2.2-1: PEI status check by the NF Service Consumer
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