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Intellectual Property Rights

Essential patents

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The information
pertaining to these essential IPRs, if any, is publicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards’, which is available from the ETS| Secretariat. Latest updates are available on the ETSI Web
server (https://ipr.etsi.org/).

Pursuant to the ETSI IPR Policy, no investigation, including I PR searches, has been carried out by ETSI. No guarantee
can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

Foreword

This Group Specification (GS) has been producedbyET Sl Industry SpecificationGroup (1SG) Europe for Privacy-
Preserving Pandemic Protection (E4P).

Modal verbs terminology

In the present document "shall”, "shallnet'; {'sheuld, "shouldnot’, "|may{),'ineed not", "will", "will not", "can" and
"cannot" areto beinterpreted as described in clause 3.2 of the ETS| Drafting Rules (Verba forms for the expression of
provisions).

"must” and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.

Introduction

The COVID-19 pandemic has generated significant challenges for many countries and their citizens and showed that
digital technologies could play an important role in addressing this pandemic and future pandemics. Various
applications, services and systems for contact tracing (identification and notification of those who come in contact with
acarrier) have been developed in different regions.

Despite the similar goal of automated detection of COVID-19 exposure as a complementary solution to manual tracing
(interviews with people diagnosed with COVID-19 to track down their recent contacts), their functionality, technology,
scale, required data and limitations are different and may not interoperate.

These systems are currently deployed in many different countries. In particular, mobile devices with their contact
tracing applications can support public health authoritiesin controlling and containing the pandemic. E4P has been
created to provide atechnical answer to pandemic crisis not limited to COVID-19 by specifying interoperable contact
tracing systems.

ETSI
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1 Scope

The present document specifies the high level requirements for digital contact tracing systems operating by proximity
detection, using mobile devices, which are practical to deploy and being compliant with the applicable laws and
regulations, as well as providing a seamless continuity of pandemic contact tracing for people travelling between
countries.

2 References

2.1 Normative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected location might be found at
https://docbox.etsi.org/Reference/.

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are necessary for the application of the present document.

[1] ETSI EN 301549 (V311.1): "Accessibilityrrequirements for ICT products and services'.

2.2 Informative references

References are either specific (identified by date of publication and/ot edition number or version number) or
non-specific. For specific references,only theicited version:applies.For-non-specific references, the latest version of the
referenced document (including any amendments) ‘applies.

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[i.1] CEN/1SO 82304-2: "Quality Requirements Conformity Assessment”.

[i.2] ETSI GSE4P 006 (V1.1.1): "Europe for Privacy-Preserving Pandemic Protection (E4P);
Device-Based Mechanisms for pandemic contact tracing systems”.

[i.3] ETSI GS E4P 008 (V1.1.1): "Europe for Privacy-Preserving Pandemic Protection (E4P);
Back-End mechanisms for pandemic contact tracing systems".

[i.4] ETSI GS E4P 007: "Europe for Privacy-Preserving Pandemic Protection (E4P); Pandemic
proximity tracing systems: Interoperability framework".

3 Definition of terms, symbols and abbreviations
3.1 Terms
Void.

ETSI
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3.2 Symbols

Void.

3.3 Abbreviations

For the purposes of the present document, the following abbreviations apply:

CSIRT Computer Security Incident Response Team
DCTS Digital Contact Tracing System
ECDC European Centre for Disease prevention and Control
EU European Union
GDPR General Data Protection Regulation
Pl Personally Identifiable Information
QR Quick Response (code)
RFID Radio Frequency | Dentification
UX User experience
WHO World Health Organization
4 General description
4.1 Introduction

A Digital Contact Tracing System (DCTYS) is a system that in the' context of an epidemic, aims to warn its users that
they have been in contact with users that have been diagnesed with thé disease.

To facilitate the development and deployment of contact tracing systems that are efficient i.e. having areal impact in
fighting a pandemic, interoperable and trusted-by theirlusers they need to e built on well-defined functional and legal
requirements. This is the aim»of the present document to:provide a setoof such well founded high-level requirements.

The requirementsin the present document take privacy concerns strongly into consideration. Note that the relevant
requirements need to be completed with the applicable legidation of the country where the DCTS system is deployed
(legislation such as the GDPR in the EU). The present document covers DCTS using proximity detection with mobile
phones. These are the majority of DCTS that are in use or in development at the time of the writing of the present
document. Some systems feature components such as token devices (el ectronic devices with limited capacity for
communication and/or computation). Proposals have also been made of systems using elements communicating
information from fixed locations (for example entrance of rooms, shops, buildings or other facilities) or linked to
objects (for example via RFID tags). Depending on their adoptions, such more complex systems may be taken into
account in afuture version of the present document.

4.2 Objectives

The present document provides high level requirements for DCTS. The requirements are directed to entities that
commission, design, implement, maintain in operational conditions, operate, monitor and supervise adigital contact
tracing system.

4.3 A Digital Contact Tracing System

This clause describes a high level reference architecture of a DCTS using proximity detection which is further defined
in the respective entities of the reference architecturein ETSI GS E4P 006 [i.2] and ETSI GS E4P 008 [i.3].

In the sequel, diagnosed means diagnosed with the disease that is the subject of the epidemic.
The main purpose of aDCTS isto warn its users when they were in contact with users that have been diagnosed.

In ahigh level description of a DCTS the essential elements are described as below.

ETSI
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User (U): The"User (U)" in the E4P reference architecture, interacting with the "Device (D)" viathe interface
represented by the reference point DU). The User is at risk when the DCTS determines the User was in relevant
proximity with a diagnosed user.

Mobile Device: "Device (D)" is responsible for providing the proximity information (stored as proximity data), obtained
from the Proximity Detection Method, by communicating with other M obile Devices and communicating with the
Infrastructure; viathe Mobile Application. The Mobile Device supports the User interaction with the DCTS.

Mobile Application: software running on the Mobile Device, responsible for registering and managing proximity
information, communicating with the Infrastructure, alerting the User that it was in close proximity with a diagnosed
user (through a process called risk calculation) and notifying the Infrastructure that the User was diagnosed (a
functional module inside the Mobile Device, that is not represented in the reference architecture but isrefined in ETSI
GS E4P 006 [i.2]).

Note that Mobile Application includes the software dedicated to these tasks irrespective of whether it is part of an
application downloaded by the User or not (for example as included in the operating system of the Maobile Device).

Infrastructure: provides authoritative and trusted information to the Mobile Device. The main role of the Infrastructure
isinformation sharing between Users via the Mobile Devices and Mobile Applications. Each Mobile Application is
linked to an Infrastructure.

Federation: provides the means to interconnect (exchange information between) different Infrastructures, through a
Federation Protocol (represented as the reference point BF), to provide interoperability of the different DCTS, in the
sense of the full continuity of the proximity information and risk calculation and notification.

Proximity Detection Method: the method used by Mobile Devices for detecting proximity with diagnosed users
(represented as the reference point DD). The proximity Detection Method use ephemeral identifiers that are broadcast
by the Mobile Devices.

Contact Tracing Protocol: the protocol between Mobile Devices and the Infrastructure, used by the Mobile Application
(represented by the reference point DB).

Federation Protocol: a protocol used to exchange information between different Infrastructures (represented by the
reference point BF).

Health Authority: the authority oversegingthe DCTS:and-endorsing the-Mobile Application, the Infrastructure and the
risk calculation method. The Health Authority is responsible for certifying the diagnosis of a User. The diagnosisis
provided viaa proxy e.g. aphysician or amedical laboratory and typically entered in the Mobile Application by the
User viae.g. scanning a QR code (represented as External Systems, out of the scope of the present document, with
reference point BE).

Usually a country operates one DCTS but nothing prevents a DCTS to be used in several countries or a country using
more than one DCTS.

Current DCTS are classified as centralized or decentralized.

Centralized systems are systems where the Mobile Application uploads identifiers of the relevant contacts of the User
(as obtained by the Proximity Detection Method and risk cal culation) to the Infrastructure when the User is diagnosed.

Decentralized systems are systems where the Mobile Application uploads the identifiersit used (its own identifiers,
generated as part of the Proximity Detection Method) to the Infrastructure when the User is diagnosed.

In the centralized approach, the identifiers broadcast by a Mobile Device to identify itself are centrally generated (by the
Infrastructure) whereas in a decentralized approach the identifiers are generated on the Mobile Device by the Mobile
Application.

The risk calculation is done on the Mobile Device in the decentralized approach and in the Infrastructure in the
centralized approach.

ETSI
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E4P Reference Architecture
Defined in ‘Requirements for Pandemic Contact Tracing Systems using mobile devices’
(DGS/E4P-003)

Devices Infrastructure Out of scope of E4P Specifications

Defined in ‘Device-based Mechanisms for pandemic contact tracing systems’ Defined in ‘Back-end Mechanisms for pandemic contact tracing systems’ (External systems per country/legislation)
(DGS/E4P-006) (DGS/E4P-008)

External Systems

| Health

1 Authority,
CHEE etc.
]

1

g terfac
!’ Ref. Point BF
i (Federation interface)

1

1

Interoperability requirements between different pandemic contact tracing systems (Reference Points BF and DD) are defined in “Pandemic proximity tracing systems: Interoperability framework’ (DGS/E4P-007)

Figure 1: E4P. High-level,Reference, Architecture

5 High level requirements

5.1 General

Sharing of epidemiological information:

[HL-GE-01] The DCTS may allow, based on consent and/or national law, to transmit anonymized, aggregated
or pseudonymised data to national epidemiological and/or research institutions for analysis as well
as transmission of aggregated data to national authorities and international agencies (e.g. WHO or
ECDC).

Proliferation of applications:
[HL-GE-02] A DCTS should use only one Mobile Application per technological platform.
NOTE: By technologica platform is meant a combination of hardware and operating system.
[HL-GE-03] The Health Authority shall inform the User of which Mobile Application to use.

[HL-GE-04] The Health Authority should monitor the digital platforms distributing applications for Mobile
Devices and take the necessary actions whenever applications that may mislead the User are listed.

M onitoring effectiveness:

[HL-GE-05] The Health Authority should periodically monitor the effectiveness of the DCTS and of its
interoperability with other DCTS via Federations.

[HL-GE-06] The DCTS (in particular the Infrastructure) should provide the functionalities for the monitoring of
its effectiveness.

ETSI
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Epidemiological and medical updating:

[HL-GE-07] The Health Authority shall have the Mobile Application and the Infrastructure updated as soon as
possible and no later than 15 days when relevant new epidemiological and medical informationis
known regarding the epidemic.

Availability of technology:

[HL-GE-08] The contact tracing capabilities should be supported by enough Mobile Devices with Bluetooth
Low Energy connectivity to ensure the effectiveness of the DCTS.

[HL-GE-09] The contact tracing capability of the Mobile Device should be supported by enough operating
systems to ensure the effectiveness of the DCTS.

5.2 Usability - User experience
Accessibility:

[HL-UX-01] Mobile Application shall meet the accessibility requirements set out in the relevant standards (such
asthe ETSI EN 301 549 [1]).

Performance and battery usage:
[HL-UX-02] The energy consumption of the Mobile Application shall be measured and quoted.
Infor mation:

[HL-UX-03] User shall"be informedraboutithe working and the usage of the DCT S e.g. viathe Mobile
Application or on aweb site.

5.3 Mobile Device

Proximity technology:

[HL-MD-01]  Mobile Device shall possess the hardware capabilities to estimate the distance to another Mobile
Device using the Proximity Detection Method with sufficient accuracy. When relevant, calibration
methods shall be used.

54 Mobile Application

Proximity detection:

[HL-MA-01]  Proximity detection method performance shall not be limited by Mobile Application runtime
configuration e.g. running in a background mode or locked user interface.

[HL-MA-02] The Mobile Application shall be able to estimate and record the criteria set by the Health
Authority, the proximity between Mobile Devices via Bluetooth Low Energy or other techniques.

[HL-MA-03] The Mobile Application shall advertise continuously its presence using an ephemeral identifier
that permits to establish contact with other Mobile Applicationsin proximity.

[HL-MA-04]  The Mobile Application should be able to advertise other Mobile Applications the country or the
division within acountry in which it is registered or the Health Authority overseeing it.

Physical proximity relevance:

[HL-MA-05]  The Mobile Application should store ephemeral identifiers in proximity data when they are
epidemiologically relevant according to the criterion sanctioned by the Health Authority (typically
based on distance, time duration within a minimum distance).

ETSI
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Ephemeral identifiers:

[HL-MA-06]  The ephemeral identifier sent by the Mobile Device shall be generated pseudo-randomly and
change periodically to enhance the protection against eavesdropping, hacking and tracking by third
parties.

[HL-MA-07]  The ephemeral identifier shall include the information to identify the Mobile Device to send it
push natifications, when needed by the Contact Tracing Protocol.

[HL-MA-08] It shal not be practical to persistently identify a mobile device from its ephemeral identifier.
Access to the sour ce code:
[HL-MA-09]  Thetechnical specifications of the Contact Tracing Protocol shall be made available publicly.

[HL-MA-10]  The part of the source code for the Mobile Application that is relevant to ensure the trust of the
public shall be made available publicly as well asthe relevant part of the source code of any
specific libraries or software components.

[HL-MA-11]  The part of the source code for the Mobile Application that is relevant to ensure the trust of the
public should be made available publicly under the terms of an Open Source licence.

[HL-MA-12]  Therelevant part of the source code of any specific libraries or software components that is
relevant to ensure the trust of the public should be made available publicly under the terms of an
Open Source licence.

Epidemiologically relevant retention period for proximity data:

[HL-MA-13]  The Mobhile-Application:shall, erase all proximity, data:ol der than the retention period defined by
the Health Authority.

Information to usersat risk:

[HL-MA-14] The Hedth Authority shall determine how to.inform usersidentified as at risk by the DCTS, e.g.
viathe Mobile Application or by other means,

[HL-MA-15]  Safeguards shall-be put in-place to:secure'data collection, 'storage and sharing policies of the
information related to users at risk.

Timing of notification of usersat risk:
[HL-MA-16] Usersidentified as at risk shall be notified through their Mobile Devicein adelay of at most 12 hours.
Information to be provided to the user:

[HL-MA-17]  Usersat risk shall be informed about potential infection due to a close contact with a diagnosed
person and what to do next.

[HL-MA-18]  The content of the message sent to a User at risk shall be determined by the Health Authority.

[HL-MA-19]  The Health Authority, depending on the national laws, may contact directly the User that wasin
contact with a diagnosed user.

[HL-MA-20]  The User shal beinformed, at the moment of the Mobile Application installation or first usage,
that he/she can be contacted by the Health Authority in case the user is determined at risk.

[HL-MA-21]  The User shall be informed, at the moment of the Mobile Application installation or itsfirst usage,
of the categories of data which will be collected by the Mobile Application and transmitted to the
Infrastructure and how and why their data may be processed and used.

User authentication:

[HL-MA-22]  The Mobile Application shall make use of the user authentication methods available on the Mobile
Deviceto limit access to information.
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