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INTERNATIONAL ELECTROTECHNICAL COMMISSION

TELECONTROL EQUIPMENT AND SYSTEMS —

Part 5-104: Transmission protocols —
Network access for IEC 60870-5-101 using
standard transport profiles

FOREWORD

1) The IEC (International Electrotechnical Commission) is a worldwide organizatidn fo

Werhational Organization
for Standardization (ISO) in accordance with conditiong eement between the two

organizations.

2) The formal decisions or agreements of the IEC on feckni ess, as nearly as possible, an
international consensus of opinion on the rglevant sub chnigal committee has representation
from all interested National Committees.

3) The documents produced have the form of recegmm t ighal use and are published in the form
of standards, technical specifications, technical reports\or giides and they are accepted by the National

Committees in that sense.

4) In order to promote international unificati nal olfmittees undertake to apply IEC International
Standards transparently to Axi : pnossiple /in their national and regional standards. Any
divergence between th 3 he\correspohnding national or regional standard shall be clearly
indicated in the latter.

5) The IEC provides o mwarking prqocedureNto indicate its approval and cannot be rendered responsible for any
equipment decl i pTmi i s standards.

6) Attention is drawn 0 S
of patent rights. The ' 3 sponsible for identifying any or all such patent rights.

04 has been prepared by IEC technical committee 57:
iated communications.

International
Power systen

The tex based on the following documents:
FDIS Report on voting
57/487/FDIS 57/499/RVD

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 3.

The committee has decided that the contents of this publication will remain unchanged
until 2005. At this date, the publication will be

¢ reconfirmed;

¢ withdrawn;

¢ replaced by a revised edition, or
¢ amended.
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INTRODUCTION

IEC 60870-5-101 provides a communication profile for sending basic telecontrol messages
between a central telecontrol station and telecontrol outstations, which uses permanent directly
connected data circuits between the central station and individual outstations.

In some applications, it may be required to send the same types of application messages
between telecontrol stations using a data network containing relay stations which store and
forward the messages and provide only a virtual circuit between the telecontrol stations. This
type of network delays messages by varying amounts of time depending on the network traffic
load.

as defined in IEC 60870-5-101 between telecontrol stations. Ho
possible to connect telecontrol stations having all three layer
IEC 60870-5-101 to suitable data networks using Packet Asseg
stations to provide access for balanced communication.

In all other cases this companion standard, whic
IEC 60870-5-101, may be used to provide balanced 3
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TELECONTROL EQUIPMENT AND SYSTEMS —
Part 5-104: Transmission protocols —

Network access for IEC 60870-5-101 using
standard transport profiles

1 Scope and object

ded bit serial data
. It defines a
e telecontrol

This part of IEC 60870 applies to telecontrol equipment and systems with
transmission for monitoring and controlling geographically widespread processe
telecontrol companion standard that enables interoperability among/compatibl

IEC 60870-5-3:19
Section 3: Ge

IEC 60870-8-4x19Q3, 7
Section 2 l'~'

IEC 60870-5-5:199 elecontrol equipment and systems — Part 5: Transmission protocols
Section 5: Basic application functions

IEC 60870-5-101:1995, Telecontrol equipment and systems — Part 5: Transmission protocols
Section 101: Companion standard for basic telecontrol tasks
Amendment 1 (2000)

IEC 60870-5-102:1996, Telecontrol equipment and systems — Part 5: Transmission protocols —
Section 102: Companion standard for the transmission of integrated totals in electric power
systems

ITU-T Recommendation X.25:1996, Interface between Data Terminal Equipment (DTE) and
Data Circuit-terminating Equipment (DCE) for terminals operating in the packet mode and
connected to public data networks by dedicated circuit


https://standards.iteh.ai/catalog/standards/iec/42c378f5-1588-4041-b52e-b2b95e56529d/iec-60870-5-104-2000

60870-5-104 © IEC:2000 - 13 -

IEEE 802.3:1998, Information technology — Telecommunications and information exchange
between systems — Local and metropolitan area networks — Specific requirements — Part 3:
Carrier sense multiple access with collision detection (CSMA/CD) access method and physical
layer specifications

RFC 791, Internet Protocol, Request for Comments 791 (MILSTD 1777) (September, 1981)

RFC 793, Transmission Control Protocol, Request for Comments 793 (MILSTD 1778)
(September, 1981)

RFC 894, Internet Protocol on Ethernet Networks

RFC 1661, Point-to-Point Protocol (PPP)
RFC 1662, PPP in HDLC Framing
RFC 1700, Assigned Numbers, Request for Comments 1700 (S

RFC 2200, Internet Official Protocol Standards, Reques

3 General architecture

connected via a common TCP/IP-LA
configuration in the centrgl’stationima

manufacturers specializing in this non-telecontrol specific field.

— Itis possible to change the network type by replacing only the router type, without affecting
the end systems.

— It is particularly suitable for converting existing end systems that conform to
IEC 60870-5-101.

— Itis suitable for present and future implementations.
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Application 101 Application 101 CENTRAL
. . STATION

Transport interface Transport interface

End system
TCP/IP T T TCP/IP
LAN interface* LAN interface*
Router (X.25, FR, ISDN...)
Router Router

Network
X.25, FR, ISDN...

Router (X.25, FR, ISDN...) RNWS W
A\
LAN interface* < Qwerface*

TCP/IP l \Tcp“p OUTSTATION

Transport interfdce ransport interface

Applicatiﬁ\{()/lX Application 101

With redundancy

IEC 2785/2000

Figure 1 — General architecture (example)
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4 Protocol structure

Figure 2 shows the protocol structure of the end system.

Selection of application functions of Initialization
IEC 60870-5-5 according to IEC 60870-5-101 User process

Selection of ASDUs from IEC 60870-5-101 and IEC 60870-5-104

Application (layer 7)
APCI (Application Protocol Control Information)
Transport Interface (user to TCP interface) /\(\
A}
@isp t (hayerd)
Selection of %{Wer 3)
TCP/IP protocol suite (RFC 2200) Q ‘\

ink (layer 2)

6 )\/ Physical (layer 1)

NOTE Layers 5 and 6 are not used. K (\ \>
IEC 2786/2000

Figure 2 — Selected st i ined telecontrol companion standard

Figure 3 shows elestionof the TCP/IP Protocol suite (RFC 2200) used in
this standard. A lication,the RFCs indicated were valid, but may have been
replaced in the m uivalentMrelevant RFCs. The relevant RFCs are available at the
Internet address

The Ether et\802.3 may be used by a telecontrol station end system or DTE (Data
i rive a separate router as shown in the example in figure 1. If a

may Ye Used instead of a LAN interface, thus retaining more of the original
vepting end systems originally conforming to IEC 60870-5-101.

separate rou
hardware when ¢

Other compatible selections from RFC 2200 are also permitted.

This standard uses the TCP/IP transport profile as defined in other referenced standards,
without alteration.
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Transport Interface (user to TCP interface)

Transport
RFC 793 (Transmission control protocol) (layer 4)
Network
RFC 791 (Internet protocol) (layer 3)
RFC 1661
(PPP) RFC 894
(Transmission of
IP datagrams .
over ethernet Dlata link
RFC 1662 ' networks) (layer 2)
(PPP in HDLC-like
framing)
A\
Physic
X.21 IEEE 802.3 layer
N

Serial line

N\
C 2787/2000

Figure 3 — Selected %
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5 Definition of Application Protocol Control Information (APCI)

The transport interface (User to TCP interface) is a stream-oriented interface which does not
define any start or stop mechanism for the ASDUs of IEC 60870-5-101. In order to detect the
start and the end of the ASDUs, each APCI includes the following delimiting elements: a start
character, the specification of the length of the ASDU, plus the control field (see figure 4).
Either a complete APDU (or, for control purposes, only the APCI fields) may be transferred
(see figure 5).
NOTE The abbreviations used above are taken from clause 5 of IEC 60870-5-3 as follows.

APCI Application Protocol Control Information

ASDU Application Service Data Unit

APDU Application Protocol Data Unit

A y
START 68H
Length of the APDU (max. 253)
A

Control field octet 1 s

Control field octet 2
Control field octet 3/\ 5
Control@c@ % s APDU

A

A 4 4 4

IEC 2788/2000
Fig - A of the defined telecontrol companion standard

START 68H

Length

Lenath of APDU

Control field octet 1
APCI
Control field octet 2
Length = 4
Control field octet 3
l Control field octet 4
BN A

IEC 2789/2000

Figure 5 — APCI of the defined telecontrol companion standard
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START 68H defines the point of start within the data stream.

The length of the APDU defines the length of the body of the APDU, which consists of the four
control field octets of the APCI plus the ASDU. The first counted octet is the first octet of the
control field, the last counted octet is the last octet of the ASDU. The maximum length of
the ASDU is limited to 249 because the maximum value of the field length of APDU s
253 (APDUmax = 255 minus start and length octet) and the length of the control field is 4 octets.

The control field defines control information for the protection against loss and duplication of
messages, start and stop of message transfers and the supervision of transport connections.
The counter mechanism of the control field is defined according to 2.3.2.2.1 to 2.3.2.2.5 of the
ITU-T X.25 recommendation.

Figures 6, 7 and 8 show the definition of the control field.

Control field octet 1 bit 1 = 0 defines the | format. | formé iy sontain an ASDU.
The control information of an | format is shown in figur

Bt 8 7 6 5 4 /\(@ 7N
Send Sequence N}Qbér@\z) \ &B\l 0 octet 1
MSB Send Sequence N mbe(L\N( octet 2
Receizé\Squce\Mm\b@(R)\) Lse | O octet 3

IEC 2790/2000

MSB Reqéwe\qu\ukenge\Nm\\b&%Bz octet 4
e

e Information transfer format (I format)

Bit 4 3 2 1
0 1 octet 1
0 octet 2
Receive Sequence Number N(R) LSB 0 octet 3
MSB Receive Sequence Number N(R) octet 4

IEC 2791/2000

Figure 7 — Control field of type numbered supervisory functions (S format)
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