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European foreword

The text of document 57/1753/FDIS, future edition 1 of IEC 62351-11, prepared by IEC/TC 57 "Power
systems management and associated information exchange" was submitted to the IEC-CENELEC
parallel vote and approved by CENELEC as EN 62351-11:2017.

The following dates are fixed:
e latest date by which the document has to be implemented at (dop) 2017-08-10
national level by publication of an identical national

standard or by endorsement

e latest date by which the national standards conflicting with (dow) 2020-02-10
the document have to be withdrawn

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. CENELEC [and/or CEN] shall not be held responsible for identifying any or all such
patent rights.

Endorsement notice

The text of the International Standard IEC 62351-11:2016 was approved by CENELEC as a European
Standard without any modification.

In the official version, for Bibliography, the following.notes have to be added for the standards indicated:

IEC 61850-6 NOTE .~ Harmonized-as-EN, 61850-6.
IEC 61970-552 NOTE  Harmonized as EN 61970-552.
IEC 62351-1 NOTE  Harmonized as EN 62351-1.
IEC 62351-3 NOTE  Harmonized as EN 62351-3.
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Annex ZA
(normative)

Normative references to international publications
with their corresponding European publications

The following documents, in whole or in part, are normatively referenced in this document and are
indispensable for its application. For dated references, only the edition cited applies. For undated
references, the latest edition of the referenced document (including any amendments) applies.

NOTE 1 When an International Publication has been modified by common modifications, indicated by (mod), the relevant
EN/HD applies.

NOTE 2 Up-to-date information on the latest versions of the European Standards listed in this annex is available here:
www.cenelec.eu.

Publication Year Title EN/HD Year
IEC 62351-9 - Power systems management and- -
associated information exchange - Data
and communications security - Part 9:
Cyber security key management for power
system equipment
IEC/TS 62351-2 - Power | ' /systems /A management;' | and- -
associated information exchange - Data
and (communications securityy - Part 2:
Glossary of terms
IEC/TS 62351-8 - Power systems management and- -
associated~information-exchange - Data
and-"‘communications “'security- ' -“'Part " 8:
Role-based’access control
IETF RFC 6931 - Additional XML Security Uniform Resource- -
Identifiers (URIs)

W3C - - -

Recommended

Canonical XML 1.0

W3C Required- - -

Canonical XML1.0

W3C XML 1.1 - Signature  Syntax and Processing -- -
Version 1.1

W3C XML- XML Signature Syntax and Processing - -

Signature
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INTERNATIONAL ELECTROTECHNICAL COMMISSION

POWER SYSTEMS MANAGEMENT AND
ASSOCIATED INFORMATION EXCHANGE -
DATA AND COMMUNICATIONS SECURITY -

Part 11: Security for XML documents

FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote
international co-operation on all questions concerning standardization in the electrical and electronic fields. To
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications,
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee interested
in the subject dealt with may participate in this preparatory work. International, governmental and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely
with the International Organization for Standardization (ISO) in accordance with conditions determined by
agreement between the two organizations.

The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on_the_relevant subjects_since each technical commitiee_has representation from all
interested IEC National[Conmimittees;

IEC Publications have the form of recommendations for international .use and are accepted by IEC National
Committees in that sense. While all'veasonable effortsyare made,to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
misinterpretation by any end user.

In order to promote international uniformity, TEC National Committees undertake to apply IEC Publications
transparently to the''imaximum'‘extent’possible 'in'“their “hational ‘and ' regional /publications. Any divergence
between any IEC Publication and thé corresponding;inational ‘or-regional publication shall be clearly indicated in
the latter.

IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

All users should ensure that they have the latest edition of this publication.

No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shall not be held responsible for identifying any or all such patent rights.

International Standard IEC 62351-11 has been prepared by IEC technical committee 57:
Power systems management and associated information exchange.

The text of this standard is based on the following documents:

FDIS Report on voting

57/1753/FDIS 57/1774/RVD

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.
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A list of all parts of the IEC 62351 series, published under the general title Power systems
management and associated information exchange — Data and communications security, can
be found on the IEC website.

The committee has decided that the contents of this publication will remain unchanged until
the stability date indicated on the IEC website under "http://webstore.iec.ch" in the data
related to the specific publication. At this date, the publication will be

* reconfirmed,

* withdrawn,

» replaced by a revised edition, or
* amended.

IMPORTANT - The 'colour inside’' logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct
understanding of its contents. Users should therefore print this document using a
colour printer.
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POWER SYSTEMS MANAGEMENT AND
ASSOCIATED INFORMATION EXCHANGE -
DATA AND COMMUNICATIONS SECURITY -

Part 11: Security for XML documents

Scope

This part of IEC 62351 specifies schema, procedures, and algorithms for securing XML
documents that are used within the scope of the IEC as well as documents in other domains
(e.g. IEEE, proprietary, etc.). This part is intended to be referenced by standards if secure
exchanges are required, unless there is an agreement between parties in order to use other
recognized secure exchange mechanisms.

This part of IEC 62351 utilizes well-known W3C standards for XML document security and
provides profiling of these standards and additional extensions. The IEC 62351-11 extensions
provide the capability to provide:

Header: the header contains information relevant to the creation of the secured document
such as the Date and Time when IEC 62351-11 was created.

A choice of encapsulating the'original XML "document‘in-an encrypted (Encrypted) or non-
encrypted (nonEncrypted) format. If encryption:is_chosen; there is a mechanism provided
to express the information ‘reqlired-"to "actually ‘perform/ encryption in an interoperable
manner (Encryptioninfo).

AccessControl: a mechanism to express access control information regarding information
contained in the original ' XML document.

Body: is used to contain the original XML document that is being encapsulated.

Signature: a signature that can be used for the purposes of authentication and tamper
detection.

The general structure is shown in Figure 1.

IEC62351-11 []

IEC

Figure 1 — Overview of IEC 62351-11 structure

For the measures described in this document to take effect, they must be accepted and
referenced by the specifications themselves. This document is written to enable that process.

The subsequent audience for this part of IEC 62351 is intended to be the developers of
products that implement these specifications.

Portions of this part of IEC 62351 may also be of use to managers and executives in order to
understand the purpose and requirements of the work.
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2 Normative references

The following documents are referred to in the text in such a way that some or all of their
content constitutes requirements of this document. For dated references, only the edition
cited applies. For undated references, the latest edition of the referenced document (including
any amendments) applies.

IEC TS 62351-2, Power systems management and associated information exchange — Data
and communications security — Part 2: Glossary of terms

IEC TS 62351-8, Power systems management and associated information exchange — Data
and communications security — Part 8: Role-based access control

IEC TS 62351-9, Power systems management and associated information exchange — Data
and communications security — Part 9: Cyber security key management for power system
equipment

Recommended Canonical XML1.0 with comments, W3C,
http://www.w3.0rg/TR/2001/REC-xml-c14n-20010315#WithComments

Required Canonical XML 1.0, Omits comments, W3C,
http://www.w3.0rg/TR/2001/REC-xml-c14n-20010315

RFC 6931, Additional XML Security Uniform Resource ldentifiers/ (URIs)

XML Encryption Syntax ‘and Processing Version 1.1 April 11, 2013,
http://www.w3.org/TR/xmlenc-core1/

XML Signature 'Syntax'“@and-"‘Processing’“WBC-Recommendation-- 10 June 2008,
http://www.w3.0org/TR/2008/REC-xmldsig-core-20080610/

3 Terms and definitions

For the purposes of this document, the terms and definitions given in IEC TS 62351-2 and the
following apply.

ISO and IEC maintain terminological databases for use in standardization at the following
addresses:

e |EC Electropedia: available at http://www.electropedia.org/

e |SO Online browsing platform: available at http://www.iso.org/obp

3.1

nonce
random or pseudo-random value used within an authentication system

[SOURCE: IEEE Std 1455-1999, IEEE Standard for Message Sets for Vehicle/Roadside
Communications]

3.2
IANA
Internet Assigned Numbers Authority

Note 1 to entry: IANA is responsible for the global coordination of the DNS Root, IP addressing, and other
Internet protocol resources.

[SOURCE: http://www.iana.org]
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