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European foreword
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patent rights.
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Annex ZA
(normative)

Normative references to international publications
with their corresponding European publications

The following documents, in whole or in part, are normatively referenced in this document and are
indispensable for its application. For dated references, only the edition cited applies. For undated
references, the latest edition of the referenced document (including any amendments) applies.

NOTE 1 When an International Publication has been modified by common modifications, indicated by (mod), the relevant
EN/HD applies.

NOTE 2 Up-to-date information on the latest versions of the European Standards listed in this annex is available here:
www.cenelec.eu

Publication Year Title EN/HD Year

IEC 61000-4-2 - Electromagnetic compatibility (EMC) - EN 61000-4-2 -
Part 4-2: Testing and measurement
techniques - Electrostatic discharge
immunity test

IEC 61000-6-4 2006 Electromagnetic compatibility (EMC) - EN 61000-6-4 2007
Part 6-4: Generic standards - Emission
standard for_ industrial environments

+A1 2010 +A1 2011

IEC 61508-4 2010 Functional'safety of EN 61508-4 2010
electrical/electronic/programmable
electronic safety-relatedsystems -
Part 4: Definitions.and abbrevijations

IEC 61511-1 2003 Functional safety - Safety instrumented EN 61511-1 2004
systems for the process industry sector -
Part 1: Framework, definitions, system,
hardware and software requirements



IEC 61069-1

Edition 2.0 2016-06

INTERNATIONAL
STANDARD

NORME
INTERNATIONALE

colour
inside

Industrial-process mé&asurement,control and automatian ¥\Evaluation of system
properties for the purpose of system assessment =
Part 1: Terminology and basic concepts

Mesure, commande et automation dansles processus industriels — Appréciation
des propriétés d'un systeme’en‘vue de son évaluation —
Partie 1: Terminologie et principes de base

INTERNATIONAL
ELECTROTECHNICAL
COMMISSION

COMMISSION
ELECTROTECHNIQUE
INTERNATIONALE

ICS 25.040.40 ISBN 978-2-8322-3407-5

Warning! Make sure that you obtained this publication from an authorized distributor.
Attention! Veuillez vous assurer que vous avez obtenu cette publication via un distributeur agréé.

® Registered trademark of the International Electrotechnical Commission
Marque déposée de la Commission Electrotechnique Internationale



-2- IEC 61069-1:2016 © IEC 2016

CONTENTS

O T 1 4
LN I 0 7 16 L@ 1 ] P 6
1 ST o1 S 8
2 NOrmMative refereNCES. .. . e 8
3 Terms, definitions, abbreviated terms, acronyms, conventions and symbols.................... 9
3.1 Terms and definitioNS . ... 9
3.2 Abbreviated terms, acronyms, conventions and symbols ..o, 16
3.3 Explanation of terms with regard to BCS concepts ........coooiviiiiiiii, 17
4 Basis Of @n @sSSeSSMENT ... i 18
ASSESSMENT CONSIAEIATIONS .. cuuii i e e 19
5.1 Basic control system (BCS) ... 19
5.1.1 L0 =T VT 19
5.1.2 Process / machine interface functions ... 20
5.1.3 Data processing fuNCtioNS ... 20
5.1.4 Communication fUNCHONS........iiiii e 21
5.1.5 Human interface fUNCLIONS ... ... e 21
5.1.6 External system interface fUNCHONS .. ... ..o iiecieasepeeeneeneeteeeaeaeeneenaennas 21
5.2 System properties . A L 21
5.2.1 Overview.........fadamrilamnda.stal amd o 21
5.2.2 FUNCHONAIITY ... e 21
5.2.3 Y o o a0 F= 1 o Lo =Y N S 21
5.2.4 D e pepdatilityds.itch.ai/catalog/standards/sist/ 1bde969e-9200-4047-998¢r. e veneenenienianenne. 21
5.2.5 Operability ......... 00 420t D Sl D O 22
5.2.6 SYStEM SaAfElY o 22
5.2.7 Other system properties ... 22
5.3 INFIUENCING FaCLOrS .. e i e 22

Annex A (informative) Examples of Influencing factors (information from
L O ISR 624 0] 01X s I S 25
A1 LT 1o - P 25
A.2 INFIUEBNCING fACTONS ...t e 25
A.2.1 Installation enViroNMENt ... 25
A.2.2 Corrosive and erosive inflUEBNCES ..........oviiiiii e 25
A.2.3 Integration of SUb-SYStEMS ... ..o 27
A.2.4 Earth CONNECHION ... e 27
A.2.5 P OW BT SUPPIY - e 27
A.2.6 Climatic CONAItIONS ... e e 30
A.2.7 EMC reqUIrEMENTS ..o 31
A.2.8 Mechanical VIbrations..........c.ooiiiii e 40
71 o] o Yo | =1 o 4|V PN 42
Figure 1 — General layout of IEC 61069 .........ouiiiiiii e 7
Figure 2 — Relationship of terms with regard to SRD and SSD ...........coociiiiiiiiiiiiieieeee, 17
Figure 3 — Relation among function, module and element ..............ccooiiiiiii i 18
Figure 4 — Model of basic control Systems ... 20

Figure 5 — SYStem Properties ... 21



IEC 61069-1:2016 © IEC 2016 -3-

Figure 6 — Sources of influencing factors...........oo i 22
Table 1 — Influencing factors eXamples. ... ... e 23
Table A.1 — Concentration of gas and vapour contaminants (in cm3/m3) .............................. 26
Table A.2 — Aerosol contaminants ... e 26
Table A.3 — Climatic condition parameters and severities for classes of location .................. 31
Table A.4 — Test levels for RF fields ... e 32
Table A.5 — Test levels for electrical fast transient/burst ... 34
Table A.6 — Test levels for surge proteCtion.........oooviiiiiiiii e 36
Table A.7 — Test levels for RF induced disturbancCes..............ccoviiiiiiiiiii 37
Table A.8 — Test levels for power frequency magnetic fields ...........coooiiii 38
Table A.9 — Test levels for pulse magnetic field ... 39
Table A.10 — Test levels for damped oscillatory magnetic field...............coooiiii s 39
Table A.11 — Test levels for voltage dips .....c.ooviiiiiiii e 40

Table A.12 — Test levels for short interruptions...........ooi i 40



-4 - IEC 61069-1:2016 © IEC 2016

INTERNATIONAL ELECTROTECHNICAL COMMISSION

INDUSTRIAL-PROCESS MEASUREMENT, CONTROL AND AUTOMATION -
EVALUATION OF SYSTEM PROPERTIES
FOR THE PURPOSE OF SYSTEM ASSESSMENT -

Part 1: Terminology and basic concepts

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote
international co-operation on all questions concerning standardization in the electrical and electronic fields. To
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications,
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee interested
in the subject dealt with may participate in this preparatory work. International, governmental and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely
with the International Organization for Standardization (ISO) in accordance with conditions determined by
agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

3) IEC Publications have ‘the foerm of’recommendations ‘for‘international-use“and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cann6t| be [held ‘responsible for thélway in which they are used or for any
misinterpretation by any end user.

4) In order to promote international uniformity, IEC, National Committees undertake to apply IEC Publications
transparently to the maximum extent possible=in—their national and regional publications. Any divergence
between any IEC Publication‘@nd the'corresponding national or(regional publication’shall be clearly indicated in
the latter.

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

6) All users should ensure that they have the latest edition of this publication.

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shall not be held responsible for identifying any or all such patent rights.

International Standard IEC 61069-1 has been prepared by subcommittee 65A: System
aspects, of IEC technical committee 65: Industrial-process measurement, control and
automation.

This second edition cancels and replaces the first edition published in 1991. This edition
constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:

a) Reorganization of the material of IEC 61069-1:1991 to make the overall set of standards
more organized and consistent;

b) IEC TS 62603-1:2014 has been incorporated into this edition.
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The text of this standard is based on the following documents:

FDIS Report on voting
65A/788/FDIS 65A/798/RVD

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

A list of all parts in the IEC 61069 series, published under the general title Industrial-process
measurement, control and automation — Evaluation of system properties for the purpose of
system assessment, can be found on the IEC website.

The committee has decided that the contents of this publication will remain unchanged until
the stability date indicated on the IEC website under "http://webstore.iec.ch" in the data
related to the specific publication. At this date, the publication will be

e reconfirmed,

e withdrawn,

e replaced by a revised edition, or

e amended.

IMPORTANT - The 'colour inside' logo on the cover page of this publication indicates
that it contains colours whichqare ) considered to be useful for the correct
understanding of its,.contents, Users . should. thereforeprint this,document using a
colour printer.




-6- IEC 61069-1:2016 © IEC 2016

INTRODUCTION

IEC 61069 deals with the method which should be used to assess system properties of a
basic control system (BCS). IEC 61069 consists of the following parts:

Part 1: Terminology and basic concepts

Part 2: Assessment methodology

Part 3: Assessment of system functionality

Part 4. Assessment of system performance

Part 5: Assessment of system dependability

Part 6: Assessment of system operability

Part 7: Assessment of system safety

Part 8: Assessment of other system properties

Assessment of a system is the judgement, based on evidence, of the suitability of the system
for a specific mission or class of missions.

To obtain total evidence would require complete evaluation (for example under all influencing
factors) of all system properties relevant to the specific mission or class of missions.

Since this is rarely practical, the rationale on which an assessment of a system should be
based is:

— the identification of the importance.of each of the relevant'system properties;

— the planning for evaluation of the relevant system properties with a cost-effective
dedication of effort to the various system properties.

In conducting an assessment of a system, it is'crucial 'to bear in ‘'mind the need to gain a
maximum increase in confidence in-the suitability 'of 'a system within practical cost and time
constraints.

An assessment can only be carried out if a mission has been stated (or given), or if any
mission can be hypothesized. In the absence of a mission, no assessment can be made;
however, examination of the system to gather and organize data for a later assessment done
by others is possible. In such cases, the standard can be used as a guide for planning an
evaluation and it provides methods for performing evaluations, since evaluations are an
integral part of assessment.

In preparing the assessment, it can be discovered that the definition of the system is too
narrow. For example, a facility with two or more revisions of the control systems sharing
resources, e.g., a network, should consider issues of co-existence and inter-operability. In this
case, the system to be investigated should not be limited to the “new” BCS; it should include
both. That is, it should change the boundaries of the system to include enough of the other
system to address these concerns.

The part structure and the relationship among the parts of IEC 61069 are shown in Figure 1.
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/ IEC 61069: Industrial-process measurement, control and automation — \
Evaluation of system properties for the purpose of system assessment

Part 1: Terminology and basic concepts

* Basic concept
Objective
Description of system
System properties
Influencing factors

Part 2: Assessment methodology

* Terminology
- Commonterms
- Terms for particular part

* Generic requirements of procedure of assessment
- Overview, approach and phases
- Requirements for each phase
- General description of evaluation techniques

A4

Parts 3 to 8: Assessment of each system property |

e Basics of assessment specific to each property
- Properties and influencing factors
» /A Assessment method for€ach property:
*  Evaluation techniques for each property
|

\ |

Figure'1'—'General'layout'of IEC 61069

o

Some example assessment items are integrated in Annex A.
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INDUSTRIAL-PROCESS MEASUREMENT, CONTROL AND AUTOMATION -
EVALUATION OF SYSTEM PROPERTIES
FOR THE PURPOSE OF SYSTEM ASSESSMENT -

Part 1: Terminology and basic concepts

1 Scope

This part of IEC 61069 defines the terminology and outlines basic concepts in the assessment
of a basic process control system (BPCS) and a basic discrete control system (BDCS). These
two general system types cover the areas of discrete, batch and continuous applications. In
IEC 61069 these two, BPCS and BDCS, together are referred to as "basic control system(s)",
(BCS).

The treatment of safety in IEC 61069 is confined to hazards that can be present within the
BCS itself.

Considerations of hazards that can be introduced by the process or equipment under control,
of the BCS to be assessed, are excluded.

Where the BCS risk reductionis intended to be less than 10 (i.e. SIL < 1, per IEC 61508-4),
then assessment comes under |IEC/61069.

A BCS with a safety integrity level (SIL) or performing, any safety instrumented function (SIF)
is not covered by IEC 61069, where SIL js defined by IEC 61508-4 and SIF is defined by
IEC 61511-1.

This part of IEC 61069 is intended for the users and manufacturers of systems, and also for
those who are responsible for carrying out assessments as an independent party.

2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and
are indispensable for its application. For dated references, only the edition cited applies. For
undated references, the Ilatest edition of the referenced document (including any
amendments) applies.

IEC 61000-4-2, Electromagnetic compatibility (EMC) — Part 4-2: Testing and measurement
techniques — Electrostatic discharge immunity test

IEC 61000-6-4:2006, Electromagnetic compatibility (EMC) — Part 6-4: Generic standards —
Emission standard for industrial environments
IEC 61000-6-4:2006/AMD1:2010

IEC 61508-4:2010, Functional safety of electrical/electronic/programmable electronic safety-
related systems — Part 4: Definitions and abbreviations (see http://www.iec.ch/functionalsafety)

IEC 61511-1:2003, Functional safety — Safety instrumented systems for the process industry
sector — Part 1: Framework, definitions, system, hardware and software requirements
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3 Terms, definitions, abbreviated terms, acronyms, conventions and symbols

3.1 Terms and definitions

For the purpose of this document, the following terms and definitions apply.

3.11

accuracy

closeness of agreement between the result of a measurement / output and the (conventional)
true value of the quantity being measured / calculated

3.1.2

assessment, <of a system>

process of judgement, based on evidence, suitability of a system, for a specific mission or
class of missions

[SOURCE: 1SO 15513:2000, 3.3, modified — “competency against prescribed standards of
performance” replaced with “, based on evidence, suitability of a system, for a specific
mission or class of missions”]

3.1.3
assessment activity
set of actions to evaluate one or more assessment items

314
assessment authority
body that has legal powers and rights of assessmeént

[SOURCE: ISO/IEC Guide 2:2004, 4.5, modified = The term itself has been modified (addition
of "assessment") and addition of the words “of assessment” at the end of the definition]

3.1.5

assessment item

set of a system property which is evaluated and an influencing factor which is considered for
the evaluation

3.1.6

assessment program

documented plan of coordinated set of assessment activities, not necessarily interdependent,
that continue over a period of time and are designed to conduct the assessment

3.1.7
assessment protocol
set of formal rules describing the assessment

3.1.8
assessment specification
document which specifies scope, requirements and constraints of the assessment

3.1.9

availability

ability of an item to be in a state to perform a required function under given conditions at a
given instant or over a given time interval, assuming that the required external resources are
provided

[SOURCE: IEC 60050-192:2015, 192-01-23, modified — The definition has been extended]
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