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Foreword 

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies 
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO 
technical committees. Each member body interested in a subject for which a technical committee has been 
established has the right to be represented on that committee. International organizations, governmental and 
non-governmental, in liaison with ISO, also take part in the work. ISO collaborates closely with the 
International Electrotechnical Commission (IEC) on all matters of electrotechnical standardization. 

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2. 

The main task of technical committees is to prepare International Standards. Draft International Standards 
adopted by the technical committees are circulated to the member bodies for voting. Publication as an 
International Standard requires approval by at least 75 % of the member bodies casting a vote. 

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent 
rights. ISO shall not be held responsible for identifying any or all such patent rights. 

ISO 16484-5 was prepared by the American Society of Heating, Refrigerating and Air-Conditioning Engineers 
(ASHRAE) (as ANSI/ASHRAE 135-2010) and was adopted without modifications by Technical Committee 
ISO/TC 205, Building environment design. 

This fourth edition cancels and replaces the third edition (ISO 16484-5:2010), which has been technically 
revised, as detailed in the enclosed ANSI/ASHRAE publication, pages 993 to 1002. 

ISO 16484 consists of the following parts, under the general title Building automation and control systems 
(BACS): 

 Part 1: Project specification and implementation 

 Part 2: Hardware 

 Part 3: Functions 

 Part 5: Data communication protocol 

 Part 6: Data communication conformance testing 

Applications and project implementation are to form the subjects of future Parts 4 and 7. 
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Building automation and control systems — 

Part 5: 
Data communication protocol 

1 Scope 

This part of ISO 16484 defines data communication services and protocols for computer equipment used for 
monitoring and control of heating, ventilation, air-conditioning and refrigeration (HVAC&R) and other building 
systems. It defines, in addition, an abstract, object-oriented representation of information communicated 
between such equipment, thereby facilitating the application and use of digital control technology in buildings. 
The scope and field of application are furthermore detailed in Clause 2 of the enclosed ANSI/ASHRAE 
publication. 

2 Requirements 

Requirements are the technical recommendations made in the following publication (reproduced on the 
following pages), which is adopted as an International Standard: 

ANSI/ASHRAE 135-2010, A Data Communication Protocol for Building Automation and Control 
Networks 

The text on the back of the title page of the ANSI/ASHRAE standard and the policy statement on the last page 
are not relevant for the purposes of international standardization. 

The following International Standards are cited in the text: 

ISO/IEC 7498 (all parts), Information technology — Open Systems Interconnection — Basic Reference Model 

ISO/TR 8509, Information processing systems — Open Systems Interconnection — Service conventions 

ISO/IEC 8649, Information technology — Open Systems Interconnection — Service definition for the 
Association Control Service Element 

ISO/IEC 8802-2, Information technology — Telecommunications and information exchange between 
systems — Local and metropolitan area networks — Specific requirements — Part 2: Logical link control 

ISO/IEC 8802-3, Information technology — Telecommunications and information exchange between 
systems — Local and metropolitan area networks — Specific requirements — Part 3: Carrier sense multiple 
access with collision detection (CSMA/CD) access method and physical layer specifications 

ISO/IEC 8822, Information technology — Open Systems Interconnection — Presentation service definition 

ISO/IEC 8824 (all parts), Information technology — Abstract Syntax Notation One (ASN.1) 

ISO/IEC 8825 (all parts), Information technology — ASN.1 encoding rules 
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ISO/IEC 8859-1, Information technology — 8-bit single-byte coded graphic character sets — Part 1: Latin 
alphabet No. 1 

ISO/IEC 9545, Information technology — Open Systems Interconnection — Application Layer structure 

ISO/IEC 10646, Information technology — Universal Coded Character Set (UCS) 

3 Revision of ANSI/ASHRAE 135 

It has been agreed with the American Society of Heating, Refrigerating and Air-Conditioning Engineers 
(ASHRAE) that Technical Committee ISO/TC 205 will be consulted in the event of any revision or amendment 
of ANSI/ASHRAE 135. To this end, ANSI will act as a liaison body between ASHRAE and ISO. 
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About ASHRAE

The American Society of Heating, Refrigerating and Air-Conditioning Engineers (ASHRAE), founded in 1894, is an international
organization of some 50,000 members. ASHRAE fulfills its mission of advancing heating, ventilation, air conditioning, and
refrigeration to serve humanity and promote a sustainable world through research, standards writing, publishing, and continuing
education.

For more information or to become a member of ASHRAE, visit www.ashrae.org.

To stay current with this and other ASHRAE standards and guidelines, visit www.ashrae.org/standards.

— · —

ASHRAE also offers its standards and guidelines on CD-ROM or via an online-access subscription that provides automatic updates
as well as historical versions of these publications. For more information, visit the Standards and Guidelines section of the ASHRAE
Online Store at www.ashrae.org/bookstore.

IMPORTANT NOTICES ABOUT THIS STANDARD

To ensure that you have all of the approved addenda, errata, and interpretations for this standard, visit 
www.ashrae.org/standards to download them free of charge.

Addenda, errata, and interpretations for ASHRAE standards and guidelines will no longer be distributed with 
copies of the standards and guidelines. ASHRAE provides these addenda, errata, and interpretations only in 

electronic form in order to promote more sustainable use of resources.

© ISO 2012 – All rights reserved

ISO 16484-5:2012(E)

3

iTeh STANDARD PREVIEW
(standards.iteh.ai)

ISO 16484-5:2012
https://standards.iteh.ai/catalog/standards/sist/680df5ce-f45a-4469-81e8-

849e62e62f64/iso-16484-5-2012



© ISO 2012 – All rights reserved

ISO 16484-5:2012(E)

4

(Blank page) 

iTeh STANDARD PREVIEW
(standards.iteh.ai)

ISO 16484-5:2012
https://standards.iteh.ai/catalog/standards/sist/680df5ce-f45a-4469-81e8-

849e62e62f64/iso-16484-5-2012



 
CONTENTS 

FOREWORD ………………………………………………………………………………………………………………….vii 
1  PURPOSE ............................................................................................................................................................................ 1 
2  SCOPE ................................................................................................................................................................................. 1 
3  DEFINITIONS .................................................................................................................................................................... 1 

3.1  Terms Adopted from International Standards ............................................................................................................ 1 
3.2  Terms Defined for this Standard ................................................................................................................................ 2 
3.3  Abbreviations and Acronyms Used in this Standard .................................................................................................. 6 

4  BACnet PROTOCOL ARCHITECTURE ........................................................................................................................... 9 
4.1  The BACnet Collapsed Architecture ........................................................................................................................ 10 
4.2  BACnet Network Topology ..................................................................................................................................... 12 
4.3  Security .................................................................................................................................................................... 14 

5  THE APPLICATION LAYER .......................................................................................................................................... 15 
5.1  The Application Layer Model .................................................................................................................................. 15 
5.2  Segmentation of BACnet Messages ......................................................................................................................... 19 
5.3  Transmission of BACnet APDUs ............................................................................................................................. 20 
5.4  Application Protocol State Machines ....................................................................................................................... 24 
5.5  Application Protocol Time Sequence Diagrams ...................................................................................................... 41 
5.6  Application Layer Service Conventions ................................................................................................................... 50 

6  THE NETWORK LAYER ................................................................................................................................................ 52 
6.1  Network Layer Service Specification ....................................................................................................................... 52 
6.2  Network Layer PDU Structure ................................................................................................................................. 54 
6.3  Messages for Multiple Recipients ............................................................................................................................ 59 
6.4  Network Layer Protocol Messages ........................................................................................................................... 60 
6.5  Network Layer Procedures ....................................................................................................................................... 63 
6.6  BACnet Routers ....................................................................................................................................................... 65 
6.7  Point-To-Point Half-Routers .................................................................................................................................... 70 

7  DATA LINK/PHYSICAL LAYERS: ISO 8802-3 ("Ethernet") LAN ............................................................................... 75 
7.1  The Use of ISO 8802-2 Logical Link Control (LLC) ............................................................................................... 75 
7.2  Parameters Required by the LLC Primitives ............................................................................................................ 75 
7.3  Parameters Required by the MAC Primitives .......................................................................................................... 75 
7.4  Physical Media ......................................................................................................................................................... 75 

8  DATA LINK/PHYSICAL LAYERS: ARCNET LAN ...................................................................................................... 77 
8.1  The Use of ISO 8802-2 Logical Link Control (LLC) ............................................................................................... 77 
8.2  Parameters Required by the LLC Primitives ............................................................................................................ 77 
8.3  Mapping the LLC Services to the ARCNET MAC Layer ....................................................................................... 77 
8.4  Parameters Required by the MAC Primitives .......................................................................................................... 77 
8.5  Physical Media ......................................................................................................................................................... 77 

9  DATA LINK/PHYSICAL LAYERS: MASTER-SLAVE/TOKEN PASSING (MS/TP) LAN ........................................ 79 
9.1  Service Specification ................................................................................................................................................ 79 
9.2  Physical Layer .......................................................................................................................................................... 81 
9.3  MS/TP Frame Format ............................................................................................................................................... 92 
9.4  Overview of the MS/TP Network............................................................................................................................. 93 
9.5  MS/TP Medium Access Control .............................................................................................................................. 94 
9.6  Cyclic Redundancy Check (CRC) .......................................................................................................................... 111 
9.7  Interfacing MS/TP LANs with Other BACnet LANs ............................................................................................ 112 
9.8  Responding BACnet User Processing of Messages from MS/TP .......................................................................... 112 
9.9  Repeaters ................................................................................................................................................................ 112 

10  DATA LINK/PHYSICAL LAYERS: POINT-TO-POINT (PTP) ............................................................................... 114 
10.1  Overview ................................................................................................................................................................ 114 
10.2  Service Specification .............................................................................................................................................. 114 
10.3  Point-to-Point Frame Format .................................................................................................................................. 119 
10.4  PTP Medium Access Control Protocol ................................................................................................................... 121 

11  DATA LINK/PHYSICAL LAYERS: EIA/CEA-709.1 ("LonTalk") LAN ................................................................. 142 
11.1  The Use of ISO 8802-2 Logical Link Control (LLC) ............................................................................................. 142 
11.2  Parameters Required by the LLC Primitives .......................................................................................................... 142 

ANSI/ASHRAE Standard 135-2010  i 
 

© ISO 2012 – All rights reserved

ISO 16484-5:2012(E)

5

iTeh STANDARD PREVIEW
(standards.iteh.ai)

ISO 16484-5:2012
https://standards.iteh.ai/catalog/standards/sist/680df5ce-f45a-4469-81e8-

849e62e62f64/iso-16484-5-2012



11.3  Mapping the LLC Services to the LonTalk Application Layer .............................................................................. 142 
11.4  Parameters Required by the Application Layer Primitives .................................................................................... 142 
11.5  Physical Media ....................................................................................................................................................... 143 

12  MODELING CONTROL DEVICES AS A COLLECTION OF OBJECTS ............................................................... 144 
12.1  Accumulator Object Type ...................................................................................................................................... 148 
12.2  Analog Input Object Type ...................................................................................................................................... 156 
12.3  Analog Output Object Type ................................................................................................................................... 161 
12.4  Analog Value Object Type ..................................................................................................................................... 166 
12.5  Averaging Object Type .......................................................................................................................................... 171 
12.6  Binary Input Object Type ....................................................................................................................................... 174 
12.7  Binary Output Object Type .................................................................................................................................... 179 
12.8  Binary Value Object Type ...................................................................................................................................... 185 
12.9  Calendar Object Type ............................................................................................................................................. 190 
12.10  Command Object Type .......................................................................................................................................... 192 
12.11  Device Object Type ................................................................................................................................................ 196 
12.12  Event Enrollment Object Type ............................................................................................................................... 205 
12.13  File Object Type ..................................................................................................................................................... 211 
12.14  Group Object Type ................................................................................................................................................. 214 
12.15  Life Safety Point Object Type ................................................................................................................................ 216 
12.16  Life Safety Zone Object Type ................................................................................................................................ 223 
12.17  Loop Object Type ................................................................................................................................................... 230 
12.18  Multi-state Input Object Type ................................................................................................................................ 237 
12.19  Multi-state Output Object Type ............................................................................................................................. 242 
12.20  Multi-state Value Object Type ............................................................................................................................... 246 
12.21  Notification Class Object Type .............................................................................................................................. 251 
12.22  Program Object Type ............................................................................................................................................. 254 
12.23  Pulse Converter Object Type ................................................................................................................................. 259 
12.24  Schedule Object Type ............................................................................................................................................ 266 
12.25  Trend Log Object Type .......................................................................................................................................... 271 
12.26  Access Door Object Type ....................................................................................................................................... 279 
12.27  Event Log Object Type .......................................................................................................................................... 286 
12.28  Load Control Object Type ...................................................................................................................................... 292 
12.29  Structured View Object Type ................................................................................................................................. 301 
12.30  Trend Log Multiple Object Type ........................................................................................................................... 304 
12.31  Access Point Object Type ...................................................................................................................................... 312 
12.32  Access Zone Object Type ....................................................................................................................................... 327 
12.33  Access User Object Type ....................................................................................................................................... 335 
12.34  Access Rights Object Type .................................................................................................................................... 338 
12.35  Access Credential Object Type .............................................................................................................................. 343 
12.36  Credential Data Input Object Type ......................................................................................................................... 351 
12.37  CharacterString Value Object Type ....................................................................................................................... 355 
12.38  DateTime Value Object Type ................................................................................................................................. 360 
12.39  Large Analog Value Object Type........................................................................................................................... 363 
12.40  BitString Value Object Type .................................................................................................................................. 368 
12.41  OctetString Value Object Type .............................................................................................................................. 372 
12.42  Time Value Object Type ........................................................................................................................................ 374 
12.43  Integer Value Object Type ..................................................................................................................................... 377 
12.44  Positive Integer Value Object Type ....................................................................................................................... 382 
12.45  Date Value Object Type ......................................................................................................................................... 387 
12.46  DateTime Pattern Value Object Type .................................................................................................................... 390 
12.47  Time Pattern Value Object Type ............................................................................................................................ 393 
12.48  Date Pattern Value Object Type ............................................................................................................................. 396 
12.49  Network Security Object Type ............................................................................................................................... 399 
12.50  Global Group Object Type ..................................................................................................................................... 402 

13  ALARM AND EVENT SERVICES............................................................................................................................ 408 
13.1  Change of Value Reporting .................................................................................................................................... 409 
13.2  Intrinsic Reporting .................................................................................................................................................. 412 

© ISO 2012 – All rights reserved

ISO 16484-5:2012(E)

6

iTeh STANDARD PREVIEW
(standards.iteh.ai)

ISO 16484-5:2012
https://standards.iteh.ai/catalog/standards/sist/680df5ce-f45a-4469-81e8-

849e62e62f64/iso-16484-5-2012



13.3  Algorithmic Change Reporting .............................................................................................................................. 419 
13.4  Alarm and Event Occurrence and Notification ...................................................................................................... 430 
13.5  AcknowledgeAlarm Service ................................................................................................................................... 432 
13.6  ConfirmedCOVNotification Service ...................................................................................................................... 434 
13.7  UnconfirmedCOVNotification Service .................................................................................................................. 435 
13.8  ConfirmedEventNotification Service ..................................................................................................................... 437 
13.9  UnconfirmedEventNotification Service ................................................................................................................. 440 
13.10  GetAlarmSummary Service ................................................................................................................................... 442 
13.11  GetEnrollmentSummary Service ............................................................................................................................ 444 
13.12  GetEventInformation Service ................................................................................................................................. 447 
13.13  LifeSafetyOperation Service .................................................................................................................................. 449 
13.14  SubscribeCOV Service ........................................................................................................................................... 451 
13.15  SubscribeCOVProperty Service ............................................................................................................................. 454 

14  FILE ACCESS SERVICES ......................................................................................................................................... 457 
14.1  AtomicReadFile Service......................................................................................................................................... 458 
14.2  AtomicWriteFile Service ........................................................................................................................................ 461 

15  OBJECT ACCESS SERVICES ................................................................................................................................... 464 
15.1  AddListElement Service......................................................................................................................................... 464 
15.2  RemoveListElement Service .................................................................................................................................. 466 
15.3  CreateObject Service .............................................................................................................................................. 468 
15.4  DeleteObject Service .............................................................................................................................................. 471 
15.5  ReadProperty Service ............................................................................................................................................. 472 
15.6  Deleted Clause........................................................................................................................................................ 474 
15.7  ReadPropertyMultiple Service ............................................................................................................................... 475 
15.8  ReadRange Service ................................................................................................................................................ 478 
15.9  WriteProperty Service ............................................................................................................................................ 482 
15.10  WritePropertyMultiple Service .............................................................................................................................. 484 

16  REMOTE DEVICE MANAGEMENT SERVICES .................................................................................................... 487 
16.1  DeviceCommunicationControl Service .................................................................................................................. 487 
16.2  ConfirmedPrivateTransfer Service ......................................................................................................................... 489 
16.3  UnconfirmedPrivateTransfer Service ..................................................................................................................... 491 
16.4  ReinitializeDevice Service ..................................................................................................................................... 492 
16.5  ConfirmedTextMessage Service ............................................................................................................................ 494 
16.6  UnconfirmedTextMessage Service ........................................................................................................................ 496 
16.7  TimeSynchronization Service ................................................................................................................................ 497 
16.8  UTCTimeSynchronization Service ........................................................................................................................ 498 
16.9  Who-Has and I-Have Services ............................................................................................................................... 499 
16.10  Who-Is and I-Am Services ..................................................................................................................................... 501 

17  VIRTUAL TERMINAL SERVICES........................................................................................................................... 503 
17.1  Virtual Terminal Model.......................................................................................................................................... 503 
17.2  VT-Open Service .................................................................................................................................................... 507 
17.3  VT-Close Service ................................................................................................................................................... 509 
17.4  VT-Data Service ..................................................................................................................................................... 510 
17.5  Default-terminal Characteristics ............................................................................................................................. 512 

18  ERROR, REJECT, and ABORT CODES .................................................................................................................... 516 
18.1  Error Class - DEVICE ............................................................................................................................................ 516 
18.2  Error Class - OBJECT ............................................................................................................................................ 516 
18.3  Error Class - PROPERTY ...................................................................................................................................... 517 
18.4  Error Class - RESOURCES ................................................................................................................................... 518 
18.5  Error Class - SECURITY ....................................................................................................................................... 518 
18.6  Error Class - SERVICES ........................................................................................................................................ 520 
18.7  Error Class - COMMUNICATION ........................................................................................................................ 521 
18.8  Error Class - VT ..................................................................................................................................................... 523 
18.9  Reject Reason ......................................................................................................................................................... 524 
18.10  Abort Reason .......................................................................................................................................................... 524 
18.11  Confirmed Service Common Errors ....................................................................................................................... 525 

19  BACnet PROCEDURES ............................................................................................................................................. 526 

ANSI/ASHRAE Standard 135-2010  iii 
 

© ISO 2012 – All rights reserved

ISO 16484-5:2012(E)

7

iTeh STANDARD PREVIEW
(standards.iteh.ai)

ISO 16484-5:2012
https://standards.iteh.ai/catalog/standards/sist/680df5ce-f45a-4469-81e8-

849e62e62f64/iso-16484-5-2012



19.1  Backup and Restore ................................................................................................................................................ 526 
19.2  Command Prioritization ......................................................................................................................................... 530 
19.3  Device Restart Procedure ....................................................................................................................................... 533 

20  ENCODING BACnet PROTOCOL DATA UNITS .................................................................................................... 535 
20.1  Encoding the Fixed Part of BACnet APDUs .......................................................................................................... 535 
20.2  Encoding the Variable Part of BACnet APDUs ..................................................................................................... 546 

21  FORMAL DESCRIPTION OF APPLICATION PROTOCOL DATA UNITS .......................................................... 559 
22  CONFORMANCE AND INTEROPERABILITY ...................................................................................................... 629 

22.1  Conformance to BACnet ........................................................................................................................................ 629 
22.2  BACnet Interoperability ......................................................................................................................................... 630 

23  EXTENDING BACnet TO ACCOMMODATE VENDOR PROPRIETARY INFORMATION ............................... 632 
23.1  Extending Enumeration Values .............................................................................................................................. 632 
23.2  Using the PrivateTransfer Services to Invoke Non-Standardized Services ............................................................ 633 
23.3  Adding Proprietary Properties to a Standardized Object ........................................................................................ 633 
23.4  Adding Proprietary Object Types to BACnet ......................................................................................................... 634 
23.5  Restrictions on Extending BACnet ........................................................................................................................ 634 

24  NETWORK SECURITY ............................................................................................................................................. 635 
24.1  Overview ................................................................................................................................................................ 635 
24.2  Security Wrapper .................................................................................................................................................... 639 
24.3  Security Messages .................................................................................................................................................. 643 
24.4  Securing an APDU ................................................................................................................................................. 658 
24.5  Securing an NPDU ................................................................................................................................................. 660 
24.6  Securing a BVLL ................................................................................................................................................... 660 
24.7  Securing Messages ................................................................................................................................................. 662 
24.8  Network Security Network Trust Levels ................................................................................................................ 664 
24.9  Network Security Policies ...................................................................................................................................... 665 
24.10  Network Security .................................................................................................................................................... 665 
24.11  End-to-End Security ............................................................................................................................................... 666 
24.12  Wrapping and Unwrapping Secure Messages ........................................................................................................ 667 
24.13  Authenticating Messages ........................................................................................................................................ 669 
24.14  User Authentication ................................................................................................................................................ 671 
24.15  Time Synchronization Requirements ..................................................................................................................... 672 
24.16  Integrating the Security Layer into the BACnet Stack ........................................................................................... 673 
24.17  BACnet Security In A NAT Environment ............................................................................................................. 680 
24.18  BACnet Security Proxy .......................................................................................................................................... 680 
24.19  Deploying Secure Device on Non-Security Aware Networks ................................................................................ 681 
24.20  Deploying Secure Single Network Installations ..................................................................................................... 681 
24.21  Security Keys ......................................................................................................................................................... 681 
24.22  Key Server .............................................................................................................................................................. 683 

25  REFERENCES ............................................................................................................................................................ 687 
ANNEX A - PROTOCOL IMPLEMENTATION CONFORMANCE STATEMENT (NORMATIVE) ............................... 690 
ANNEX B - GUIDE TO SPECIFYING BACnet DEVICES (INFORMATIVE) ................................................................... 693 
ANNEX C - FORMAL DESCRIPTION OF OBJECT TYPE STRUCTURES (INFORMATIVE) ....................................... 694 
ANNEX D - EXAMPLES OF STANDARD OBJECT TYPES (INFORMATIVE) ............................................................... 719 
ANNEX E - EXAMPLES OF BACnet APPLICATION SERVICES (INFORMATIVE) ...................................................... 754 

E.1 Alarm and Event Services ............................................................................................................................................. 754 
E.2 File Access Services ...................................................................................................................................................... 758 
E.3 Object Access Services ................................................................................................................................................. 760 
E.4 Remote Device Management Services .......................................................................................................................... 765 
E.5 Virtual Terminal Services.............................................................................................................................................. 769 

ANNEX F - EXAMPLES OF APDU ENCODING (INFORMATIVE) ................................................................................. 771 
F.1 Example Encodings for Alarm and Event Services ....................................................................................................... 771 
F.2 Example Encodings for File Access Services ................................................................................................................ 780 
F.3 Example Encodings for Object Access Services ........................................................................................................... 782 
F.4 Example Encodings for Remote Device Management Services .................................................................................... 791 
F.5 Example Encodings for Virtual Terminal Services ....................................................................................................... 795 

ANNEX G - CALCULATION OF CRC (INFORMATIVE) .................................................................................................. 798 

© ISO 2012 – All rights reserved

ISO 16484-5:2012(E)

8

iTeh STANDARD PREVIEW
(standards.iteh.ai)

ISO 16484-5:2012
https://standards.iteh.ai/catalog/standards/sist/680df5ce-f45a-4469-81e8-

849e62e62f64/iso-16484-5-2012



G.1 Calculation of the Header CRC .................................................................................................................................... 798 
G.2 Calculation of the Data CRC ........................................................................................................................................ 804 

ANNEX H - COMBINING BACnet NETWORKS WITH NON-BACnet NETWORKS (NORMATIVE) .......................... 809 
H.1 Mapping Non-BACnet Networks onto BACnet Routers .............................................................................................. 809 
H.2 Multiple "Virtual" BACnet Devices in a Single Physical Device ................................................................................. 809 
H.3 Using BACnet with the DARPA Internet Protocols ..................................................................................................... 809 
H.4 Using BACnet with the IPX Protocol ........................................................................................................................... 810 
H.5 Using BACnet with EIB/KNX ...................................................................................................................................... 812 
H.6 Using BACnet with the BACnet/WS Web Services Interface (Annex N) .................................................................... 823 
H.7 Virtual MAC Addressing .............................................................................................................................................. 825 

ANNEX I - COMMANDABLE PROPERTIES WITH MINIMUM ON AND OFF TIMES (INFORMATIVE) .................. 826 
ANNEX J - BACnet/IP (NORMATIVE) .................................................................................................................................. 828 

J.1 General ........................................................................................................................................................................... 828 
J.2 BACnet Virtual Link Layer ............................................................................................................................................. 828 
J.3 BACnet/IP Directed Messages ........................................................................................................................................ 832 
J.4 BACnet/IP Broadcast Messages ...................................................................................................................................... 832 
J.5 Addition of Foreign B/IP Devices to an Existing B/IP Network ...................................................................................... 834 
J.6 Routing Between B/IP and non-B/IP BACnet Networks ................................................................................................. 836 
J.7 Routing Between Two B/IP BACnet Networks ............................................................................................................... 837 
J.8 Use of IP Multicast within BACnet/IP ............................................................................................................................ 842 
J.9 Sources for Internet Information ...................................................................................................................................... 843 

ANNEX K - BACnet INTEROPERABILITY BUILDING BLOCKS (BIBBs) (NORMATIVE) .......................................... 844 
K.1 Data Sharing BIBBs ...................................................................................................................................................... 844 
K.2 Alarm and Event Management BIBBs .......................................................................................................................... 851 
K.3 Scheduling BIBBs ......................................................................................................................................................... 857 
K.4 Trending BIBBs ............................................................................................................................................................ 860 
K.5 Device and Network Management BIBBs .................................................................................................................... 864 

ANNEX L - DESCRIPTIONS AND PROFILES OF STANDARDIZED BACnet DEVICES (NORMATIVE) ................... 872 
L.1 Operator Interfaces ........................................................................................................................................................ 872 
L.2 BACnet Building Controller (B-BC) ............................................................................................................................. 874 
L.3 BACnet Advanced Application Controller (B-AAC) .................................................................................................... 874 
L.4 BACnet Application Specific Controller (B-ASC) ....................................................................................................... 875 
L.5 BACnet Smart Actuator (B-SA) .................................................................................................................................... 875 
L.6 BACnet Smart Sensor (B-SS) ....................................................................................................................................... 876 
L.7 Profiles of the Standard BACnet Devices ..................................................................................................................... 877 

ANNEX M - GUIDE TO EVENT NOTIFICATION PRIORITY ASSIGNMENTS (INFORMATIVE) ............................... 878 
ANNEX N - BACnet/WS WEB SERVICES INTERFACE (NORMATIVE) ........................................................................ 882 

N.1 Data Model ................................................................................................................................................................... 882 
N.2 Paths .............................................................................................................................................................................. 883 
N.3 Normalized Points ......................................................................................................................................................... 883 
N.4 Reference Nodes ........................................................................................................................................................... 884 
N.5 Localization .................................................................................................................................................................. 884 
N.6 Security ......................................................................................................................................................................... 884 
N.7 Sessions ......................................................................................................................................................................... 885 
N.8 Attributes ...................................................................................................................................................................... 885 
N.9 Standard Nodes ............................................................................................................................................................. 891 
N.10 Encodings .................................................................................................................................................................... 892 
N.11 Service Options ........................................................................................................................................................... 893 
N.12 Services ....................................................................................................................................................................... 896 
N.13 Errors .......................................................................................................................................................................... 914 
N.14 Extending BACnet/WS ............................................................................................................................................... 915 

ANNEX O -  BACnet OVER ZigBee AS A DATA LINK LAYER  (NORMATIVE)........................................................... 916 
O.1  General ......................................................................................................................................................................... 916 
O.2  ZigBee Overview ......................................................................................................................................................... 916 
O.3 Definitions .................................................................................................................................................................... 917 
O.4 Unicast Addressing ....................................................................................................................................................... 917 
O.5 Broadcast Addressing ................................................................................................................................................... 917 

ANSI/ASHRAE Standard 135-2010  v 
 

© ISO 2012 – All rights reserved

ISO 16484-5:2012(E)

9

iTeh STANDARD PREVIEW
(standards.iteh.ai)

ISO 16484-5:2012
https://standards.iteh.ai/catalog/standards/sist/680df5ce-f45a-4469-81e8-

849e62e62f64/iso-16484-5-2012



O.6 BACnet/ZigBee Data Link Layer (BZLL) .................................................................................................................... 918 
O.7 Maximum Payload Size ................................................................................................................................................ 921 
O.8 Vendor Specific Commands ......................................................................................................................................... 921 

ANNEX P - BACnet ENCODING OF STANDARD AUTHENTICATION FACTOR FORMATS (NORMATIVE) ......... 922 
ANNEX Q - XML DATA FORMATS (NORMATIVE) ........................................................................................................ 928 

Q.1 Introduction ................................................................................................................................................................... 928 
Q.2 Document Structure ...................................................................................................................................................... 931 
Q.3 Expressing BACnet Datatypes in XML ........................................................................................................................ 932 
Q.4 Expressing BACnet Objects and Properties in XML .................................................................................................... 966 
Q.5 Definitions, Types, Instances, and Inheritance ............................................................................................................. 966 
Q.7 Extensibility .................................................................................................................................................................. 973 

ANNEX R - MAPPING NETWORK LAYER ERRORS (NORMATIVE) ........................................................................... 976 
ANNEX S - EXAMPLES OF SECURE BACnet MESSAGES (INFORMATIVE) ............................................................... 978 
HISTORY OF REVISIONS .................................................................................................................................................... 993 
 

© ISO 2012 – All rights reserved

ISO 16484-5:2012(E)

10

iTeh STANDARD PREVIEW
(standards.iteh.ai)

ISO 16484-5:2012
https://standards.iteh.ai/catalog/standards/sist/680df5ce-f45a-4469-81e8-

849e62e62f64/iso-16484-5-2012



ANSI/ASHRAE Standard 135-2010  vii 
 

FOREWORD 
 
BACnet, the ASHRAE building automation and control networking protocol, has been designed specifically to meet the 
communication needs of building automation and control systems for applications such as heating, ventilating, and air-
conditioning control, lighting control, access control, and fire detection systems. The BACnet protocol provides mechanisms by 
which computerized equipment of arbitrary function may exchange information, regardless of the particular building service it 
performs. As a result, the BACnet protocol may be used by head-end computers, general-purpose direct digital controllers, and 
application specific or unitary controllers with equal effect. 
 
The motivation for this Standard was the widespread desire of building owners and operators for "interoperability," the ability 
to integrate equipment from different vendors into a coherent automation and control system - and to do so competitively. To 
accomplish this, the Standard Project Committee (SPC) solicited and received input from dozens of interested firms and 
individuals; reviewed all relevant national and international data communications standards, whether de facto or the result of 
committee activity; and spent countless hours in debate and discussion of the pros and cons of each element of the protocol. 
 
What has emerged from the committee deliberations is a network protocol model with these principal characteristics: 
 
(a) All network devices (except MS/TP slaves) are peers, but certain peers may have greater privileges and responsibilities than 
others. 
 
(b) Each network device is modeled as a collection of network-accessible, named entities called "objects." Each object is 
characterized by a set of attributes or "properties." While this Standard prescribes the most widely applicable object types and 
their properties, implementors are free to create additional object types if desired. Because the object model can be easily 
extended, it provides a way for BACnet to evolve in a backward compatible manner as the technology and building needs 
change. 
 
(c) Communication is accomplished by reading and writing the properties of particular objects and by the mutually acceptable 
execution of other protocol "services." While this Standard prescribes a comprehensive set of services, mechanisms are also 
provided for implementors to create additional services if desired. 
 
(d) Because of this Standard's adherence to the ISO concept of a "layered" communication architecture, the same messages may 
be exchanged using various network access methods and physical media. This means that BACnet networks may be configured 
to meet a range of speed and throughput requirements with commensurately varying cost. Multiple BACnet networks can be 
interconnected within the same system forming an internetwork of arbitrarily large size. This flexibility also provides a way for 
BACnet to embrace new networking technologies as they are developed. 
 
BACnet was designed to gracefully improve and evolve as both computer technology and demands of building automation 
systems change. Upon its original publication in 1995, a Standing Standards Project Committee was formed to deliberate 
enhancements to the protocol under ASHRAE rules for "continuous maintenance." Much has happened since the BACnet 
standard was first promulgated. BACnet has been translated into Chinese, Japanese, and Korean, and embraced across the 
globe. BACnet devices have been designed, built and deployed on all seven continents. Suggestions for enhancements and 
improvements have been continually received, deliberated, and, ultimately, subjected to the same consensus process that 
produced the original standard. This publication is the result of those deliberations and brings together all of the corrections, 
refinements, and improvements that have been adopted. 
 
Among the features that have been added to BACnet are: increased capabilities to interconnect systems across wide area 
networks using internet protocols, new objects and services to support fire detection and other life safety applications, 
capabilities to backup and restore devices, standard ways to collect trend data, new tools to make specifying BACnet systems 
easier, a mechanism for making interoperable extensions to the standard visible, and many others. The successful addition of 
these features demonstrates that the concept of a protocol deliberately crafted to permit extension of its capabilities over time as 
technology and needs change is viable and sound. 
 
All communication protocols are, in the end, a collection of arbitrary solutions to the problems of information exchange and all 
are subject to change as time and technology advance. BACnet is no exception. Still, it is the hope of those who have contributed 
their time, energies, and talents to this work that BACnet will help to fulfill, in the area of building automation and control, the 
promise of the information age for the public good! 
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