ETSI TS 102 412 v16.1.0 (2020-09)

>

-

_i;"
TECHNICAL SPECIFICATION

@$ Q%Q'
2N q&,@
Smar q@s{ds; &
Smart Card Platfoan\@equi\\gejn%nts Stage 1
Sl

N
DN
&

}q


��?��(�&�L���DtRO*���B|n�!��N��m�NX��qY*3��O�K��߈��c��/O����/�>V�춶�6�Fc)b��x}(�����/�h���ߛ߽E����ߩ}cL�^���`

Release 16 2 ETSI TS 102 412 V16.1.0 (2020-09)

Reference
RTS/SCP-R00002vg10

Keywords
smart card

ETSI

650 Route des Lucioles
F-06921 Sophia Antipolis Cedex - FRANCE

Tel.: +334 9294 42 00 Fax:+33 4 93 6547 16

Siret N° 348 623 56200017 - NAF 742 C
Association a but nonvJucratifienregistrée a’la
Sous-Préfecture de'Grasse*(06) N° 7803/88

Important notice

The present document.can be downloaded from:
http://www.etsi.org/standards-search

The present document may be made available in.electronic versions and/or in print. The content of any electronic and/or
print versions of the present document shall not;pe modified without the prior written authorization of ETSI. In case of any
existing or perceived difference in contents'between such versions and/or in print, the prevailing version of an ETSI
deliverable is the one made.publicly available in PDF format at www.etsi.org/deliver.

Users of the present document should be aware that the document may be subject to revision or change of status.
Information on the current status of this and other ETSI documents is available at
https://portal.etsi.org/TB/ETSIDeliverableStatus.aspx

If you find errors in the present document, please send your comment to one of the following services:
https://portal.etsi.org/People/CommiteeSupportStaff.aspx

Copyright Notification

No part may be reproduced or utilized in any form or by any means, electronic or mechanical, including photocopying
and microfilm except as authorized by written permission of ETSI.
The content of the PDF version shall not be modified without the written authorization of ETSI.
The copyright and the foregoing restriction extend to reproduction in all media.

© ETSI 2020.
All rights reserved.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks of ETSI registered for the benefit of its Members.
3GPP™ and LTE™ are trademarks of ETSI registered for the benefit of its Members and
of the 3GPP Organizational Partners.
oneM2M™ |ogo is a trademark of ETSI registered for the benefit of its Members and
of the oneM2M Partners.
GSM® and the GSM logo are trademarks registered and owned by the GSM Association.

ETSI


T�C�F[�����2����a���[&���͖Ms�XkOv��ͽ��;��+��3"P:+��
�
b�����+�ǚ}�����:�o�$�4����
�������$!iY ���5b8e��\�3�tí��X�

Release 16 3 ETSI TS 102 412 V16.1.0 (2020-09)

Contents

Intellectual Property RIGNES.... ..ottt s e e nneene e 10
01 Yo (o OSSR 10
A TeTo = Y= g oY (= 111 070 ] oo | ST 10
L0l [N o1 o] o ISR 11
1 o0 o< TSP PSP 12
2 REFEIBINCES .....cceeeeee ettt b bbb e b et e e et Re e bt e be e bt st et et et e e e e nenre b ee 12
21 INOIMBLIVE FEFEIENCES ...ttt ettt sttt et e e et e e st e besae et e e st eaeeneess e eeseeebesaeeaeeneeeeseeseeseeeneeneeneeneeses 12
2.2 [INfOrMELIVE FEFEIENCES..... .ottt ettt b bt ae et e et et bt bt e a e et e e e b sheebesneene e e enrees 14
3 Definition of terms, symbols and abbreviations............ccoveeciiieiineee e 14
31 1= 10T STRUS PR 14
3.2 Y 1210 SRS 17
33 F Y o] 1= V7= 0] PR 17
4 REGUITEIMIENES......c.victeeii sttt sttt et e st e e e s teeae e besaeeae e beeaaessesseentesbeeneesesaeessesseenseseesneensenreas 19
40 LT 0T OSSP 19
4.1 Run time environment timing CONSLIAINTS .........c.eiiueiierieeieneeseeseeseeseseeseeseesseesseseesseesseesseesseesseessesssesessnes 20
41.1 PN s iz ol (T (] 0= V=) e S = USSR 20
4.1.2 Background (INfOrMELIVE)..........eceeieeieesie e ceeviah e s tees et e el e e s ense e seenteenteensesseesseeseenseensesneesnns 20
4121 Use case - Network authentiCation........... s e eeeeeereenese it sl e e sre s see b e e e 20
4.1.3 e (U =11 1 SR s N e S 21
4.1.4 Interaction with existing features (INfOrMEHIVE)L. ........cceuiiin it eeereeieeseere e e see e e e e e sresre s e eaeseens 21
4.2 Launch APPlICALTION FEBLUIE..........c.orviue s 7w iyt eee e inianees 001 44t eeseeseesesseseebesaese bt st esesbe e ese s b e s eneebenbenesneseennens 21
421 Abstract (INfOrmMBative)..........ooeeee 80 e e P e 21
4.2.2 Background (infOrmatiVe)....... el ek e ettt 21
4.2.3 REQUITEMENTS ... e s e 00 e ettt ettt b et b e et b et b e et b et b e bt b b 22
4.2.4 Interaction with existing fEatUres (INfOrMELiVE) .5 ..o e 22
4.3 Mapped file SUPPOrt ONThE TTCC ... e bttt 22
43.1 F N s iz ol (0 (o 0= V=) eSS 22
432 Background (iNfOrMELIVE)..........eeueiie s o ettt tee ettt ee e e e e re et et e e e e e te e te e teeteenneennennes 23
4.3.3 S0 (U= 101 1 S 23
434 Interaction with existing featureS.(IfOrMELIVE) ..........c.cveiiie i e 23
4.4 Extension of 10giCal ChannEl S ir b e e e 23
441 ADSIraCt (INFOMMEBLIVE).... 0 bbb bbbt b et b bbb 23
442 Background (iNfOrMELTVE)..........ooiiiiieeeieee ettt bbbt et b bbb 23
4421 Typical ProbIEM SITUBLION ......coueieiiieiieee bbb b e e 23
4422 POSSIble ProBlem SOIULION ........c.eiiiee bbb e eb e 24
4423 O L Y oo T OO PP OP R OURROPRPRTRRINt 24
44231 Use Case - JSR 177 APPlICALIONS.........eveueriieeiertire ettt enas 24
44232 USE CASE - PC COMNECLION ...ttt ettt ettt sttt bt b et se bbb bt ene e e e 24
4.4.3 S0 (U= 1.1 1S 24
4431 GENErAl FEQUITEIMENTS ... .eeitieieeeeceeeeteestee st e e e te s e st e st e s teeteesteeseesseesseeteeseeseesneesneesseenseenseensennenssenssnns 24
4432 Backward compatibility reqUIrEMENTS........cccueiiiiice et e s e snaesreesnees 24
4.4.4 Interaction with existing features (iNfOrMaLiVE)..........ceruerieiiere e e 24
4.5 Secure channel to secure local terminal INEEITACES...........oviiiiiiere e e 24
451 ADSLFECE (INFOMMBLIVE)........ecuetieeeiieet bbb bbbt b et b et b bbb 24
4.5.2 Background (iNfOrMELTVE) ..o ittt bbbt st b e e sb e 25
4520 LT 07 | PO 25
4521 USE CASE - USEN IMEEITACE. ....ee ettt e et b e ae s et e besaeeaeeneeneeneens 25
4522 Use case - UICC as a control point for device Management ...........cooeveerereereneeese e seeiennens 26
4523 Use case - DRM and distributed appliCationS............ccveiiriiiiniie et see et s et 27
4524 Use case - Toolkit commands ProteCLiON .........c.ccveiieiiieirciesie e e e reesnees 28
453 S0 [ =101 1S 29
4530 LC T o1 =TT 29
4531 ENd POINE FEQUITEIMENTS ......ecviceie et s ettt ettt e e st et e et e e teetesseesseesseesseenseenseensesneesneessansnnns 29
4532 T 10 e LY = o (B0 1SS 29

ETSI


��L	m*��X� Ŀ�<_�"G��Զ��"����"�������_I��m�$�q��h'��p|�JA������;�c��~�)]����� ��Ri�sd������ڜU����bN�}3��e)���m�#�o

Release 16 4 ETSI TS 102 412 V16.1.0 (2020-09)

4533 Confidentiality FEQUITEIMENLES..........ciiirieiriereee ettt bbb b nn e ens 29
4534 AULheNtiCation rEQUITEMENTS ........coiiieieiete ettt e et b e et s b et sb e et b e 30
4535 Audit/ComplianCe FMEQUITEMENTS ........eeiiereeieitereeie ettt sttt b et b e et b e 30
45.3.6 POLICY FEQUITEMENTS. .....eeictiiteeet ettt b bbb e bt b e s e bt e b e st e bt b e se ek e se e e ebesbe e b e sbenneneas 30
4537 Transport ProtOCOI FEQUITEMENES. ......cuiiriieeire ettt b e b e 30
454 Interaction with existing features (iNfOrMaLiVE)..........cviuerierieie e e 30
454.1 (o Lo I 7= <. SR 30
4542 CAT access over amodem iNLEITACE. .........vceirieeirie e 30
4.6 Authenticate command longer than 255 DYLES...........cceiieiieiiee e sneesneas 30
46.1 F N o= = ol (T (] 0= V=) USSR 30
4.6.2 Background (iNfOrMELTVE) .........coe ittt bbbt et b e bbb 31
4.6.2.1 Use case - EAP PACKEL BXChANGE .......oouiiiiiiieie ettt 31
4.6.3 REGUITEMENTS ...ttt ettt b e e a e b e h e b s e e h e b e e e bt b e se e bt e b e s e et e b e b et eb e b 31
4.6.3.1 GENEIEl FEOUITEIMIENES .....cuetieeeteitee ettt ettt ettt b ekt b e st b e e st b e et b e e e e b e s e st b et e e b nn e ens 31
4.6.3.2 Backward compatibility reqUIFEMENES..........ooueiiiieireee et eb e 31
4.6.4 Interaction with existing features (INfOrMELIVE)...........coiiriirire e 31
4.7 CAT mechanisms to indicate the bearer CONNECION SLAIUS ..........ccviererinereeesereeese e 31
4.7.1 F N o= = ol (1 £ 0= V=) USSR 31
4.7.2 Background (INfOrMELIVE)..........oceeieeiee et et et e e e teste e be e teeteeneeeneennes 31
47.2.1 Use case - Availability of NEtWOrk DEAIErS .........ceeovi e 31
47.2.2 Use case - Network connection temporarily 1OSL...........ooueeierienieeie e 32
4.7.2.3 Use case - Availability Of [0Cal DEAIers.........cccv i 32
4.7.3 REGQUITEMENTS ...ttt b e et b e e bt 5 eehe b e e e bt b e se e st e b e se et eb e s b et eb e b e 32
4731 Requirement 1 - Network bearer CONNECION SLAEUS .........c.erveeereraiimdieeeneeeeseeseeresreseeresreseesesreseeseseeneenens 32
4732 Requirement 2 - Local bearer ConNeCction SEaLUS..........coveuerreramls i seere e neenens 32
4.7.4 Interaction with existing features (INfOrMatiVe) ... .o v e G ittt 32
4.8 New UICC-Terminal INterfate..... .o i 0000 e e 32
4.8.1 ADSLract (INFOrMBELIVE)........cuereieeeireee X1 B3 g ettt sttt bt b bbb 32
482 Background (INfOrMELIVE)..........c.eeicm s e iniiteneeee biensesibess eiesannsesnsesnsssnsssssessesssesssessesssessesssesssesssesnsssnsesnes 33
4.8.2.0 GENETA ... ST e e 00 ek pe s ettt et b e bbb 33
4821 Use case - Multimedia file ManagemMent ..« . . et es e sre et esreesreennees 33
4822 USE Case - MM 0N ULCC . it 00 b ettt ettt 33
4823 Use case - Real-time multimedia data encryption/decryption...........cccceeeeeeeeveesesie e 33
4824 Use case - Storage of terminal applicationS 0N the UICC ..o 33
4.8.25 Use case - Direct and indirect UICE CONNECLION 10 @ PC.........ccoiiiieiriirieiirie et 33
4.8.2.6 Use case - Web server 0n SMart/Cartl...........cooo oo neen 34
4.8.2.7 USE Case - ANLIVITUS ON UTCE i, ettt ettt e e ae st e saeene e e et e beseeseesneeneeneens 34
4.8.2.8 Use case - Big phonebook management from the UICC............ooeiiiiiininiieie e 34
4.8.29 Use case - Reduce personalization tIME...........ccee ittt sb e 34
4.8.2.10 Use case - generiC TCP/IP CONNECLIVITY .....oceeieieeccie ettt ee et e s e sraennees 34
4.8.3 S0 [ =101 1 35
483.1 GENErAl FEQUITEIMENTS ... .eeieieie e ceteeteestee e e e te s e st esaeeste e teesteeaeesseesteeseeseeseesseesneesseenseenseensesneessenssnns 35
4832 Backward compatibility reqUIrEMENTS........cccuviiiiieie et e e s e snaesreesnees 35
484 Interaction with existing features (iNfOrMatiVE)..........ceiuerierieie e e 36
4.9 UICC based appliCation aCliNG @S @ SEIVEY ........ccieieee e iee st este e seesree s e e e e e seessaesaeesseesseessessessseesseenseensenns 36
49.1 ADSLFECE (INFOMMBLIVE)........ecueeiieeiieet et b et b et b et b bbb 36
4.9.2 Background (iNfOrMELTVE)..........coeiiieeeeieee ettt bbb et et b n et b e 36
4.9.3 REGUITEMENTS ...ttt e b et b e et bt e h e b e s e h e b e s e e bt e b e s b e st e b e sb et e b e s b et eb e b 36
494 Interaction with existing features (INfOrMELIVE)...........eoiririiiiere e 36
4.10 API for applications registered to a Smart Card WED SEIVEF .........cocoeiriiinireneserees s 36
4.10.1 ADBSLrECE (INFOMMBLIVE)........ecvieieeeiteeet ettt bbb bbb bbb e bbb 36
4.10.2 Background (INfOrMELIVE) ........cueiieiee e e e et et e e raesraeste e be e teeteennenneesnns 37
4.10.2.0 GENETA ...ttt bR E R R R R R R R bR bR n e 37
41021 Registration of an application 10 the SCWS...........ooi e 37
4.10.2.2 Data exchange between SCWS and appliCatioN...........ccccveuriieiieesie s et e s e 37
4.10.2.3 IssUING Proactive COMMIBNGS. ...........oiiiiieieeese e see sttt ste et e e ae et e te e teesesneessaesneesaeesseenseenneans 37
4.10.3 REGUITEMENTS ...ttt et b et b e bbb e bt b et e bt e b e e b e s e e bt b e ne et b e s b et nb e s 37
4.10.4 Interaction with existing features (INfOrMELIVE)...........ooririiirire e 38
411 Specific UICC environmental CONTITIONS. .........oiveiririeiriireese ettt e 38
4111 ADBSLrECE (INFOMMBLIVE) ...ttt bbbt bbbt bbb bbb 38
4112 Background (INFOMMBLIVE)........c.oiueeiterieeete ettt et b et b e et b bbb 38
41120 LT 01 PR SUSR 38

ETSI


/m�v�bf��zH��x��Z�4E1�x���6�r?c<�=��xw�&�C\��~,O�1]�_��,Ke�����1\�"Z���U�!��v���ėD%nB�\�8����G�s�Zお��r~���ľh�v��

Release 16 5 ETSI TS 102 412 V16.1.0 (2020-09)

41121 USE CASE - AULOMOLIVE SEIVICE ... e euieieeiesieeteste et etee st etesteste et ese e e eeeseestesaeeaeeseeneeneeseestessesaeeseeneenseneans 38
411.2.2 Use case - REMOLE MONITONTNG CAMEIGL......ciuiieririeeeterieieteseeeet sttt e b se b e e ebesbe e ebesae e ebesbennenens 38
411.2.3 Use case - Remote stock monitoring for vending machines ...........ccoeoeerinencnne e 38
41124 Use case - Online electronic advertiSing DOard.............cooeieiieniinence e 38
4113 Considerations (INFOMMBLIVE) .........c.eiirieiie ettt et st b e st b e eb e b e b b neenea 38
4114 S0 LU =101 1R 39
41141 Requirement 1: TeMPEralUre FANJE........viueieereesteesteeteesaeeseesseesseesteesteessessssseesseesseesseessesssessesssenssesssnes 39
41142 ReqUIremMent 2: HUMIQITY ........coeieiece et re e sne e ae et e enaeenaesnaesneesenes 39
4115 Interaction with existing features (iNfOrMatiVE)..........ceiueiieiie et 39
4.12 Introduction of high density memory technology in UICC ..o 39
4.12.1 ADBSLrECE (INFOMMBLIVE)........ccveieieetirteee ettt b bbbttt b bbb bbb 39
4.12.2 Background (INFOMMBLIVE)........c.eiueiierieeee ettt b et b et b e et b e et eb e 39
4122.1 Use case - ENhanCed UICC FEEIUIMES..........ooiiiii ettt st see st eneeneeneen 39
4.12.3 REGUITEMENTS ...ttt ettt b et b e bbb e bt bt e bt e b e e b e s e e st b e ne et ebe st et ebe s 40
4.12.4 Interaction with existing features (INfOrMELIVE)...........ooriririreiee e 40
4.13 Power supply iNdiCation MECNENISIM .......c.oiiiiiie bbbt 40
4131 F N o= = ol (T 1 (] 0= =) USSR 40
4132 Background (INfOrMELIVE) ........ueiieiee ettt et et e e saessaente e be e reeseenneeneeenns 40
41321 USE CaSE - GENENTC SITUBLTON ....eveveecieireeet et r e nr et n e nr e enenrennene s 40
41322 Use case - USIM application with toolKit @ppliCationS...........cceveeieeieeie e 41
4133 S0 LU =101 1P 41
41331 GENEral REQUITEIMIENES. ... ecvieieeeeeeeesteestees e et eteseeseesteesaeeteesseestesseesseesseesseenseansesnseaseenseensennsennenssenssens 41
4.133.2 Backward compatiDility reqUIrEMENES..........cooeiiiiieirereese et b e b e eb e s seene 41
4134 Interaction with existing features (INfOrMEaLIVE)......cu mt i@ttt 41
4.14 Internet Connectivity up to UICC apPliCAIONS....... e eeeereeneeeereeseeeagile e sseee e sse e 41
4.14.1 ADSLract (INFOrMBLIVE)........ccviiuieeeiriiieire e st e sre eGP e el bttt be bbb et b bbb 41
4.14.2 Use Cases (INFOrMBaLiVe).........ceiereeenereee s S D 00 ettt st 42
41420 (€T 01 O N v S e SRS 42
4.14.2.1 Use Case - Card OTA MaNagemMENTT.. it eeiivsssiives hieesreenseesseesesssesssssssseessessssesseessessssssessesssesssees 42
4.14.2.2 Use Case - User local access fram thelterminal toial Card SErVEN .........ocovvvveirneinnieee e 42
4.14.2.3 Use Case - Remote access t an idéntity serverin the Card ... 43
41424 Use Case - User access from alocally connected device to acard SErViCe.......coveveveveseseseseeeennens 43
4.14.3 e (U= 1= 1 T o 43
4.14.4 Interaction with existing features (INfOrMELTVE) ..........oi i 43
4.15 CONACHIESS UICC SEIVICES ...t e ittt et euee e e e s eestesbeseeetesaeeseenee s e eeseesbesaeeaeeneenseseesaesseeneeneeneenees 43
4.15.1 ADBSLrECt (INFOMMBLIVE)......c.eevieiee e e 5 sttt et e et b bbb 43
4.15.2 Background (INFOrMBLIVE) ..., eyt ettt b et b e bt b e se et b et b e b 43
4.15.2.0 LT 01 S PRRRSTUS 43
41521 USE CASE = ACCESS. ... s s bk teeeuteesatee et esabeeease e st e e e st e sabeeeaseesabe e ease e eabeeeasee s ke e aabeeeabeeaaneeebeeenneesnneennneen 44
4152.1.1 SYStEM ASPECES OF USE CASE .....veveeeieie ettt te e e sttt et e e e e e testestesreeaa e s entestesbestesresreeneenseneens 44
415212 UICC rOIE N USE CASE......ccveeeeeerireeeete sttt s s a e nn e n e n e n e nnenn e 44
4.15.2.2 USE CBSE - THCKELS ....veeeeere sttt ettt r e r e s st r e e r e er e nr e e erenneneenenrennenen 45
4.152.20 GENETAL ...ttt R R R bR R b e b nen s 45
415221 System aspects of throughput ticketing SCENAIIO..........ceiieiierice e 46
415222 System aspects of high priced tiCKeting SCENAIO ........ccvieeiierieeeeee e 46
4152.2.3 UTCC IO N USE CASE....eveeeeeueeiestite sttt eae e e seesteseestesaeeae e st e e e teseesbesaeebesneeneeneenseteseessesneeneeneensees 46
4.15.2.3 USE CaSE - DigIital FIGNES .....eitieeeiieecteteet et bbbt b e e eb e e e b b nnene 47
415231 System aspects of contactless digital FghLS........ccoieiriieiii e 47
4.152.3.2 0[O O o LN UL Y or= L PR 48
4.152.4 Use case - Payment 8PPIICATON. .......c.eiirieiiiriecsie ettt e e b e b e ebesrennene 48
41525 Use case - LOoyalty apPliCAION .........ceiirieiiiereeicsteneet ettt et s b e eb e nnene s 49
4.15.2.6 Use case - Health care appliCation ..........ccvecveiiciecies ettt nnees 50
4.15.2.7 USE CASE - RELAIL.....ceeeeieiee ettt 50
4.152.7.1 System asPeCtS Of thE USE CASE .......cvveieeecie et e e e e nneene e 50
4.15.2.7.2 UICC rOl€ INTHE USE CBSE ... .eeeveeeeeeierreee ettt 50
4.15.2.8 Consideration about multiple applications in peer t0 PEer MOUE ........ccccceeveereere e 51
4.1528.1 System aspects of multiple applicationsin peer to Peer MOUE ..........ccvverirerrieneseee e 51
4.152.8.2 Service discovery in Peer t0 PEEN MOUE........c.ceiirieiriireeerie ettt 51
4.152.8.3 Application connection iN PEEr t0 PEEN MOUE ..........couiiriirieiriereieriereet et 51
415284 Customer care in PEEr t0 PEEY MO .........urueeririeirieriei ettt bbb 51
4.15.2.9 Considerations about the P2P tEChNOIOGY .........coreuiiirieiiieeee e 51
4.15.2.10 Consideration about multiple HCI Hosts in card emulation Mode............ccvereenineeeninieeneeeneeeees 52

ETSI


=.S��^�	.�x8hN�ŭ,|Z训pE�����^F����F�:�o���gj��QɅ����-JzK�dRW�>\.���6l����?���� 휈�+{��Z���e������v�,����B5�û�ܳ�

Release 16 6 ETSI TS 102 412 V16.1.0 (2020-09)

4.15.3 REGUITEMENTS ...t ettt b et b e bt b e bt b e b et e bt e b e e b e e e bt e b e ne et b e s b et eb e s 53
4.153.1 Physical interfate FEQUITEIMENLES .........coi ittt ettt b e et b e e ebesn e ene 53
4.153.2 Multi-protocol concurrent OperatioN FEQUITEIMENES ...........corueererieererieieste et s seere st seere b seeseseeseeneenens 53
4.15.3.3 Contactless communication MOAES FEQUITEMENLS ..........eeiirieerireeerieseee st 53
41534 Compatibility with existing contact!ess Systems reqUireMENES...........ooeerererereereeeses s 53
4.15.35 Parameters to be transported by the CLFIP requirements...........ccocveveeiesiesceeseeseesieeseee e s 53
4.15.3.6 Application iNtegration rEQUIFEMENTS..........cueiueieereereeieeseeseesteesseeeesseesreeseeseessesseesseessessseesseassesnsenns 54
4.15.3.7 Termina and user iNteraCtion reQUINEMENTS.........ccveiiiie e see e este s ee e e et te e e re e eeeaeeeesneesnes 54
4.15.3.8 INteroperability FEQUITEMENES. ........ccuieeeie ettt ste et e e st e et e e te s eesraesaeesreesseeeesaeesneesseenseensenns 54
4.15.3.9 R LD = (U T =111 1 S 55
4.15.3.10 P2P MOUE FEUITEIMENLS. ...ttt ittt sttt sttt b e et b e se et bese et se e e et e sbe e ebesbennenea 55
4.15.3.10.1 General P2P rEQUITEMENTS ..ottt bbbt bbb e e 55
4.15.3.10.2 P2P application management FeqUITEMENTS..........u e eiirieerere et sn e 56
4154 Interaction with existing features (INfOrMELIVE)...........ooeiriiriree e 57
4.16 Administration of the Smart Card Web SEIVES ..ottt 57
4.16.1 ADBSLrECE (INFOMMBLIVE)........ecuieieetirtee ettt b bbbt b et b bbb bt s b b 57
4.16.2 Background (INfOrMELIVE) .........eiieiee ettt ae e sae et e et et e e saessaeste e be e seeseenneeneennes 57
4.16.3 S0 LU =101 1P 57
4164 Interaction with existing features (iNfOrmMatiVE)..........ceiueieeierre et 57
4.17 Confidential APPIICALION SEIVICES......ccueiieiieie et et st se et este e e e seestee s e e s teesteseeseesaeesseenseenseenseeseesneessensses 57
4171 F N o= = ol (T ) 1 0= =) USSR 57
4172 Background (INfOrMELIVE) ........c.eiieiee et e et et e e ssaeste e be e reeteenneeneesnes 58
417.2.1 USE CaSE 1: MODIIE TV SEIVICES. ...ocuieeeierieee sttt eie e ste ettt eee e te e sbeeseeneeeeneebeseesbesneeneeneens 58
4.17.2.2 Use Case 2: BANKING SEIVICES........couiuiriiieririeresonnebensesreseesesseseesessihed s eseseesesseseesesseseesessesessesaensesessessesens 59
4.17.2.3 Use case 3: Contact! eSS APPlICALIONS..........obubeKerereeeerereeierie sl e e seesesreseeseseeseeseseeseereseeneeresreseenens 60
4.17.2.4 Use case 4: Mobile Virtual Network Opefalor SEIVICES. ... a0 aii e reeereseeesreseeresresesse e sesreseeneenens 61
4.17.3 REQUITEMENES ...t s S e a0 ettt ettt sttt 62
4.17.3.0 (€T 01 O N v S e SRS 62
41731 Confidential appliCation eNVIFONMIENT .t e ueeiieee s i i deeeseereeseeseeseesseesseessesssssseesseesseessessessessseessees 62
41732 AdMINIStration DY Card I SSUBK . .o e e 8 e i e eeseesteesteeteeteeseesseesseesseesseesesessseesneesseensesnsenns 62
417321 Third party area environment admini Strafion .. 5. ..o 62
417322 BT Co B = g == e = 1o o S 63
417.3.2.3 Third party area palicy definition.... .o o\ et e e 63
4.17.3.3 Administration DY TR PartY.......... s iobie ettt 63
4.17.3.4 Service Operator SPECITiC FEQUITEIMENTST........cviireeirtere ettt 64
4.17.4 Interaction with existing features (IFOIMELIVE)..........oeiiiriiereree e 64
4.18 UICC for Machine-to-Machine (M2M ) /8pPliCaLIONS .........ccriiiiriiieiriees e 64
4.18.1 ADBSLrECE (INFOMMBLIVE)........ee i 0 ettt ettt a bbbt b bt b et b bbbt b b 64
4.18.2 USE CaSES (INFOMMBLIVE) .. i 5ttt ettt sttt sttt sttt et b e et b e bbbt b bt e b e se et b b et b b 65
41821 USE CaSE - TraCK @A TTACE ......ciiveieitete sttt 65
418210 GENETAL ...ttt R bR R R R b e b nen s 65
418211 Use Case - EMEIGENCY Call .....oouiiiiiie ettt sttt et esra et e e teeaesneesnes 65
418212 Use Case - FIeet ManagEmENt.........cooviuieeieiesteeeeeste e st te e sae e sre e te et eeneessaesreesteenaeenaesneennes 66
4.18.2.1.3 UL e s s T I o A I o 66
41822 (0L c R or= S SR 1Y o] o 1 o] 5 oo SR 67
4.18.2.2.0 LCTS 0T o SO OTP TSR T PSSP 67
418221 Use case - Metering/Prepaid delivery of utilities (water, gas, €electriCity) .......coeeevereenenncnenennes 67
418222 Use case - Person/ANimal ProteCION..........coireeririeirierieiniesee st 68
4.182.2.3 USE CaSe - ODJECE PIrOLECHION........eivieeiiitieeteit ettt se bbb e 68
4.18.2.3 WS SN oS T I =g Lo (o) o PSRRI 69
4.182.3.1 Use case - PoS Terminals (Point of Sale TErmMinals) ..o 69
4.18.2.4 USE CBSE - COMIIO ...ttt sttt st r e et r e ne et r e ne e er e nr e e erennennenenrenneneas 69
418241 Use case - Controlling vending MaChiNES............cooueiieiiiiicse e 69
4.18.24.2 Use case - Controlling production MaChiNES...........cccveiirieiie e 70
4.18.3 S0 LU= 101 1 70
4.18.3.0 GENETA ...ttt bR E R R R R R R R bR bR n e 70
4.183.1 General M2M UICC REQUITEIMENES ......ccueiuiieieitieetestee ettt ss s sse s s sbe s s s s s e e 70
4.18.3.1.0 (€7 01 SRR 70
4183.1.1 Specific requirements related to definition Of ClaSSES........ccviieiiirere e 71
4.18.3.1.2 Example for a possible class system (iNfOrmative)...........cccveeeerineinineree s 71
4.18.3.2 IMIFF REQUITEITIENLES ...ttt ettt ettt st eb bbb b e b e bt b e se e bt b e seeb e s b e e et e sbe e ebesbenneneas 71
4184 Interaction with existing features (INfOrMELIVE)...........ooririiirire e 72

ETSI


c��:ْI���,q���'�̀r��tb3�����d!p����0��nn���k�m��]�+�4q�y!����!�_��#G߆�1z��l������y��������U�[���}?(����^ci�����E�

Release 16 7 ETSI TS 102 412 V16.1.0 (2020-09)

4.19 Location based services for broadcast teChNOIOGY ..o s 72
4.19.1 ADBSLrECE (INFOMMBLIVE)........ccveieieetirteee ettt b bbbttt b bbb bbb 72
4.19.2 USE CaSES (INFOMMBLIVE)......c.eeueiteieeieete ettt ettt et b et b e bt b e bbbt b e sb et b b et et b e 72
4.19.3 Requirement for retrieving location information for broadcast technology ..........ccceoevererinennieneneneeen 72
4194 Interaction with existing features (INfOrMELIVE)...........ooririiriie e 72
4.20 Terminals with reduced fUNCHIONAIITY .......c.oouieieie e e et esreennees 73
4.20.1 F N s = ol (T 1 1 0= =) USSR 73
4.20.2 UL o= s (110 0 =) 73
4.20.2.1 USE CBSE - DA CAITU......c.ecveeeeereireeere ettt st st r e e seer e nr e e r e sreneenenrennenen 73
4.20.3 S0 LU= 101 1 73
4.20.4 Interaction with existing features (INfOrMELIVE)...........ooririiiriieee e 73
4.21 Digital RightS M@ANAOEMENT........c.ciiieiirtiieeree ittt bbb e st bbb e et et e bt sbe b e 73
4.21.1 ADBSLrECE (INFOMMBLIVE)........ccuieieetiriee ettt bbbt b bbb bbbt b b 73
4.21.2 USE CaSES (INFOMMIBLIVE) ...ttt ettt et b e et b e et bt b e b et b b 73
42120 LT 01 SRRSO 73
42121 Use case - Transfer of protected contents and rights by using aUICC..........ccooooiiiineinenneneeeee 74
42122 Use case - Provisioning of rightSinthe UTCC ..ot 74
42123 Use case - Direct rendering of DRM-protected content by usingthe UICC..........cccccvecvecvveveecieenen, 74
42124 Use case - Pre-loading of rights by using the UICC ..........cooieieice e 74
4213 S0 LU= 101 1S 74
4214 Interaction with existing features (iNfOrMatiVE)..........cviueieeieeieece et 75
4.22 MuUltiCast dataflOW INUICC .......cviiiiiieeerst ettt b et ene s 75
4.22.1 ADBSLrECE (INFOMMBLIVE)........ccuieieeeirtiet ettt bbbt b e st bbb b 75
4.22.2 USe CaSES (INFOrMIBLIVE) ..ot a sttt st bt b e et b e et e b et e bt e b b 75
4.222.1 Use case - BroadCast dat@ SEIVICES. ........eevesbube Toeeterieeeeeeenee eyl s siide e seen e seeseessessessesneesseseessesneenseseens 75
4.22.2.2 Use case - Mobile TV related SErVICES. ..ot eeereene e e it aeseeste s e eseesee e e teseeseesresneeneeneens 75
4.22.3 Requirement for multicast dataflow (subscriptionand datafl oW reCeption) ..........ccoeeererrerenenerieeneene 76
4.22.4 Interaction with existing features (INfOrMatiVE)L . ......oo i dai et 76
4.23 New type Of data SLOrage anNU GCCESS ... Ter iaintenreesiiiveensiinss fhseseesseesseesseessesssessesssesssemssesssessssssesssessessseessenns 76
4231 AN ois iz ol (01 (o]0 00T A7) PO A USSR 76
4232 Background (infOrMatiVe).......c oo e ettt et et e st e st ereeteeneeneeenes 76
42320 LCTc 0T T O T Y oy TSSOSO PRPRPTPRTRO 76
42321 Use case - Taking a picture from the terminal; storing it on the UICC and retrieving it.........ccccceevenene 76
4.232.2 Use case - Storing and protecting dataithrough operator POrtal ............cceeveieeerereeenenese s 77
4.23.2.3 Use case - Storing @ ServiCe AESCIIOMT.......coveuiirereeeeriereeie sttt b et eb e ebe s ebe e seenea 77
4.23.2.4 Use case - Managing multimedia’content via UICC t0 aremote SEIVEN........c.cevereenereeenieneeiesieseeiens 77
4.23.2.5 Use case - Partitioning UICCIMEIMONY ........cuiiieeriiieiesieeete sttt s sre s b seesesseseesesaesesseseeseenens 77
4.23.2.6 Use case - UICC content depending on user authentiCation ...........ccoeoeereienienieiene s 77
4.23.2.7 Use case - Migration to@a WSB UICC WithOUt ICCD ClaSS........ccouriirierieene st 77
4.23.3 S0 (U= 1= 1 T 77
42331 Data storage and StruCtUre reQUITEIMENTS ........oieeieecieeeeeieeeestees e e e eseeseesae e e sreesseesseenseessessaesseesseessens 77
42332 Data ProteCtion FEQUITEIMENES ......cc.viieeeeeee e see st e e ee e e etesseeseesreesreesseeeeeseeeseesseesseeseensesseesseesseessns 78
4.23.3.3 Local and remote aCCESS MEQUITEIMENES. ........ueieereeieeieeieetesteeseesteesteeseeeesseesseesseesseenseessesseessenssenssnns 78
4234 Interaction with existing features (iNfOrMatiVE)..........cviueieeieeieece et 78
4.24 CAT access over amOOEM INEEITEACE .........ccviiieeie et et nr e n s 78
4.24.1 ADBSLrECE (INFOMMBLIVE)........ecvieieeeiteeet ettt bbb bbb bbb e bbb 78
4.24.2 Background (INFOMMBLIVE)........c.eiueiieieeeete ettt et b e et b e et b e et b et eb e 79
4.242.0 LT 01 SRRSO 79
4.242.1 Use case - Extending CAT to the connected entity capabilities. ..........cooeevineiininnineee e 79
4.24.2.2 Use case - Using CAT for data acquisition and control inan M2M device..........ccceovererinencnenicennen. 79
4.24.2.3 Use case - Addition of CAT support by adding a CAT extender deviCe ..........coeveerinnerenceneneenens 80
4.24.3 S0 LU= 101 1 80
42431 GENErAl FEQUITEIMENTS ... .eeitieie e eeee et e tee e e s ee s e st e steesae e e e eseeeseease e teenseessesseesaeesaeesseenseensennseaneessenssnns 80
4.24.3.2 Connected device registration FeQUITEMENTS ..........cieeieerrerieeee e seeseeteeeesaeseesaeesseesseessesseessessseesses 80
4.24.3.3 LegaCy SUPPOIt FEOUITEMIENTS ........ecueeeeereesreeseestesseesessessseesseesseesseesseassesssassssssesssessssessessessseesseesseessenns 81
4.24.3.4 Extended SUPPOIt FEOUITEMENTS.........ccveiieieeieeieseeseesieesteesteeseesseeeseesseesseesseeseesesssesseesseesseesseensennsenns 82
4.24.3.5 CAT over modem-client interface reqUIrEMENES. ........oociiireerireer e 82
4.24.3.6 Connected entity termination rEQUIFEMENES ........coieeerieieerieeee st 83
4.24.3.7 SECUNTEY FEOUITEIMIENES. ...t eteaeeterteeeterte ettt stk b e s b e bt b e e b e b e s e bt bt es e st s bt b es e eb e s e s e sb e b e e e b e nneneenis 83
4.24.4 Interaction with existing features (INfOrMELIVE)...........ooririiirire e 83
4.25 UICC-Terminal applications and SErVICES OVEr USB .........ccuiiiiiiriieireie et 83
4.25.1 ADBSLrECE (INFOMMBLIVE) ...ttt bbbt bbbt bbb bbb 83

ETSI


���^������5̝(,���Y���_��a��g�νw#��1�2
��5�T���D���ģ�igQ�'y�Ygs��A���r��;J����f����/��?�|�
HCSG�bA|c#�ԣqcZ�����=

Release 16 8 ETSI TS 102 412 V16.1.0 (2020-09)

4.25.2 Background (INFOMMBLIVE)........c.oieeiereeeete ettt et b et b e bt b e se et b e a et eb e b 84
4.252.1 Use case - Migration of existing SErViCES OVEN [P ..ot 84
42522 USe Case - ENA-USEr INTEIACION........coeeeeierise sttt ettt st ene e et e beseeeneeneeneeneens 84
4.252.3 Use case - Integration of UICC servicesinto terminal user interface ..o 84
4.252.4 Use case - Access status of COMMUNICELION SEIVICES ....c..oieiuerueeeeeeeieriesees e e stese e eeseeseeseesre e eneeneens 84
42525 Use case - Accessto specific terminal hardWare............cuveveeeeieecesie e 85
4.25.2.6 Use case - Interaction between terminal and UICC appliCalionS..........cccevvevueeeeeeeseeseeseee e e 85
4.25.3 S0 LU= 101 1 85
42531 General framework FEQUITEIMENTS. .......ccuveieeieieereeseesteesteeeeesee s e s te e teeteeaesseesseesaeesseeseenseessessenssenssns 85
4.253.2 Framework service discovery and management reqUIi FeMENES. ........cocvveieeieeseeseeseeseeeeeseesseeseeeseens 86
4.25.3.3 Interaction between UICC and terminal applications requiremMents...........ccoeveeereneeeneneneseseseseees 86
4.253.4 Framework SECUFtY FEQUITEIMENES.........ceiiieirre ettt st b e s b e e e b et eb e e e b e sreneenea 86
4.25.3.5 USEr INEEfaCe FEQUITEIMENLS .......eivieetirteeet sttt sttt b e b b et b e e bt b et et sae e b e sbennenea 87
4.25.3.6 Device iNteraCtion rEQUITEMENTS. ..ot ittt sttt sttt sb et sb e b sb e eb e e e b e srenneneas 87
4.253.7 NEtWOrk related FEQUITEIMENES .......cccuiiiieeeeite ettt b e bbb e bt et sa e b b nnenea 87
4.25.3.8 SPECITIC SEIVICES FEUITEITIENES ...ttt ettt s et e e bt s bbb nn e enas 87
4.25.3.9 Backwards compatibility reqUIrEmMENES..........ocveiieii e sreennees 88
4254 Interaction with existing features (iNfOrMatiVE)..........cviueieeieeieece et 88
4.26 Integration of aUICC in aMobile Broadband NOtEBOOK ...........cccoveeiiiiiiii e 88
4.26.1 F N o= = ol (T 1 (] 0= =) USSR 88
4.26.2 Background (INfOrMELIVE) ........c.eiieiee ettt te et et e e e sraeste e be e reeteennesneeenes 88
4.26.2.1 ATChITECIUIE CONSIABILIONS. ......ecveeeeeite ettt bttt s e bbbt b et et se e b e e e e b e saeese e e e e es 88
4.26.2.2 USE CBSES ...ttt ettt ettt e sttt ettt e st esseeesabeessneesab et dan e e sa b e e ean e e sab e e eane e ea b e 3 emneesa b e e e aRe e e be e ene e e beeeneeenneeeanneean 89
426221 W B 1107 (0= 1 o] o e S e L 89
4.26.2.2.2 Mass storage for MINO CONLENT ........oueres b et rge e es e se e sbe e e 89
4.26.2.2.3 M asS Storage fOr USEr CONLENT ........c.eouiied s eerereeneerere s Gl et se e enes 89
4.26.2.2.4 CryptographiC SEIVICES .....coveeevereesne s Naeeree et 0003 ettt sttt sttt b sb e 90
4.26.2.25 WED SEIVICES. ...t a4 et P g et e et et e te et ebeenees e e e e e e seeseeeeeeneeneeneennas 90
4.26.2.2.6 SECUIE EXECULTON ENVITONIMENE, 7.ty %t evchieeee s s et steseeeeeeieeseeseseesbesbesbesseeaeeneessenbesbeebesneennennens 90
4.26.2.2.7 Device Management ......... 0 s 8 st ettt e te s te e s e e e te e e et e et eeteeae e nnes 90
4.26.2.3 SECUNtY CONSIAEIALIONS .....chu e i eeee sk e ieeiie s B e e st e s te e teesteseesseeste e teetesseesaeesneesseenseenseensennensseesnnns 90
4.26.3 e (U= 1= 1 e S S 91
4.26.3.1 GENENTC MU TEIMENESE, it Pt te st e st e s e et e e et eestesaeesaeesaeesaeeneeenseeaeeneeenseensenneesneesenas 91
4.26.3.2 SECUNTLY TEOUITEIMENES. ...ttt e bt ettt eeete st e st e s bt se e s b e s ese st sese b e b es e eb e s esesb e b e e ebenne e enis 91
4.26.3.3 Security PoliCy related regUITEMENTS. it . ettt sn s 91
4.26.4 Interaction with existing features (IFOIMELIVE)..........oeiiiriiereree e 91
4.27 FOUth UTCC FOMM FACLOT ...t 8 sttt ettt st sttt e e e e et e e e st ese e e eneenaessesbesnesneeneaneeseens 91
4.27.1 ADBSLrECE (INFOMMBLIVE)........ee i 0 ettt ettt a bbbt b bt b et b bbbt b b 91
4.27.2 BaCKgrouNd (INfOrMBLIVE) (.. st ettt ettt b e et b e bt b e se et b sa et eb e b 92
4.27.2.0 (€T 01 - O o PP PO PTPRPRURRSPPN 92
42721 Use Case - Introduction of new devices that can support UICC ..........ccceeveeveeveeve e 92
4.27.2.2 Use Case - Simmer MODIE JEVICES........cc.ooiiiii ettt nee s 92
42723 Use Case - Enhanced end USEr XPEITENCE .......cccuvicieeeeceeeieesees e ete e sneesaeete e ssaesseesseennees 92
4.27.3 Technical SOlULioN SElECHION CrITEITA.......cii ittt s sr bt e e s 92
4274 S0 LU= 101 1 92
4.28 Name resolution mechanism for the UTCC ..ot neen 93
4.28.1 ADBSLrECE (INFOMMBLIVE)........ecvieieeeiteeet ettt bbb bbb bbb e bbb 93
4.28.2 USE CaSES (INFOMMBLIVE)......c.eeueite ettt ettt et b et b e bbbt b bbbt b e b et eb e b 93
4.28.2.0 LT 01 PR SUSR 93
4.282.1 Use Case - Card OTA MaNAGEMENT ......c.eitiietiriireeterieseete sttt st e b et sbe e e ebesee e ebesaeneebesrennenens 93
4.282.2 Use Case - ACCESS 0 8 PAYMENE SEIVEN ......ccviieiieririeeeeee ettt se e e e re s sre e e e e sresresaeenennens 93
4.28.3 S0 LU= 101 1 94
4.284 Interaction with existing features (iNfOrMaLiVE)..........cviueiieieere e 94
4.29 (0] (OO o o= T @ o111 .41 1= 1] o [ SR 94
4.29.1 F N o= = ol (T 1 (] 0= =) USSR 94
4.29.2 Background (INfOrMELIVE) ........c.eiieiee ettt e et et e e ssaente e be e teeteenneeneesnes 94
4.29.3 REGUITEMENTS ...ttt et b et b e bbb e bt b et e bt e b e e b e s e e bt b e ne et b e s b et nb e s 94
4.30 Mechanism for monitoring the Wear of 8UICC ..o 94
4.30.1 ADBSLrECE (INFOMMBLIVE) ...ttt bbb bbb bbbt b b 9
4.30.2 USE CaSES (INFOMMIBLIVE) ...ttt st b et b e bbbt b e bbbt b b 95
4.30.2.1 Use case - Remote management of wear index information............ccoereeneneeneneene e 95
4.30.2.2 Use case - New communication MOAUIES IN CAI'S.......ccuerirereiieereeie s et eneeneens 95

ETSI


7���'���S)R>��7ꢤ�����tf�5?X*'���\�C�7�th_�s�H��������IC���:�#y[eᝠ�r�X/���F)O	�����/yg�(�D���-��?��<��$]�8��Y�85b

Release 16 9 ETSI TS 102 412 V16.1.0 (2020-09)

4.30.2.3 Use case - Automatic detection of Memory JefECES........oo i 95
4.30.3 REGUITEMENTS ...ttt et b et b e bbb e bt b et e bt e b e e b e s e e bt b e ne et b e s b et nb e s 95
4.31 Mechanism to SUSPENT the UTCC ..ot 95
4311 ADBSLrECE (INFOMMBLIVE)........ccuieieetiriee ettt bbbt b bbb bbbt b b 95
4.31.2 USE CASES (INFOMMIBLIVE) ...ttt ettt b e et b et b e bbbt b e bbb 96
4313 S0 LU =101 1R 96
43131 POWET FEOUITEIMENTS........eitieieeie ettt ste et e e et e e s e te e te e te e e enteeneesseesseesneesseenseenseansesneessensseesenns 96
43132 TOOIKIT FEOUITEIMENES......ceeeieesieese ettt et e st e s et e et e e e e saeesaeesse e teenteensesseesseeseeneeenneeneeenes 96
43133 SECUNTLY FEOUITEIMIENES. ... .eeveeteeteeeteeteestee e e e e tesee st e saeesaeeseesseaseesseesseesseesseaneesaeesneesseenseansennsensenssenssnns 96
43134 Backward compatibility reqUIrEMENTS........cccuiieirieee et e enaesnaesreenneas 96
4.32 UWVB SEIVICES. ... ititeitesteeieeete e sttt st e e see st e seesbesbeete e st es e e e eeeseeeheeaeemeemeeseenbeseeebeeaeaneeseemeensensenseseesaeeseeneeneessens 96
4.32.1 ADBSLrECE (INFOMMBLIVE)........ecvieieeeiteeet ettt bbb bbb bbb e bbb 96
4.32.2 Background (INFOMMBLIVE)........c.oieeiereeeete ettt et b et b e bt b e se et b e a et eb e b 97
43221 LT 01 PSRRI 97
43222 WS Y orz S T - SRR 97
4.32.2.3 USE CBSE = TrANSPONT ...t s e e e e s saaesaeesreesaeas 97
4.32.2.4 USE CASE - AULOMOLIVE ...ttt ettt sttt et e et et b st se e e e s e e besaeebesseese e e et e besbeebe e e ennennen 97
4.32.25 USE CaSE - ODJECE TFACKING ...ouveeiieiicie ettt et e e s re e s aeesaeenaeenteenseenaesnaesneesenas 97
4.32.2.6 USE CaSE - DUITING BCCESS......eeieeiieie ettt ettt e et te et e s e sreesaeesaeeneeenseeneeenaesnaesneesnnas 97
43227 USE CASE - LICKELING ....vievieetieiee ettt te ettt et e st e st e e e e teestesseesaeesaeesneeseenteenteeneesneesnaesanas 97
4.32.3 S0 LU =101 1P 98
Annex A (informative): Requirement nUMbEring SChEME..........ccccv i 99
Annex B (informative): (01 gF=To o =N a1 (o] Y o A USSR 100
[ L1 2 - SRS - v R SPTR 102

ETSI


M����:�+���{/"J_�V��Q��݂l�g������R��޻�Iè��l�����7˩!np�z���W�͟�N����K4��")�f�<�U�e���.��q��J�[fUu�Y���I9�`��B5

Release 16 10 ETSI TS 102 412 V16.1.0 (2020-09)

Intellectual Property Rights

Essential patents

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The information
pertaining to these essential IPRs, if any, is publicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards’, which is available from the ETS| Secretariat. Latest updates are available on the ETSI Web
server (https://ipr.etsi.org/).

Pursuant to the ETSI IPR Policy, no investigation, including I PR searches, has been carried out by ETSI. No guarantee
can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

Foreword
This Technical Specification (TS) has been produced by ETSI Technical Committee Smart Card Platform (SCP).

The contents of the present document are subject to eontinuing work within"TC SCP and may change following formal
TC SCP approval. If TC SCP modifies the contentsof the present decument, it will then be republished by ETSI with
an identifying change of release date and an increasein version number as follows:

Version x.y.z
where;
x  thefirst digit:
0  early working draft;
1 presented to TC SCP for information;
2 presented to TC SCP for approval;
3 or greater indicates TC SCP approved document under change control.

y  thesecond digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z  thethird digit isincremented when editorial only changes have been incorporated in the document.

Modal verbs terminology

In the present document "shall”, "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" areto beinterpreted as described in clause 3.2 of the ETS| Drafting Rules (Verba forms for the expression of
provisions).

"must” and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.
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Introduction

The present document specifies the requirements for Release 7 onwards of the TC SCP.
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1 Scope

The present document specifies the additional requirements for Release 7 onwards of the TC SCP with respect to earlier
releases.

The present document covers all the Stage 1 requirements which are not covered by other TC SCP stage 1 documents.

2 References

2.1 Normative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

. In the case of areference to a TC SCP document, a non specific reference implicitly refers to the latest version
of that document in the same Release as the present document.

Referenced documents which are not found to be publicly available in the expected location might be found at
https://docbox.etsi.org/Reference/.

NOTE: Whileany hyperlinksincluded in this clause were valid at the timeof publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are necessary for-the application of the present document.

[1] ETSI TS 102 221: "Smart Cards; UICC-Termina interface; Physical and logical characteristics
(Release 7)".

[2] ETSI TS 102 223: " Start'cards; Card Application Toolkit (CAT) (Release 6)".

[3] ETSI TS 122 038: "Digital cellular’telecommunications system (Phase 2+); Universal Mobile

Telecommunications System (UMTS); USIM Application Toolkit (USAT/SAT); Service
description; Stage 1 (3GPP-17S.22.038 Release 7)".

[4] ETSI TS 151 011: "Digital-cellular telecommunications system (Phase 2+); Specification of the
Subscriber |dentity.Module - Mobile Equipment (SIM-ME) interface (3GPP TS 51.011)".

[5] ETSI TS 131 102: "Universal Mobile Telecommunications System (UMTS); LTE; Characteristics
of the Universal Subscriber Identity Module (USIM) application (3GPP TS 31.102 Release 6)".

[6] ISO/IEC 7816-4: "Identification cards -- Integrated circuit cards -- Part 4. Organization, security
and commands for interchange”.

[7] Trusted Computing Group (2011): "TPM Main - Part 1 Design Principles - Specification
version 1.2".

NOTE: Available at https://trustedcomputinggroup.org/wp-content/uploads/TPM-Main-Part-1-Design-
Principles v1.2 rev116 01032011.pdf.

[8] ISO/IEC 14443 (all parts): "Cards and security devices for personal identification -- Contactless
proximity objects".

[9] I SO/IEC 18092: "Information technology -- Telecommunications and information exchange
between systems -- Near Field Communication -- Interface and Protocol (NFCIP-1)".

[10] ISO/IEC 15693 (all parts): "Cards and security devices for personal identification -- Contactless
vicinity objects”.

[11] ETSI EN 300 468: "Digital Video Broadcasting (DVB); Specification for Service Information (Sl)
in DVB systems”.
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OMA-TS-SRM-V1-0-20090310-A: "OMA Secure Removable Media Specification"”.

Available at https://www.openmobilealliance.org/release/SRM/V1 0-20090310-A/OMA-TS-SRM-V1 0-
20090310-A .pdf.

OMA-AD-SRM-V 1-0-0-20090310-A: "OMA Secure Removable Media Architecture”.

Available at http://www.openmobilealliance.org/release/SRM/V1 0-20090310-A/OMA-AD-SRM-V1 0-
20090310-A .pdf.

OMA-RD-SRM-V1-0-20090310-A: "OMA Secure Removable Media Requirements'.

Available at https://www.openmobilealliance.org/release/SRM/V1 0-20090310-A/OMA-RD-SRM-
V1 0-20090310-A.pdf.

ETSI TS 102 241: "Smart Cards; UICC Application Programming Interface (UICC API) for Java
Card (TM) (Release 8)".

ETSI TS 127 007: "Digital cellular telecommunications system (Phase 2+); Universal Mobile
Telecommunications System (UMTS); LTE; AT command set for User Equipment (UE) (3GPP
TS 27.007 Release 9)".

ETSI TS 102 613: "Smart Cards; UICC - Cantactless Front-end’(CLF) Interface; Physical and data
link layer characteristics’.

ETSI TS 102 622: "Smart Cards; UICC - Contactless Front-end (CLF) Interface; Host Controller
Interface (HCI)".

I SO/IEC 18000 (al parts): "Information technetogy -- Radio frequency identification for item
management".

ETSI TS 102 483: "Smartcards, UICC:=Termina interface; Internet Protocol connectivity between
UICC and terminaly(Release 8)".

IETF RFC 2616: "Hypertext Transfér Protocol -- HTTP/1.1".

Obsoleted by IETF RFC 7230, IETR RFC 7231, IETF RFC 7232, IETF RFC 7233, IETF RFC 7234 and
IETF RFC 7235.

ETSI TS 102 484:" Smart Cards; Secure channel between a UICC and an end-point terminal”.
ETSI TS 102 600: "Smart Cards; UICC-Terminal interface; Characteristics of the USB interface”.
ETSI TS 102 671: "Smart Cards; Machine to Machine UICC; Physical and logical characteristics'.

GlobalPlatform: "Requirements for NFC Mobile: Management of Multiple Contactless Secure
Elements v1.0".

Available at https://global pl atf orm.wpengi ne.com/wp-
content/uploads/2018/06/Global Platform Requirements Secure Elements.pdf.

NFC Forum: "NFC Controller Interface (NCI) Technical Specification Version 1.1".

Available at https.//members.nfc-forum.org/apps/aroup public/download.php/17505/NFCForum-TS-
NCI-1.1 For Feedback Only.pdf.

|EEE 802.15.4™-2015: "I|EEE Standard for Low-Rate Wireless Networks'.

| EEE 802.15.4z™-2020: "IEEE Standard for Low-Rate Wireless Networks -- Amendment 1:
Enhanced Ultra Wideband (UWB) Physical Layers (PHY s) and Associated Ranging Techniques'.
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