SLOVENSKI STANDARD
SIST EN 13757-7:2018

01-junij-2018

Nadomesca:
SIST EN 13757-3:2013

Komunikacijski sistemi za merilnike - 7. del: Prevoz in varnostne sluzbe
Communication systems for meters - Part 7: Transport and security services
Kommunikationssysteme fur Zahler - Teil 7: Transport- und Sicherheitsdienste

Systémes de communication pour compteurs - Partie 7 : Services de transport et de
sécurité

Ta slovenski standard je.istoveten:z: EN:13757-7:2018

ICS:

33.200 Daljinsko krmiljenje, daljinske Telecontrol. Telemetering
meritve (telemetrija)

35.100.10 Fizi¢ni sloj Physical layer

35.100.20 Podatkovni povezovalni sloj Data link layer

SIST EN 13757-7:2018 en,fr,de

2003-01.Slovenski institut za standardizacijo. RazmnoZevanje celote ali delov tega standarda ni dovoljeno.



SIST EN 13757-7:2018

iTeh STANDARD PREVIEW
(standards.iteh.ai)

SIST EN 13757-72018
httpsy//standards.iteh.ai/catalog/standards/sist/79728619-9483-40f1 -b4df-
0e60eba59b3/sist-en-13757-7-2018



EUROPEAN STANDARD EN 13757-7
NORME EUROPEENNE
EUROPAISCHE NORM April 2018

ICS 33.200; 35.100.10; 35.100.20 Supersedes EN 13757-3:2013

English Version

Communication systems for meters - Part 7: Transport and
security services

Systemes de communication pour compteurs - Partie 7 Kommunikationssysteme fiir Zdhler - Teil 7:
: Services de transport et de sécurité Transport- und Sicherheitsdienste

This European Standard was approved by CEN on 8 February 2018.

CEN members are bound to comply with the CEN/CENELEC Internal Regulations which stipulate the conditions for giving this
European Standard the status of a national standard without any alteration. Up-to-date lists and bibliographical references
concerning such national standards may be obtained on application to the CEN-CENELEC Management Centre or to any CEN
member.

This European Standard exists in three official versions (English, French, German). A version in any other language made by
translation under the responsibility of@CEN memberjinto its,own language andnotifiedito the CEN-CENELEC Management
Centre has the same status as'the-official versions.

CEN members are the national standards/bodies of Austria, Belgium, Bulgaria, Croatia, Cyprus, Czech Republic, Denmark, Estonia,
Finland, Former Yugoslav Republic of Macedonia, France, Germany, Greece, Hungary, Iceland, Ireland, Italy, Latvia, Lithuania,
Luxembourg, Malta, Netherlands, Norway, Poland, Portugal, Romania, Serbia, Slovakia, Slovenia, Spain, Sweden, Switzerland,
Turkey and United Kingdom.

. — |

EUROPEAN COMMITTEE FOR STANDARDIZATION
COMITE EUROPEEN DE NORMALISATION
EUROPAISCHES KOMITEE FUR NORMUNG

CEN-CENELEC Management Centre: Rue de la Science 23, B-1040 Brussels

© 2018 CEN  All rights of exploitation in any form and by any means reserved Ref. No. EN 13757-7:2018 E
worldwide for CEN national Members.



EN 13757-7:2018 (E)

Contents Page
EUTOPEAN fOT@WOTIW......iuiisinsnsnsnsisssssssmssssssssssssssssssssssssssssssssasasssssssssssssssas sssssssssasasss s s se s sesasss s sasasasasansnss nsnsssssssnsasanass 5
00100 300715 U 0 ) o 7
1 Y6 0 9
2 I\ L0 0 0T U Qe L) ) 4 L 9
3 Terms and defiNitions ... ——————————————— 10
4 Abbreviations and SYMDOLS ... ——————————— 12
4.1 WX 0] 1) Q1) T 1) 1, 12
4.2 R 11150 L 14
5 0 53 14 0 - 14
51 M-BUS LAY @IS uuiuiuimmsmsnsssssssssssssasassssssssssssssssssssssssssasassssssssssssssssssssssssasasasssssss s ss s sssssssssasssssassnsssssssssssssssnsasasas 14
5.2 The CI-field PriNCIPIE ... e 15
6 Authentication and Fragmentation Sublayer (AFL) ... 19
6.1 0000 of0 7 10 Ut o (o) o QR T N A e W Y 19
6.2 Overview Of the AFL-StIUCTUTE.......cccummssnssisssssss s sssssmssgsasssssssssssssssssssssssssssssasssss s sssssssssssssssans 20
6.3 Components Of the AFL....... i bt iti s i s 21
6.3.1 AFL Length Field (AFL.AFLL) .. ssssssssssssssssssssssssssssssssssssssssssssss s ssssassssssssssssases 21
6.3.2 AFL Fragmentation Control Field (AFLFCL) L i ulidllllssssssssssssssssssssssssssssssssssssssns 21
6.3.3 AFL Message Control-Field (AFLMCLE).qslandanlasnliloliind Q:948 340 - hAd e 22
6.3.4 AFL Key Information-Field (AFLIKI) i il issssssssssssssssssssssssssssssssssssssssssssssss 23
6.3.5 AFL Message counter field (AFL.MCR) ......cummmssssssssssssssssssssssssssssssssssssssses 23
6.3.6 AFL MAC-field (AFL.MAC) c.cccooinmsrsmsssmssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss s s ssssssassssssssssssases 24
6.3.7 AFL Message Length Field (AFL.ML) ....coimmssssssssssssssssssssssssssssssssssssssssasssssssssssssssssssssssses 24
7 TranSPOrt LAYET (TPL) cciinisssnsssssssssssssssssssssssssssssssssssssssssssssssssssssssssasasasssssssssssssssassssssssasasassssssssess 24
7.1 0000 0007 L1 U0 0 o 24
7.2 Structure 0f NONE TPL header ... 25
7.3 Structure of ShOrt TPL h@Ader ... sssssssasasassssens 25
7.4 Structure of 10Ng TPL header ... 25
7.5 Cl-field dependent 1eMENLS ..o ———————————— 25
7.5.1 Identification NUIMDET ... e 25
7.5.2 Manufacturer identifiCation ... ————————————— 26
7.5.3 Version identifiCation ... ——————— 26
7.5.4 Device type identifiCation .......cs———————————, 26
7.5.5  ACCESS NUINDET ...ceeieieieiuccnssssssssssssssmsasssssss s ss s s s sa s E R R SRR SRR AR AR AR AR R R AR R R AR R SRR RS AR AR AR R R RS 28
7.5.6 Status byte in Meter MESSAZES ..o e e 30
7.5.7 Status byte in Partner MESSAZES ......cuuurerrmsmsmssmsmsmsmsssmmssssssiss s s es 31
7.5.8 Configuration field...... s ——————————————— 32
7.6 Configuration field dependent StIUCLUTE.........connssissssnsss s ————— 33
7T R €7 1 1) i 1 33
7.6.2 Configuration field eXteNSION ... ———————————— 34
7.6.3 Optional TPL-header fields.........ummmmssssssssssssssssssssss s s 34
7.6.4 Optional TPL Trailer flelds ... s 34
7.6.5 Partial enCryPlion ... sssssasasassssssssssssssssssssssssasasssssssssssssssssssssses 34



EN 13757-7:2018 (E)

7.7 Security mode SpecCific TPL-fields.. ... sssssssssssssasass 34
7.7.1 Shared subfields of configuration field and configuration field extension .........cceusiusenens 34
7.7.2 Configuration field of Security Mmode 0 ..o ————————— 37
7.7.3 Configuration field of Security modes 2 and 3 ........cooiinnnni———— 38
7.7.4 Configuration field of Security MOde 5 ... ————— 39
7.7.5 Configuration field of Security Mmode 7 ... ———————— 40
7.7.6 Configuration field of Security mode 8 ... ———————— 41
7.7.7 Configuration field of Security MOde 9 ... ————————— 44
7.7.8 Configuration field of Security MOde 10.... s ——————— 46
8 Management Of JOWETr 1aYers ... s sases 48
8.1 LT 1T T T 48
8.2 Switching baud rate for M-Bus Link Layer according to EN 13757-2 ......ccounmnmnmnmnmsmsmsnsnsnsnsas 48
8.3 Address structure if used together with the wireless Data Link Layer according to

00\ 3 48
8.4 Selection and secondary addreSSing ... —————————— 48
8.5 Generalized selection ProCEAUIE ... s 49
8.6 Searching for installed SIaves....... s ———————————— 50
8.6.1 Primary AdAI@SSES ..cuiimmmsmssisisismsmsmsmsssssssssssssssssssassssssssssssssssssssssssssasasassssssssssssssssssssssssmsasasassssssssssnssssasanss 50
8.6.2  SECONAATY AUUAI@SSES .cururresmsussisisisisssssssssisssssssssmsssasss s ss e e e e R R SRS E RS E S EE AR AR AR AR AR AR R AR AR AR AR R R e R R R AR RS 50
8.6.3 Wildcard searching ProCedure ... s ssasasas 50
9 SECUNILY SEIVICES ..uriminsisisismsssmssssssssssssssssssssssssssssssssasasasssssssssssssssss st sssssmsasasss s s e se s ss s assesesmRRRSR SRR SRR R RRRRRERERE RS 51
9.1 LT 1T T 51
9.2 J\J (TP Tl of o 010 U= ot N N N A A 52
12 207 R 0177 a4 U S S S 52
9.2.2 Message counter Cy transmitted by the Meter ...t ———— 52
9.2.3 Message counter Ccp transmitted by the communication partner........———,, 53
9.2.4 Message counter C'¢cp received by the meter-............. . 53
9.2.5 Message counter C'y and C”y received by the communication partner ... 53
9.3 Authentication methods In the AFL...... s 54
£ S 200 S 0] o T 54
9.3.2 Authentication method AES-CMAC-128.......coummmmmmmmnmmmmssssssssssssssssssssssssssssss 54
9.3.3 Authentication method AES-GMAC-128 ... 54
9.4 Encryption and Authentication methods in the TPL........cccommm s 55
9.4.1 Overview about TPL-Security mechaniSms.......sssssssasasasa 55
9.4.2 Manufacturer specific Security mechanism (Security mode 1)......ccoovmimnmnmsmsmsmsmsnsnsssssssassssnans 57
9.4.3 Security mechanism DES-CBC (Security mode 2 and 3)......ccoummmmmmmmmmmssssssssssasasasas 57
9.4.4 Security mechanism AES-CBC-128 (Security mode 5)......ccummmmmmmmmsmmssmssssssssssssssssssasasasas 58
9.4.5 Security mechanism AES-CBC-128 (Security MOde 7).......cuummmsmmsssssssssssssssssssssssasssas 59
9.4.6 Security mechanism AES-CTR-128 (Security mode 8) .......cuummmmssssmsssssssssssssssssssssssssssssasssas 59
9.4.7 Security mechanism AES-GCM-128 (Security mode 9) ......oummmmmsmmssssssssssssssssssssasasasas 61
9.4.8 Security mechanism AES-CCM-128 (Security mode 10) ......ccummmmmmmmmmsmsmssssssssssssssasasasas 64
9.5 Reaction to SeCUrity failure ... s 66
9.6 | 1270 1) 3 7= U ) 67
00 T S T 1 U] o | 67
9.6.2 Key derivation fUNCHION A ... sssssssssassssssssssssssssssssssssssasasssssssssssssssssssssasass 67
9.7 KeY EXCRANGE.....oiicinsissnmsmsssssisssssssss s e e E R RS AR A R e e e e R 68
Annex A (normative) Security Information Transfer Protocol.........u. 69
A1l INEFOAUCHION. RS RR R R R R R R 69
A.2 SITP SEIVICES cuiuiuiimssssssssmsmssssisisisis s RS R AR R AR AR R R AR R AR R 69
A.2.1 Transfer security infOrmation ... ———————————————— 69



EN 13757-7:2018 (E)

A.2.2 Activate security information...... s ——————————————— 70
A.2.3 Deactivate security information.......sss——————————— 70
A.2.4 Destroy security information ... s————————" 70
A.2.5 Combined activation/deactivation of security information..........uu—————— 70
A.2.6 Generate security information ... ———————————————————— 70
A.2.7 Get security infOrmation ... ———————————— 70
A.2.8 Getlist of all Key INfOrmation ... sssssssasasasassssss 70
A.2.9 Getlist of active key iNfOrmation ... 70
A.2.10 Transfer end to end secured application data.........cccouunnmnmsssiim s ———————— 70
A3 00 8 b = [ L, 71
A4 T U S 1 (ot 71
A.5 139 0ol - Q004 10 ot 0] 0 23 =) (o 71
A.6 L33 L0 Tud 0 2= Uiz U4 U =) 72
A.7 Overview about Data Structures / MechanisSms.........commmsssssssssssas 73
A.8 Data structures for Security INformation........u————————— 74
W VR 3 200 S 1 1 U= o 1 74
. Vs 0 D F- 17 T ) ot L 75
A.8.3 Data Structure QL. s s 75
A.8.4 Data Structure 02 ..o e ——————— 75
A.8.5 Data Structure 03 ...couumessussssesnanst o el e R R A S T R R L 76
P VRS JCTN D F= Uz U o g ot 00D T 77
FA W2 T2 D = U B o g1 ot 00D 0 77
PAWRS RS T D F= U= T 0 o 00 7 O, 78
A9 Data structures for secured application data ... —————— 79
W 200 S 7 1 L) 1 79
A.9.2 Data Structure 30n — AES KeY-WTIap ....ccoinmnmmsmnimsmmssssnssssssssssssssssssssssssssssssssssssssssssssssssssssssssss 80
A.9.3 Data Structure 31 — HMAC-SHA256........cvmmrmsmsmsmmsmsmsmsmsssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss 81
A.9.4 Data Structure 32; and 33h — CMAC ... ssssssssssssssssasssssssssssss 82
A.9.5 Data Structure 34p — AES-GCM ... sssssssssssssssssssssssssssssssssssssssssssssssasassssssses 82
A.9.6 Data Structure 355 — AES-GMAC ... ssssssss s s s sessssssaes 84
A.9.7 Data Structure 36, and 37p — AES-CCM .....vinsimsnssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss 85
Annex B (informative) Message counter eXample........cosssss 87
33 10] U0 ) 1] 1, 91



EN 13757-7:2018 (E)

European foreword

This document (EN 13757-7:2018) has been prepared by Technical Committee CEN/TC 294
“Communication systems for meters”, the secretariat of which is held by DIN.

This European Standard shall be given the status of a national standard, either by publication of an
identical text or by endorsement, at the latest by October 2018, and conflicting national standards shall
be withdrawn at the latest by October 2018.

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. CEN shall not be held responsible for identifying any or all such patent rights.

This document together with EN 13757-3:2018 and CEN/TR17167:2018 supersedes
EN 13757-3:2013.

This document has been prepared under a mandate given to CEN by the European Commission and the
European Free Trade Association.

The following significant technical changes have been incorporated in the new edition of this European
Standard:

— new security modes' (formernly /‘encryption» mode?) )7;.8; 91 and 3110 supporting encrypted and
authenticated messages have been added;

— support of Key Derivation Function for the generation of ephemeral keys;
— new Authentication and Fragmentation Layer has been introduced,

EN 13757 is currently composed With the following parts:

— Communication systems for meters — Part 1: Data exchange;

— Communication systems for meters — Part 2: Wired M-Bus communication;
— Communication systems for meters — Part 3: Application protocols;

— Communication systems for meters and remote reading of meters — Part 4: Wireless meter readout
(Radio meter reading for operation in SRD bands);

— Communication systems for meters — Part 5: Wireless M-Bus relaying;
— Communication systems for meters — Part 6: Local Bus;
— Communication systems for meters — Part 7: Transport and security services;

— CEN/TR 17167:2018, Communication systems for meters — Accompanying TR to EN 13757-2, -3
and -7, Examples and supplementary information.

This document falls under the Mandate EU M/441 “Standardisation mandate to CEN, CENELEC and ETSI
in the field of measuring instruments for the development of an open architecture for utility meters
involving communication protocols enabling interoperability” by providing the relevant definitions and
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methods for meter data transmission on application layer level. The M/441 Mandate is driving
significant development of standards in smart metering.

This document is in accordance with CEN/CLC/ETSI/TR 50572 [4].

According to the CEN-CENELEC Internal Regulations, the national standards organisations of the
following countries are bound to implement this European Standard: Austria, Belgium, Bulgaria,
Croatia, Cyprus, Czech Republic, Denmark, Estonia, Finland, Former Yugoslav Republic of Macedonia,
France, Germany, Greece, Hungary, Iceland, Ireland, Italy, Latvia, Lithuania, Luxembourg, Malta,
Netherlands, Norway, Poland, Portugal, Romania, Serbia, Slovakia, Slovenia, Spain, Sweden, Switzerland,
Turkey and the United Kingdom.
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Introduction

This European Standard belongs to the EN 13757 series, which covers communication systems for
meters. EN 13757-1 contains generic descriptions and a communication protocol. EN 13757-2 contains
a physical and a Link Layer for twisted pair based Meter-Bus (M-Bus). EN 13757-3 contains detailed
description of the application protocols especially the M-Bus Protocol. EN 13757-4 describes wireless
communication (often called wireless M-Bus or wM-Bus). EN 13757-5 describes the wireless network
used for repeating, relaying and routing for the different modes of EN 13757-4. EN 13757-6 describes a
twisted pair local bus for short distance (Lo-Bus). EN 13757-7 describes transport mechanism and
security methods for data. The Technical Report CEN/TR 17167 contains informative annexes from
EN 13757-2,EN 13757-3 and EN 13757-7.

These upper M-Bus protocol layers can be used with various Physical Layers and with Data Link Layers
and Network Layers, which support the transmission of variable length binary transparent messages.
Frequently, the Physical and Link Layers of EN 13757-2 (twisted pair) and EN 13757-4 (wireless) as
well as EN 13757-5 (wireless with routing function) or the alternatives described in EN 13757-1 are
used. These upper M-Bus protocol layers have been optimized for minimum battery consumption of
meters, especially for the case of wireless communication, to ensure long battery lifetimes of the
meters. Secondly, it is optimized for minimum message length to minimize the wireless channel
occupancy and hence the collision rate. Thirdly, it is optimized for minimum requirements towards the
meter processor regarding requirements of RAM size, code length and computational power.

An overview of communication systems for meters is given in EN 13757-1, which also contains further
definitions.

This standard concentrates on(the<meter,communication; ;The meter communicates with one (or
occasionally several) fixed or mobile communication partners which again might be part of a private or
public network. These further communication systems might use the same or other application layer
protocols, security, privacy, authentication, and management methods;

To facilitate common communication’systéms for'CEN-metérs’ (e.g. gas, water, thermal energy and heat
cost allocators) and for electricity meters, in this standard occasionally electricity meters are
mentioned. All these references are for information only and are not standard requirements. The
definition of communication standards for electricity meters (possibly by a reference to CEN standards)
remains solely in the responsibility of CENELEC.

NOTE1 CEN/TR17167:2018, Annex C specifies how parts of this standard and of EN 13757-2 and EN 13757-
4 can be used to implement smart meter functionalities. Similar functionalities could also be implemented using
other Physical and Link Layers.

NOTE 2  For information on installation procedures and their integration in meter management systems, see
CEN/TR 17167:2018, Annex D.

The operator of a smart metering network needs to secure the network to ensure the data protection
and data privacy of the consumer (see EC-Recommendation C1342 (2012)). Securing a system requires
a security policy, which should address in general all constraints on functions, information flow
between functions, access by external systems and threats, including software and access to data by
third persons from an organizational viewpoint.

The security policy is under the responsibility of organizations according to their business processes.
The major elements of a security policy, in combination with rules, will determine the overall security
that is achieved. The security policy defines goals and elements of the system to be supported by
organizational policy and technical implementations of security services. Establishing and executing
security policies are outside the scope of this standard; however the standard provides security
services supporting those policies when implemented.
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A security concept refers mainly to an architectural model, which represents data flows between role-
based data processing functions. Requirements for the security concept result from the overall security
objectives in combination with the derived security services and best practice. This standard provides a
set of security services allowing the design of a secure system, which is likely to resist attacks within the
lifetime of the meter.

The limitation to symmetrical cipher methods for data transmission allow energy and memory efficient
solutions. This is advantageous for long-term battery operated meters. It enables as well integration of
unidirectional meter communication. Services like key derivation and key distribution solves the
conflict between short key lifetime and long lifetime of a meter.
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1 Scope
This European Standard specifies Transport and Security Services for communication systems for
meters.

This European Standard specifies secure communication capabilities by design and supports the
building of a secure system architecture.

This European standard is applicable to the protection of consumer data to ensure privacy.

This draft European Standard is intended to be used with the lower layer specifications determined in
EN 13757-2, EN 13757-3, EN 13757-4, EN 13757-5 and EN 13757-6.

2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and are
indispensable for its application. For dated references, only the edition cited applies. For undated
references, the latest edition of the referenced document (including any amendments) applies.

EN 13757-1, Communication systems for meters - Part 1: Data exchange
EN 13757-2, Communication systems for meters - Part 2: Wired M-Bus communication
EN 13757-3:2018, Communication systems for meters — Part 3: Application protocols

EN 13757-4:2013, Communication systems for meters and remote reading of meters - Part 4: Wireless
meter readout (Radio meter reading(forjoperation in SRD bands)

EN 13757-5, Communication systems for,meters - Part 5: Wireless M-Bus relaying

EN 62056-5-3:2014, Electricity metering, -data. exchange - The DLMS/COSEM suite - Part 5-3:
DLMS/COSEM application layer

EN 62056-21, Electricity metering - Data exchange for meter reading, tariff and load control - Part 21:
Direct local data exchange

ISO/IEC 18033-3, Information technology — Security techniques — Encryption algorithms — Part 3:
Block ciphers

NIST/SP 800-38A:2001-12, Recommendation for Block Cipher Modes of Operation: Methods and
Techniques

NIST/SP 800-38B:2005-05, Recommendation for Block Cipher Modes of Operation: CMAC Mode for
Authentication

NIST/SP 800-38C:2004-05, Recommendation for Block Cipher Modes of Operation: The CCM Mode for
Authentication and Confidentiality

NIST/SP 800-38D:2007-11, Recommendation for Block Cipher Modes of Operation: Galois/Counter
Mode (GCM) and GMAC

NIST/SP 800-38F:2012-12, Recommendation for Block Cipher Modes of Operation: Methods for Key
Wrapping
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3 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

3.1

application data

data used and/or generated by the metering process such as register values, tariffs, conversion factors
or data used to control the metering process respectively the output or additional information

3.2
application protocol
protocol for the coding of application data

Note 1 to entry:  Application protocols are specified in EN 13757-3.

3.3
authenticity
property that data originated from its purported source

[SOURCE: NIST/SP 800-38F:2012-12, NIST/SP 800-38C:2004-05]

34
byte
octet of bits

3.5

confidentiality

property that information is not made available or disclosed to unauthorized individuals, entities, or
processes

[SOURCE: ISO 7498-2:1989]

3.6

integrity

data integrity

property that data has not been altered or destroyed in an unauthorized manner

[SOURCE: ISO 7498-2:1989]

3.7
datagram
unit of data transferred from source to destination

Note 1 to entry:  In previous versions of prEN 13757-3 datagram was called telegram.

3.8
ephemeral key
key used to encrypt or decrypt a single message or for a limited time or a limited amount of data

3.9
fragment
datagram of a fragmented message

10



EN 13757-7:2018 (E)

3.10
hex-ASCII
base-16 numbers encoded as ASCII characters (‘0’-‘9’, ‘A’-‘F’)

[SOURCE: ANSI X9 TR-31:2010]

3.11

initialization vector

number used as starting point for the encryption of data sequences in order to increase the security by
introducing additional cryptographic variance and to synchronize cryptographic equipment

3.12

Kkey counter

unique counter used in the Security Information Transfer Protocol to identify a secured end to end
transferred command and response

3.13

Kkey derivation

technique by which a (potentially large) number of keys are generated (“derived”) from a single initial
key and non-secret variable data with each resulting key using a non-reversible process

3.14
message
functional set of data transfenred from source/to destination

Note 1 to entry: A message may consist'of one‘or move datagrams:

3.15
message counter
unique counter used in AFL or TPLtolidentify-aisecured/ message

3.16
persistent key
cryptographic key which,needs to be kept a prolonged period

3.17
security mechanism
mode of operation of a (symmetric) cryptographic algorithm

Note 1 to entry:  The Security mechanism is identified by the Security mode.

3.18
security mode
mode number in configuration field identifying a set of applied security mechanisms

3.19
security service
authenticity, confidentiality and data integrity

Note 1 to entry:  Security services are provided by security mechanisms.

11
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3.20
sublayer
subdivision of a layer

[SOURCE: EN ISO/IEC 7498-1:1995]

3.21
TPL-padding
fill bytes added in TPL to fill up application data to the requested size for a block cipher

3.22
wrapper key
(symmetric) key that determines the wrapping and unwrapping functions of a wrapping mechanism

3.23

wrapping mechanism

(symmetric) key authenticated encryption mechanism that is intended for the protection of
cryptographic keys and other specialized data

4 Abbreviations and symbols

4.1 Abbreviations

ACC-DMD Access Demand

ACC-NR Access - No Reply

ACK Acknowledge [EN 13757-2/EN 13757-4]

AES Advanced Engryption.Standard

AFL Authentication and Fragméntation Sublayer

APDU Application Protocol Data Unit

APL Application Layer

ASCII American Standard Code for Information Interchange

BCD Binary Coded Decimal numbers

BCF Block control field of SITP structure, coding the usage of command or response
BID Block identification number of SITP structure

BL Block length of SITP structure

CBC Cipher Block Chaining; (AES mode of operation)

CCM Counter mode encryption algorithm with CBC-MAC (AES mode of operation)
CF Configuration Field

CFE Configuration Field Extension

CI Control Information field

CMAC Cipher-based MAC [NIST/SP 800-38B]

CNF-IR Confirm Installation Request

CTR Counter Mode encryption algorithm (AES mode of operation)

12



DES
DIF
DLL
DLMS
DSI
DSH
DSH1
DSH2
ELL
GCM

GMAC

ICV
IV
LSB
LSBit
MAC

MK
MLI

MSB
MSBit
NWL
OBIS

PID
REQ-UD
RSP-UD
RSSI
SITP
SND-IR
SND-NKE
SND-NR
SND-UD
SND-UD2
SND-UD3

EN 13757-7:2018 (E)

Data Encryption Standard

Data Information Field

Data Link Layer

Device Language Message Specification

Data structure identifier, part of block parameter structure inside SITP
Data structure header, part of block parameter structure inside SITP
Byte one of DSH

Byte two of DSH

Extended Link Layer

Galois/Counter Mode, an algorithm for authenticated encryption with associated data
(AES mode of operation)

a specialization of GCM for generating a message authentication code (MAC) on data that
is not encrypted

Integrity check value, part of a wrapped data structure in SITP
Initialization Vector

Least Significant Byte

Least Significant,Bit

Message AuthenticationCode

NOTE MAC is in other standards also used as an acronym for Media Access Control
for data communication-atthe Physical Layer.

Message Key (persistent)

Message Length Indicator, part of a wrapped data structure in SITP
Most Significant Byte

Most Significant Bit

Network Layer

Object Identification System (EN 62056-61)

Protocol identifier field, part of wrapped data structure in SITP
Request User Data (class 1 or 2) [EN 13757-2/EN 13757-4]
Respond User Data [EN 13757-2/EN 13757-4]

Received Signal Strength Indicator

Security Information Transfer Protocol

Send Installation Request [EN 13757-4]

Send Link Reset [EN 13757-2/EN 13757-4]

Send - No Reply [EN 13757-4]

Send User Data [EN 13757-2/EN 13757-4]

Send User Data 2 [EN 13757-2/EN 13757-4]

Send User Data 3 [EN 13757-4]
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