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3 Definition of terms, symbols and abbreviations 

3.1 Terms 
For the purposes of the present document, the terms given in ETSI GR NFV 003 [i.13] apply. 

3.2 Symbols 
Void. 

3.3 Abbreviations 
For the purposes of the present document, the abbreviations given in ETSI GR NFV 003 [i.13] and the following apply: 

AAF Availability Assurance Function  
ACK Acknowledgement 
ADAM Adaptive Moment Estimation  
AFR Average Failure Rate  
ANN Artificial Neural Network  
APF Anomaly Prediction Function  
ASDD Acceptable Service Data Disruption  
ASDT Acceptable Service Disruption Time  
BA Balanced Accuracy  
BMU Best Matching Unit  
BW Bandwidth  
c/n/s compute/network/storage 
CA Classification Accuracy  
CoM Composite Model  
CpI Checkpointing Interval  
CSCF Call Session Control Function  
DLR Distributed-Log Regression  
DS dissimilarity vector 
FDLF Fault Detection and Localization Function  
FE Functional Entity 
FLM Fault Localization Model  
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FN False Negative  
FP False Positive  
FPCA Functional Principal Component Analysis  
GRE Generic Routing Encapsulation 
HI Health-Check Interval  
ICMP Internet Control Message Protocol 
IPV4 Internet Protocol Version 4 
IPV6 Internet Protocol Version 6 
IPVLAN Internet Protocol Virtual Local Area Network 
LB Load Balancing 
LiReg Linear Regression  
LoReg Logistic Regression  
LSTM Long Short-Term Memory  
LTE Long Term Evolution 
MP MultiPoint 
MSCS Multi-Site Connectivity Services  
MTTR Mean Time to Repair/Restore 
NL Latency 
NN Neural Network  
NsDf NS Deployment Flavour  
NsQoS Network service Quality of Service 
ODU2 Optical Data Unit 2 
PCA Principal Components Analysis  
PTP Precision Time Protocol 
RA Required Availability  
RAID Redundant Array of Independent Disks  
RCA Root Cause Analysis  
ReLU Rectified Linear Unit  
RF Random Forest  
SARSA State-Action-Reward-State-Action 
SB Standby Capacity  
SL2 Scale Level 2 
SL3 Scale Level 3 
SLAAC Stateless Address Autoconfiguration 
SLO Service Level Objectives  
SOM Self-Organizing Map 
SVM Support Vector Machine  
Tanh Hyperbolic Tangent 
TN True Negative  
TP True Positive  
UDP User Datagram Protocol 
vPE Virtualised Provider Edge 

4 Overview 
Operations of communication networks produce huge amounts of data related to aspects such as characteristics, 
lifecycle, behavior or performance/fault monitoring. 

In the context of the multi-vendor, multi-layer NFV architecture, the exploitation of such massive data with the use of 
cognitive approaches would ease the networks management, and could provide, in particular, the assurance of resilient 
runtime operations of these networks. 

The present document studies how machine learning could be applied to NFV operations data for reliability and 
availability purposes. Clause 5 details the NFV architecture interfaces through which the field data may be collected, 
together with the operations which create these data. 

Three families of data-driven techniques are described in clause 6: supervised, unsupervised and reinforcement 
learning. Used for operations control and management, they may help to build zero-touch control loops and pave the 
way to autonomous networking. 
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Three selected use cases for the use of operations data for reliability and availability are described in clause 7: 

• Service availability assurance for meeting and maintaining a given network service availability. 

• Root cause analysis, i.e. real-time fault localization for mitigation of incidents which underly detected 
anomalies. 

• Anomaly prediction for anticipation of failures which could lead to outages. 

A list of recommendations, some of which call for requirements specification, is finally provided in clause 8 for each 
use case. 

5 Operations data 

5.1 Nature of the data 
The main input needed for cognitive approaches such as machine learning is data. Operations data of the NFV 
ecosystem arise from operations launched at the numerous NFV-MANO interfaces. Figure 5.1-1 shows all the 
interfaces through which operations data can be collected. In this figure, the interfaces are grouped, when it is possible, 
according to the reference points of the NFV architecture. The number following each interface refers to the clause 
number in Annex A of the present document elaborating on the interface. Two interfaces are common to all reference 
points: performance management and fault management. In addition, the policy management interface is also common 
with two exceptions currently. A number of interfaces exists in similar form for different resources. To improve 
readability, similar interfaces related to compute, network and storage are grouped through the symbol "c/n/s". Their 
references are also combined (e.g. A.5.2/3/4.1 meaning respectively A.5.2.1, A.5.3.1 and A.5.4.1). 

The operations executed at these interfaces are of different nature: 

• Lifecycle management: create, activate, associate, upload, fetch, instantiate, add, allocate, attach, build, 
transfer, extract/delete, stop, deactivate, disassociate, terminate, detach. 

• Modification: modify, change, update, scale, migrate. 

• Inquiry: query, get (alarm list, operation status, indicator value). 

• Incidents: escalate severity, ACK alarms, heal, revert-to snapshot. 

• Other LCM operations: grant (NS/VNF lifecycle), coordinate, operate, set (configuration). 

• Subscription: initialization, termination, information query. 

• Reporting: notification. 

All operations found at the different interfaces are listed in Annex B. 
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Figure 5.1-1: Interfaces of the NFV architecture  
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5.2 Data contents 
Operations data arise from the operations shown in Annex B as the contents of their input/output parameters. These 
contents are composed of encapsulated information elements associated with attributes and types. Annex A shows these 
information. For illustration purpose, the encapsulation of fault management operations data is used below. Figure 5.2-1 
lists the operations related to the fault management interface which is defined for all NFV reference points. The 
input/output parameters, followed by their type, are also provided for the operations. Figures 5.2-1 and 5.2-2 develop 
the encapsulation of the information elements in use, associated with their attributes and types. The notation applied in 
these figures is the following: 

• 'xor' means that only one parameter:type or attribute:type can be used at a time from the list; 

• regular typeset means a primitive/predefined type; 

• bold typeset means a type/information element whose data structure is given in the present clause - for 
illustration purposes, the arrows show the encapsulation of the data structure for some particular 
types/information elements of an alarm; 

• italic typeset means Enum whose values are listed in Table 5.2-1; 

• bold+italic typeset means abstract type in place of which an appropriate specialization/child type can be used. 
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Figure 5.2-1: Operations data at the fault management interface  

Operation Input/output Parameter:Type 

Subscribe 
filter:Filter 

subscriptionId:Identifier 

Terminate 
Subscription 

subscriptionId:Identifier 
none 

Get Alarm List 
filter:Filter 

alarm:Alarm xor AlarmWithRpInfo 

Query  
Subscription Info 

filter:Filter 

queryResult:<not specified> 

Escalate Perceived 
Severity 

alarmId:Identifier 
perceivedSeverity:PerceivedSeverity 

none 

Acknowledge 
Alarms 

alarmId:Identifier 

acknowledgedAlarmId:Identifier 

Notify 

alarmNotification:AlarmNotification xor 
alarmWithRpNotification:AlarmWith RpNotification xor 
alarmClearedNotification:AlarmClearedNotification xor 
alarmClearedWithRpNotification:AlarmClearedWith RpNotification 

alarmListRebuiltNotification:AlarmListRebuiltNotification 

 

Alarm 

alarmId:Identifier 
managedObjectId:Identifier 
vnfcId:Identifier 
rootCauseFaultyComponent:FaultyComponentInfo 
rootCauseFaultyResource:FaultyResourceInfo 
alarmRaisedTime:DateTime 
alarmChangedTime:DateTime 
alarmClearedTime:DateTime 
ackState:AckState 
perceivedSeverity:PerceivedSeverity 
eventTime:DateTime 
eventType:EventType 
faultType:String 
probableCause:String 
isRootCause:Boolean 
correlatedAlarmId:Identifier 
faultDetails:<not specified> 
rootCauseFaultyObject:Identifier 
state:AlarmState 

AlarmWithRpInfo 
resourceProviderId:Identifier 
+ Attribute:Type as above 

AlarmNotification alarm:Alarm 

AlarmWithRpNotification 
resourceProviderId:Identifier 
alarm:Alarm 

AlarmClearedNotification 
alarmId:Identifier 
alarmClearedTime:DateTime 

AlarmClearedWith 
RpNotification 

resourceProviderId:Identifier 
alarmId:Identifier 
alarmClearedTime:DateTime 

 

FaultyComponentInfo 
faultyNestedNsInstanceId:NsInfo 
faultyNsVirtualLinkInstanceId:Identifier 
faultyVnfInstanceId:Identifier 

FaultyResourceInfo 
faultyResource:ResourceHandle 
faultyResourceType:FaultyResourceType 

 

NsInfo 

nsInstanceId:Identifier 
nsName:String 
description:String 
nsdId:Identifier 
nsdInfoId:Identifier 
flavourId:Identifier 
vnfInfo:VnfInfo 
pnfInfo:PnfInfo 
virtualLinkInfo:NsVirtualLinkInfo 
vnffgInfo:VnffgInfo 
sapInfo:SapInfo 
nestedNsInfoId:Identifier 
vnfSnapshotInfo:VnfSnapshotInfo 
nsState:InstantiationState 
monitoringParameter:MonitoringParameter  
nsScaleStatus:NsScaleInfo 
additionalAffinityOrAntiAffinityRule:AffinityOrAntiAffinityRule 
wanConnectionInfo:WanConnectionInfo 

ResourceHandle 

vimConnectionId:Identifier 
resourceProviderId:Identifier 
resourceId:Identifier 
vimLevelResourceType:<not specified>  
vimId:Identifier 

 

VnfInfo 

vnfInstanceId:Identifier 
vnfInstanceName:String 
vnfInstanceDescription:String 
vnfdId:Identifier 
vnfProvider:String 
vnfProductName:String 
vnfSoftwareVersion:Version 
vnfdVersion:Version 
vnfConfigurableProperty:KeyValuePair 
vimConnectionInfo:VimConnectionInfo 
instantiationState:InstantiationState 
instantiatedVnfInfo:InstantiatedVnfInfo 
metadata:KeyValuePair 
extension:KeyValuePair 

PnfInfo 

pnfId:Identifier 
pnfName:String 
pnfdId:Identifier 
pnfdInfoId:Identifier 
pnfProfileId:Identifier 
cpInfo:PnfExtCpInfo 

NsVirtualLinkInfo 

nsVirtualLinkInstanceId:Identifier 
nsVirtualLinkDescId:Identifier 
virtualLinkProfileId:Identifier 
resourceHandle:ResourceHandle 
linkPort:NsLinkPortInfo 

VnffgInfo 

vnffgId:Identifier 
vnffgdId:Identifier 
vnfId:Identifier 
pnfId:Identifier 
virtualLinkId:Identifier 
cpId:Identifier 
nfpInfo:NfpInfo 

SapInfo 

sapInstanceId:Identifier 
sapdId:Identifier 
sapName:String 
description:String 
cpProtocolInfo:CpProtocolInfo 

VnfSnapshotInfo 

vnfSnapshotInfoId:Identifier 
createdAt:DateTime 
vnfInstanceId:Identifier 
vnfInfo:VnfInfo 
vnfcSnapshotInfo:VnfcSnapshotInfo 
userDefinedData:KeyValuePair 
triggeredAt:DateTime 
vnfStateSnapshotInfo:VnfStateSnapshotInfo 
vnfdId:Identifier 

MonitoringParameter 

monitoringParameterId:Identifier 
name:String 
performanceMetric:String 
collectionPeriod:<not specified> 

NsScaleInfo 
nsScalingAspectId:Identifier 
nsScaleLevelId:Identifier 

AffinityOrAntiAffinityRule 

descriptorId:Identifier 
vnfInstanceId:Identifier 
affinityOrAntiAffinity:AffinityOrAntiAffinity 
scope:AffinityOrAntiAffinityScope 

WanConnectionInfo 
wanConnectionInfoId:Identifier 
protocolData:<not specified>  
virtualLinkInstanceId:Identifier 

 

see next Figure
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