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Foreword

This Group Report (GR) has been produced by ETSI Industry Specification Group (ISG) Network Functions
Virtualisation (NFV).

Modal verbs terminology

In the present document “should", "should not”, "may", "need not", "will™, "will not", "can™ and "cannot" are to be
interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of provisions).

"must™” and "must not™ are NOT allowed in ETSI deliverables except when used in direct citation.
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1 Scope

The present document aims at studying how operations data (KPIs, metrics, alarm notifications, event logs, debug
information) can be exploited to ensure the availability and reliability of NFV-MANO and of the network services it
manages using data analysis/data driven techniques. This includes, among others, the use of machine learning to find
patterns for cases where detailed semantics information is unavailable (e.g. due to confidentiality) or the amount of data
is overwhelming. Use cases are created describing how the information can be used offline (for example for root cause
analysis and predictive maintenance resulting in, e.g. creation and/or changes of deployment flavours) and online (to
identify appropriate LCM operations and policy changes in order to achieve the intended service availability
objectives).

2 References

2.1 Normative references

Normative references are not applicable in the present document.

2.2 Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[i.1] ETSI GS NFV-IFA 005 (V3.4.1): "Network Functions Virtualisation (NFV) Release 3;
Management and Orchestration; Or-Vi reference point - Interface and Information Model
Specification™.

[i.2] ETSI GS NFV-IFA 006 (V3.4.1): "Network Functions Virtualisation (NFV) Release 3;
Management and Orchestration; Vi-Vnfm reference point - Interface and Information Model
Specification™.

[i.3] ETSI GS NFV-IFA 007 (V3.4.1): "Network Functions Virtualisation (NFV) Release 3;
Management and Orchestration; Or-Vnfm reference point - Interface and Information Model
Specification".

[i.4] ETSI GS NFV-IFA 008 (V3.4.1): "Network Functions Virtualisation (NFV) Release 3;
Management and Orchestration; Ve-Vnfm reference point - Interface and Information Model
Specification".

[i.5] ETSI GS NFV-IFA 013 (V3.4.1): "Network Functions Virtualisation (NFV) Release 3;
Management and Orchestration; Os-Ma-Nfvo reference point - Interface and Information Model
Specification™.

[i.6] ETSI GS NFV-IFA 030 (V3.4.1): "Network Functions Virtualisation (NFV) Release 3;
Management and Orchestration; Multiple Administrative Domain Aspect Interfaces
Specification”.

[i.7] ETSI GS NFV-IFA 031 (V3.4.1): "Network Functions Virtualisation (NFV) Release 3;
Management and Orchestration; Requirements and interfaces specification for management of
NFV-MANO™".
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ETSI GS NFV-IFA 032 (V3.4.1): "Network Functions Virtualisation (NFV) Release 3;
Management and Orchestration; Interface and Information Model Specification for Multi-Site
Connectivity Services".

ETSI GR NFV-IFA 015 (V3.4.1): "Network Functions Virtualisation (NFV) Release 3;
Management and Orchestration; Report on NFV Information Model".

ETSI GR NFV-REL 010 (V3.1.1): "Network Functions Virtualisation (NFV) Release 3;
Reliability; Report on NFV Resiliency for the Support of Network Slicing"”.

Ivar Thokle Hovden: "Optimizing Artificial Neural Network Hyperparameters and Architecture”,
University of Oslo, 2019.

Available at www.mn.uio.no/fysikk/english/people/aca/ivarth/works/in9400 nn_hpo nas _hovden r2.pdf.

ETSI GS NFV-REL 005 (V1.1.1): "Network Functions Virtualisation (NFV); Accountability;
Report on Quality Accountability Framework™.

ETSI GR NFV 003 (V1.6.1): "Network Functions Virtualisation (NFV); Terminology for Main
Concepts in NFV".
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3 Definition of terms, symbols and abbreviations

3.1 Terms

For the purposes of the present document, the terms given in ETSI GR NFV 003 [i.13] apply.

3.2 Symbols

Void.

3.3 Abbreviations

For the purposes of the present document, the abbreviations given in ETSI GR NFV 003 [i.13] and the following apply:

AAF Availability Assurance Function
ACK Acknowledgement

ADAM Adaptive Moment Estimation

AFR Average Failure Rate

ANN Artificial Neural Network

APF Anomaly Prediction Function
ASDD Acceptable Service Data Disruption
ASDT Acceptable Service Disruption Time
BA Balanced Accuracy

BMU Best Matching Unit

BW Bandwidth

c/nls compute/network/storage

CA Classification Accuracy

CoM Composite Model

Cpl Checkpointing Interval

CSCF Call Session Control Function

DLR Distributed-Log Regression

DS dissimilarity vector

FDLF Fault Detection and Localization Function
FE Functional Entity

FLM Fault Localization Model
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FN

FP
FPCA
GRE
HI
ICMP
IPV4
IPV6
IPVLAN
LB
LiReg
LoReg
LSTM
LTE
MP
MSCS
MTTR
NL
NN
NsDf
NsQoS
Oobu2
PCA
PTP
RA
RAID
RCA
ReLU
RF
SARSA
SB
SL2
SL3
SLAAC
SLO
SOM
SVM
Tanh
TN

TP
UDP
VPE
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False Negative

False Positive

Functional Principal Component Analysis
Generic Routing Encapsulation
Health-Check Interval

Internet Control Message Protocol
Internet Protocol Version 4
Internet Protocol Version 6
Internet Protocol Virtual Local Area Network
Load Balancing

Linear Regression

Logistic Regression

Long Short-Term Memory

Long Term Evolution

MultiPoint

Multi-Site Connectivity Services
Mean Time to Repair/Restore
Latency

Neural Network

NS Deployment Flavour

Network service Quality of Service
Optical Data Unit 2

Principal Components Analysis
Precision Time Protocol

Required Availability

Redundant Array of Independent Disks
Root Cause Analysis

Rectified Linear Unit

Random Forest
State-Action-Reward-State-Action
Standby Capacity

Scale Level 2

Scale Level 3

Stateless Address Autoconfiguration
Service Level Objectives
Self-Organizing Map

Support Vector Machine
Hyperbolic Tangent

True Negative

True Positive

User Datagram Protocol
Virtualised Provider Edge
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4

Overview

Operations of communication networks produce huge amounts of data related to aspects such as characteristics,
lifecycle, behavior or performance/fault monitoring.

In the context of the multi-vendor, multi-layer NFV architecture, the exploitation of such massive data with the use of
cognitive approaches would ease the networks management, and could provide, in particular, the assurance of resilient
runtime operations of these networks.

The present document studies how machine learning could be applied to NFV operations data for reliability and
availability purposes. Clause 5 details the NFV architecture interfaces through which the field data may be collected,
together with the operations which create these data.

Three families of data-driven techniques are described in clause 6: supervised, unsupervised and reinforcement
learning. Used for operations control and management, they may help to build zero-touch control loops and pave the
way to autonomous networking.
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Three selected use cases for the use of operations data for reliability and availability are described in clause 7:
. Service availability assurance for meeting and maintaining a given network service availability.

. Root cause analysis, i.e. real-time fault localization for mitigation of incidents which underly detected
anomalies.

. Anomaly prediction for anticipation of failures which could lead to outages.

A list of recommendations, some of which call for requirements specification, is finally provided in clause 8 for each
use case.

5 Operations data

5.1 Nature of the data

The main input needed for cognitive approaches such as machine learning is data. Operations data of the NFV
ecosystem arise from operations launched at the numerous NFV-MANO interfaces. Figure 5.1-1 shows all the
interfaces through which operations data can be collected. In this figure, the interfaces are grouped, when it is possible,
according to the reference points of the NFV architecture. The number following each interface refers to the clause
number in Annex A of the present document elaborating on the interface. Two interfaces are common to all reference
points: performance management and fault management. In addition, the policy management interface is also common
with two exceptions currently. A number of interfaces exists in similar form for different resources. To improve
readability, similar interfaces related to compute, network and storage are grouped through the symbol "c/n/s". Their
references are also combined (e.g. A.5.2/3/4.1 meaning respectively A.5.2.1, A.5.3.1 and A.5.4.1).

The operations executed at these interfaces are of different nature:

. Lifecycle management: create, activate, associate, upload, fetch, instantiate, add, allocate, attach, build,
transfer, extract/delete, stop, deactivate, disassociate, terminate, detach.

. Modification: modify, change, update, scale, migrate.

o Inquiry: query, get (alarm list, operation status, indicator value).

. Incidents: escalate severity, ACK alarms, heal, revert-to snapshot.

. Other LCM operations: grant (NS/VNF lifecycle), coordinate, operate, set (configuration).
. Subscription: initialization, termination, information query.

. Reporting: notification.

All operations found at the different interfaces are listed in Annex B.
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Performance management (A.2.2) Fault management (A.2.1)
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Figure 5.1-1: Interfaces of the NFV architecture
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Data contents

Operations data arise from the operations shown in Annex B as the contents of their input/output parameters. These
contents are composed of encapsulated information elements associated with attributes and types. Annex A shows these
information. For illustration purpose, the encapsulation of fault management operations data is used below. Figure 5.2-1
lists the operations related to the fault management interface which is defined for all NFV reference points. The
input/output parameters, followed by their type, are also provided for the operations. Figures 5.2-1 and 5.2-2 develop
the encapsulation of the information elements in use, associated with their attributes and types. The notation applied in
these figures is the following:

'xor' means that only one parameter:type or attribute:type can be used at a time from the list;
regular typeset means a primitive/predefined type;

bold typeset means a type/information element whose data structure is given in the present clause - for
illustration purposes, the arrows show the encapsulation of the data structure for some particular
types/information elements of an alarm;

italic typeset means Enum whose values are listed in Table 5.2-1;

bold+italic typeset means abstract type in place of which an appropriate specialization/child type can be used.
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alarmid:1denti

Operation Input/output Parameter :Type managedObjectld:Identifier
N N vnfcld:ldentifier
Subscribe filter:Filter rootCauseFaultyComponent: I SOMpONCHNE | —
subscriptionid:|dentifier rootCaugeFau!(yResource:Faul(yRaourceI nfo
- alarmRaised Time:DateTime
Terminate subscriptionld:Identifier alarmChangedTime:DateTime
Subscription none alarmClearedTime:DateTime
o ackState:AckState
Get Alarm List filter:Filter Alarm perceivedSeverity:Per ceivedSeverity
alarm:JSIH xor AlarmWithRplinfo L eventTime:DateTime
eventType:EventType
Query filter:Filter faultType:String
Subscription Info N probableCause:String
queryResult:<not specified> isRootCause:Boolean
. alarmld:dentifier correlatedAlarmld: Identifier
Escalate Perceived | percei -PerceivedSeverit; faultDetails:<not specified>
Severity rootCauseFaultyObject:dentifier
none state:AlarmState
Acknowledge | alarmld: Identifier resourceProviderld:Identifier
Alarms o AlarmWithRplnfo + Attribute: Type as above

acknowledgedAlarmlid: Identifier

alarmNotification:Alar mNotification xor AlarmNotification alarm:Alarm
lar i ication:AlarmWith Rp! xor " resourceProviderld:Identifier
p
Notify alarmClearedNoti AlarmClearedH 1 X0r AlarmWithRpNolification alarm:Alarm
alarmClearedWithRpNotification:Alar mClear edWith RpNotification alarmld: Identifier

AlarmClearedNotification

alarmListRebuiltNotification:AlarmListRebuiltNotification alarmClearedTime:DateTime

resourceProviderld:Identifier

AlarmClearedWith alarmid:Identifi
faultyNestedNsinstanceld NS RpNotification alarmClearedTime:DateTime
FaultyC faultvN: m Id
fault anlns(aqceld:ldennfler vnflnstanceld:Identifier
FaultyResourcelnfo faul(yResource.R&s?urceHam:ﬂe vnfinstanceName:String
faultyResourceType:FaultyResourceType vnflnstanceDescription:String

vnfdld:Identifier

vnfProvider:String
vnfProductName:String

nsinstanceld:1dentifier Vnfinfo vnfSoftwareVersion:Version
nsName:String vnfdVersion:Version
description:String vnfConfigurableProperty:KeyValuePair
nsdld:Identifier vimConnectionInfo:VimConnectioni nfo
nsdinfold:Identifier instantiationState:InstantiationSate
flavourld:Ide: instantiatedVnfinfo: [ ENEICONNING =
vnfinfo: NG metadata:KeyValuePair
pnfinfo:Pnflnfo extension:KeyValuePair

Nsinfo virtualLinkInfo:NsVirtualLinkInfo pnfld:dentifier
wvnffginfo:Vnffginfo pnfName:String
saplnfo:Sapl nfo finf pnfdid:Identifier
nestedNsInfold: dentifier Pnfinfo pnfdinfold:Identifier
vnfSnapshotinfo:VnfSnapshotinfo pnfProfileld:1dentifier
nsState:InstantiationState cpinfo:PnfExtCplnfo
monitoringParameter:M onitoringPar ameter nsVirtualLinkinstanceld:Identifier
nsScaleStatus:NsScalel nfo nsVirtualLinkDescld:dentifier
additional AffinityOrAntiAffinityRule:AffinityOr AntiAffinityRule NsVirtualLinkInfo virtualLinkProfileld:1dentifier
wanConnectionInfo:WanConnectionlnfo resourceHandle:Resour ceHandle
vimConnectionld: Identifier linkPort:NsL inkPortI nfo
resourceProviderld:ldentifier vnffgld:ldentifier

ResourceHandle | resourceld:Identifier vnffgdld:Identifier

vimLevelResourceType:<not specified> vnfld:Identifier
vimld:1dentifier Vnffginfo pnfld:Identifier

virtualLinkld:Identifier
cpld:Identifier
nfpInfo:Nfplnfo
saplnstanceld:Identifier
sapdld: Identifier

Sapinfo sapName:String
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cpProtocolinfo:CpProtocoll nfo
vnfSnapshotinfold:Identifier
createdAt:DateTime
vnfinstanceld:ldentifier
vnfinfo:Vnfinfo

nfcSnapshoti nfo

userDefinedData:KeyValuePair
triggeredAt:DateTime
vnfStateSnapshotinfo:VnfStateSnapshot|nfo
vnfdld:Identifier
i \gParameterld:Identifier
name:String
performanceMetric:String
collectionPeriod:<not specified>
nsScalingAspectld: Identifier
nsScaleLevelld:|dentifier
descriptorld:Identifier

Ic r
affinityOrAntiAffinity:AffinityOr Anti Affinity
scope:AffinityOr Anti AffinityScope
wanConnectioninfold: Identifier
‘WanConnectionInfo protocolData:<not specified>
virtualLi Identifier

MonitoringParameter

NsScalelnfo

AffinityOrAntiAffinityRul

see next Figure

Figure 5.2-1: Operations data at the fault management interface
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