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IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The declarations
pertaining to these essential IPRs, if any, are publicly available for ETSI membersand non-members, and can be
found in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, | PRs notified to
ETS in respect of ETS standards’, which is available from the ETSI Secretariat. Latest updates are available on the
ETSI IPR online database.

Pursuant to the ETSI Directives including the ETSI IPR Policy, no investigation regarding the essentiality of IPRs,
including IPR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not
referenced in ETSI SR 000 314 (or the updates on the ETSI Web server) which are, or may be, or may become,
essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks of ETSI registered for the benefit of its
Members. 3GPP™, LTE™ and 5G™ logo are trademarks of ETSI registered for the benefit of its Members and of the
3GPP Organizational Partners. oneM 2M ™ logo is a trademark of ETSI registered for the benefit of its Members and of
the oneM2M Partners. GSM® and the GSM logo are trademarks registered and owned by the GSM Association.

Foreword

This Technical Report (TR) has been produced by ETSI Technical Committee Methods for Testing and Specification
(MTS).

Modal verbs terminology

In the present document “should", "should not”, "may", "need not", "will™, "will not", "can™ and "cannot" are to be
interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of provisions).

"must” and "must not™ are NOT allowed in ETSI deliverables except when used in direct citation.

Executive summary

The present document covers testing of ML-based systems for the purpose of standardization and elaborates on test
methodologies and methods for test specification. It identifies requirements for testing and comes forward with
proposals to tackle the technical aspects of certifying trustworthiness of ML-based systems in standardization contexts.

Introduction

Machine Learning (ML) and especially the application of Neural Networks (NNs) have led to amazing successes in
recent years due to the availability of large amounts of data as well as the increase in computing capacity. These
successes include applications from image recognition, which now achieve better results than humans in many areas,
the almost human-like abilities of speech recognition and conversation, which were finally demonstrated convincingly
by the NLP model GPT-3, or the massive superiority of algorithmic decision systems in learning and playing strategic
games such as Go, demonstrated by the Google subsidiary DeepMind.
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With the increasing success of ML and NNs, there is a growing need to integrate ML models and NNs into software
systems that are developed for critical tasks and operate in critical environments. At this point at the latest, the question
arises as to how ML, especially NN as well as their integration into systems can be rigorously tested and quality
assured. The present document describes methods and approaches for testing such ML-based applications.

The present document intentionally focuses on ML as the currently most widely spread method in the field of Artificial
Intelligence (Al). Other methods, such as symbolic Al, have their justification, but are not used to the same extent as is
currently the case with ML.

In summary, the present document provides an introduction as well as procedural understanding of testing ML-based
systems. It presents principles and challenges for testing ML-based systems, quality criteria and test items as well as
suitable test methods and their integration into the life cycle of typical ML-based applications, with relevance for
industry, regulation and research.
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1 Scope

The present document describes test types, test items, quality criteria, and testing methodologies associated with testing
ML-based systems, with an emphasis on supervised, unsupervised, and reinforcement learning. The present document
outlines how these testing practices can be effectively integrated into the life cycle of typical ML-based systems. The
present document applies to all types of organizations involved in any of the lifecycle stages of developing and
operating ML-based systems as well as to any other stakeholder roles.

2 References

2.1 Normative references

Normative references are not applicable in the present document.

2.2 Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

NOTE: While any hyperlinks included in this clause were valid at the time of publication ETSI cannot guarantee
their long-term validity.

The following referenced documents are not necessary for the application of the present document, but they assist the
user with regard to a particular subject area.

[i.1] ETSI TR 104 066 (V1.1.1) (07-2024): "Securing Artificial Intelligence; Security Testing of Al".

[i.2] Wang, Richard Y., and Diane M. Strong (1996): "Beyond Accuracy: What Data Quality Means to
Data Consumers", Journal of Management Information Systems 12 (4): pp. 5-33.

[i.3] Zhang, J. M., Harman, M., Ma, L. & Liu, Y: "Machine Learning Testing: Survey, Landscapes and
Horizons™. arXiv:1906.10742 [cs, stat] (2019).

[i.4] V. Riccio, G. Jahangirova, A. Stocco, N. Humbatova, M. Weiss, and P. Tonella: "Testing machine
learning based systems: a systematic mapping", Empir Software Eng, Bd. 25, Nr. 6, S. 5193-5254,
November 2020. doi: 10.1007/s10664-020-09881-0.

[i.5] M. Pol, T. Koomen, and A. Spillner: "Management and optimisation of the testing process: a
practical guide to successful software testing with TPl and TMap", updated ed. Heidelberg:
dpunkt-Verl, 2002.

[i.6] Poddey A., Brade T., Stellet J. E. & Branz W: "On the validation of complex systems operating in
open contexts”, arXiv:1902.10517 [cs], 2019.

[i.7] Gal, Yarin: "Uncertainty in Deep Learning"”, University of Cambridge, October 13", 2016 .

[i.8] Madry et.al.: "Adversarial Examples Are Not Bugs, They Are Features”, arXiv:1905.02175v4.

[i.9] Sahil Verma and Julia Rubin. 2018: "Fairness definitions explained™. In Proceedings of the

International Workshop on Software Fairness (FairWare '18). Association for Computing
Machinery, New York, NY, USA, 1-7. doi: 10.1145/3194770.3194776.

[i.10] M. Borg: "The AIQ Meta-Testbed: Pragmatically Bridging Academic Al Testing and Industrial Q
Needs", arXiv:2009.05260 [cs], September 2020, Zugegriffen: October 13, 2021. [Online].

[i.11] ISO 21448:2022: "Road vehicles — Safety of the intended functionality".

[i.12] I1SO 26262:2018: "Road vehicles — Functional safety".
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