°
BE SLOVENSKI STANDARD

SIST EN 16602-80:2019
Ol1-februar-2019

Zagotavljanje varnih proizvodov v vesoljski tehniki - Zagotavljanje varne
programske opreme

Space product assurance - Software product assurance

Raumfahrtproduktsicherung - Software-Produktsicherung

Assurance produit des projets spatiaux - Assurance produit logiciel

Ta slovenski standard je istoveten z: EN 16602-80:2018

ICS:

35.080 Programska oprema Software

49.140 Vesoljski sistemi in operacije Space systems and
operations

SIST EN 16602-80:2019 en,fr,de

2003-01.Slovenski institut za standardizacijo. RazmnoZevanje celote ali delov tega standarda ni dovoljeno.



SIST EN 16602-80:2019

iTeh STANDARD PREVIEW
(standards.iteh.ai)

SIST EN 16602-80:22019
https/standards.iteh.ai/catalog/standards/sist/6ec6d20d-6b56-48fF99b6-
47dd1efad2f1/sist-en-16602-80-2019



EUROPEAN STANDARD EN 16602-80
NORME EUROPEENNE
EUROPAISCHE NORM November 2018

ICS 35.080; 49.140

English version

Space product assurance - Software product assurance

Assurance produit des projets spatiaux - Assurance Raumfahrtproduktsicherung - Software-
produit logiciel Produktsicherung

This European Standard was approved by CEN on 12 October 2018.

CEN and CENELEC members are bound to comply with the CEN/CENELEC Internal Regulations which stipulate the conditions for
giving this European Standard the status of a national standard without any alteration. Up-to-date lists and bibliographical
references concerning such national standards may be obtained on application to the CEN-CENELEC Management Centre or to
any CEN and CENELEC member.

This European Standard exists in three official versions (English, French, German). A version in any other language made by
translation under the responsibility of a CEN and CENELEC member into its own language and notified to the CEN-CENELEC
Management Centre has the same status as the official versions.

CEN and CENELEC members are the national standards bodies and national electrotechnical committees of Austria, Belgium,
Bulgaria, Croatia, Cyprus, Czech RepublicgDenmark; Estonia,Finland, Former Yugoslav Republic of Macedonia, France, Germany,
Greece, Hungary, Iceland, Ireland, Italy, Latvia, Lithuania, Luxembourg, Malta, Netherlands, Norway, Poland, Portugal, Romania,
Serbia, Slovakia, Slovenia, Spain, Sweden, Switzerland, Turkey and United Kingdom.

CENELEC

CEN-CENELEC Management Centre:
Rue de la Science 23, B-1040 Brussels

© 2018 CEN/CENELEC All rights of exploitation in any form and by any means Ref. No. EN 16602-80:2018 E
reserved worldwide for CEN national Members and for
CENELEC Members.



EN 16602-80:2018 (E)

Table of contents

EUuropean FOreWOrd.......... ..o srssssssss s s s s ssss s s s s s nnmmmss s s s s s s e nnnns 7
IS T o o o - P 8
2 Normative referencCes.......cooeeeciiiiiiiiiirirr s 9
3 Terms, definitions and abbreviated terms.........cccccoiviiiiiircirc e, 10
3.1 Terms for other standards.............ooooiiiiii e 10
3.2 Terms specific to the present standard .................ccc i 10
3.3 Abbreviated termsS. ... ..o 16
3.4 Nomenclature Lo d .t A b A B i e e 18

4 Space system software product @assurance principles ....cccccceceeirirrrmrreennnccnnnnnn. 19
4.1 INETOAUCTION ...t 19
4.2 Organizationofthis Standard . ioqsimkrds/sistboe6d 20005560 A8 00 vt eee e, 20
4.3 Tailoring of this Standard ... .. s 22

5 Software product assurance programme implementation ........cccccccccceeiiiirnnnes 23
5.1  Organization and responsibility ............c.cccoiiiiiii e 23
5,101 Organization..........cooiiii oo 23

5.1.2 Responsibility and authOority .............coooomiiiiii e 23

5.1.3  RESOUICES....coo i 24

5.1.4  Software product assurance manager/engiNeer ............ccccouucuvvvieeeeeeeennnnns 24

5.1.8  TrAINING e 24

5.2 Software product assurance programme management..........ccccccceeeeeeeiiiieiiiiieineeennn. 25
5.2.1  Software product assurance planning and control..............ccccoeeeeeeeeeeeeeenn. 25

5.2.2  Software product assurance reporting..........cccooeeeeieeeiiieinieeeee e 26

ST T o 1 (OSSP 27

5.24  AlBIS. 27

525  Software problems ... 27

526  NONCONfOrMANCES ....cccoeoeeeeeeeeeeee e 28

5.2.7  Quality requirements and quality models.............ccccooiiiiiiii 29




EN 16602-80:2018 (E)

5.3 Risk management and critical item Control...............coooiiiii 29
5311 Riskmanagement...........coooiiiiiiiiii i 29

5.3.2  Critical item control..........cooooiiiiiii 29

5.4 Supplier selection and CONTrol..........ooiiiiiii e 30
541  Supplier SEleCtION..........ccoeiiiiee e 30

5.4.2  Supplier reqUIrEMENES .........coouuuuiiiiiiieiiece e 30

543  Supplier MONITOMING .....cooiiiiiieie e 30

5.4.4  Criticality classification ... 31

ST T {0 o[ =Y o 4= o | 31
5.5.1  Procurement dOCUMENES ......cccoeiviiiiiiiiiee e 31

5.5.2  Review of procured software component list...........ccccccceeiiiiiiiiiiiiinn . 31

5.5.3 Procurement details ..o 32

554 Identification.........cooooriiii i 32

555  INSPECHION ... 32

55.6  EXPOrtability ......ccooeeiiiee 32

5.6 Tools and supporting enVIroNMENT..........ccoouiiiiiiiiiec e 32
5.6.1 Methods,andoolst. .l m A E o ER T E o L I e e e e e 32

5.6.2 Development environment Selection ........cocoiveiiiiiiiiiiiiiiieeiecce e 33

5.7 Assessment and improvement PrOCESS ........cievveieeeleviiie e e e e e eeeans 34
5.7.1 Process assessment ol LN L0080 2000 e 34

5.7.2 Assessment process .................................. 34
5.7.3  Process improvement ..........cooouiiiiiiii i 35

6 Software proCess aSSUIraNCe..........ccoouiiiimmeeemrriiiiir s sssnssss s s s s s s sennns 37
6.1 Software development life CYCle...........oooiiiiiiiiii 37
6.1.1  Life cycle definition............oooeimiiiii e 37

6.1.2  Process quality objectives ..........ccoooiiiiiiiiiii e 37

6.1.3  Life cycle definition reVieW............coooiiiiiiiiiii e 37

6.1.4  Life CYCIE FESOUICES ......co e et e e e e e eeanes 37

6.1.5 Software validation process schedule ..............ccccciiiiiiiiniiice e, 38

6.2 Requirements applicable to all software engineering processes..........ccccccvvvvveveeene.. 38
6.2.1 Documentation Of ProCESSES......coeviiiiiiiiiie e 38

6.2.2  Software dependability and safety.........ccccccoeeiiiiiiiiii e 39

6.2.3  Handling of critical software .............ccc 41

6.2.4  Software configuration management..............cccco 43
6.2.5  ProCess MetriCs ......coooiiiiiiiiiii e 45

6.2.6  Verification ... 46

6.2.7 Reuse of existing SOftware ... 49




EN 16602-80:2018 (E)

6.2.8 Automatic code generation.............ooooviiiiiiii i 52
6.3 Requirements applicable to individual software engineering processes or
ACHIVIEIES e 53
6.3.1  Software related system requirements process..........ccccceeeeeeeeeeeeeeeeeeeeeenn. 53
6.3.2  Software requirements analysis ...........ccciiieiiiiiiiiii e 53
6.3.3  Software architectural design and design of software items ...................... 55
6.3.4 COAING oo 56
6.3.5 Testing and validation ... 57
6.3.6  Software delivery and acceptance..........ccccoooeeiiiiiiiiiiiiiieec e 62
B.3.7  OPEratiONS .....coviiiiii i 63
6.3.8  MaiNtENANCE .....ooviiiiie e 64
7 Software product quality aSSUrancCe.............ccciiiiiiiiiiiec e 66
7.1 Product quality objectives and metrication ...............cccoi 66
7.1.1  Deriving of reqUIreMENtS ..........coooiiiiiiiiiiiie e 66
7.1.2  Quantitative definition of quality requirements............cccceeiiiii . 66
7.1.3  Assurance activities for product quality requirements..............ccccceeeeee 66
7.1.4  Productmetrics) . A L A LR En I L L N e 66
S T = T T (o 4T 4 o S S 67
7.1.6  Reporting of MEtHCS ... iiiiiiieee e 67
7.1.7  Numerical accuracy: ..l L L0 Ealli 67
7.1.8  Analysis oOf SOftWare MaUIILY ....: cs s i 11 Geeeererereeeeeeeeeeeeeeeeeeeeeeeeee e e e e eeeees 68
7.2  Product quality reQUIrEMENTS .........ccooiiiiiiiii i 68
7.2.1 Requirements baseline and technical specification .............ccccccccooooiiies 68
7.2.2  Design and related documentation.............ccoooeeoiiiiiiieie e 69
7.2.3 Test and validation documentation...............ccoooiiiiiiiii e 69
7.3 Software intended fOr FEUSE..........ooiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeee e 70
7.3.1 LOT0 1S (o]0 g L= T ol (= To [ 1=T 0 4 1= o | £ 70
7.3.2  Separate documentation ...........ccc.oooiiiiiiii e 70
7.3.3  Self-contained information...................o 70
7.3.4 Requirements for intended reuse ...........cccceeveiiiiiiiiiiii e 70
7.3.5  Configuration management for intended reuse................cccceeeeeeee. 70
7.3.6  Testing on different platforms ... 71
7.3.7  Certificate of conformance ...........cccceee i 71
7.4 Standard ground hardware and services for operational system..............cccccceeeee. 71
7.4.1  Hardware proCur€mMent ..........oouuiiiiiiiiiiice e eeeees 71
7.4.2  SErviCe PrOCUIEMENT ... ...cciiiiiiiiiie e e e et e e e e e e e e e e e e e e e et e e e eeeeeenes 71
743 CONSIrAINS. ... aaaaes 72




EN 16602-80:2018 (E)

744  SeleCtion ... 72
7.4.5  MaiNteNaANCe ....ccooeeeiieeeeeeeeee 72
7.5 FIMMWAIE ...ttt ettt ettt et et eeeeaeaeeennennnnnnes 72
7.5.1  Device programming ........coooeeeiiieoiieeeeeee e 72
T7.5.2  MACKING .oeeei et e e et e e e e e e aaaeaaaaa 73
7.5.3  Calibration........ccoooeiiiiii 73
Annex A (informative) Software documentation............ccccvmeeccciiiiiiinnieccc, 74
Annex B (normative) Software product assurance plan (SPAP) - DRD.............. 80
B.1 DRD identification ........cccooiiiiioiieee e, 80
B.1.1  Requirement identification and source document...............ccccccoeinnnnnnnnnnns 80
B.1.2  Purpose and ObjJECHIVE..........c.ooeiiiiiii e 81
A o d o T=Tox (= To I (=1 0T 1T S 82
B.2.1  Scope and CONtENT ........uii i 82
B.2.2  SPECial remMaArks ......coouiuiiiiieiiieee e 86
Annex C (normative) Software product assurance milestone report
(SPAMRY) = DRD iuciins i snsosstin s gossiss 5 e s o 550 5590 0 85853 558 780 555 4 7585 5 o mmmnnssnsnnsnnnnnnnnnnnnnn 87
C.1 DRD identifiCation ..........c.iiiiiiiii s e e e e ettt ettt eeeeeeeeeeeeeeeeaeeeenennnnnne 87
C.1.1  Requirement identification and source document.................cccccvuveeeeenn.e. 87
C.1.2  Purpose and ObjeCHVE 1. 11 L 6a 08020k ke ereeeeeeeee e e e e ettt e e e e e e e e e eeeaaens 88
C.2 Expected response .................................. 88
C.2.1  Scope and CONtENt ......ccoeeieiiiiei e 88
C.2.2  Special remMaArKS .......uuiii e ennees 89
Annex D (normative) Tailoring of this Standard based on software
Lo T o 1178 90
D.1 Software criticality Categories ........cccoceiiiiiiiiii e 90
D.2  Applicability MatriX.........ccoiiiiiii 91
Annex E (informative) List of requirements with built-in tailoring
CaPability ... —————————————— 102
Annex F (informative) Document organization and content at each
L0 T L= e T 103
e O 01 1o o 11 e { o o 103
F.2 ECSS-Q-ST-80 Expected Output at SRR ... 103
F.3 ECSS-Q-ST-80 Expected Output at PDR ..o 105
F.4 ECSS-Q-ST-80 Expected Output at CDR ..o, 110
F.5 ECSS-Q-ST-80 Expected Output at QR .........oooiiiiiiiii e 112
F.6 ECSS-Q-ST-80 Expected Output at AR.......cooeiiiiii 113




EN 16602-80:2018 (E)

F.7 ECSS-Q-ST-80 Expected Output not associated with any specific milestone

(77151 PP 115
Bibliography ... ———— 117
Figures
Figure 4-1: Software related processes in ECSS Standards............cccccceiiiiiiiiiiiiis 20
Figure 4-2: Structure of this Standard...............oo e 21
Figure A-1: Overview of software doCUmMENtS ............oovviiiiiiiiiii e, 74
Tables
Table A-1 : ECSS-E-ST-40 and ECSS-Q-ST-80 Document requirements list (DRL)............ 75
Table B-1 : SPAP traceability to ECSS-E-ST-40 and ECSS-Q-ST-80 clauses ..................... 80
Table C-1: SPAMR traceability to ECSS-Q-ST-80 clauses...........ccceeeeieiiiiiiiiiiieeeeeee 87
Table D-1: Software criticality Categories..........ccuuiiiiiiii e 90
Table D-2 : Applicability matrix based on software criticality............ccccccoooeiiiiiiee e, 91




EN 16602-80:2018 (E)

European Foreword

This document (EN 16602-80:2018) has been prepared by Technical Committee CEN/CLC/JTC 5
“Space”, the secretariat of which is held by DIN (Germany).

This document (EN 16602-80:2018) originates from ECSS-Q-ST-80C Rev.1.

This European Standard shall be given the status of a national standard, either by publication of an
identical text or by endorsement, at the latest by May 2019, and conflicting national standards shall be
withdrawn at the latest by May 2019.

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. CEN [and/or CENELEC] shall not be held responsible for identifying any or all such
patent rights.

This document has been prepared under ‘a standardization request given/to CEN by the European
Commission and the European Free Trade Association.

This document has been developed to cover specifically space systems and will therefore have
precedence over any EN covering the same scopé(but(with) a wider do-main of applicability (e.g. :
aerospace). !

According to the CEN-CENELEC Internal Regulations, the national standards organisations of the
following countries are bound to implement this European Standard: Austria, Belgium, Bulgaria,
Croatia, Cyprus, Czech Republic, Denmark, Estonia, Finland, Former Yugoslav Republic of
Macedonia, France, Germany, Greece, Hungary, Iceland, Ireland, Italy, Latvia, Lithuania,
Luxembourg, Malta, Netherlands, Norway, Poland, Portugal, Romania, Serbia, Slovakia, Slovenia,
Spain, Sweden, Switzerland, Turkey and the United Kingdom.
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1
Scope

This Standard defines a set of software product assurance requirements to be
used for the development and maintenance of software for space systems.
Space systems include manned and unmanned spacecraft, launchers, payloads,
experiments and their associated ground equipment and facilities. Software
includes the software component of firmware.

This Standard also applies to the development or reuse of non-deliverable
software which affects the quality of the deliverable product or service
provided by a space system, if the service is implemented by software.

ECSS-Q-ST-80 interfaces with space engineering and management, which are
addressed in the Engineering (-E) and Management (-M) branches of the ECSS
System; and-explains,-howthey relate ;to, the software product assurance
processes.

This standard’may be tailored for ‘the'specific characteristic and constraints of a
space project in conformance with ECSS-5-ST-00.

Tailoring of- this Standard to a_specific,business, agreement or project, when
software produgct assunance.requirements @are prepared, is also addressed in
clause 4.3.
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2

Normative references

The following normative documents contain provisions which, through
reference in this text, constitute provisions of this ECSS Standard. For dated
references, subsequent amendments to, or revision of any of these publications
do not apply, However, parties to agreements based on this ECSS Standard are
encouraged to investigate the possibility of applying the more recent editions of
the normative documents indicated below. For undated references, the latest
edition of the publication referred to applies.

EN reference

Reference in text

Title

EN 16601-00-01

E(CSS-5:5T+«00701

ECSS system = Glossary, of terms

EN 16003-40

ECSS-E-ST-40

Space engineering — Software general requirements

EN 16602-10

ECSS-Q-ST-10

Space product assurance — Product assurance
management

EN 16602-10-04

ECSS-Q-ST-10-04

Space productiassurance!</Critical-item control

EN 16602-10-09

ECSS-Q-ST-10-09

Space product assurance — Nonconformance control

system
EN 16602-20 ECSS-Q-5T-20 Space product assurance — Quality assurance
EN 16602-30 ECSS-Q-5T-30 Space product assurance — Dependability
EN 16602-40 ECSS-Q-5T-40 Space product assurance — Safety
EN 16601-10 ECSS-M-5T-10 Space project management — Project planning and

implementation

EN 16601-10-01

ECSS-M-ST-10-01

Space project management ~Organization and
conduct of reviews

EN 16601-40 ECSS-M-ST-40 Space project management — Configuration and
information management
EN 16601-80 ECSS-M-ST-80 Space project management — Risk management
ISO/IEC 15504 Part Software engineering - Process assessment — Part 2:
2:2003 Performing an assessment - First Edition
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3

Terms, definitions and abbreviated terms

3.1

Terms for other standards

For the purpose of this Standard, the terms and definitions from ECSS-S-ST-00-01
apply.

NOTE The terms and definitions are common for the
ECSS-E-ST-40 and ECSS-Q-ST-80 Standards.

3.2 Terms specific to the present standard

3i2.1 automatic code generation

generation of s@urce codewithia téol from a model

3.2.2 code coverage

percentage of the software that has been executed {coveréd) by the test suite

3.23 competent assessor

person who has demonstrated the necessary skills, competencies and
experience to lead a process assessment in conformance with ISO/IEC 15504

NOTE Adapted from ISO/IEC 15504:1998, Part 9.

3.24 condition

boolean expression not containing boolean operators

3.25 configurable code

code (source code or executable code) that can be tailored by setting values of
parameters

NOTE This definition covers in particular classes of
configurable code obtained by the following
configuration means:

e configuration based on the use of a
compilation directive;

e configuration based on the use of a link
directive;

e configuration performed through a
parameter defined in a configuration file;

10
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e configuration performed through data
defined in a database with impact on the
actually executable parts of the software
(e.g. parameters defining branch structures
that result in the non-execution of existing
parts of the code).

3.2.6 COTS, OTS, MOTS software

for the purpose of this Standard, commercial-off-the-shelf, off-the-shelf and
modified-off-the-shelf software for which evidence of use is available

3.2.7 critical software
software of criticality category A, B or C

NOTE See ECSS-Q-ST-80, Annex D.1 - Software
criticality categories.

3.2.8 deactivated code

code that, although incorporated through correct design and coding, is
intended to execute in certain software product configurations only, or in none
of them

[SOURCE: adapted from RTCA/DO-178B]

3.2.9 decision

boolean expression composed of conditions and zero or more boolean operators
that are used in a control construct.

7

NOTE- 12 0Fornexample:ccif. . cthenO-22, else”0-or the “case’
statemeént‘are-control construct.

NOTE2 A decision without a boolean operator is a
condition.

NOTE3 If a condition appears more than once in a
decision, each occurrence is a distinct condition.

3.210 decision coverage

measure of the part of the program within which every point of entry and exit
is invoked at least once and every decision has taken “true” and “false” values
at least once.

NOTE Decision coverage includes, by definition,
statement coverage.

3.2.11 existing software

any software developed outside the business agreement to which this Standard
is applicable, including software from previous developments provided by the
supplier, software from previous developments provided by the customer,
COTS, OTS and MOTS software, freeware and open source software

11
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3.212 integration testing

testing in which software components, hardware components, or both are
combined and tested to evaluate the interaction between them

[SOURCE: IEEE 610.12:1990]

3.213 logical model

implementation-independent model of software items used to analyse and
document software requirements

3.2.14 margin philosophy

rationale for margins allocated to the performance parameters and computer
resources of a development, and the way to manage these margins during the
execution of the project

3.2.15 metric

defined measurement method and the measurement scale

NOTE1 Metrics can be internal or external, and direct or
indirect.

NOTE2 Metrics include methods for categorising
qualitative data.

[SOURCE: ISO/IEC9126-1:2001]

3.2.16 migration

porting of a software product to a new environment

3.2.17 mission products

products and services delivered by the space system

NOTE For example: Communications services, science
data.
3.2.18 modified condition and decision coverage

measure of the part of the program within which every point of entry and exit
has been invoked at least once, every decision in the program has taken “true”
and “false” values at least once, and each condition in a decision has been
shown to independently affect that decision’s outcome

NOTE A condition is shown to independently affect a
decision’s outcome by varying that condition
while holding fixed all other possible
conditions.

3.2.19 operational

for the purpose of this Standard, related to the software operation

NOTE It is not related to the spacecraft operation.

12
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3.2.20 portability

<a quality characteristic> capability of software to be transferred from one
environment to another

3.2.21 quality characteristics

<software> set of attributes of a software product by which its quality is
described and evaluated

NOTE A software quality characteristic can have
multiple levels of sub-characteristics.
3.2.22 quality model

<software> set of characteristics and the relationships between them which
provide the basis for specifying quality requirements and evaluating quality

[SOURCE: ISO/IEC 9126-1:2001]

3.2.23 real-time

pertaining to a system or mode of operation in which computation is performed
during the actual time that an external process occurs, in order that the
computation results can be used to control, monitor, or respond in a timely
manner to the external process

[SOURCE: IEEE 610.12:1990]

3.2.24 regression testing (software)

selective retesting of a system or,component to verify that modifications have
not caused unintended effects and that the system.or.component still complies
with its specified requirements

[SOURCE: IEEE 610.12:1990]

3.2.25 reusability

degree to which a software unit or other work product can be used in more
than one computer program or software system

[SOURCE: IEEE 610.12:1990]

3.2.26 singular input

input corresponding to a singularity of the function

3.2.27 software
see “software product” in ECSS-S-ST-00-01

3.2.28 software component

part of a software system
NOTE1 Software component is used as a general term.
NOTE 2 Components can be assembled and decomposed to
form new components. In the production activities,

components are implemented as units, tasks or
programs, any of which can be configuration

13
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