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Intellectual Property Rights
IPRs essential or potentially essential to the present document may have been declared to ETSI. The information
pertaining to these essential IPRs, if any, is publicly available for ETSI members and non-members, and can be found
in SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETSI in respect
of ETSI standards", which is available free of charge from the ETSI Secretariat. Latest updates are available on the
ETSI Web server (http://www.etsi.org/ipr).

Pursuant to the ETSI IPR Policy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee
can be given as to the existence of other IPRs not referenced in SR 000 314 (or the updates on the ETSI Web server)
which are, or may be, or may become, essential to the present document.

Foreword
This European Standard (Telecommunications series) has been produced by ETSI Technical Committee Network
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1 Scope
The present document in combination with ETS 300 477 [1] defines the interface between the Universal Personal
Telecommunication (UPT) card and the Card Accepting Device (CAD) for the operational phase. It also defines those
aspects of the internal organization of the UPT card which are related to the operational phase.

The present document relates to the interface between a UPT card and Public Switched Telephone Network (PSTN),
Integrated Services Digital Network (ISDN) and Global System for Mobile (GSM) communications terminals. These
interfaces are completely described by ETS 300 477 [1] plus the additions and modifications contained in the present
document; i.e. the present document is a delta document.

The following clauses from ETS 300 477 [1] are amended or modified in the present document:

- logical model (combined PIM1/PIM2);

- security (two pass strong authentication);

- functions (internal authentication);

- commands (internal authentication);

- Elementary Files (EFSEQ, EFDIR);

- Application Protocol (AP) (two pass strong authentication);

- Implementation Conformance Statement (ICS) proformas.

The clause numbering of ETS 300 477 [1] is kept in order to ease comparisons. Unmodified clauses and subclauses are
marked appropriately.

The present document together with ETS 300 477 [1] defines:

- the requirements for the physical characteristics of the UPT card, the electrical signals and the transmission
protocol;

- the model which shall be used as a basis for the design of the logical structure of the UPT card;

- the security features;

- the interface functions;

- the commands for operating the interface functions;

- the contents of the files required for the UPT application;

- the service set to be supported in the UPT card;

- the application protocol (security, services, etc.);

- the Implementation Conformance Statement (ICS) proformas.

The present document does not specify any aspects related to the administrative management phase. Any internal
technical realization of either the UPT card or the CAD are only specified where these reflect over the interface. The
present document does not specify any of the security algorithms which may be used.

The information flow between the CADUPT and the network is outside the scope of the present document.
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2 References
The following documents contain provisions which, through reference in this text, constitute provisions of the present
document.

• References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

• For a specific reference, subsequent revisions do not apply.

• For a non-specific reference, the latest version applies.

• A non-specific reference to an ETS shall also be taken to refer to later versions published as an EN with the same
number.

[1] ETS 300 477: "Universal Personal Telecommunication (UPT); UPT Phase 2; Functional
specification of the interface of a UPT Integrated Circuit Card (ICC) and Card Accepting Devices
(CADs); UPT card accepting Dual Tone Multiple Frequency (DTMF) device".

[2] ETS 300 790: "Universal Personal Telecommunication (UPT); Security architecture for UPT
phase 2; Specification".

[3] ITU-T Recommendation E.164: "The internatonal public telecommunication numbering plan".

3 Definitions, symbols and abbreviations

3.1 Definitions
For the purposes of the present document, the following terms and definitions apply, together with those contained in
ETS 300 477 [1]:

PIM1: Personal Identification Module according to ETS 300 477 [1]

PIM2: Personal Identification Module according to the present document

3.2 Symbols
For the purposes of the present document, the symbols contained in ETS 300 477 [1] apply.

3.3 Abbreviations
For the purposes of the present document, the following abbreviations apply, together with those of ETS 300 477 [1]:

AE Application Entity
AP Application Protocol
CT Cordless Telephone
ICS Implementation Conformance Statement
ISDN Integrated Services Digital Network
PSTN Public Switched Telephone Network
RAND Random challenge sent by the network to be used for authentication

SIST EN 300 823 V1.2.2:2003

iTeh STANDARD PREVIEW
(standards.iteh.ai)

SIST EN 300 823 V1.2.2:2003
https://standards.iteh.ai/catalog/standards/sist/14e52349-c1f6-44b7-835f-

f6ca88ce7766/sist-en-300-823-v1-2-2-2003



ETSI

EN 300 823 V1.2.2 (1999-04)8

4 Physical characteristics
The same text as in ETS 300 477 [1], is valid.

5 Electronic signals and transmission protocols
The same text as in ETS 300 477 [1], is valid.

6 Logical model
The same text as in ETS 300 477 [1] is valid with the following modifications:

In subclause 6.4, "DFUPT" is replaced by "DFUPT2", and the following note is added:

NOTE: Both PIM1 and PIM2 can be implemented in one card, each representing its own application.

7 Security services and facilities
The same text as in ETS 300 477 [1], clause 7 is valid with the following modifications:

PIM is replaced by PIM2, and "ETS 300 391-1" is replaced by "ETS 300 790 [2]".

7.1 Authentication key
The same text as in ETS 300 477 [1] subclause 7.1 is valid with the following addition:

If both PIM1 and PIM2 are implemented in the same card, then they shall use a different authentication key.

7.2 Algorithms and processes
The same text is valid with reference "ETS 300 790 [2]" instead of "ETS 300 391-1".

7.2.1 Card Holder Verification (CHV)

The same text as in ETS 300 477 [1] subclause 7.2.1 is valid, with the addition of the following note:

NOTE: If both PIM1 and PIM2 are implemented in the same card, for security reasons, two different CHVs
should be used for PIM1 and PIM2.
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7.2.2 Strong authentication

The two pass strong authentication process works as follows:

1) a successful card holder verification is performed;

2) a timer is started in the CADUPT. If a time-out occurs the PIM shall be RESET by the CADUPT. No further
authentication attempts can be made until a new card holder verification has been performed;

3) the authentication procedure is activated by the user (if the time-out has not been reached), whereby the
following steps take place;

4) the PUI and the CT are obtained from the PIM and are sent to the Authenticating Entity (AE) in an authentication
request;

5) the AE sends a random number RAND to the CADUPT in an authentication request;

6) the RAND is given to the PIM, which calculates an Authentication Code (AC) and returns it to the CADUPT;

7) the CADUPT sends the PUI, CT and AC to the authenticating entity;

8) if the authentication fails, steps 3) to 7) can be repeated, as long as the time-out has not been reached.

7.3 File access conditions
The same text as in ETS 300 477 [1], subclause 7.3 is valid.

7.4 Function access condition
The same text as in ETS 300 477 [1], subclause 7.4 is valid.

7.5 Identification, keying and algorithm information
The following data used for identification and secret keys are stored in the PIM:

- PUI (for identification of a UPT subscriber);

- LPIN (for card holder verification);

- SLPIN (for unblocking of the relevant CHV1);

- K (secret key for the authentication algorithm).

8 Description of the functions
The same text as in ETS 300 477 [1] is valid with the following modifications:

- "DFUPT" is replaced by "DFUPT2".

In subclause 8.10, the input is "challenge (RAND)" instead of "challenge (n)".

9 Description of the commands
The same text as in ETS 300 477 [1] is valid with the following modification:

- In subclause 9.3.10, "challenge (sequence number)" is replaced by "challenge (RAND)".
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