ETSITS 103 465 vi16.4.0 2021-05)

y B
=2

= R
TECHNICAL SPECIFICATION

Smart Cards;

ISwlart Secure'Platform-(SSP):
Requirements Specification

. (Release 16)

https/standards.iteh.ai/catalog/standards/sist/30477394-05c1-4acc-9b1d-
c65be6691e97/etsi-ts-103-465-v16-4-0-2021-05




Release 16 2 ETSI TS 103 465 V16.4.0 (2021-05)

Reference
RTS/SCP-RSSPvg40

Keywords
interface, secure element, security, UICC

ETSI

650 Route des Lucioles
F-06921 Sophia Antipolis Cedex - FRANCE

Tel.: +334 9294 42 00 Fax: +33 4 93 65 47 16

Siret N° 348 623 562 00017 - APE 7112B
Association & but non lucratif enregistrée a la
Sous-Préfecture de Grasse (06) N° w061004871

Important notice

The present document can be downloaded from:
http://www.etsi.org/standards-search

The present document may be made available in electronic versions and/or in print. The content of any electronic and/or
print versions of the present document shall not be modified without the prior written authorization of ETSI. In case of any
existing or perceived differencesimcontents/between such.versions and/or in/print, the prevailing version of an ETSI
deliverable is the one made publicly available in PDF format at www.etsi.org/deliver.

Users of the present document should be aware that'the document'may'be subject to revision or change of status.
Information on the current status of this and other ETSI documents is available at
https://portal.etsi.org/TB/ETSIDeliverableStatus.aspx

If you find errors;in theipresent.document, please send your comment to_one-ofithe_following services:
https://portal.etsi-org/People/CommiteeSupportStaff.aspx

Notice of disclaimer & limitation of liability

The information provided in the present deliverable is directed solely to professionals who have the appropriate degree of
experience to understand and interpret its content in accordance with generally accepted engineering or
other professional standard and applicable regulations.
No recommendation as to products and services or vendors is made or should be implied.

No representation or warranty is made that this deliverable is technically accurate or sufficient or conforms to any law
and/or governmental rule and/or regulation and further, no representation or warranty is made of merchantability or fithess
for any particular purpose or against infringement of intellectual property rights.

In no event shall ETSI be held liable for loss of profits or any other incidental or consequential damages.

Any software contained in this deliverable is provided "AS IS" with no warranties, express or implied, including but not
limited to, the warranties of merchantability, fithess for a particular purpose and non-infringement of intellectual property
rights and ETSI shall not be held liable in any event for any damages whatsoever (including, without limitation, damages

for loss of profits, business interruption, loss of information, or any other pecuniary loss) arising out of or related to the use
of or inability to use the software.

Copyright Notification

No part may be reproduced or utilized in any form or by any means, electronic or mechanical, including photocopying and
microfilm except as authorized by written permission of ETSI.
The content of the PDF version shall not be modified without the written authorization of ETSI.
The copyright and the foregoing restriction extend to reproduction in all media.

© ETSI 2021.
All rights reserved.

ETSI



Release 16 3 ETSI TS 103 465 V16.4.0 (2021-05)

Contents

INtellectual Property RIGNES.... ..ot b e e e en e ns 7
01 Yo (o ST 7
MoOdal VErDS TEMINOIOQY ... .ccteieeiicieee ettt st e e s te s ae e aesbeeaeesbesreentesaeeasessesneensesreeneensessens 8
L gL [N o1 o] o ISR 8
1 o0 o< TP P URUP PRSPPSO 9
2 REFEIBINCES ...ttt a b b e sttt e £ e e et e e st e be e b e sE e benb et et e neenenneebeneen 9
21 NOIMBLIVE FEFEIENCES ... ecueeeereeeie ettt ettt et e e et et e st e besee et e s aeeseeae e e enteseeebesaeeaeeneensenseseesbesaeesesneeneensens 9
2.2 [INfOrMELIVE FEFEIENCES..... .ottt ettt b bt ae et e et et bt bt e a e et e e e b sheebesneene e e enrees 11
3 Definition of terms, symbols and abbreviations............ccoveeciiieiineee e 11
31 1= 10T STRUS PR 11
3.2 Y 1210 SRS 12
33 F Y o] 1= V7= 0] PR 13
4 ADSLIACt (INFOMMALIVE) .....ecveeieciece et e st e s be et e st e saeetesaeeaeesresneesesreeneens 13
5 S R w1 o le == o ] 014 o o TS 14
51 (T go0 W 1T oo BTSSP TP UR USSP 14
52 COMETEALUIES ...ttt bbb bkttt e ee e e bt bt eh e e R e e e ea b e sE e b e e R e eheeb e e Rt eh e e e e b e b e sheebeeneenee e ennas 15
5.3 = ol U Y/ SRS 15
54 Electrical characteristics and phySiCal INTEITACES ... .o iosrr st easansasepesrasansasestessesessenessessenessessesessensesessesseneans 15
54.1 Unlinking el ectfical (characteristics ofithe SSP fromits physical interfaces™y.......ccoovvevriineineneiice 15
542 OPEFATONAl SLAJES. .....veueeueeyereetsetereeteste et stere e s abegeeseomesseseesaag e esesseseebeseeneebeseeneebeseeneebesbeneebesbeneebenbeneenea 15
6 Background (iNfOrMBLIVE) ........icee e et et et seestesre e tesae s Ceestesaestesreesbesbeensesreessestesasenseseesneensenseas 16
6.1 OVEIVIEW Of TNEUSE CBSES ...ttt ettt ettt stk sb e b e s aeeaeeae e s e beseeebesbeebe e e e s e sbesheebeeneeneeneennes 16
6.2 Use Case 1 - Embedded SeCUre €l ement . i i s v s ettt st 16
6.2.1 Overview .. L 16
6.2.2 SUD USE CaSES ............. L L L e, 16
6.2.2.1 Use case 1.1 - Embedded secure element, electrical interface...........covvereierienen s 16
6.2.2.2 Use case 1.2 - Embedded secure element, physical interface ........cccovvevvevv i cceeseeseeeee e 17
6.2.2.3 Use case 1.3 - Embedded secure element, independence from hardware form factor ............ccccoeeveeene 17
6.2.2.4 Use case 1.4 - Embedded secure element, protocol interface ........coooeeveieie e 17
6.2.3 Interaction With @XiSting FEAIUIES..........cccciiieee bbb et 17
6.3 USE CaSe 2 - SECUNNG IOT GEVICES. ....cuieeieitiieiieteste ettt bttt b et b et nb e n e 17
6.3.1 OVEBIVIBW ..ttt ettt e et ettt et et e e e e e ee et e saeeaeeae e e e eeeeeeEeeReeeeene e eeeeseeeEeeaeemeeneansenseseeseesneeneeneensas 17
6.3.2 SUD USE CASES ...tttk ettt st b ekt ae et e st s bt b e e bt e he e e e e e b e eH e e b e e Rt eh e e e e e e eEeeh e eb e e Rt ehe e e et e b e sheebesneeneerennan 18
6.3.2.1 Use case 2.1 - Management Of 10T AEVICES........ccvccuieeieieeiesee ettt snees 18
6.3.2.2 Use case 2.2 - Constrained terminalS fOr M2M .........coouoiiiiiiiiieee et 18
6.3.2.3 Use case 2.3 - General POWEr EffICIENCY ....ocviieicieiee et 18
6.3.3 Interaction With €XiStiNG FEALUIES. ..........occuieiece ettt e st reeaeeeeeneeenes 18
6.4 Use Case 3 - SIOrage Of 1arg@ U@t .........ccueieeiieiiee ettt et e e e s e e saeesne e seenneens 18
6.4.1 OVEBIVIBW ..ttt e ettt st et e st e e e ee et e et e saeeaeeme e e e eeeeeeEeeReeeeeneenseeeseeebeameeseeneanseneeseesaesneeneensensas 18
6.4.2 SUD USE CASES ....eeueenteieeetesieeueeeeseesteseestesseeseeeessestesee et esaeeaeeneenseaeeseeebeemeeseene e seaeeseeebeeaeeseeneensenseseeseesneeneensenses 18
6.4.2.1 Use case 3.1 - Storage of large configuration dala...........c.coereerereeinereeeseneeesee et 18
6.4.2.2 Use case 3.2 - Storage of identifiCation dalal...........coevereerinieenieee et 18
6.4.2.3 Use Case 3.3 - SLOrage Of USE GALAL.......ccueveriieeeirieeet ettt st s eb e s eb e s ene 18
6.4.24 Use case 3.4 - SLOrage Of EMEIIS ......c.oiviiiiiiiieee bbb e 18
6.4.3 Interaction with existing features (iNfOrMatiVE)..........c.vvuereeieeie e e 18
6.5 Use Case 4 - SECUNLY tOKEN/HSM ..ottt ettt et e e tesseesneesneesne e reenneens 19
6.5.1 OVEIVIEW ..ottt ettt sttt et s e et e sa e st et e s 2 e st et e s b em e eb e s e emeeb e sEe st ebeeEen e e b e ee et ebesb e e et e sbe e ebesbeneebenbenenrens 19
6.5.2 SUD USE CASES ...tttk ettt st b ekt ae et e st s bt b e e bt e he e e e e e b e eH e e b e e Rt eh e e e e e e eEeeh e eb e e Rt ehe e e et e b e sheebesneeneerennan 19
6.5.2.1 Use Case 4.1 - SECUNLY O VPN ..o sttt ettt snaesnaesreennees 19
6.5.2.2 Use case 4.2 - Security toKen fOr @mMail.........cccciiiiiiicreeeere bbb 19
6.5.2.3 Use case 4.3 - Security token for NetWork elements ..........ooooeeiiiiiinnnee e 19
6.5.24 USE CASE 4.4 - SECUIE DIOOL .....ueiiieieeieeeeee ettt ettt ettt saesbe et e e e e e e beseeeneeneeneeneens 19

ETSI



Release 16 4 ETSI TS 103 465 V16.4.0 (2021-05)

6.5.3 Interaction With @XiSting FEAIUIES..........cccoi i bbb 19
6.6 Use case 5 - MUILIPIE @PPIICALIONS........ciuiieiiriiieiirieie ittt 19
6.6.1 OVEBIVIBW ...ttt ettt e ettt sttt et e e e e st e e besaeeaeeae e e e eeeeeeEeeaeeeeene e e enseseeebesaeemeeneanseneeseesaesneeneeneensas 19
6.6.2 SUD USE CASES ....eeneenteieeetesieeueeee e teseeste s st eseeeeasestesaeetesaeeseeneenseatesaeebeemeeseeneeeeaeeseeebeeaeeseeneensenseseesaesneeneeneenss 20
6.6.2.1 Use case 5.1 - Multiple applications active at the Same time...........cccoeverinincin e 20
6.6.2.2 Use case 5.2 - Multiple applications from independent stakeholders ..........ocevvvecvececeseesecce e 20
6.6.3 Interaction With €XiStiNG FEALUIES. ..........occvi ettt e st teeteeneeneeenes 20
6.7 Use case 6 - Optimization fOr LPWA TOT .....cui it ste et te et e e teeaesnaesnaesneesaeenseenneens 20
6.7.1 OVEIVIEW ..ttt ettt sttt be s e et e bese e st et e st e se et e s e em e eb e s e emeeb e s b e st ebenEen e e b e sE et e b e sb e e et e sbe e ebesbeneebenbenenrens 20
6.8 Use case 7 - Tamper resistant secure hardware component for 3GPP next generation system...........ccccveuee.e. 21
6.8.1 OVEBIVIBW ..ttt ettt e et te e et e e et e e see et e s Rt eaeeae e e e eeseeeEeeReeeeemeemseeeseeebeeaeeseeneenseneeseeseesneeneeneensas 21
6.8.2 SUD USE CASES ..ottt ieeeteeieeuee e steste et e te s st eseeeeseesteseeetesaeeaeeneenseaeesaeebeemeeseeneeeeaeeseeeeeeseeseeneenseaseseesbesneeneeneenses 21
6.8.2.1 Use case 7.1 - Storage and processing of network access credentialS.......cooveeeeevereveneneseeeeneere s 21
6.8.2.2 Use case 7.2 - Interworking With NoN-3GPP SYSEEMS .......cooiiiiiiciiereereree e 21
6.8.3 Interaction With @XiSting FEAIUIES..........cccci it 21
6.9 USE CASE 8 - IMEI PrOECHION. ....cvieeeiitieeieetee ettt bbb b 21
6.10 Use case 9 - Integrated SECUME ElEMENL..........ccviieee ettt te et et e e e e tesneesneesseesreesneenseensenns 22
6.11 Use case 10 - Evolution of UICC functionality to support 3GPP requirements. .........cccceveeiceeieeseereeeseeeinnns 22
6.11.1 1100 [0 1ol FEO TSROSO TP URTURURPRRI 22
6.11.2 S 1o T = LU = S 22
6.11.2.1 FNEFOOUCTION ...ttt e b b bt e s et bt s Rt eb e et e e eb e e st e e e b e sreebeeneese e e e e nes 22
6.11.2.2 L= (] = = S 22
6.11.2.2.1 11 0o 1 o o P 22
6.11.2.2.2 Examples from 3GPP SPECITICALIONS ........ccvirieiiiiieiriereesereeesi e 23
6.11.2.3 INEEINEL OF TRINGS. ...ttt b et b e et b e bt ee et b e b et b e b et b b 23
6.11.2.3.1 POWES EFfICIENCY ...ttt bbbt bbbttt bt e 23
6.11.2.3.2 Hardware flexi bility.rrt A i A R R T L T Je s 25
6.11.2.3.3 Electrical Interface and protOCOlS . .. e e e 25
6.11.2.4 101 C SR ooy S S O S R ST 25
6.11.2.4.1 User-related appliCaliONS.......... o e e e ettt ettt e e teeaeenne s 25
6.11.2.4.2 SYSLEM QOPIICALIONS......ceee i e et e et e s e et e e te e teesaessaesteesseeseenaesnnesneenneenseensenns 26
6.11.2.5 Concurrent operation of applications.<.0.. L .U LU 26
6.11.3 Possible new'features. ards e hancalalogsiandands sl 03200 mdaccz R e 26
6.11.3.0 Generd .................c000e009197/etsi1521037:409:V1 0:4:0: 2021205 oo 26
6.11.3.1 S (el = o [T o) o =t OSSR PRSPRRR 27
6.11.3.1.1 The ability to provide the ME With StOrage SPaCE ........ccoveererieiiereee s 27
6.11.3.1.2 The ability to provide the new secure platform with storage spaceinthe ME.............cccoecninnne 27
6.11.3.2 Extensibility Of fUNCHONAITTY .......c.oiiieiieeeree bbb 27
6.11.3.3 Multiple appliCation ENVIFONIMENT ..ottt et s b e e eb e b e b e ebesreseenea 27
6.12 Use Case 11 - SSP remote MaANAGEIMENL. .......coiuieiieerieeireesieesreesaeesbeessseesbeesssessabeesssesssteesssessasesssessnsessnsess 27
6.12.1 OVEIVIBIW ..ottt ekttt et b et b et e e st b et e st e b e s e e st et e s e e n e e bt s e en e e bt e e en s e bt ee et eb et e st be et e st e benbenenbeneeneanin 27
6.12.2 TelecommuNiCatioN INAUSITY USE CASES.....c..uiiieieeiie et ceesteesteesteestesseessaesseesseesseaaesseesseesseessesssesssessenssesssens 27
6.13 USE Case X - DISCOVENY SEIVICE.....cueeiueeiteeiieieeteesteesteesteetestesseesseesseesseanseasssaseessesssenssesssesssessssessssesseessennsenns 28
6.13.1 OVEIVIBIW ...ttt ettt b st e bt e e e st b o2 e st e b e s e e st et e s e em e e bt e e e Rt e b e e e em s e bt e e e ne e b et e st be e en e e beneenenbeneeneanin 28
7 SSP ClASSES OVEIVIEW ....cueitieieiieetiesie st eteste st e steste e e steeseestesseeneesseeseessesseeseseeeseesesseensenseeneensesseensesenenen 28
7.1 011 0o 1 1 o o RS 28
7.2 ISSP: INLEGIALEA SSP ...ttt bbb bbbt bbbt b e bt b et b et et nb e r e 28
7.3 ESSP: EMDEAUEI SSP ..ottt sttt st e st e e e be st et e be st e e e besaeneebesaeneetenae e erenrenens 28
7.3.0 (CT= 0T o SO PPSPPSN 28
731 (=SS A Y/ T TSR 28
7.3.2 (2SS A Y/ 1SR 28
74 FSSP: FEMOVEDIE SSP ...ttt bttt e b et s b eb e s bt bt et e s s e e e b e nbesbeebe e e eneennen 28
8 Requirements applicable for all SSP ClaSSeS........viiiie et 29
8.1 LT 0T O RTSSRP 29
8.1.0 1 0o 1 o) o USRS 29
811 General - Mandatory FEUITEITIENES. ........eererieeeie ettt ettt sttt se et sb e bt sbese b s b seebesb e e ebesbe e ebesbe e ebesbeneenens 29
812 General - OPLioNal FEQUITEMENTS.......ciuirieeeitereeterieeet ettt sttt s b e e bt b e st b e b e e e e ebesbe e ebesbennenen 29
8.1.3 General - use Case SPECITIC FEQUITEMENLS........ccuvcuiiieeieeseee e re et e et e e teeseesraesreenteeneeneeenes 30
8.2 PN o o Lo (o g 1= o I 1 LS 0o (= S SS 30
821 S o] o [ o= 1] 30

ETSI



Release 16 5 ETSI TS 103 465 V16.4.0 (2021-05)

8211 SSP applications - Mandatory FeQUIFEMENTS...........uoeeiririeerieeete ettt sb e sae s 30
8212 SSP applications - OptioNal FEQUITEMENTS..........ceiiieirieieeriee ettt 30
8213 SSP applications - use case SPECIfiC rEQUITEMENTS .........ooeirieeireeee e 30
822 BT SYSLEIM ..ot b bbbt b et b e et b et b e et b e et b et b e 31
8221 File system - mandatory FeQUITEIMENTS .........oieirerieere ettt r e s be e be e ebe e seenen 31
8.2.2.2 File system - optional reQUITEIMENES ........ccuiiii e e ee s st ste e e e e e te e e eaesnaesneesreesaees 31
8.2.2.3 File system - class dependent reQUITEMENES ...........ccveieeieee et snees 31
8.2.24 File system - use case SPECIfiC reQUITEMENES..........ccveiieieeece ettt snees 31
8.2.3 SSP application and file system access CONAILIONS ..........c.cieeieereiie e s 31
8.23.1 SSP application and file system access conditions - mandatory requirements............cceceeveeveeseeereennn. 31
8.2.32 SSP application and file system access conditions - optional requirements..........ccocveeeeeereereneneneneens 31
824 Terminal SUPPOrt fOr SSP @PPliCaLIONS ......c.civieeiiieiieiirte et 32
8241 Terminal support for SSP applications - mandatory reqUireMENtS...........ooeerereenenenesese e 32
8242 Terminal support for SSP applications - optional reqUIrEMENES...........cccovrerrerereresesee e 32
8.3 070 0o =PRSS 32
831 Protocols - Mandatory FEQUITEIMIENTS .........cieiririeeee ettt sttt sb e et b et b e et b et st se et b n s 32
8.3.2 Protocols - optional FEQUITEIMENTS...........civiieere e ettt e s s e et eestessaesra e se e teeseenneeneesnes 32
8.3.21 SCL network 1ayer FeQUITEIMENTS.........ccueieeeeiesie e see e et teeeessae e e sreesreeseeeaeeneesneesseessesssesneesseessnns 32
8.3.2.2 SCL Transport [ayer FEQUITEIMENTS..........ceieeieeieeee e seeseete e saesreesteesteestesseeseesseesseenseenseessesseesseessnns 33
8.3.2.3 SCL SeSSioN [ayer FEQUITEIMENTS..........ceiieieeeeiestesee st e ste e te e e eeesseesaeesreesseesseesesneeessesseenseessessenssenssens 33
8.3.24 Presentation |ayer FEQUITEIMENES ........eiiiie e ceese et ete e e eee st et e e te e ae s aesseesseesaeenseenseeneesseesseesseeseens 33
8.3.25 Common underlying protocol Stack reqUIrEMENES .........ccvecviiiireesiesece e 33
833 Protocols - class dependent FEQUITEMENES .........o it s sb e 33
8331 Protocols - reqUIreMENtS FOr SPI ..ottt e b e eb e e nnene 33
8.4 Electrical and phySiCal INTEITACE .......ooueiiieiiee et 34
84.1 Electrical and physical Interface - mandatory reqUireMENtS.........ccceevereerenerenereee e 34
8.4.2 Electrical and physical | nterface 4 classidependent requireMENTSE. /H Ht B b e ereree e 34
8421 Electrical and physiCal Tnterfate reguirements. . ... o e e 34
8.4.2.2 Electrical and physical Interface: SPLEeqUIrEMENLS, La . .cm mderereereereeieseeseeseeseesseeseeeeeseesseesseesees 34
8.4.2.3 Electrical and physical Interface: [2C reqUITEMENTS ... it eens 34
8.5 0 01 =" o TSP 35
85.1 Form factor - mandatory requirements!).2..0.0. LU0 ULAUL LD e 35
8.6 Security ..........hitps.standards.ateh.arcatalog/standandsisist/304.77324-00¢l =4aee- 0 da 35
86.1 Security - mandatory requirements. /. sin s L0300l 0aAa (202 100 35
8.6.2 SeCUrity - OPtiONal FEQUITEMENTS. .....coui ittt b e et b e et b e e bbb e b b e e ebesbeneenea 35
8.7 SSP MBNAGEMIENT ... vttt r et e e s s e b b e E e e aeea e e e e e e Rt sR e R e s Rt R e e e e n e r e Rt r e ae e ns 36
871 SSP management - Mandatory reQUITEMENES .........c.eiireerereeieriereete st seere s ere s ese e e b sseseebeseeeereseeseesens 36
8.7.2 SSP management - optional FEUITEIMENTS ..........coueiiirieeriereet ettt sttt e b e e sbe e e b sreseenens 36
8.8 Backwards COMPELIDINTTY ..ottt 36
88.1 Backwards compatibility - mandatory reqUIrEMENES ............cceeieeieice e 36
8.8.2 Backwards compatibility - optional reQUITEMENES ..........eeieeiieieee e 36
8.9 Primary/secondary platform arChit@CUIE ............ocveeieeieee e 37
8.9.1 Primary/secondary platform architecture - class dependent requirements..........ccccvveveeevceerescesceeseeesee e 37
89.11 LC T o1 =TT 37
8.9.1.2 Primary/secondary platform external interfaces and SPB provisioning and management.................... 39
89121 GENETEl AESCITPIION. ...ttt bbbt b et b st eb b 39
89.122 Primary/secondary platform external interfaces reqUuireMents.........ccoeveerereneneneseeseseeees 40
8.9.1.23 SPB mMetadata FEQUITEIMENES. ........ieeieriiieieriee ettt b et b et sbe b 41
89.124 SPB provisioning information reqUIrEMENES ..........cuvirieiririeieereeee e e 42
8.9.1.25 Primary/secondary platform PKI reqUirEMENES..........coireiririeerieeeseeesieseei s 42
8.9.1.2.6 SSP diSCOVErY SErViCe FEQUITEMENES. ......eueeieieiiriirteeet ettt sttt sttt st b s e 43
89.1.3 N SRS 43
8.9.14 [ o a o g aIF= o o] 1T o 1 o oSS 44
8.9.15 Primary/secondary platform Security reqQUIrEMENES.........c.ccuerierieereesesiee e e seesaeesee e e esaeesreeneees 44
8.9.1.6 Primary/secondary platform core SeCUrity reqUIir€mMENES.........c.ccvererierieeiieeseeseesee e eee e reeseeeeeeneees 44
8.9.1.7 ACCESS NGNS FEOUITEIMENLS ......veeee e eeeeetiee e e e e e e e teseese e s e e se e teesteestesseessaesseesseesseensnssnesneesseenseensenns 44
8.9.18 CertifiCatioN FEQUITEIMENTS. ... .c.eitereeietert ettt b e bbbt bbb bt e bbb et b nn e enis 45
8.9.19 SSP remote management FEQUITEIMENTS...........cviireertere ettt sb s sb e b e enes 45
9 ReQUITEMENES FOr iSSP CIESS.......coiiiriiisiee ettt 46
9.1 011 0o 1 1 o | PSS 46
9.2 Additional requUIremMENLS FOr ISSP........ccvciiee e re e ae e teete et e eneesneesreas 46

ETSI



Release 16 6 ETSI TS 103 465 V16.4.0 (2021-05)

9.20 GENEral REGUITEIMENTS......etiietireeiete ittt ettt e et eb e et bt s b e e bt sb et e bt sb e e eb e sb e e ek e sb e e ebesbe e ebenbennenen 46
921 VOid (ClatSE IS NOW 8.9.1.3) ....oouiiiiiitiriiieiert ettt bbbt b et b e st bbb et 46
922 LTS = OSSOSO USSP UT SR PSRP 46
9.23 VOid (ClatSE ISNOW 8.9.1.4) ....ccuiiiiiitirieieiert ettt b et b et s e b st b et b et nb e n et 46
9.24 TTANSPONT PIrOLOCO! ....c.vieeiiitieeieete ettt ettt b bbbt b b s bt e st bt b e bbb e bt eb e bt b e b 46
9.25 T S Y= gl () oo | S 46
9.2.6 Physical and eleCtriCal INLEITACE..........ccveiiee et naeeee e enes 47
9.2.7 00 0 =T (o USSP PR ST S 47
9.2.8 Power modes and related tiMiNGS ........coiveiieiiei et e s e te e s e e seeteeneesnnesnes 47
9.29 SECUNTLY vttt ettt etttk ettt b ekt bk et bRt e bt E R s Ao R R R bt Ao R Rt e R et e e Rt e bt e bt e b e 47
9291 GENENTC SECUNMLY FEOUITEMENTS.....e. ettt sttt b et b bbbt e bt e bt b st b nn e nnas 47
9.292 Core platform SECUNtY FEQUITEMENES. .......coiiiiiireeirtere ettt besn e enas 48
9.293 VOId (ClaUSE ISNOW 8.9.1.7) ...ttt ettt bbb bt 48
9.294 V0id (Clause iISNOW 8.9.1.8) ....c.ciuiriiieiiriieeiert ettt bbbt et b et 48
9.295 System on Chip SECUNTY FEQUITEIMENES.........eivetiriiieeirteeet sttt sn s 48
9.2.10 VOid (ClatSE IS NOW 8.9.1.1) ....couiiiiitirieieiertei ettt et bbb et b et b bt b e n s 49
9.2.11 VOid (ClaUSE IS NMOW 8.9.1.2) ..ottt et s e s et sra e st et e e be et e entesneesaeesneesseenseenseensesnensrnnsnens 49
92111 VOid (ClauSE IS NOW 8.9.1.2.1) .....ocee e siee sttt ettt e st e s esre e te e e e e entesse e aeenseenneeneennes 49
9.2.11.2 VOid (ClaUuSE IS NOW 8.9.1.2.2) .....ceeeieee ettt etestee sttt te e s e s esaa e be e e e e entesse e seenseennesneennes 49
9.2.11.3 VOid (ClaUSE IS NMOW 8.9.1.2.3) ....cecuee e siee sttt ettt et et e te et e e e st e s e e sae e te e teentesnsesse e teenseennesneeanes 49
92114 VOid (ClauSE IS NOW 8.9.1.2.4) ..ottt ettt te st e s e s esre et e e e e teentesta e eeeneeennesneeenes 49
9.2.11.5 VOid (ClaUSE IS NMOW 8.9.1.2.5) .....ocuie ettt ettt e e s esre et e e e e e e seeste e aeenaeeneesneeenes 49
10 ReqUIrEMENESTOr @SSP CIESS.......cctiiiiiieiiierieiteie ettt b et n e e s b e snenne e 49
101 g1 0o 1 1 o o PSS 49
10.2 Additional requirements for the @SSP TYPE L ClaSS .....c.ciirieiriieirieeeereeeei e 49
10.2.1 APPHCAON AN FILE SEIUCTULE. .- 1t etieeresee e sareseemeas e earasepras samens s pensomsasaseqms messsesssssssssessseessesnsenssessenssenssees 49
10.2.1.1 SSP application fequireMents. ... . i fom  V eeee 49
10.2.1.2 LTS = o SO 49
10.2.1.3 SSP application and file system atCess CONAILIONS ... o6 tieiiie e e ree e 49
10.2.2 L 010 o0 =TSPTSRO 50
10.2.2.1 Required ProtOCOl SUPIDOI 161 ri (353 abfy 6y 1/ e sb b3 o 20} dueFh iy 3rneneeeneeensesseasseasseessenssessessnsssnesseessnensennsenns 50
10.2.3 Electrical and phySical INterface ... .t reses ryetmssiefesessa (AT )5 o eebragn Oy Jfzseeeeererereesessesensassneseseseres 50
10.2.31 General electrical and physical interface FeqUIrEMEBNES. .q. 515 e errerreerereerereeeseseeeseeseeesseseeesees 50
10.24 00 =0 o PSRN 50
10.25 SEOUITLY vttt ettt ettt h bbbt h bbbt e b e b oo eh e e E e eeeh e e b e se e b e e b e s e e b e e h e e eb e eE e e eb e e b e e eb e e b e e ebenrennenea 50
10.25.1 GENENTC SECUMTY FEOUITEMENTS. ... e ittt ettt b bbbt eb bbbt nn e 50
10.25.2 CertifiCatioN FEQUITEMENTS. ... .c.eitieeietere ettt b bbb st sb s bbb e b nn e ens 50
10.2.6 SSP MBNAGEIMENT ..ottt ittt s b et e e e bt e s be e sbe e s beeaabee e beeaabeeebeeebeeesbeeeabeeeabeeenbeeesbeeensenees 50
10.2.7 Backwards COMPALiDIITY .......ccueieeiie et e st et e et e et e e teeneeneeenes 51
10.3 Additional requirements for the @SSP TYPE 2 ClaSS .....c.ucvveiieiece e 51
10.3.1 GENENaAl FEQUITEIMENES. ... eevieeeeeeeeteesteestee e seesee st e steeteeseeeseeaseesseeseesseeneesaeesseesaeenseenseasseasensseesseesseensennsennes 51
Annex A (normative): Telecom bundlerequiremMentsS........ccccece e 52
Annex B (informative): (01 =T To =N o TE= (o] Y 53
11 RS S 54

ETSI



Release 16 7 ETSI TS 103 465 V16.4.0 (2021-05)

Intellectual Property Rights

Essential patents

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The declarations
pertaining to these essential IPRs, if any, are publicly available for ETSI members and non-members, and can be
found in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to
ETS in respect of ETS standards’, which is available from the ETS| Secretariat. Latest updates are available on the
ETSI Web server (https:/ipr.etsi.org/).

Pursuant to the ETSI Directivesincluding the ETSI IPR Policy, no investigation regarding the essentiality of IPRS,
including I PR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not
referenced in ETSI SR 000 314 (or the updates on the ETS| Web server) which are, or may be, or may become,
essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks of ETSI registered for the benefit of its
Members. 3GPP™ and LTE™ are trademarks of ETSI registered for the benefit of its Members and of the 3GPP
Organizational Partners. oneM 2M ™ |ogo is atrademark of ETSI registered for the benefit of its Members and of the
oneM2M Partners. GSM ® and the GSM doego-are trademarks registeredrand owned by the/GSM Association.

Foreword

This Technical Specification(TS),has beenproduced by, ET.SI- Fechnical Committee Smart Card Platform (SCP).

The contents of the present document are subject to continuing work within TC SCP and may change following formal
TC SCP approval. If TC SCP modifies the contents of the present document, it will then be republished by ETSI with
an identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x  thefirst digit:
0  early working draft;
1 presented to TC SCP for information;
2  presented to TC SCP for approval;
3 or greater indicates TC SCP approved document under change control.

y  thesecond digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z  thethird digit isincremented when editorial only changes have been incorporated in the document.
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Modal verbs terminology

In the present document “shall”, "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of
provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.

Introduction

The current specification of the (e)UICC is based on the ISO/IEC 7816 series[1] of specifications for |C-cards. This
series of specifications has been developed in the 1980s and was suitable at that point in time but today limits the
capabilities that are required by the market. The current (e)UICC specifications also link the form factor to the electrical
interface and the logical protocol. Thislink limits the (€)UICC implementations to specified form factors.

New requirements are emerging, for example, inspired by embedded secure elementsin terminal s that are intended to
provide security services or store data securely. Such embedded secure elements may come in different form factors and
are intended to be integrated into the terminals architecture and using electrical and physical interfaces other than those
used by the (e)UICC. Such secure elements could also provide the capability to store large amount of datato be
protected which requires new and more efficient ways to store and manage data.
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1 Scope

The present document defines the use cases and requirements for the definition of the interfaces and protocols for
interfacing with a secure element. This secure element is called Smart Secure Platform (SSP).

2 References

2.1 Normative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

. In the case of areference to a TC SCP document, a non-specific reference implicitly refersto the latest version
of that document in the same Release as the present document.

Referenced documents which are not found to be publicly available in the expected |ocation might be found at
https://docbox.etsi.org/Reference.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are necessary for the application of the present document.

[1] ISO/IEC 7816 (all parts)’ "Identification cards-- Integrated Circlit cards”.

[2] ETSI TS 102 221 "Smart'Cards, UICC-Terminal interface; Physical and logical characteristics'.
[3] ETSI TS 102 671: " Smart Cards;, Machine to Machine.UICC; Physical and logical characteristics'.
[4] ETSI'TS102 613:"Smart ‘Cards, UICC'- Contactless Front-end (CLF) ‘Interface; Physical and data

link layer characteristics.
[5] SOG-IS: "Protection Profiles’.

NOTE: Available at https://www.sogis.eu/uk/pp_en.html.

[6] ETSI TS 102 622: "Smart Cards; UICC - Contactless Front-end (CLF) Interface; Host Controller
Interface (HCI)".

[7] ISO/IEC 7816-3: "Identification cards -- Integrated circuit cards -- Part 3: Cards with contacts --
Electrical interface and transmission protocols’.

[8] ISO/IEC 7816-4: "Identification cards -- Integrated circuit cards -- Part 4: Organization, security
and commands for interchange”.

[9] ETSI TS 102 600: "Smart Cards; UICC-Terminal interface; Characteristics of the USB interface".

[10] ETSI TS 133 501: "5G; Security architecture and procedures for 5G System (3GPP TS 33.501
Release 15)".

[11] Security |C Platform BS| Protection Profile 2014 with Augmentation Packages.

NOTE: Available at https://www.commoncriteriaportal .org/files/ppfiles/pp0084b pdf.pdf.

[12] Application of Attack Potential to Smartcards (V2.9) (01-2013).

NOTE: Available at https://www.sogis.eu/documents/cc/domains/sc/Jl L -Application-of-Attack-Potential -to-
Smartcards-v2-9.pdf.
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[13]
NOTE:

[14]

[15]

[16]

[17]
[18]

[19]

[20]

[21]

[22]

[23]

[24]
[25]
[26]
[27]
[28]

[29]
[30]

[31]

[32]

[33]
[34]
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GlobalPlatform Card Technology: "Open Firmware Loader for Tamper Resistant Element".

Available at https://global platf orm.org/specs-library/open-firmware-loader-for-tamper-resi stant-el ement-

v1-3/.

ETSI TS 102 223: "Smart Cards; Card Application Toolkit (CAT)".

ETSI TS 131 102: "Universal Mobile Telecommunications System (UMTS); LTE; 5G;
Characteristics of the Universal Subscriber Identity Module (USIM) application (3GPP
TS31.102)".

Recommendation ITU-T X.680: "Information technology - Abstract Syntax Notation One
(ASN.1): Specification of basic notation".

IETF RFC 7252: "The Constrained Application Protocol (CoAP)".

ETSI TS 102 241: "Smart Cards; UICC Application Programming Interface (UICC API) for Java
Card™",

ETSI TS 102 705: "Smart Cards; UICC Application Programming Interface for Java Card™ for
Contactless Applications’.

ETSI TS 124 383: "LTE; Mission Critical Push To Tak (MCPTT) Management Object (MO)
(3GPP TS 24.383)".

ETSI TS 124 334: "Universal Mobile Telecommunications System (UMTS); LTE; Proximity-
services (ProSe) User Equipment (UE) to ProSe function protocol aspects; Stage 3 (3GPP
TS 24.334)".

ETSI TS'132277: “Universal Mobile Telecommunications System (UMTS); LTE;
Telecommuni cation management; Charging management; Proximity-based Services (ProSe)
charging (3GPP TS 32.277)".

ETSI TS 124 333: "Universal Mobile Telecommunications System (UMTS); LTE; Proximity-
services (ProSe), Management Objects (M O). (3GPP-T.S 24,333)".

ETSI TS 124 385: "LTE; V2X services Management Object (MO) (3GPP TS 24.385)".
ETSI TS 102 225: " Smart Cards; Secured packet structure for UICC based applications’.
ETSI TS 102 226: "Smart Cards; Remote APDU structure for UICC based applications”.
IETF RFC 4122: "A Universally Unique IDentifier (UUID) URN Namespace”.

ETSI TS 134 108: "Universal Mobile Telecommunications System (UMTS); LTE; Common test
environments for User Equipment (UE); Conformance testing (3GPP TS 34.108)".

GSMA TS.37 (V4.0) (06/2018): "Requirements for Multi SIM Devices'.

IETF RFC 5280: "Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation
List (CRL) Profile".

ETSI TS 123 003: "Digita cellular telecommunications system (Phase 2+) (GSM); Universal
Mobile Telecommunications System (UMTS); LTE; Numbering, addressing and identification
(3GPP TS 23.003)".

GSMA SGP.02 (V3.2) (06/2017): "Remote Provisioning Architecture for Embedded UICC
Technical Specification”.

GSMA SGP.22 (V2.2.1) (12/2018): "RSP Technical Specification'.

Recommendation ITU-T E.212: "The international identification plan for public networks and
subscriptions”.
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2.2 Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

. In the case of areference to a TC SCP document, a non-specific reference implicitly refersto the latest version
of that document in the same Release as the present document.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[1.1] Void.
[i.2] ETSI TR 102 216: "Smart cards; Vocabulary for Smart Card Platform specifications'.
[i.3] ETSI TR 131 970: "Universal Mobile Telecommunications System (UMTS); LTE; 5G; UICC

power optimisation for Machine-Type Communication (MTC) (3GPP TR 31.970)".

3 Definition of terms, symbols and abbreviations

3.1 Terms

For the purposes of the present documentthe-termsgiven-in ET SIFTR 102,216 [i.2] and the following apply:
Certificate I ssuer (Cl): root CA which issues digital certificatesto the certified entitiesin the SSP ecosystem

custodian: organization that defines family:identifier, specific requirements (e.g.. trusted €l s, product certification)
within its SSP ecosystem (e.g. iSSP and SPB M anager)

family identifier: identifier specified by GP OFL [13] that can be used to categorize secondary platform bundles

image: generic dataformat encapsulating a secondary platform bundle version and its cryptographic data to be used by
the SPBL

internal Non Volatile Memory (iNVM): non volatile memory physically located inside an SSP
Local Bundle Assistant (LBA): entity in the terminal managing the secondary platform bundles
non-shar eable memory regions. memory space that is declared by, and accessed by a single program

primary platform: hardware platform along with alow-level operating system managing the exceptions, the hardware
platform resources and their accesses

NOTE: The primary platform is use case independent and technol ogy dependent.
remote Non Volatile Memory (rNVM): non volatile memory physically located outside an iSSP

secondary platform: software platform using the primary platform interface and containing the high-level operating
system on top of which the SSP applications are running

Secondary Platform Bundle (SPB): secondary platform along with its SSP applications

Secondary Platform Bundle Loader (SPBL): application, requiring system specific privileges, used to load a
secondary platform bundle

Secondary Platform Bundle L oader agent: part of the local bundle assistant managing the communication with the
secondary platform bundle manager and the transfer of the image to secondary platform bundle loader on the SSP
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Secondary Platform Bundle M anager (SPBM): entity which builds an image on behalf of the service provider this
image belongs to and securely deliversit to the SPBL on the target iSSP through the SPBL agent

Secondary Platform Bundle metadata: information belonging to a secondary platform bundle used for the purpose of
management of the SPB

Secure Element (SE): tamper-resistant dedicated platform, consisting of hardware and software, capable of securely
hosting applications and their confidential and cryptographic data and providing a secure application execution
environment

SSP activation code: information issued by a Service Provider used by the LBA to initiate the download of an SPB
SSP application: application running on the top of an SSP OS (e.g. USIM)
SSP class: configuration of the SSP in accordance with a business requirement

SSP Discovery Service (SSPDS): entity which stores an event associated with a specific SSP by the request from an
SPBM, and provides the event to the LBA

SSP information: information of the primary platform and the SPBL which is used for the eligibility checking of the
iSSP by the SPB manager

SSP maker: entity which manufactures the SSP
SSP OS: operating system compliant with the SSP specifications

SSPDS event: set of information stored on the SSPDS by the request from an SPBM, to be retrieved by the LBA to find
the SPBM having a pending operation (e.g. provisioning of a new SPB or remote management on an existing SPB)
prepared for a given SSP

telecom bundle: secondary platform bundle which contains or isintended to.contain at least one 3GPP NAA

EXAMPLE: A secondary platform bundle providing functions as defined in the GSMA remote SIM
provisioning specifications GSMA, SGP.02 [32], GSMA SGP.22 [33] or 3GPP specification ETSI
TS 131 102 [15] would be classified as atelecom bundie,

telecom bundle class: indicates the sort'of ‘a teleconrbundle’ (e!g. operational ; provisioning, test, eSIM), with which the
iSSP and the terminal can handle the telecom bundle appropriately

telecom bundle concurrency capability: parameter which is set on the iSSP, indicating the number of distinct
concurrent 3GPP/3GPP2 network registrations based on different subscriber identifier, supported by the cellular
baseband capability inside the SoC containing the iSSP

EXAMPLE: "1" for abaseband supporting single-SIM, and "2" for a baseband supporting dual-SIM (either
dual-SIM dual-active or dual-SIM dual -standby).

telecom family identifier: family identifier having a reserved value, used to class a secondary platform bundle as a
telecom bundle

terminal infor mation: information of the terminal which is used for the eligibility checking of the terminal by the SPB
Manager

test telecom bundle: telecom bundle containing a 3GPP NAA which isintended to access a 3GPP test network (e.g. a
network compliant with ETSI TS 134 108 [28])

3.2 Symbols

Void.
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For the purposes of the present document, the abbreviations givenin ETSI TR 102 216 [i.2] and the following apply:

Cl
eSSP
HPSIM
iNVM
iSSP
LBA
LPWA
M2M
MCPTT
NVM
OFL
PPI
PPID
rNVM
rSSsP
SCL
SETS
SOG-IS
SPB
SPBL
SPBM
SSP
SSPDS

Certificate | ssuer

embedded SSP

Hosting Party Subscription Identity Module
internal Non-Volatile Memory
integrated SSP

Local Bundle Assistant

Low Power Wide Area

Machine to Machine (communication)
Mission Critical Push ToTalk

Non Volatile Memory

Open Firmware Loader

Primary Platform Interface

Primary Platform Identifier

remote Non-Volatile Memory
removable SSP

SSP Common Layers

Secure Element

Senior Officials Group - Information Systems Security
Secondary Platform Bundle
Secondary Platform Bundle L oader
Secondary Platform Bundle M anager
Smart Secure Platform

SSP Discovery|Service

4

Abstract (informative)

The present document describesthe use:case and requirements forithe'definition-of ‘@new!secure element and its
interfaces, superseding the interfaces currentlyl defined for a UICC. By defining these interfaces, a new type of secure
element will be defined called a Smart Secure Platform (SSP). The present document aims at defining the requirements
for the SSP interfaces related security, the power management, the access to common protocol layer and a common
protocol layer in the protocol stack of the SSP which isindependent of any of its optional underlying and upper
communication layers. This common layer will be supported by several underlying communication layers defined in
optional SSP classes. The goal is aso to solve the obsolescence of the ISO/IEC 7816-4 [8].

Figure 1 showsthe layout of the SSP protocol stack.
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Figure 1. SSP protocol stack

This SSPisamodular platform allowing for its use in various use cases. In order to address these different contexts and
in order to factorize the possible configuration some SSP classes will be defined. An SSP class will define a
configuration of the SSP. One SSP class can correspond to the definition of the UICC.

5 SSP concept description

5.1 Introduction

The SSP is a secure platform intended for use in a number of use cases which may have very different requirements.
For that reason, the SSP is designed to be a modular platform offering a core set of features as well as a number of
options that need to be selected at the time of implementation based on the intended application. The goa isto enable
the best fit for the targeted use case.
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The physical interface(s) between the SSP and the device might be selected from arange of optionsincluding popular
protocolsin the industry (e.g. SPI, 12C, USB) aswell asthe legacy ETSI TS 102 221 [2] interface.

The datalink layer and the transport protocols used over the physical interface might also be selected from arange of
options.

In addition, a mandatory core set of security features will be provided, together with a number of optional security
features which can be selected depending on the application.

It is expected that the technical specification for the SSP will provide a clear definition of the options available and
describe a number of standard combinations of these options in what will be called SSP Classes.

5.2 Core features

A key element of the SSP isalogical interface allowing the support of different types of application protocols such as
the ones used in the internet world (e.g. HTTP(S)), but also protocols used for secure elements such as banking cards or
UICCs. Thislogical interface is able to transport these application protocols simultaneously between a secure
application residing in the SSP and an application residing either in the device holding the SSP or in aremote location
using the device as a proxy.

5.3 Security

A set of security features such as secure channel protocols, access control and secure storage needs to be defined. SSP
class definitions will reference the required security features. A certification scheme targeting the different classes of
SSP may a so be defined. These certification schemes will help the secure application provider to assess the level of
trust it can give to the SSP and thus.assess if its'secure applications can be hosted by this particular SSP. This
assessment can be done by an offline process (contractual agreement between the SSP provider and the secure
application provider), but also by an onlineprocess right before the loading ofithe secure application in the SSP. Some
auditing capabilities may also be added to the SSP in order to help this assessment.

54 Electrical characteristics'and physical interfaces

54.1 Unlinking electrical characteristics of the SSP from its physical
interfaces

A secure element according to ETSI TS 102 221 [2] with an additional interface according to ETSI TS 102 613 [4] or
ETSI TS 102 600 [9] lacks a clear separation of electrical characteristics which belong to the secure element (e.g. power
supply, current consumption in different operational states, clock characteristics) and electrical characteristics which
belong to a physical interface (e.g. input, output voltage levels, timing ranges).

For amodular system approach and to allow adding future interfacesin a quick manner it is very beneficial to separate
electrical characteristics of the SSP from electrical characteristics of each physical interface.

Electrical characteristics of the SSP which are not directly linked to a physical interface (power supply, current
consumption in different operational states) are defined independently from physical interfaces.

The electrical characteristics of each physical interface are defined independently from the electrical characteristics of
other physical interfaces.
5.4.2 Operational stages

During device operation an SSP will not be used continuously in the same manner. There will be stages when the SSP
performs high performance tasks like bulk encryption or key generation followed by stages where the SSP remains
responsive to incoming service requests. Depending on the device which embeds the SSP it may also happen that the
SSP remains unused for alonger period of time. During this period power saving is of topmost importance.

Since the SSP is a multi-application platform, its operational stages depend on the status of each individual application
as well as on the status of each physical interface.
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