ETSI GR NFV-EVE 022 v5.1.1 2022-12)

<d

GROUP REPORT

Network Functions Virtualisation (NFV) Release 5;
Architectural Framework;
Report on VNF configuration

Disclaimer

The present document has been produced and approved by the Network Functions Virtualisation (NFV) ETSI Industry
Specification Group (ISG) and represents the views of those members who participated in this ISG.
It does not necessarily represent the views of the entire ETSI membership.



2 ETSI GR NFV-EVE 022 V5.1.1 (2022-12)

Reference
DGR/NFV-EVE022

Keywords
configuration, NFV

ETSI

650 Route des Lucioles
F-06921 Sophia Antipolis Cedex - FRANCE

Tel.: +334 9294 42 00 Fax: +33 4 93 65 47 16

Siret N° 348 623 562 00017 - APE 7112B
Association & but non lucratif enregistrée a la
Sous-Préfecture de Grasse (06) N° w061004871

Important notice

The present document can be downloaded from:
http://www.etsi.org/standards-search

The present document may be made available in electronic versions and/or in print. The content of any electronic and/or
print versions of the present document shall not be modified without the prior written authorization of ETSI. In case of any
existing or perceived difference in contents between such versions and/or in print, the prevailing version of an ETSI
deliverable is the one made publicly available in PDF format at www.etsi.org/deliver.

Users of the present document should be aware that the document may be subject to revision or change of status.
Information on the current status of this and other ETSI documents is available at
https://portal.etsi.org/TB/ETSIDeliverableStatus.aspx

If you find errors in the present document, please send your comment to one of the following services:
https://portal.etsi.org/People/CommiteeSupportStaff.aspx

If you find a security vulnerability in the present document, please report it through our
Coordinated Vulnerability Disclosure Program:
https://www.etsi.org/standards/coordinated-vulnerability-disclosure

Notice of disclaimer & limitation of liability

The information provided in the present deliverable is directed solely to professionals who have the appropriate degree of
experience to understand and interpret its content in accordance with generally accepted engineering or
other professional standard and applicable regulations.
No recommendation as to products and services or vendors is made or should be implied.

No representation or warranty is made that this deliverable is technically accurate or sufficient or conforms to any law
and/or governmental rule and/or regulation and further, no representation or warranty is made of merchantability or fitness
for any particular purpose or against infringement of intellectual property rights.

In no event shall ETSI be held liable for loss of profits or any other incidental or consequential damages.

Any software contained in this deliverable is provided "AS IS" with no warranties, express or implied, including but not
limited to, the warranties of merchantability, fithess for a particular purpose and non-infringement of intellectual property
rights and ETSI shall not be held liable in any event for any damages whatsoever (including, without limitation, damages

for loss of profits, business interruption, loss of information, or any other pecuniary loss) arising out of or related to the use
of or inability to use the software.

Copyright Notification

No part may be reproduced or utilized in any form or by any means, electronic or mechanical, including photocopying and
microfilm except as authorized by written permission of ETSI.
The content of the PDF version shall not be modified without the written authorization of ETSI.
The copyright and the foregoing restriction extend to reproduction in all media.

© ETSI 2022.
All rights reserved.

ETSI


http://www.etsi.org/standards-search
http://www.etsi.org/deliver
https://portal.etsi.org/TB/ETSIDeliverableStatus.aspx
https://portal.etsi.org/People/CommiteeSupportStaff.aspx
https://www.etsi.org/standards/coordinated-vulnerability-disclosure

3 ETSI GR NFV-EVE 022 V5.1.1 (2022-12)

Contents

INtellectual Property RIGNES.... ..ot b e e e en e ns 7
0 L= V1V (o RS 7
MoOdal VErDS TEMINOIOQY ... .ccteieeiicieee ettt st e e s te s ae e aesbeeaeesbesreentesaeeasessesneensesreeneensessens 7
1 o0 0L SRS 8
2 S = (= (0= SR 8
21 NOIMBLIVE FEFEIENCES ...ttt s e ettt et e e teeeteesbe e be e beeatesaeesheesaeesaeeseenseenseensesseesteetaentenn 8
22 INfOIMALIVE FEFEIEINCES.......c.ee ettt ettt ettt et e e be e st e e be e beeatesaeesaeesbeesaeeseenbeeaseensesreesteeteentenn 8
3 Definition of terms, symbols and abbreviations............cccceeeiiieere e e 9
31 LIS (07PN 9
3.2 Y 1210 SRS 10
3.3 ADDIEVIBLIONS ...ttt b bt e s et bt sh e b e e h e e ae e s e e ee e b e sReeh e e Rt et e e e bt e bt eheene e e nne e 10
4 VN CONFIQUIBEION ...ttt bbbt b b bt e e e e s b n s 10
4.1 GENEIAl ..ottt ettt e et e st e e te e be e te e eeeeeehe e bt ebeebeeateehteaheeaheeaheeabeeteaaeeaaeeareeabeenteeteeaeeereesreenres 10
4.2 V/NF CONFIQUIBLTON TTEIMIS. ...ttt stk b et b et b e b e bt s b et b e s b e e eb e s b e e ebeebennene s 10
4.3 VNF configuratiion MELNOGS...........coiiiiieieite ettt ettt b e e b e e b ne b b seene s 11
431 OVEIVIBW ...ttt ettt et ettt e et et e et e e besaeesaeesheesbeeaseeaseeaeeabe e beesbeenbesasesaeesaeeaseenseenseesseeteesbaesbeeteensesnnesans 11
432 IMEEENOO A ..ttt ettt ettt eete e e be e be e beeabeeasesaeesaeesheesaeeabeenseeaeeeaeeabeesbeebaeteenteensesnresans 11
4321 LT 0TC = 0 == o o (o] o TS 11
4322 (D= T = o o (<ot 1)1 o] o ISR 12
43221 PUSN IMOOE ...ttt sttt st st st eb e se et e besbe st bese et e s e et ebenbeneebenbeneenens 12
43222 L 01To o TR 14
43223 L Y400 17T 1= 14
433 IMEEENOO HB ...ttt ettt ettt et e et e e beeste e s beesteesesaeesaeeeaeeebeaabeenbeeseesbeeeteebaebeentesnresanesans 14
4331 €1 g 1c = o L= o ] 0L (o o OSSOSO PPRPTPRR 14
4332 Detail €0 HESCIIPLION .....veeiueeterieeete sttt sr sttt st b e et b e b b e e b e sb e e ebese et e se e e ebesae e ebesbenneneas 15
43321 GENEIAl ... oottt ettt ettt e et e et e e te e be e teeeeeaeeehe e be e be e beeateaaaeaaeeaheebeentesaeeeaeeeaeanteenreans 15
433.2.2 PUSN MO ...ttt s b e e te et e et e eaeeeaeeebe e be e beenteeabesbaete e beenseensesanenans 16
43323 PUIT MOE. ... et et e et et e et e eae e eae e be et e eaeeebaesteesbeesteereenrennns 17
434 Y= 0T I PSR TSS 17
434.1 LT aTc = 0 == o o (o] o S 17
4342 (D= = o [0 (<ot 1)1 o] o ISR 18
43421 LC TS g1 - SR 18
43422 VIM=DBSE VINFS.....cceeteete sttt et sttt st et s b et et e st e e et e ste e ebesae e esesbeneenens 19
4.34.23 CONAINENTZEA VINFS ...t bbbt e et e e bt sbesb e s e ennennen 20
5 VNF CONfIQUIELION USE CASES.....c.ueeeetieieeiereeeeesteeiestesteeaeseeeseessesseeseessesnsessesneensesseensessesseensessesneensessenns 21
51 GENEIAl ..ottt et et e et et e e be e teeee et e ehe e bt ebeebeeateeheeaheeaheeabeeabeeteaaeeaheeateebeenteeteeaeeereesteenres 21
511 INEFOTUCTION. ...ttt ettt et e e et e s te e sbe e s beebeeaseeaseeaeeebeaebeenbeessesbeesbaesbaeteensesnsesnnesans 21
51.2 o1 (0 £ TP PSPPI 21
5.2 Day-0 CONfIQUIALION USE CASES......ccuveiteereeeteeeeseeseesseesteeseastessaesseesseesesssesseesseesseesseanseasssssesssesssesssenssesssessessnns 21
521 UC#Day-0-1: Configuration of aVNF-SPeCifiC Parameter..........ccccvvcueieeeieereereecieeesees e 21
5211 (01 1 (o) o SR 21
5212 LI 0 = 21
5213 PrE-CONAITIONS ...ttt b bbbt s e e s b bt sheeb e e st ese e e et e s besbeebe e e enneneens 22
5214 POSE-CONAITIONS........ouiiciieciecteete ettt et e e e et e st e s be e sbeebeeaseeaeeeaeeeseebeenteentesnsesaeesreesanas 22
5215 OPEFAiONAl FIOWS ..ottt bbb bbbt et b s b bbb nn e enis 22
522 UCH#Day-0-2: Configuration of the VINFM address..........ccoeiiiiiiiinieieneese e 22
5221 (D= S'ei g o1 o] o [N P ST P TP PSTPRTOTSRUPPTRRON 22
5222 B I Lo < SO SE TS PSPPSR 22
5223 PrE-CONAITIONS ...ttt b bbbt s e e s b bt sheeb e e st ese e e et e s besbeebe e e enneneens 22
5224 POSE-CONAITIONS.......ee ettt ettt sttt h e bt se e s b e bt ehe e b e et es e e e et e s besbeebe e e enneneeas 22
5.2.25 (@] o1< = 10] 7= B o1 S 23
523 UC#Day-0-3: Configuration of the EM address...........ccveveeieeieiie e ee e 23
5231 (01 1 (o) o S 23
5.2.3.2 LI 0 = 23

ETSI



4 ETSI GR NFV-EVE 022 V5.1.1 (2022-12)

5.2.33 PrE-CONAITIONS ...ttt ettt ee et e e et e st e s besbesaeeseeneenee s e nseseeseeeneeneeneeseens 23
5.2.34 POSE-CONAITIONS. ...ttt ettt e et e ae et et e seesbeseeeaeeseeneeneensensesbeseeeseennenseseens 23
5235 OPEFAiONAl FIOWS ...ttt bbbt b et b s b bbb e ens 24
53 Day-1 CONFIQUIELION USE CBSES. ......veeeuerreeeuertereetestessesessessese st ssesessessesessesseseab e s ebeeb e s esesb e s ese s b e s enenbeneeneebesrennens 24
531 UC#Day-1-1: Modification of aVNF-specific configuration Value............ccocoviiriinenniinenneecseee 24
5311 (01 1 (o) o SR 24
53.1.2 LI 0 = S 24
53.13 PrE-CONTITIONS ...ttt r e r e e b s e e se s e r e e r e s e e e erenreneenenreneenen 24
5314 POSE-CONTITIONS. .......eveeeeete ettt r e et r e se et r e r e nre e er e nnennenenreneenen 24
5.3.15 (O] o1< = 10] 7= I 0 1SS 25
532 UCH#Day-1-2: Configuration of an internal [0ad DalanCer ..o 25
5321 (D= S'ei g o1 o] o [N PTOEO P ST PP PSTPPTOTSRURPTRRON 25
5322 B I Lo < SO PSR U ST T 25
5.3.23 L (007 [ Lo = SRS 25
5.3.24 POSE-CONAITIONS. ...ttt ettt ae e et et e st e ebeseeeaeeseeneenee s enseseeseeeseenneneeseens 25
5325 OPEFAiONAl FIOWS ...ttt bbbt b et b s b bbb e ens 26
533 UC#Day-1-3: Configuration of proxy/firewWall VINF ...........cooiiiie e 26
5331 (01 1 (o) o SR 26
5.3.3.2 LI 0 T 26
5333 PrE-CONTITIONS ...ttt et r e r e e b rene st s r e e er e sr e e erenneneenenrennenens 26
5334 POSE-CONTITIONS. .......eveeeete st et r e et r e ne et r e e er e nr e e er e nneneenenreneenen 26
5.3.35 (@7 o1< = 110] 7= B 011U 27
534 UC#Day-1-4: Distribution and storage of VNF configuration data.............cccceoererrenenenienenneneeseseee 27
5341 (D= S'ei g o1 o] o [N PTOEO P ST PP PSTPPTOTSRURPTRRON 27
5342 B I Lo < SO S T SET T S U USSP 27
5343 PrE-CONAITIONS ...ttt ettt ee et e e et e st e s eeseesaeeseeneenee s e ssesaeseeeneeneeneeseens 27
5344 POSE-CONAITTIONS. ...ttt ettt ettt et e teeae e st e e et e seesaeseeeaeeae e e eneeeensesbesneeneeneeneeseens 27
5345 OPEFAiONAl FIOWS ......oieieiitieeeetere ettt b et b bbbt b et b s b bt e b nn e ens 28
6 ANAYSIS BNG KEY ISSUES......couieiieiiiiieiiite st sttt ee ettt aeste ettt et st st e sbesbe st e s e e e ne e st e sesbeneesbeneeneenes 28
6.1 LCT= 1< - OSSPSR PT SR PRS 28
6.2 COMIMON KEY ISSUES.....c.veeteeeeetietteetees e e e eteetessaesseesseesseasseenseesseasseasaesseeseesseessesneesneesaeesseenseenseensenseesnsessenssnns 28
6.3 USE CBSE BNAIYSIS . ecueteeeieet ettt ettt b bbb e bt b e s bt AR e b e e b e bt b et e Rt b e e Rt bt Rtk e e Rt b et ne b et 29
6.3.1 DAY O USE CASES.......eereeiiteeieet et seee st st s e e sr b be e he et s s e e e se e b e e b SR e e ee e s e e e e e e R e se e e R e e et e e s e e e renneeresbe e e enneneea 29
6.3.1.1 UC#Day-0-1: Configuration of a VNF-SPeCifiC Parameter ...........cceevererereiiee e 29
6.3.111 [ MPIEMENEALTION OPLIONS . .....cueitiieteiteeet ettt b e et b e e b bbb e b e e e b sreneenen 29
6.3.1.1.2 KIBY ISSUBS.......ee e e r e e 30
6.3.1.2 UC#Day-0-2: Configuration of the VNFM address...........cooeiiiiiinineeee e 30
6.3.1.2.1 IMPIEMENEALiON OPLIONS ... .cceiiieceee et e et e e et e e tesaeesraesre e seeneeeneesnnennes 30
6.3.1.2.2 KIBY ISSUBS..... ettt bttt h bt h e bt et e b e s e e bt eh e eh e ehe et en b se et e beeheebeeaeene e e e nne e 30
6.3.1.3 UC#Day-0-3: Configuration of the EM address ..........c.cccuveeeiieiiei et 30
6.3.1.3.1 IMPIEMENEALiON OPLIONS ... .cciiiieceeeee e e st et e e e s e saeesraesre e teenteenensnnennes 30
6.3.1.3.2 KIBY ISSUBS ...ttt ettt b e b bttt E bt h e e b e e st e R e e sE e e R e e bt eh e eh e e Rt eh e e e e b e bt eheeb e e e ennennens 31
6.3.2 DAY L USB CASES......cocuietiiiieie ettt e s e s sa e e e e e e s a e s r e e h e h e r e ne e e 31
6.3.2.1 UC#Day-1-1: Modification of a VNF-specific configuration Value ...........cccoceeeereineneinieneeseneeens 31
6.3.2.1.1 IMPIEMENEALTION OPLIONS .....ccviitieetcite ettt sttt b e b e b e ebesneneenen 31
6.3.2.1.2 KIBY ISSUBS.......e e e r e e e e e e 31
6.3.2.2 UCH# Day-1-2: Configuration of an internal 1oad DalanCer ............occvereiinciiincneeeeeseeeis 31
6.3.22.1 IMPIEMENEALTION OPLIONS .....ccviitieetcite ettt et b et e b e b e b e e b sreneenea 31
6.3.2.2.2 KIBY ISSUBS. ...ttt et h etk h e bt h e e b et e e e s e e bt eh e eh e e b e et en b se e e e beeheebeeaeene e e enne e 31
6.3.2.3 UC#Day-1-3: Configuration of proxy/firewall VINF ..........oooeieiiee e 32
6.3.2.3.1 IMPIEMENEALiON OPLIONS ......cceiiieceee et e st et e e e e s e saeesraesreenteenaeeneesnnennes 32
6.3.2.3.2 KIBY ISSUBS...... ettt et h et b bt s h e b h e bt et e e e s e e bt eh e eh e eh e e e en b se et e b eheebeeaeene e e e nne e 32
6.3.24 UC#Day-1-4: Distribution and storage of VNF configuration data............cccccveevveeneeneenensiesce e, 32
6.3.24.1 IMPIEMENEALiON OPLIONS ......cceiiieceee et e st et e e e e s e saeesraesreenteenaeeneesnnennes 32
6.3.24.2 KIBY ISSUBS.......e e e r e e 33
7 POLENTIAL SOIULIONS.......couieiieiieiisiese ettt b et e bt e e et et e se e s e ebeseesbe st e e e e ens 33
7.1 011 0o 1 1 o o PSR 33
7.2 SOlULIONS TOr GENEIAl KEY ISSUES .....ecuveieeeiiee it st ettt et e st et te e e ste st e st e teesteaeesneesaeesseeseenseenteeneesneesneesneas 33
721 (00101 1T [0 0] o I 0= 0T I 33
7211 General KeY 1SSUBHL (GKI-AL) ...ttt sttt st s r et saeeb e e enne e 33

ETSI



5 ETSI GR NFV-EVE 022 V5.1.1 (2022-12)

72111 SOIULIONS. .....veeteeieeie ettt ettt e et e e e be e be e be e besaeesaeesaeesbeenseeaseeaseeseeabaesbeesteensesnsesnnesanesseanseensenns 33
7.21.1.2 EValuation Of SOIULIONS........coiiiieieie ettt ettt ae et e et e saeeebeesbe e beebeenesareeans 34
7212 General KeY ISSUBH2 (GKI=A=2) ...ttt bbbt b et b e b e nn s 34
72121 SOIULIONS. .....veeteeieeie ettt ettt e et e e e be e be e be e besaeesaeesaeesbeenseeaseeaseeseeabaesbeesteensesnsesnnesanesseanseensenns 34
72122 EValuation Of SOIULIONS........cceiiieiiee ettt ettt st ae b et e eaeesbeesbe e beebeenresnneeans 35
7213 General Key 1SSUEHS (GKI=A=3) ..ottt sttt ne bt nesbesaeneens 36
72131 SOIULIONS.....ecueetiteieeteste ettt ettt s ettt b et et ebe st e s e b et e st b e b e neeRe s b e e e Rt s be s e st ebenteneetenbeneene 36
7.213.2 EValuation Of SOIULIONS......c..oouiiiiitiiiecieee ettt b e sr e bt e e e 36
7214 General KeY ISSUBHA (GKI=A=4) .....coiieiiieete sttt ettt s bbb naeneenis 36
72141 SOIULIONS. ...ttt ettt ettt bt s et e e s b e b e s s et et b e b e neebe s b e e e Rt s be e e st ebenteneeeenbeneene 36
7.2.14.2 EValuation Of SOIULIONS........coiiiieieie ettt ettt ae et e et e saeeebeesbe e beebeenesareeans 36
7215 General Key iSSUBHS (GKI=A=5) ...ttt bbb 36
7.2.15.1 SOIULIONS. .....veeteeieeie ettt ettt e et e e e be e be e be e besaeesaeesaeesbeenseeaseeaseeseeabaesbeesteensesnsesnnesanesseanseensenns 36
7.2.15.2 EValuation Of SOIULIONS........cciiiieiee ettt ettt sae et e et e eaeeebeesbe e beebeenresaneeans 36
7216 General Key iSSUBHE (GKI=A=6) .....cueiuiieiiriiieiiiteeet ettt b e 37
7.2.16.1 SOIULIONS. .....teeteeie ettt ettt e et e e et e e be e beebesatesaeesaeesbeenseeaseeaseessesbaesteesteenbesnsesnnesseasseanseenteans 37
7.2.16.2 EValuation Of SOIULIONS.........oiuiiiiitiiieie ettt bbbttt b e sr e sb et e e e 37
7.2.2 Configuration MELNOA HB .......ccieiieeee e be e te st esreeste e reesreeneeneeenes 38
7221 General Key ISSUEHL (GKI-B-1) ...ociiiiciiiiieisiiete ettt enas 38
72211 SOIULIONS. ...ttt ettt sttt b et s bt e e b e b e s b et et b e b e neese s b e e e st e be e e st ebenteneetenbeneene 38
72212 EValuation Of SOIULIONS.........oiuiiiiitiiieiieeeeeee ettt b et b e e bt ene e e 38
723 Configuration MELNOO HC ........c.oeice e s e s ae e aeeteenaesreesteenreesseeeenneennes 39
7231 General KeY ISSUBHL (GKI-Cr1) ..ottt eb e 39
7.231.1 SOIULIONS. .....teeteeteete ettt ettt e et e et e e be e be e besaeesaeesaeesbeenseeaseeaseeseeabaesbeesteenbesnsesnnesaeasseanseenteans 39
7.2.3.1.2 EValuation Of SOIULIONS........coiiiieieie ettt ettt sre et et eeaeesbeesbe e beebeenreenneeans 39
7.3 SOIULIONS TOF SPECITIC KEY 1SSUES.... vttt bbb et b et b et sb e 40
731 Configuration MELNOO HA ..ottt b e bt b e st bt b se bt b e e ebesbe e ebesbennenea 40
7311 SPECITIC KEY 1SSUBHL (SKI-A=1) ettt 40
73111 SOIULIONS. ...ttt ettt ettt e st et e s bt e e b e b e ne e R s b et e Rt s be e e st ebe st eneneenbeneene 40
73112 EValuation Of SOIULIONS ..ottt bbbt b e sresb et ene e e e 40
7312 SPECITIC KEY 1SSUBHL (SKIT-A=2) ...ttt ettt enas 40
7.3.1.21 SOIULIONS. ....ceetiseeeete ettt ettt et et s bt e e b et e s be b e st e b e b e ne e R e s b e e e Rt e be s e st ebenteneeeesbeneens 40
73122 EValUation Of SOIULIONS......c..oitiiitieieiei ettt bbbttt b sresb et ene e e 41
732 Configuration MELNOO #B ........c.cciiiiiiii ettt b bt b et b e s b e b b et sb e b e sbeneenen 41
7321 SPECITIC KEY 1SSUBHL (SKI-B=1).....ecuiiuiiiiiiiiieiiiieeieiest ettt nn s 41
73211 SOIULIONS. .....veeteeteeie ettt et et e et e et e et e e be e beebesaeesaeesaeesbeenseeaseeaseeseeabaesbeesseensesnsesnnesaeesseanseentenns 41
7.3.21.2 EValuation Of SOIULIONS........ccuiiieieie ettt et ae e be et e eaeesbeesbe e beebeennesaneeans 41
7322 SPECITiC KEY 1SSUBHL (SKI-B=2).....ecuiitiieiiitieeiesieeet sttt 41
73221 SOIULIONS. .....teeteeteete ettt ettt e et e et e e be e be e besaeesaeesaeesbeenseeaseeaseeseeabaesbeesteenbesnsesnnesaeasseanseenteans 41
73222 EValuation Of SOIULIONS.........oitiiiiitiieeiieeeeee ettt bbbt e sb et ene e s 42
733 Configuration methods related to distribution and storage of VNF configuration data..............c.cccceenee. 42
7331 Specific key issue: setting up the "centralized storage for configuration™ in the NFV framework ....... 42
73311 OVEIVIBW ...ttt ettt ettt s et s bt e s b e b et e bt £ e s e st b e s e st e b et e Rt e b et e bt s be e e st ebetenenbenbeneens 42
73312 SOIULTONS. ...ttt b et e e bt et bt bt e b e e e e s e b e se e eb e e bt eb e eaeen b e e e abenbesbeebe e e ennennen 43
7.3.3.13 EValuation Of SOIULIONS.........oiuiiiitiiieie ettt bbbt b e e bt ne e s 45
7332 Specific key issue: protocols for centralized storage for configuration............cccoocveoevevienencenceeieienens 46
73321 OVEIVIBW ...ttt sttt ettt et e et e e be e be e be e besatesaeesaeesbeanbeesbeeateessesaeesaeesteentesneesanesanesseenseensenns 46
7.3.3.2.2 SOIULIONS. .....teeteeteete ettt ettt e et e et e e be e be e besaeesaeesaeesbeenseeaseeaseeseeabaesbeesteenbesnsesnnesaeasseanseenteans 47
7.3.3.2.3 EValuation Of SOIULIONS........ccuiiieiee ettt st re e be et e eaeeebeeste e beenbeenresaneeaes 48
8 RecommendationS fOr FULUIE WOTK ..........ccuiiiiieiie ettt sttt st nreere s 48
8.1 GeNEral FECOMMENUALTONS........cveieetieie ettt sttt st b e bt bt et st e e e s et e se e eb e s bt ebe e e e s e besbeebesneenne e ennas 48
8.2 Recommendations on functional BENAVIOUN ...............coiiiiii e e 49
8.3 ReCOMMENTati ONS ON ESCIIPLONS. .. .c.veeieeieceesieseesteesteeteetesee e s e e steesreesaeeseesseesseesteeseenteeeesseesseenseensenneesnes 49
8.4 ReCOMMENdatiONS ON INEEITACES.........oieiieieiiteie ettt e bt e bt ene e e s 50
8.5 Security related reCOMMENTALIONS ........ccoiiiiiii bbb st b e et b e b 50
8.6 Recommendations related to cross-organizations Collaboration.............coeeeereerineenineeree s 50
8.7 Other FECOMMENUBLIONS ......ccveeitieieeiie sttt e et e ete et e et e e te e be e be e beessesseesbeesbeesseensesnsesssesaeenseenseenteessesseesreesanas 50
Annex A: VNF Configuration EXamMPIES ..o 51
A1 VNF configuration With ANSIDIE® ...........ccciiiieics e 51

ETSI



6 ETSI GR NFV-EVE 022 V5.1.1 (2022-12)

A.2  VNF configuration via KUbernetes® CONfigMas........ccccevevereeereieueeeeeeeteeeesteseeesssesesssssesessessseseensnenes 53
A.3  VNF configuration via HEIm™ chart parameterization ............ccccceeueeeeeereeeeeeeeeeeeeeeeeee e es e 57
Annex B: (O T o =l o T o PR 60
11 PSS 61

ETSI



7 ETSI GR NFV-EVE 022 V5.1.1 (2022-12)

Intellectual Property Rights

Essential patents

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The declarations
pertaining to these essential IPRs, if any, are publicly available for ETSI members and non-members, and can be
found in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to
ETS in respect of ETS standards’, which is available from the ETS| Secretariat. Latest updates are available on the
ETSI Web server (https:/ipr.etsi.org/).

Pursuant to the ETSI Directivesincluding the ETSI IPR Policy, no investigation regarding the essentiality of IPRS,
including I PR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not
referenced in ETSI SR 000 314 (or the updates on the ETS| Web server) which are, or may be, or may become,
essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks of ETSI registered for the benefit of its
Members. 3GPP™ and LTE™ are trademarks of ETSI registered for the benefit of its Members and of the 3GPP
Organizational Partners. oneM 2M ™ |ogo is atrademark of ETSI registered for the benefit of its Members and of the
oneM2M Partners. GSM ® and the GSM logo are trademarks registered and owned by the GSM Association.

Foreword

This Group Report (GR) has been produced by ETSI Industry Specification Group (1SG) Network Functions
Virtualisation (NFV).

Modal verbs terminology

In the present document “should", "should not", "may", "need not", "will", "will not", "can" and "cannot" areto be
interpreted as described in clause 3.2 of the ET S| Drafting Rules (Verbal forms for the expression of provisions).

"must” and "must not" are NOT alowed in ETSI deliverables except when used in direct citation.
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1 Scope

The present document provides guidelines on the use of the VNF configuration options enabled by the NFV
architectural framework. It identifies gapsin NFV specifications preventing interoperability between VNFs and
independently-devel oped VNF configuration management functions, and/or preventing easy integration of VNF
configuration management in VNF lifecycle management processes. The present document provides recommendations
on normative work to be carried out to fill these gaps.

2 References

2.1 Normative references

Normative references are not applicable in the present document.

2.2 Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[i.1] ETSI GR NFV 003: "Network Functions Virtualisation (NFV); Terminology for main conceptsin
NFV".
[i.2] Recommendation I TU-T M.3400 (02/2000):"Telecommuni cations management network: TMN

management functions'.
[i.3] IETF RFC 6241 (06/2011): "Network Configuration Protocol (NETCONF)".

NOTE: Available at https://www.rfc-editor.org/rfc/rfc6241.

[i.4] gNMI - gRPC Network Management I nterface.

NOTE: Available at: https://github.com/openconfig/gnmi.

[i.5] ETSI GS NFV-SOL 001: "Network Functions Virtualisation (NFV) Release 4; Protocols and Data
Models; NFV descriptors based on TOSCA specification”.

[i.6] ETSI GSNFV-SOL 002: "Network Functions Virtualisation (NFV) Release 4; Protocols and Data
Models; RESTful protocols specification for the Ve-Vnfm Reference Point”.

[i.7] ETSI GSNFV-SOL 003: "Network Functions Virtualisation (NFV) Release 4; Protocols and Data
Models; RESTful protocols specification for the Or-V nfm Reference Point".

[i.8] ETSI GS NFV-SOL 004: "Network Functions Virtualisation (NFV) Release 4; Protocols and Data
Models, VNF Package and PNFD Archive specification”.

[i.9] ETSI GS NFV-SOL 005: "Network Functions Virtualisation (NFV) Release 4; Protocols and Data
Models; RESTful protocols specification for the Os-Ma-nfvo Reference Point”.

[i.10] ETSI GSNFV-SOL 006: "Network Functions Virtualisation (NFV) Release 4; Protocols and Data
Models; NFV descriptors based on Y ANG specification”.

[i.11] ETSI GS NFV-SOL 014: "Network Functions Virtualisation (NFV) Release 4; Protocols and Data
Models; YAML data model specification for descriptor-based virtualised resource management".
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[i.12] ETSI GS NFV-SOL 018: "Network Functions Virtualisation (NFV) Release 4; Protocols and Data
Models; Profiling specification of protocol and data model solutions for OS Container
management and orchestration”.

[1.13] ETSI GS NFV-IFA 006: "Network Functions Virtualisation (NFV) Release 4; Management and
Orchestration; Vi-Vnfm reference point - Interface and Information Model Specification”.

[i.14] ETSI GSNFV-IFA 007: "Network Functions Virtualisation (NFV) Release 4; Management and
Orchestration; Or-V nfm reference point - I nterface and Information Model Specification”.

[i.15] ETSI GS NFV-IFA 008: "Network Functions Virtualisation (NFV) Release 4; Management and
Orchestration; Ve-Vnfm reference point - Interface and Information Model Specification”.

[i.16] ETSI GS NFV-IFA 009: "Network Functions Virtualisation (NFV); Management and
Orchestration; Report on Architectural Options'.

[1.17] ETSI GSNFV-IFA 011: "Network Functions Virtualisation (NFV) Release 4; Management and
Orchestration; VNF Descriptor and Packaging Specification™.

[i.18] ETSI GS NFV-IFA 013: "Network Functions Virtualisation (NFV) Release 4; Management and
Orchestration; Os-Ma-nfvo reference point - Interface and Information Model Specification".

[1.19] ETSI GR NFV-IFA 029: "Network Functions Virtualisation (NFV) Release 3; Architecture;
Report on the Enhancements of the NFV architecture towards " Cloud-native" and "PaaS"".

[i.20] ETSI GR NFV-IFA 039: "Network Functions Virtualisation (NFV) Release 5; Architectural
Framework; Report on Service Based Architecture (SBA) design”.

[i.21] ETSI GS NFV-IFA 040: "Network Functions Virtualisation (NFV) Release 4; Management and
Orchestration; Requirements for service interfaces and object model for OS container management
and orchestration specification".

[i.22] ETSI GR NFV-EVE 019: "Network Functions Virtualisation (NFV) Release 4; Architectural
Framework; Report on VNF generic OAM functions'.

[i.23] ETSI Registry for non-MANO artifact sets. .

NOTE: Available at https://nfvwiki.etsi.org/index.php?titte=Non MANO_artifact sets.

[i.24] IETF RFC 7396: JSON Merge Patch.

[i.25] IETF RFC 8040: "RESTCONF Protocol".

NOTE: Available at https:.//www.rfc-editor.org/rfc/rfc8040.

[i.26] IETF RFC 8526: "NETCONF Extensions to Support the Network Management Datastore
Architecture”.

NOTE: Available at https:.//www.rfc-editor.org/rfc/rfc8526.

[i.27] K ubernetes® Documentation: "API Reference”.

NOTE: Available at https://kubernetes.io/docs/reference/.

3 Definition of terms, symbols and abbreviations
3.1 Terms
Void.
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3.2 Symbols

Void.

3.3 Abbreviations

For the purposes of the present document, the abbreviations given in ETSI GR NFV 003 [i.1] and the following apply:

DSL Domain Specific Language

gNMI gRPC Network Management Interface
NETCONF Network Configuration

oSl Open Systems Interconnection

SSH Secure SHell

TMN Telecommunications Management Network

4 VNF configuration

4.1 General

Configuration management is one of the five functional areas of the Telecommunications Management Network (TMN)
model. Recommendation ITU-T M.3400 [i.2] defines configuration management as a management functional area that
provides functions to exercise control over, identify, collect data from and provide data to network elements. The
present document focuses on configuration management for providing configuration datato VNFs and collecting such
data from these VNFs.

4.2 VNF configuration items

A VNF instance is a set of software instances and virtualised resources needed for these software instances to execute.
The scope of VNF configuration includes the configuration of both the software and the resources. Resource
configuration is part of the VNF lifecycle management and relies on configuration data available in VNF descriptors
and configuration data generated at runtime. The present document focuses on the configuration of the VNF software,
also known as VNF application configuration.

NOTE 1: Inthe context of the present document the term "application configuration™ should be understood in a
wider sense than the configuration of the application layer of the OSI model.

EXAMPLE: The configuration of forwarding rulesin a VNF that provides the functionality of afirewall fallsin
the "application configuration" category.

The dataitems configured as part of the VNF software configuration process can be classified in two broad categories,
asillustrated in figure 4.2-1: virtualisation-dependent items and virtualisation-independent items:

. Virtuali sation-dependent items are those items whose value is dependent on decisions made by the NFV
infrastructure and/or the NFV management and orchestration functions. An example of such itemsisthe
VNF'sVNFM [P address. Another example isthe | P address assigned to a connection point of a VNFC
instance to be configured on another VNFC of the same VNF that needs to communicate with the former (e.g.
aload balancer VNFC).

. Virtualisation-independent items are al other items. Their values are typically determined in the OSS/BSS, as
for aPNF. An example of such itemsisaforwarding rule for aVVNF that provides the functionality of a
firewall.
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Scope of the present document

VNF software
configuration data

Virtualisation-
dependent

Virtualisation-
independent

/, Virtualisation Layer
------------------------- /0
: \

E . F o\ Moo |
i VNF virtual resources NFVI

1 : ] \ [ERA
i configuration data \

\
\

Outside the scope of the present document

Figure 4.2-1: Overview of VNF configuration data

The data items configured as part of the VNF software configuration process can be further classified according to
when to configure them. Some items are intended to be configured during the instantiation process, typically when the
VNF instance cannot be fully up and running without the corresponding values being configured. Others can be
configured at any time once the VNF instance is created and operational. The configuration of the first category of
itemsis often known as "Day-0" configuration, while the configuration of itemsin the second category is often
designated as "Day-1" (configured right after instantiation) or "Day-2" configuration (any time after "Day-1"
configuration).

NOTE 2: Thisclassification hasto be understood from a VNFC instance viewpoint, e.g. scaling-out a VNF instance
can require Day-0 configuration of the new VNFC instances.

4.3 VNF configuration methods

43.1 Overview

Clause 4.3 of the present document provides a description of the configuration methods supported by the NFV
architectural framework at the time of publication. These methods are not mutually exclusive.

4.3.2 Method #A

4321 General description

With this configuration method, the VNF receives configuration data directly from the OSS/BSS or from its EM. In the
latter case the data can be originated in the EM or received by the EM from the OSS/BSS.

This method is only applicable to Day-1 and Day-2 configuration as it assumes that the VNF instance can communicate
with the OSS/BSS or an EM. At least one VNFC instance is expected to act a configuration management agent in the
VNF.

The configuration procedure can follow a push (configuration data pushed to the VNF by the OSS/BSS or EM) or pull
model (configuration data retrieved by the VNF instance from the OSS/BSS or EM).

The specification of the interfaces between the VNF and its EM, as well as the specification of the interfaces between
the OSS/BSS and EMss are outside the scope of NFV standardization.

NOTE 1: NETFCONF [i.3], gNMI [i.4] are examples of protocol solutions used in the industry on these interfaces.

VNF-specific data models for configuration (e.g. YANG data models) can be provided as non-MANO artefactsin the
VNF package for use by the OSS and/or EM.
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NOTE 2: onap_yang_modules[i.23] is an example of a set of non-M ANO-artefacts registered for that purpose.

When used for configuring virtualisation-independent data, this method is like conventional methods applicableto a
PNF asthereis no involvement of NFV-MANO.

Use of this method for configuring virtualisation-dependent configuration data assumes that the OSS and/or EM
retrieves the virtualisation-dependent values from the NFVO or the VNFM, prior to configuring the VNF. The OSS
and/or EM will then map the retrieved information to the appropriate configuration items for the VNF.

Figure 4.3.2.1-1 illustrates this configuration method.

| 0SS =---- NFVO

y |
| > VNFM
VNF
NFVI VIM

Optional Interactions

Figure 4.3.2.1-1: VNF configuration method #A

4.3.2.2 Detailed description
43221 Push mode
432.21.1 OSS-initiated

In this mode the OSS can push configuration data to a VNF instance in direct mode or indirect mode. In direct mode the
OSS connects to the VNF instance to push the configuration data. In indirect mode the OSS connects to the EM which
in turn can push the configuration data to the VNF instance (see clause 4.3.2.2.1.2) or can wait for the VNF instance to
pull these datafrom the EM.

The OSS can decide to push configuration data at any time once the VNF instance has been created or when specific
lifecycle management events occur. To determine when to push configuration data, the OSS subscribes to receive
notifications from the NFV O about the creation or modification of a VNF instance. ETSI GS NFV-IFA 013 [i.18]
specifies the operations of the NS Lifecycle Management (LCM) interface for subscribing to notifications and for
sending notifications.

If the configuration data to be pushed to the VNF instance includes virtuali sation-dependent configuration items, or if a
direct mode is used, a preamble procedure is used to retrieve VNF instance information from the NFV O, using the
QueryNs operation of the NS LCM interface defined in ETSI GS NFV-IFA 013 [i.18]. If the configuration data to be
pushed to the VNF instance includes virtuali sation-dependent configuration items, the retrieved VNF instance
information is used to obtain the val ues assigned to these items. If the direct mode is used, the retrieved VNF instance
information is used to obtain the address(es) assigned to the VNF external connection point(s) where to push the
configuration data.

For the case of virtualisation-independent configuration items an approach similar to the case of a PNF, with no
NFV-MANO involvement, can be used.
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Figure 4.3.2.2.1.1-1 provides an overview of the OSS-initiated push mode procedure in indirect mode with a preamble
to retrieve VNF instance information from the NFVO. The following steps are identified:

1) The OSS sends a QueryNs request to the NFV O, as defined in clause 7.3.6 of ETSI GS NFV-IFA 013[i.18],
with afilter set on the VNF instance identifier and an attribute selector set to Vnflnfo.

2) TheNFVO provides the contents of the Vnflnfo information element for the VNF instance, as specified in
clause 8.3.3 of ETSI GS NFV-IFA 013 [i.18], in a QueryNs response.

3) The OSS pushes the VNF configuration data to the EM.

4) The EM forwards the received information to the VNF.

QueryNs request with filter set on VNF Instance
identifier and attribute selector set to VnfInfo. @~ | ------- i

@ ;
0SS NFVO
BT, - - - - -~ >3 @ ;
Configuration
EM :
QueryNs response with
@ Nsinfo.Vnfinfo VNEM
VNF
NFVI VIM

Figure 4.3.2.2.1.1-1: OSS-initiated push mode procedure

ETSI GSNFV-SOL 005 [i.9] specifies the Restful API for implementing the NS LCM interface including the QueryNs
operation used in the preambl e and the operations for managing notifications. The protocol used by the OSS for
communicating with the VNF/EM and the protocol used between the EM and the VNF are outside the scope of the
NFV specifications referenced in clause 2 of the present document.

432212 EM-initiated

This mode can be used as part of the OSS-initiated procedure in push mode or independently (e.g. to push
EM-generated configuration data or when the OSS is not responsible for VNF configuration management).

In the second case, the EM can push configuration data at any time once the VNF instance has been created or when
specific lifecycle management events occur. To determine when to push configuration data, the EM subscribesto
receive notifications from the VNFM about the creation or modification of a VNF instance. ETSI

GS NFV-IFA 008 [i.15] specifies the operations of the VNF LCM interface for subscribing to notifications and for
sending notifications.

If the configuration data to be pushed to the VNF instance includes virtualisation-dependent configuration items, a
preamble procedure is used to retrieve VNF instance information from the VNFM, using the QueryV nf operation of the
VNF LCM interface defined in ETSI GS NFV-IFA 008 [i.15], to obtain the values assigned to these items.

Figure 4.3.2.2.1.2-1 provides an overview of the EM-initiated push mode procedure with a preamble. The following
steps are identified:

1) TheEM sendsa QueryVnf request to the VNFM, as defined in clause 7.2.9 of ETSI GS NFV-IFA 008 [i.15],
with afilter set on the VNF instance identifier.

2) TheVNFM provides the contents of the V nflnfo information element, as specified in clause 9.4.2 of ETS
GSNFV-IFA 008 [i.15], in a QueryVnf response.
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3) TheEM pushesthe VNF configuration data to the VNF.

QueryVnf request with filter set on VNF Instance

identifier,. ~~~ fr-=--- :
0ss NFVO
¢
A 4 @ |
EM VNFM
@
RS - -~~~ -~ - > @
Configuration i
VNF | QueryVnf response with Vnfinfo
NFVI VIM

Figure 4.3.2.2.1.2-1: EM-initiated push mode procedure

ETSI GSNFV-SOL 002 [i.6] specifies the Restful API for implementing the VNF LCM interface including the
QueryVnf operation used in the preamble and the operations for managing notifications. The protocol used by the EM
for communicating with the VNF is outside the scope of the NFV specifications referenced in clause 2 of the present
document.

43.22.2 Pull mode

In this mode the VNF pulls configuration data from the OSS or from the EM. The address where to send a pull request
is either preconfigured in the VNF software (e.g. pre-agreed FQDN communicated at design time) or can provided to
the VNF instance as a VNF configurable property set by the OSS or the EM, using configuration method #B or #C
described in clauses 4.3.3 and 4.3.4.

43223 Hybrid modes

The push and pull modes can be combined as follows:

e  TheEM can pull configuration data from the OSS upon receipt of a notification from the VNFM about the
creation or modification of a VNF instance and push these configuration data to the VNF.

. The OSS can push configuration data from the EM and the EM can wait for the VNF instance to pull these
data.

4.3.3 Method #B

4331 General description

With this configuration method, a VVNF instance receives configuration data from the VNFM in charge of managing its
lifecycle.

This method is only applicable to Day-1 and Day-2 configuration as it assumes that the VNF instance can communicate
with the VNFM. At least one VNFC instance is expected to act a configuration management agent in the VNF.

The configuration data values can be originated from the VNFM or received by the VNFM from the VIM, the EM or
the NFVO. In the latter case they can be determined by the NFV O or received by the NFVO from the OSS/BSS.
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The configuration procedure can follow a push (configuration data pushed to the VNF by the VNFM) or pull model
(configuration data retrieved by the VNF instance from the VNFM).

The specifications of the interfaces between the VNF and the VNFM are contained in ETSI GS NFV-1FA 008 [i.15]
(functional requirements) and ETSI GS NFV-SOL 002 [i.6] (API specification).

Theitems that can be configured using this method are VNF configurable properties declared in the VNFD and
connection point configuration data.

NOTE: VNF configurable properties are not the same as modifiable attributes (i.e. extensions and metadata).

Figure 4.3.3.1-1 illustrates this configuration method.

. 0SS Fr---+ NFVO
vt peoomasd .
_______ L N— i
i - i
. EM T
(R 1
% VNFM
VNF
NFVI VIM

Optional Interactions

Figure 4.3.3.1-1: VNF configuration method #B

4.3.3.2 Detailed description

43321 General

Within the VNFD, configurable properties can be declared at the VNF level (V nfConfigurableProperties) and/or at the
VDU level (VnfcConfigurableProperties), as specified in clauses 7.1.12 and 7.1.6.7 of ETSI GS NFV-IFA 011 [i.17],
respectively.

VNF-level configuration properties include:

. Standard properties to enable/disable auto scaling and auto healing for aVNF instance, to configure OAuth
server identities and information to access the APIs produced by the VNFM.

. Additional VNF-specific configuration properties defined by VNF providers.
All VNFC-level configuration properties are VNF-specific properties defined by VNF providers.
While all configurable properties are declared in the VNFD, their values can be:

e  Setinthe VNFD (default values).

. Computed by an LCM script executed by the VNFM.

. Received by the VNFM from the NFV O or the EM using the following operations of the VNF lifecycle
management interface defined in ETSI GS NFV-IFA 007 [i.14] and ETSI GS NFV-1FA 008 [i.15],
respectively:

- Instantiate VNF.
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