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European foreword 

This document (CEN/TS 17457:2020) has been prepared by Technical Committee CEN/TC 331 “Postal 
services”, the secretariat of which is held by NEN. 

Attention is drawn to the possibility that some of the elements of this document may be the subject of 
patent rights. CEN shall not be held responsible for identifying any or all such patent rights. 

This document has been prepared under a standardization request given to CEN by the European 
Commission and the European Free Trade Association. 

According to the CEN/CENELEC Internal Regulations, the national standards organisations of the 
following countries are bound to announce this Technical Specification: Austria, Belgium, Bulgaria, 
Croatia, Cyprus, Czech Republic, Denmark, Estonia, Finland, France, Germany, Greece, Hungary, Iceland, 
Ireland, Italy, Latvia, Lithuania, Luxembourg, Malta, Netherlands, Norway, Poland, Portugal, Republic of 
North Macedonia, Romania, Serbia, Slovakia, Slovenia, Spain, Sweden, Switzerland, Turkey and the United 
Kingdom. 
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Introduction 

This document focuses on the authentication of a delivery agent attempting to deliver a parcel into a 
receptacle or parcel box system. Today, without a uniform system, the interoperability between 
manufacturers and delivery operators is complex, as shown in Figure 1. The goal of this document is to 
improve this situation as shown in Figure 2. Ideally, for a group of manufacturers who want to operate 
with a group of delivery operators, it is advantageous to use a common system. This document specifies 
the parameters to use to direct opening system solutions. 

 

Figure 1 — Interoperability diagram without this document 

 

Figure 2 — Interoperability diagram according to this document 
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The opening system is a service provider based on an intermediary between the delivery organization 
and the recipient, following Figure 3. The trust service can be a manufacturer or a manufacturer with a 
third party. 

 

Figure 3 — Service provider organization 
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1 Scope 

The objective of this document is to define the framework for secure, trustworthy and user-friendly 
opening systems for parcel boxes for home use. Particular attention is given to facilitating secure 
electronic authentication of the delivery operator. This document exists considering the Standardization 
request M/548 from the European Commission and it aims to solve the lack of operability between parcel 
box manufacturers and delivery operators. 

Therefore, this document describes the minimal requirements of a digital, optional online connected, 
opening and closing system for parcel boxes and prerequisites to create favourable conditions of 
interoperability between all market participants. 

This document is designed to fit with solutions already on the market and define the good practices and 
pathway for future systems. It adopts an approach which is open to innovation. It is expected to be 
possible to achieve the necessary requirements through different technologies. 

The systems of opening rights are intended to open parcel boxes as defined in CEN/TS 16819. However, 
the specification is extended to other receptacle solutions, in the frame of the home use (e.g. garage door, 
bags, etc.), when these receptacle solutions are compliant with the requirements of CEN/TS 16819 when 
the case allows. 

2 Normative references 

There are no normative references in this document. 

3 Terms and definitions 

For the purposes of this document, the following terms and definitions apply. 

ISO and IEC maintain terminological databases for use in standardization at the following addresses: 

— ISO Online browsing platform: available at https://www.iso.org/obp/ui 

— IEC Electropedia: available at http://www.electropedia.org/ 

3.1 
parcel box 
receptacle intended to receive parcel delivered by a delivery operator 

[SOURCE: CEN/TS 16819:2015, definition 3.1] 

3.2 
parcel 
postal item containing goods with or without commercial value, other than an item of correspondence, 
with a weight not exceeding 31,5 kg 

[SOURCE: Regulation (EU) 2018/644 on cross-border parcel delivery services] 

3.3 
opening right 
right required to a parcel operator to access a parcel box 
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3.4 
market participant 
direct or indirect party, physical or moral, conducting a transaction with a parcel box 

Note 1 to entry: This includes recipient, owner of the box or system and service provider. 

3.5 
delivery operator 
organization which is responsible to deliver or collect a parcel in a parcel box 

Note 1 to entry: This includes postal operator, e-retailers, local store or services. 

3.6 
delivery agent 
person from a delivery operator attempting to deliver a parcel in a parcel box 

3.7 
manufacturer 
company that produces or distributes the product, as identified by the marking on the product for 
example according to EC directives 

EXAMPLE  Directive 2001/95/EC. 

3.8 
service provider 
organisation which manages and supports: 

a) the creation, verification and distribution of opening rights; or 

b) the creation, verification and distribution of electronic certificates 

3.9 
delivery system 
system setup and use by a delivery operator to deliver or collect a parcel 

EXAMPLE  This can include a hand-held device and back-end system. 

3.10 
free access 
accessibility/usability for all service providers and consumers 

4 Classification, designation and coding 

4.1 Connectivity 

3 types of connectivity are possible: 

a) Permanent internet connection could be required; 

b) Temporary internet connection could be required; 

c) No internet connection required. 
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4.2 System type 

Type 1: Query from recipient to manufacturer 

Type 2: Query from delivery operator to manufacturer 

Type 3: Query from delivery operator to manufacturer using a third party 

Type 4: Query from delivery operator to third party 

5 Requirements 

5.1 General requirements 

The opening or closing of a receptacle or parcel box system can be done by a physical interaction or 
remotely. The opening right can be obtained by providing input data that are described in 5.2. The request 
will differ depending on the solution adopted in a group of market participants. 

Figure 4 shows the necessary delivery steps. 

Requirements of delivery steps are described respectively from 5.3 to 5.6. 

 
Figure 4 — Sequence diagram 

5.2 Input data 

5.2.1 General requirements 

The opening system can use the following input data. This information is required for the query of 
opening rights by the delivery agent. The data can be collected directly on the system (e.g. by reading a 
unique identification number on the parcel box or scanning the parcel number identification) or 
indirectly through a service provider. 
5.2.2 Postal address 

The parcel receptacle or box system is identified by the postal address of the place where the box is 
installed. This information is also carried over with the parcel to be delivered. 

The name of the recipient shall be indicated directly on the box or accessible during the delivery process. 

The format of the address shall be conformed to the standard of the country where the box is installed 
(in general EN ISO 19160-4:2017 can be used as a reference for postal addressing). 
5.2.3 System identification number 

If it is required by the process type, the identification of the parcel box is carried over a system 
identification number according to the manufacturer specifications. The system identification number is 
described in Annex A. Requirements regarding the marking are described in Clause 7. 

E.g. identification according to ISO/IEC 15459-5:2014. 
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