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Notice of disclaimer & limitation of liability

The information provided in the present deliverable is directed solely to professionals who have the appropriate degree of
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other professional standard and applicable regulations.
No recommendation as to products and services or vendors is made or should be implied.

No representation or warranty is made that this deliverable is technically accurate or sufficient or conforms to any law
and/or governmental rule and/or regulation and further, no representation or warranty is made of merchantability or fithess
for any particular purpose or against infringement of intellectual property rights.

In no event shall ETSI be held liable for loss of profits or any other incidental or consequential damages.

Any software contained in this deliverable is provided "AS IS" with no warranties, express or implied, including but not
limited to, the warranties of merchantability, fithess for a particular purpose and non-infringement of intellectual property
rights and ETSI shall not be held liable in any event for any damages whatsoever (including, without limitation, damages

for loss of profits, business interruption, loss of information, or any other pecuniary loss) arising out of or related to the use
of or inability to use the software.

Copyright Notification

No part may be reproduced or utilized in any form or by any means, electronic or mechanical, including photocopying and
microfilm except as authorized by written permission of ETSI.
The content of the PDF version shall not be modified without the written authorization of ETSI.
The copyright and the foregoing restriction extend to reproduction in all media.

© ETSI 2022.
All rights reserved.
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ETSI Web server (https:/ipr.etsi.org/).

Pursuant to the ETSI Directivesincluding the ETSI IPR Policy, no investigation regarding the essentiality of IPRS,
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Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
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Legal Notice

This Technical Specification (TS) has been produced by ETSI 3rd Generation Partnership Project (3GPP).

The present document may refer to technical specifications or reports using their 3GPP identities. These shall be
interpreted as being references to the corresponding ETSI deliverables.

The cross reference between 3GPP and ETSI identities can be found under http://webapp.etsi.org/key/queryform.asp.

Modal verbs terminology

In the present document "shall", "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" areto beinterpreted as described in clause 3.2 of the ETS| Drafting Rules (Verba forms for the expression of
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"must” and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.

ETSI


https://ipr.etsi.org/
http://webapp.etsi.org/key/queryform.asp
https://portal.etsi.org/Services/editHelp!/Howtostart/ETSIDraftingRules.aspx
https://standards.iteh.ai/catalog/standards/sist/e441576d-3a2c-4f1e-a4fe-ffaa96eefa9c/etsi-ts-136-323-v15-7-0-2022-01

3GPP TS 36.323 version 15.7.0 Release 15 3 ETSI TS 136 323 V15.7.0 (2022-01)

Contents
INtellectual Property RIGNES.... ..ot b e e e en e ns 2
LB INOLICE ... bbbt et h bt b b nE e b e b e e et bt e bt Rt e s e e e e e e eb e n e e ns 2
AV TeTo = L= g oY = 01T 070] oo | OSSPSR 2
1= 11 o TSRS 6
1 o0 o< TP P URUP PRSPPSO 7
2 REFEIBINCES ...ttt a b b e sttt e £ e e et e e st e be e b e sE e benb et et e neenenneebeneen 7
3 Definitions and @DDreVILiONS..........coiieieeiee ettt 8
31 D= T aT] (0] TP P TR PRTUPTPPURRSI 8
3.2 ADDIEVIBLIONS ...ttt et bbbt a et e e e b e sh e e b e b e e he e s e e e e besheeb e e Rt e R e et e e e bt sheebenneeneennen 8
4 LT 0T - PR STNSSN 9
41 1100 1 1 o o USRS 9
4.2 T oo (= (1= TSRS 9
42.1 PDCP SITUCTUIE ...ttt ettt ettt a et e st e e beeaeeeaeesaeesaeesae e et ameeemseeaeeabe e beenbeembesaeesaeesaeenaeeseensaans 9
422 T = o1 =SSP RTSRSN 10
4.3 SEIVICES ...ttt ettt bbbt h e h et b b e E e bt e Rt R e R e e R £ e R e R e R e SR e SR £ S ReeR £ e AR e R e Rt AR e eR e e ReeR e e e e b e Rt eReebeeneene e e enns 12
43.1 Services Provided tO UPPEE [QYEIS.......ooieiiee ettt ste et et et e e teste e reenteeeeeneeenes 12
432 Services expected frOM [OWEN [QYEI'S ......c.ooii et e et te e teeeesneeenes 13
4.4 FUNCLIONS ...ttt e bt s ettt e e b e e bt bt ek e s e e s b e e A e b e e b eh e e b e e Rt eh e e e e e e beeh e ebeeaeene e e enrees 13
4.5 Data available fOr traNSMISSION .......co.oiiieii ettt e b e s bt bt e e e e et e e sbesaeene e e enrees 13
5 PDCP PIOCEOUIES ...ttt sttt etttk b b et h e bbb e e e s e et e st e bt e b e nb e ebem e e e e enenr e ne e 15
51 PDCP Data TranSfer PrOCEAUIES .........ccoeiireie ittt et e ettt e e seesteseeseesbe st eseeneeneeneeseestesneeneeneensenes 15
511 UL Data TranSfer PrOCEAUIES ..........coieeeieere sttt ettt eeeste sttt st seeseeseesbesaesbesseeneeneeseessesaessesneenseneens 15
5.1.2 DL Data TranSfer PrOCEOUIES ..........coieeereeiere ettt eie e see st e e ete et eeeseeseestesaesbesseeneeneesseseessessesneensessens 16
5121 ProCEUIES FOr DRBS...... .ottt b b ettt sae bt e st et e besbeebe e e enneneens 16
51211 LYoo OSSPSR 16
51.21.2 Procedures for DRBs mapped on RLC AM when the reordering functionis not used.................... 16
5.1.2.1.2a RN procedures for DRBS Mapped 0N RLC AM ......ooiiiiie ettt 17
51.2.1.3 Procedures for DRBs mapped on RLC UM when the reordering functionisnot used.................... 17
5.1.2.1.3a RN procedures for DRBS mapped 0N RLC UM .......ooiiiiiii e 18
51214 Procedures for DRBs mapped on RLC AM or RLC UM, for LWA bearers and SLRB when

the reordering fUNCLION IS USEH .......oouciiiiiiie ettt e 18
512141 Procedures when a PDCP PDU isreceived from the lower layers..........coevveirineneccncnieen 18
512142 Procedures when t-Reordering EXPIreS. ... ..ccuiieeririeiririeesie st 20
512143 Procedures when the value of t-Reordering iSreconfigured............ocovereeninencnicscneeees 20
51.22 ProCEAUrES FOr SRBS ... .cuioiieie ettt ettt e st te et s e et eneeseentesbesaeeseeneeneeneens 21
51221 Procedures for SRBs when the reordering function isnot Used ..........cccceecvvevveenecnicce e 21
51.22.2 Procedures for SRBs when the reordering function iSUSEd..........cccevveceececieseeseeeeeee e 21
513 SL Data TransmiSSiON PrOCEOAUIES..........couiriie ittt ettt se bbbt bt et e e ene e e ennas 21
514 SL Data RECEPLION PIrOCEUUIES .......ccueeiieeieeeie s cte st este et et e e tesaesae e sreesaeaaesneesseanseesseesseenseensesneesnes 22
5.2 Re-establi SNMENt PrOCEAUNE ........eeveeieeeee ettt e ee e s e e s ae e teenteesteeseessaesseesseeseenseeneennns 22
521 UL Data TranSfer PrOCEOUIES ..........coieeeieiese ettt ettt sttt e e eeseesaesbesaesbesneeneeneeseeseesaessesneenseneens 22
5211 Procedures for DRBS Mapped 0N RLC AM ..ottt ene 22
5212 Procedures for DRBS Mapped 0N RLC UM ..ottt eb s 23
5213 ProCeUrES FOr SRBS ... .ottt ettt et e s te s be et st et eneeseentesbeseeeseeneeneeneens 23
5.2.2 DL Data Transfer PrOCEOUIES ..........ciieeeieeere ettt ettt et ste st te e ete s e eeseeseesbesaesbesseeneeneeseessesaeesesneensessens 23
5221 Procedures for DRBs mapped on RLC AM while the reordering function is not used...........cccccecene. 23
5.2.2.1a Procedures for DRBs mapped on RLC AM while the reordering function isused...........cccccovvcvveenen. 24
5.2.2.2 Procedures for DRBs mapped on RLC UM when the reordering function is not used.............ccccuo...... 24
5.2.2.2a Procedures for DRBs mapped on RLC UM when the reordering functionis used...........cccccceecveveeenen. 24
5223 ProCeUIES FOr SRBS .....c..eiiiiiie i bbb bbbt se et e b sbesb e e e enneneens 24
5224 ProcedureS fOr LWA DEAIENS. ........ooi ettt sttt st s b et se bt e b e e e e 25
5.3 PDCP SEALUS REPOM ..c.vveiiitee ittt sttt st st site e s e e st e sabe e sate e sabeesaseesabeesaseasbeeebeeebeeenseeesaseenaneenns 25
531 TTNSIMIT OPEIBLION ...ttt sttt b e b st b bbbt b b et s bt b et e bt b e b et eb et nbe b 25

ETSI


https://standards.iteh.ai/catalog/standards/sist/e441576d-3a2c-4f1e-a4fe-ffaa96eefa9c/etsi-ts-136-323-v15-7-0-2022-01

3GPP TS 36.323 version 15.7.0 Release 15 4 ETSI TS 136 323 V15.7.0 (2022-01)

5.3.2
54
5.4a
55
55.1
55.2
5.5.3
55.4
5.5.5
5.5.6
5.5.6.1
5.5.6.2
5.6
5.6.0
5.6.1
5.6.2
5.6.3
5.6.3.1
5.6.3.2
5.7
5.8
5.9
5.10
5.10.1
5.10.2
5.10.3
5.11
5.11.1
5.11.2
5.11.3
5.11.4
5.11.5
5.11.6
5.11.7

6

6.1
6.1.1
6.1.2
6.2
6.2.1
6.2.2
6.2.3
6.2.4
6.2.5
6.2.6
6.2.7
6.2.8
6.2.9
6.2.10
6.2.11
6.2.12
6.2.13
6.2.14
6.2.15
6.2.16
6.2.17
6.3
6.3.1
6.3.2
6.3.3
6.34

RECEIVE OPIEIELION ...ttt ettt et b e bbbt b e bt b e s b et b e s s et b e s b et b e st et eb e b e 25
LD T 0T o o PSS 25
DUPIICALE PDCP QISCA.......ceieieiieiietirieeete ettt b et b et b st b et eb e b 26
Header Compression and DECOMPIESSION.........c.eiuirieerierieieeteseeeesessese st ssesesesse st s s s ssesesessensesessesessessennenes 26

Supported header compression pProtocols and ProfileS..........cieieereieiererereee e 26

Configuration Of NEAdEr COMPIESSION........cccueiieieeieeie et et e s e e e e e e e e e sreesseeteesaeeseesseeteenseensesneesnes 27

L ) 0T o = 1 1= = £ S 27

[ 172 0 Lo o0 0= o o 28

[ (7= 0 (o 0 (= o0 1o)== o] o 28

PDCP Control PDU for interspersed ROHC feedback packet...........ccoooeevveveeii e 28

TrANSMIT OPEIELION ...ttt b et b st b st b e e s bbb et et e et b e s ae b e e 28
RECEIVE OPEIALION ...ttt sttt ettt b bbb skt b e s e b e e b e se e bt e b e se et e se e e et e sbe e ebesbenneneas 28
Ciphering and DECIPRENTING. .......veeierieeet ettt bbb ettt eb e b 28

(€71 PR 28

SL Ciphering and Deciphering for one-to-many COMMUNICALION............coereerereenerieese e 29

SL Ciphering and Deciphering for one-to-one CoMMUNICaLION..........c..ceririeerereene e 29

Handling of LWA end-marker PDCP CONtrol PDU.........cccccoiiiiiiiieiie e ese e ee st 29

LI 05 1 180 01 1) 29
LR e o A T @) = 11 o o SRS 30
Integrity Protection and VerifiCation..........cocieiiei ettt 30
Handling of unknown, unforeseen and erroneous ProtoCol data..........ccccvveeeiceereereeseee e 31
PDCP Data RECOVENY PrOCEUUIE ... .cveeeeeeeieesieesteeste et eteastesseesteesseessessesnsesseesseesseenseessesssesssessesssenssesssesessnns 31
SEAEUS FEPOIT FOr LWVA L.ttt et b et b et b e bt b e et e b e et b e bt eb e b 31

TEANSIMIT OPEIBLION ...ttt ettt bbb bbb b st s b e e st s b e b e st e b et e bt e b e s et eb et neebe b e e 31

LWA SEBLUS TEPOIT.......eeee e e e s s s r e b s r e sne e e 32

RECEIVE OPIEIELION ...ttt b et b e h e b s e he b e s e e st e b e se e st se et b e nb et ebe st et eb e b 32
Uplink Data compression and dECOMPIESSION.........c.ciueirieriirriieersessesessessesesses st s st sse e s sse e sbessesesresseneens 32

UDGC PIOLOCO........eueeveseeie ettt ettt etk b e st b e bt b et e e bt e b et eh e b e e e bt e b e e e bt e b e e ek e se e st e b e sb et ebenbe e eb e b e e e 32

(@001 110 1011110 o 1o 161 5 L S 32

(0T 41" L= O o S o P SOOI 33

0o T g1 Qo =1 = W ta ] o] (=SS o o P 33

Pre-defined iCHIONAIY ........ecieie ettt e e st e et e e s ae e te e tenseesteesseesreenseeneenreenes 33

01D T O o1 = g == A o {0 o= o 1 TP 33

UDC checksum €rror NANAITING .......covoiiiieiieee e bbbttt sb e 33

Protocol data units, formats and ParaMELErS.........ccceiiiieiiiicie e sre e 33
Rrotocoledata pnitsndards/sistied4 1 5.7.64-3a2¢-48 - adte-flaaQbectadc/etsintss . 3632301370 33

DL O e D= = 1 I O OSSPSR 33

PDCP CONIOl PDU ...ttt ettt et b e sa e bt e s et e bt sbe bt e e e e et e ne e besbesbe e e ennenneas 34
OIS, ...ttt h Rt e bt e st ea e s R e s R e sR e e e R e e RS ae e e Re e Rt Rt ean R e e nR e e R e e Re e reenenaneenes 34

GBINENEL ...t b e h e h e e R AR R R £ e e e R e R SR e Rt eheehe et e b e bR e eheeneene e nres 34

Control plane PDCP DaaPDU ..........coceiieiiiie ettt ete e e st sae e sreesaeeaesseesseasteensaesseesesnsesneesnes 34

User plane PDCP Data PDU with 1ong PDCP SN (12 DitS) ....ccieevieiicrccceeseeeee e 35

User plane PDCP Data PDU with short PDCP SN (7 DItS) .......coeiririiiinineeseeeneece e 35

PDCP Control PDU for interspersed ROHC feedback packet.............coviieiinineineneiseese e 36

PDCP Control PDU fOr PDCP SALUS FEPOIT ......c.ccutitiieiiiieeeiesteseeie sttt st sne e 36

Yoo SR 37

RN user plane PDCP Data PDU with integrity proteCtion...........cceoererereneneneneieseseeesesee e 37

User plane PDCP Data PDU with extended PDCP SN (15 bitS) .......cccoveirerrinereesereeeseesie e 38

User plane PDCP Data PDU fOr SLRB .........oouiiieiicecse ettt ssae e st eaeeee e s 38

User plane PDCP Data PDU with further extended PDCP SN (18 bitS) .....cccevveviieviese e eee e 39

PDCP Control PDU for LWA StaLUS FEPOM .........ceeeeieeieesieesiesieseeseeseeseeesseeseessesseesseesseessessesnsesnsssnsssnns 40

PDCP Control PDU for LWA end-marker PaCKEL ............ccueceeiiieiee e ee e 41

User plane PDCP Data PDU with long PDCP SN (12 bits) for UDC........ccccccevieiiereeecce e 42

User plane PDCP Data PDU with extended PDCP SN (15 hits) for UDC.........cccccevieevievcn v 42

User plane PDCP Data PDU with further extended PDCP SN (18 hits) for UDC .........ccccooeveienenenenienenn 42

PDCP Control PDU for UDC feedback PACKEL.............cceirieiiririeeie e e 43
PAIAIMELENS ...ttt h e st e ket eea et e e b et e aae e e eh et e eR et e ah R e e eR et e eR Rt e Re e e beeeaReeebeeeaneeeanneennnee e 43

(€71 PR 43

PDICP SN .ttt h ettt a bt e a e e e b e e she e sh e e bt e et e et e Rt e eRe e eRe e Rt e EeeReeeheeebeeebe e beeteeneenneeaes 43

D= = TP P RS US PSPPI 44

YA SO SRTSPS 44

ETSI


https://standards.iteh.ai/catalog/standards/sist/e441576d-3a2c-4f1e-a4fe-ffaa96eefa9c/etsi-ts-136-323-v15-7-0-2022-01

3GPP TS 36.323 version 15.7.0 Release 15 5 ETSI TS 136 323 V15.7.0 (2022-01)

6.3.5 L0 115 1\ USSR 44
6.3.6 ST P RSP URURPPR 44
6.3.7 5 P RTSSN 44
6.3.8 PDU TYP0B ..ottt e h e r e r e r e n e e e 45
6.3.9 1 TSRS 45
6.3.10 211 (0o OO PP R YUY PRTURURURPRRN 45
6.3.11 Interspersed ROHC feedbaCk PACKEL ..........ccoccui ettt et e sne e 45
6.3.12 PG TNAEX ...ttt bt e e et bbb e aeeae e e e ee e b e sb e eb e e heea e e e e ee e besheeb e e e ennennen 45
6.3.13 PTI TOBNEITY ettt e e bbbt b et e e e e e et bt sbeeb e s ae e s e e e e ne e besbeeb e e e ennennens 46
6.3.14 S D U Y o OO 46
6.3.15 QT | B TSP RS U ST PRPRPR 46
6.3.16 N LY TP R PP UR PR 46
6.3.17 HIRVV ettt b ettt e bt e s ae e e e h et e s ae e oo h et e e ae e e s R b e e eae e e sa b e e ean e e eRe e e e ae e e aRb e e ean e e nnreeenreennrs 46
6.3.18 PRSP SU S PRSP 46
6.3.19 I TSR PRPR 47
6.3.21 L TP P P SU R PRPTRPR 47
6.3.22 PRSP PR PSPPI 47
6.3.23 CRECKSUM ...ttt r e Rt e et R e R e se Rt e R e se bt e R e ne R e sr e e er e s e e e erenre e erenrennenenn 47
6.3.24 PRSP PP PPRPR 48
7 Variables, CONSIAaNTS AN LIMEN'S........coiiiiiiiie bbb r e nn e s 48
7.1 S S 2= T T= o SO SSR 48
7.2 80 ER 49
7.3 L0001 = 1 | £ TSRS 49
Annex A (informative): An example of UDC Checksum calculation............ccoccoevereieiencnencscnenes 51
Annex B (informative): ChaNGE NISLOrY ... 52
L T (TP PT PR PRPRPRTROTN 54

ETSI


https://standards.iteh.ai/catalog/standards/sist/e441576d-3a2c-4f1e-a4fe-ffaa96eefa9c/etsi-ts-136-323-v15-7-0-2022-01

3GPP TS 36.323 version 15.7.0 Release 15 6 ETSI TS 136 323 V15.7.0 (2022-01)

Foreword

This Technical Specification has been produced by the 3" Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.
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1 Scope

The present document provides the description of the Packet Data Convergence Protocol (PDCP).

2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present
document.

« References are either specific (identified by date of publication, edition number, version number, etc.) or non
specific.

e For aspecific reference, subsequent revisions do not apply.

« For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including

a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same
Release as the present document.

[1] 3GPP TR 21.905: "Vocabulary for 3GPP Specifications'.

[2] 3GPP TS 36.300: "Evolved Universal Terrestrial Radio Access (E-UTRA) and Evolved Universa
Terrestrial Radio Access Network (E-UTRAN); Overall description”.

[3] 3GPP TS 36.331: "Evolved Universal Terrestrial Radio Access (E-UTRA) Radio Resource
Control (RRC); Protocol Specification”.

[4] 3GPP TS 36.321: "Evolved Universal Terrestrial Radio Access (E-UTRA) Medium Access
Control (MAC) protocol specification”.

[5] 3GPP TS 36.322: "Evolved Universal Terrestrial Radio Access (E-UTRA) Radio Link Control
(RLC) protocol specification".

[6] 3GPP TS 33.401: "3GPP System Architecture Evolution: Security Architecture”.

[7] IETF RFC 5795: "The RObust Header Compression (ROHC) Framework".

[8] IETF RFC 6846: "RObust Header Compression (ROHC): A Profile for TCP/IP (ROHC-TCP)".

[9] IETF RFC 3095: "RObust Header Compression (ROHC): Framework and four profiles: RTP,
UDP, ESP and uncompressed".

[10] IETF RFC 3843: "RObust Header Compression (ROHC): A Compression Profile for IP".

[11] IETF RFC 4815: "RObust Header Compression (ROHC): Corrections and Clarifications to RFC
3095".

[12] IETF RFC 5225: "RObust Header Compression (ROHC) Version 2: Profilesfor RTP, UDP, IP,
ESP and UDP Lite".

[13] 3GPP TS 33.303: "Proximity-based Services; Security Aspects'.

[14] 3GPP TS 23.303: "Proximity-based Services; Stage 2".

[15] 3GPP TS 36.360: "Evolved Universal Terrestrial Radio Access (E-UTRA); LTE-WLAN
Aggregation Adaptation Protocol (LWAAP) specification”.
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3 Definitions and abbreviations

3.1 Definitions

For the purposes of the present document, the terms and definitions givenin TR 21.905 [1] and the following apply. A
term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

NB-loT: NB-loT allows access to network services via E-UTRA with a channel bandwidth limited to 200 kHz.

Split bearer: in dual connectivity, a bearer whose radio protocols are located in both the MeNB and the SeNB to use
both MeNB and SeNB resources.

LWA bearer: in LTE-WLAN Aggregation, a bearer whose radio protocols are located in both the eNB and the WLAN
to use both eNB and WLAN resources.

3.2 Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An
abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in
TR 21.905[1].

AILC Assistance Information bit for Local Cache
AM Acknowledged Mode

ARP Address Resolution Protocol

CID Context Identifier

DRB Data Radio Bearer carrying user plane data
EPS Evolved Packet System

E-UTRA Evolved UMTS Terrestrial Radio Access
E-UTRAN Evolved UMTS Terrestrial Radio Access Network
eNB E-UTRAN Node B

FIFO First In First Out

FMS First missing PDCP SN

HFN Hyper Frame Number

HRW Highest Received PDCP SN on WLAN
IETF Internet Engineering Task Force

IP Internet Protocol

L2 Layer 2 (datalink layer)

L3 Layer 3 (network layer)

LWA LTE-WLAN Aggregation

MAC Medium Access Control

MAC-I Message Authentication Code for Integrity
MCG Master Cell Group

NB-loT Narrow Band Internet of Things

NMP Number of Missing PDCP SDUs

PDCP Packet Data Convergence Protocol

PDU Protocol Data Unit

PEK ProSe Encryption Key

PGK ProSe Group Key

ProSe Proximity-based Services

PTK ProSe Traffic Key

R Reserved

RB Radio Bearer

RFC Request For Comments

RLC Radio Link Control

RN Relay Node

ROHC RObust Header Compression

RRC Radio Resource Control

RTP Real Time Protocol

SAP Service Access Point
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SCG Secondary Cell Group
Sbu Service Data Unit
SLRB Sidelink Radio Bearer carrying Sidelink Communication or V2X sidelink communication data
SN Sequence Number
SRB Signalling Radio Bearer carrying control plane data
TCP Transmission Control Protocol
ubC Uplink Data Compression
UDP User Datagram Protocol
UE User Equipment
UM Unacknowledged Mode
X-MAC Computed MAC-|
4 General
4.1 Introduction

The present document describes the functionality of the PDCP. Functionality specified for the UE equally applies to the
RN for functionality necessary for the RN. There is aso functionality which isonly applicable to the RN inits
communication with the E-UTRAN, in which case the specification denotes the RN instead of the UE. RN-specific
behaviour is not applicable to the UE. The functionality specified for the UE applies to communication on Uu interface
and PC5 interface [14].

4.2 PDCP architecture

4.2.1 PDCP structure

Figure 4.2.1.1 represents one possible structure for the PDCP sublayer; it should not restrict implementation. The figure
is based on the radio interface protocol architecture defined in TS 36.300 [2].

UE/E-UTRAN Radio Bearers
PDCP
Y ppCp-SAP PDCP-SAP
C-SAP N~ N PDCP
sublayer
PDCP entity PDCP entity
A PDCP - PDU A
RLC - SDU
@ O RLC
RLC UM-SAP RLC AM-SAP sublayer

Figure 4.2.1.1 - PDCP layer, structure view
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Each RB (i.e. DRB, SLRB and SRB, except for SRBO and SRB1bis) is associated with one PDCP entity. Each PDCP
entity is associated with one, two, or four (e.g uni-directional/bi-directional or split/non-split) RLC entities depending
on the RB characteristic (i.e. uni-directional or bi-directional) or RLC mode:

- For split bearers or for RBs configured with PDCP duplication, each PDCP entity is associated with two (bi-
directional) AM RLC entities, two (for same direction) UM RLC entities or four (uni-directional) UM RLC
entities.

- For LWA bearers, each PDCP entity is associated with one (bi-directional) AM RLC entity or two (uni-
directional) UM RLC entities and the LWAAP entity.

- Otherwise, each PDCP entity is associated with one UM RLC entity, two UM RLC entities (one for each
direction), or one AM RLC entity (bi-directional).

PDCP entities are located in the PDCP sublayer. The PDCP sublayer is configured by upper layers, see TS 36.331 [3].

4272 PDCP entities

The PDCP entities are located in the PDCP sublayer. Several PDCP entities may be defined for a UE. Each PDCP
entity carrying user plane data may be configured to use either uplink data compression (UDC) or to use header
compression.

Each PDCP entity is carrying the data of one radio bearer. In this version of the specification, the robust header
compression protocol (ROHC) and UDC, are supported. Every PDCP entity uses at most one ROHC or one UDC
compressor instance and at most one ROHC or UDC decompressor instance. ROHC and UDC are not supported
simultaneoudly for the same radio bearer.

A PDCP entity is associated either to the control plane or the user plane depending on which radio bearer it is carrying
datafor.

Figure 4.2.2.1 represents the functional view of the PDCP entity for the PDCP sublayer; it should not restrict
implementation. The figure is based on the radio interface protocol architecture defined in TS 36.300 [2].

For RNs, integrity protection and verification are also performed for the u-plane.

For split and LWA bearers, routing is performed in the transmitting PDCP entity, and reordering is performed in the
receiving PDCP entity.

For PDCP duplication, submission of duplicatesis performed in the transmitting PDCP entity, and duplicate discard is
performed in the receiving PDCP entity.

For split bearers, except when PDCP duplication is configured and activated, when requested by lower layers to submit
PDCP PDUSs, the transmitting PDCP entity shall:

- if ul-DataSplitThreshold is configured and the data available for transmission is larger than or equal to ul-
DataSplitThreshold:

- submit the PDCP PDUs to either the associated RLC entity configured for SCG or the associated RL C entity
configured for MCG, whichever the PDUs were requested by;

- ese
- if ul-DataSplitDRB-ViaSCG is set to TRUE by upper layers, see TS 36.331 [3]:
- if the PDUs were requested by the associated lower layers configured for SCG:
- submit the PDCP PDUs to the associated RLC entity configured for SCG;
- dse
- if the PDUs were requested by the associated lower layers configured for MCG:
- submit the PDCP PDUs to the associated RLC entity configured for MCG.

For LWA bearers, when submitting PDCP PDUs to lower layers, the transmitting PDCP entity shall:

ETSI


https://standards.iteh.ai/catalog/standards/sist/e441576d-3a2c-4f1e-a4fe-ffaa96eefa9c/etsi-ts-136-323-v15-7-0-2022-01

3GPP TS 36.323 version 15.7.0 Release 15 11 ETSI TS 136 323 V15.7.0 (2022-01)
- if ul-LWA-DataSplitThreshold is configured and the data available for transmission is larger than or equal to ul-
LWA-DataSplitThreshold:

- submit the PDCP PDUs to either the associated RLC entity upon request from lower layers or the associated
LWAAP entity;

- dse
- if ul-LWA-DRB-ViaWLAN is set to TRUE by upper layers,see TS 36.331 [3]:
- submit the PDCP PDUs to the associated LWAAP entity;
- edse
- submit the PDCP PDUs to the associated RLC entity upon request from lower layers.

NOTE: The selection of PDCP PDUs submitted to the associated LWAAP entity is left up to the UE
implementation.

For bearers configured with PDCP duplication, when regquested by lower layers to submit the PDCP PDUs, the
transmitting PDCP entity shall:

- if PDCP duplication is activated:
- if the PDCP PDU isaPDCP Data PDU:
- duplicate the PDCP Data PDU and submit the PDCP Data PDU to the associated RLC entities;
- ese
- submit the PDCP Control PDU to the primary RLC entity;
- dse

- submit the PDCP PDU to the associated RLC entity.
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Figure 4.2.2.1 - PDCP layer, functional view

Services

Services provided to upper layers

PDCP provides its services to the RRC and user plane upper layers at the UE or to the relay at the evolved Node B
(eNB). The following services are provided by PDCP to upper layers:

- transfer of user plane data;

- transfer of control plane data;

- header compression;

- uplink data compression;

- ciphering;

- integrity protection.

The maximum supported size of a PDCP SDU is 8188 octets, except in NB-1oT for which the maximum supported size
of aPDCP SDU is 1600 octets. The maximum supported size of a PDCP Control PDU is 8188 octets except in NB-10T
for which the maximum supported size of PDCP Control PDU is 1600 octets.
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4.3.2 Services expected from lower layers

A PDCP entity expects the following services from lower layers per RLC entity (for adetailed description see TS
36.322 [5]):

- acknowledged data transfer service, including indication of successful delivery of PDCP PDUs;

unacknowledged data transfer service;
- in-sequence delivery, except at re-establishment of lower layers;
- duplicate discarding, except at re-establishment of lower layers.
A PDCP entity expects the following services from the LWAAP entity (for a detailed description see TS 36.360 [15]):

- user plane data transfer service;

4.4 Functions

The Packet Data Convergence Protocol supports the following functions:
- header compression and decompression of |P data flows using the ROHC protocol;
- compression and decompression of uplink PDCP SDU;
- transfer of data (user plane or control plane);
- maintenance of PDCP SN
- in-sequence delivery of upper layer PDUs at re-establishment of lower layers;

- duplicate elimination of lower layer SDUs at re-establishment of lower layers for radio bearers mapped on RLC
AM;

- ciphering and deciphering of user plane data and control plane data;
- integrity protection and integrity verification of control plane data;
- integrity protection and integrity verification of sidelink one-to-one communication data;
- for RNs, integrity protection and integrity verification of user plane data;
- timer based discard;
- duplicate transmission and duplicate discarding;
- for split and LWA bearers, routing and reordering.
PDCP uses the services provided by the RLC sublayer and the LWAAP sublayer.

PDCP isused for SRBs, DRBs, and SLRBs mapped on DCCH, DTCH, and STCH type of logical channels. PDCPis
not used for any other type of logical channels. PDCP is not used for SRB1bis.

4.5 Data available for transmission

For the purpose of MAC buffer status reporting, the UE shall consider PDCP Control PDUs, as well as the following as
data available for transmission in the PDCP layer:

For SDUs for which no PDU has been submitted to lower layers:
- the SDU itsdf, if the SDU has not yet been processed by PDCP, or
- the PDU if the SDU has been processed by PDCP.
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