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European foreword

The text of document 47/2470/FDIS, future edition 1 of IEC 62969-4, prepared by IEC/TC 47
"Semiconductor devices" was submitted to the IEC-CENELEC parallel vote and approved by
CENELEC as EN IEC 62969-4:2018.

The following dates are fixed:

+ latest date by which the document has to be implemented at national (dop) 2019-05-22
level by publication of an identical national standard or by endorsement

+ latest date by which the national standards conflicting with the (dow) 2021-08-22
document have to be withdrawn

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. CENELEC shall not be held responsible for identifying any or all such patent rights.

Endorsement notice

The text of the International Standard IEC 62969-4:2018 was approved by CENELEC as a European
Standard without any modification.
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INTERNATIONAL ELECTROTECHNICAL COMMISSION

SEMICONDUCTOR DEVICES -
SEMICONDUCTOR INTERFACE FOR AUTOMOTIVE VEHICLES -

Part 4: Evaluation method of data interface
for automotive vehicle sensors

FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote
international co-operation on all questions concerning standardization in the electrical and electronic fields. To
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications,
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee interested
in the subject dealt with may participate in this preparatory work. International, governmental and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely
with the International Organization for Standardization (ISO) in accordance with conditions determined by
agreement between the two organizations.

The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on_the_relevant subjects_since each technical committee_has representation from all
interested IEC National[Conimitiees,

IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all'reasonable effortsyare made, to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
misinterpretation by any end user.

In order to promote international uniformity, 1TEC National Committees undertake to apply IEC Publications
transparently to the''maximum'extent ‘possible “in''their’ national“and“regional’ publications. Any divergence
between any IEC Publication and thecorrésponding national’or,regiondl:publication shall be clearly indicated in
the latter.

IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

All users should ensure that they have the latest edition of this publication.

No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shall not be held responsible for identifying any or all such patent rights.

International Standard IEC 62969-4 has been prepared by IEC technical committee 47:
Semiconductor devices.

The text of this International Standard is based on the following documents:

FDIS Report on voting
47/2470/FDIS 47/2487/RVD

Full information on the voting for the approval of this International Standard can be found in
the report on voting indicated in the above table.

This document has been drafted in accordance with the ISO/IEC Directives, Part 2.
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A list of all parts in the IEC 62969 series, published under the general title Semiconductor
devices — Semiconductor interface for automotive vehicles, can be found on the IEC website.

The committee has decided that the contents of this document will remain unchanged until the
stability date indicated on the IEC website under "http://webstore.iec.ch” in the data related to
the specific document. At this date, the document will be

e reconfirmed,
e withdrawn,
e replaced by a revised edition, or

e amended.
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INTRODUCTION

The IEC 62969 series is composed of four parts as follow:

IEC 62969-1 Semiconductor devices — Semiconductor interface for automotive vehicles —
Part 1: General requirements of power interface for automotive vehicle sensors

IEC 62969-2 Semiconductor devices — Semiconductor interface for automotive vehicles —
Part 2: Efficiency evaluation methods of wireless power transmission using resonance for
automotive vehicle sensors

IEC 62969-3 Semiconductor devices — Semiconductor interface for automotive vehicles —
Part 3: Shock driven piezoelectric energy harvesting for automotive vehicle sensors

IEC 62969-4 Semiconductor devices — Semiconductor interface for automotive vehicles —
Part 4: Evaluation method of data interface for automotive vehicle sensors

The IEC 62969 series covers power and data interfaces for sensors in automotive vehicles.
The first part covers general requirements of test conditions such as temperature, humidity,
vibration, etc., for automotive sensor power interface. It also includes various electrical
performances of power interface such as voltage drop from power source to automotive
sensors, noises, voltage level, etc. The second part covers “Efficiency evaluation methods of
wireless power transmission using resonance for automotive vehicle sensors “. The third part
covers “Shock driven piezoelectric energy harvesting for automotive vehicle sensors”. The
fourth part covers “Evaluation methods of data interface for automotive vehicle sensors”.
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SEMICONDUCTOR DEVICES -
SEMICONDUCTOR INTERFACE FOR AUTOMOTIVE VEHICLES -

Part 4: Evaluation method of data interface
for automotive vehicle sensors

1 Scope

This part of IEC 62969 specifies a method of directly fault injection test for automotive
semiconductor sensor interface that can be used to support the conformance assurance in the
vehicle communications interface.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their
content constitutes requirements of this document. For dated references, only the edition
cited applies. For undated references, the latest edition of the referenced document (including
any amendments) applies.

There are no normative referencesiin this document.

3 Terms, definitions and abbreviated terms
For the purposes of.this/document, the following termsc<and)definitions apply.

ISO and IEC maintain terminological databases for use in standardization at the following
addresses:

e |EC Electropedia: available at http://www.electropedia.org/

e |SO Online browsing platform: available at http://www.iso.org/obp
3.1 Terms and definitions

3.11

data interface

transfer of data with electrical signal from a sensor source to another ECU in vehicle such as
ECU and sensors via cable or electric and/or magnetic fields through air or medium

3.1.2
fault injection
technique for improving the coverage of a test by introducing faults to device under test

3.1.3
disturbance
temporary change of environmental conditions that can cause a fault to the device under test

3.1.4

crosstalk

appearance of undesired energy in a channel, owing to the presence of a signal in another
channel, caused by, for example induction, conduction or non-linearity

[SOURCE: IEC 60050-722:1992, 722-15-03]
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3.2 Abbreviated terms
ECU: Electronic Control Unit (see IEC 60050-442:1998, 442-04-22)
DUT: Device Under Test

4 Evaluation and tests

4.1 Evaluation test setup

Figure 1 shows the conceptual diagram of the semiconductor-based sensor data interface test
with fault injection.

Sensor ECU (Electronic Control Unit)

Sensor(s) Fault Injection Microprocessor
Example: Example:
MEMS sensor, Micro-controller,
CMOS image sensor, Communication controller,

Etc.

Etc.

Example:
SPI (Serial Peripheral Interface),

SCI (Serial Communication Interface),
IIC (Inter-Integrated Circuit),

Ete.

In-Vehicle Network ECU

Exampile:
CAN, LIN, FlexRay,
Etc.

Fault Injection

IEC

Figure 1 — The semiconductor-based sensor data interface test with fault injection

The fault injection tool can do the fault injection to a semiconductor type sensor and works as
a communication monitoring for the fault injection node and system during fault injection. The
fault injection tool provides fault injection of physical level and monitoring of node level.

It offers many new possibilities for the analysis of data interface errors. A representation of
the physical layer is often indispensable, particularly during the execution of conformity tests.
With data interface-specific trigger conditions and time synchronization, it can find the causes
of protocol errors much quicker than with a traditional test method.

4.2 Block diagram

The block diagrams of the data communication interfaces and digital or analog disturbance
units clarify the terminal assignments and uses of the externally accessible interface lines.

Figure 2 shows conceptual block diagram of the data interface example of duplex channel.

The signals for generating trigger events are evaluated via the trig-high and trig-low
connections. The digital disturbance types 'recessive' and 'dominant' are also output over
these two connections.

VRef represents the reference voltage of the data interface signals. If the high-speed interface
is being used, Vs shall be connected to the GND. When using the low-speed interface,
connection to the GND is optional.



	«Ž‹èf.Äõ¦°C’äž�±�ÔÛš"¡s‰ËH)ZxüƒìÔ¹vŸ�9t�lT,�–k^Z¢npÛ*•S˙º˙@m0,ﬁ.‚¯!3~G&¦âŸê˚=Öø@ñz˛´é⁄¨Ñ�»ç•“–¢#i¬�ª(Å<�

