
 

 

 

 

 

 

ETSI GS NFV-IFA 048 V4.4.1 (2023-01) 

Network Functions Virtualisation (NFV) Release 4; 
Management and Orchestration; 

Policy Information Model Specification 

 

  

 

GROUP SPECIFICATION 

iTeh STANDARD PREVIEW
(standards.iteh.ai)

ETSI GS NFV-IFA 048 V4.4.1 (2023-01)
https://standards.iteh.ai/catalog/standards/sist/0e9b7d48-69ca-4b65-a000-

a88d4890c8f7/etsi-gs-nfv-ifa-048-v4-4-1-2023-01



 

ETSI 

ETSI GS NFV-IFA 048 V4.4.1 (2023-01) 2

 

  

Reference 
DGS/NFV-IFA048 

Keywords 
information model, policy management 

ETSI 

650 Route des Lucioles 
F-06921 Sophia Antipolis Cedex - FRANCE 

 
Tel.: +33 4 92 94 42 00   Fax: +33 4 93 65 47 16 

 
Siret N° 348 623 562 00017 - APE 7112B 

Association à but non lucratif enregistrée à la 
Sous-Préfecture de Grasse (06) N° w061004871 

 

Important notice 

The present document can be downloaded from: 
http://www.etsi.org/standards-search 

The present document may be made available in electronic versions and/or in print. The content of any electronic and/or 
print versions of the present document shall not be modified without the prior written authorization of ETSI. In case of any 

existing or perceived difference in contents between such versions and/or in print, the prevailing version of an ETSI 
deliverable is the one made publicly available in PDF format at www.etsi.org/deliver. 

Users of the present document should be aware that the document may be subject to revision or change of status. 
Information on the current status of this and other ETSI documents is available at 

https://portal.etsi.org/TB/ETSIDeliverableStatus.aspx 

If you find errors in the present document, please send your comment to one of the following services: 
https://portal.etsi.org/People/CommiteeSupportStaff.aspx 

If you find a security vulnerability in the present document, please report it through our  
Coordinated Vulnerability Disclosure Program: 

https://www.etsi.org/standards/coordinated-vulnerability-disclosure 

Notice of disclaimer & limitation of liability 

The information provided in the present deliverable is directed solely to professionals who have the appropriate degree of 
experience to understand and interpret its content in accordance with generally accepted engineering or  

other professional standard and applicable regulations.  
No recommendation as to products and services or vendors is made or should be implied. 

No representation or warranty is made that this deliverable is technically accurate or sufficient or conforms to any law 
and/or governmental rule and/or regulation and further, no representation or warranty is made of merchantability or fitness 

for any particular purpose or against infringement of intellectual property rights. 
In no event shall ETSI be held liable for loss of profits or any other incidental or consequential damages. 

 
Any software contained in this deliverable is provided "AS IS" with no warranties, express or implied, including but not 

limited to, the warranties of merchantability, fitness for a particular purpose and non-infringement of intellectual property 
rights and ETSI shall not be held liable in any event for any damages whatsoever (including, without limitation, damages 

for loss of profits, business interruption, loss of information, or any other pecuniary loss) arising out of or related to the use 
of or inability to use the software. 

Copyright Notification 

No part may be reproduced or utilized in any form or by any means, electronic or mechanical, including photocopying and 
microfilm except as authorized by written permission of ETSI. 

The content of the PDF version shall not be modified without the written authorization of ETSI. 
The copyright and the foregoing restriction extend to reproduction in all media. 

 
© ETSI 2023. 

All rights reserved. 
 

iTeh STANDARD PREVIEW
(standards.iteh.ai)

ETSI GS NFV-IFA 048 V4.4.1 (2023-01)
https://standards.iteh.ai/catalog/standards/sist/0e9b7d48-69ca-4b65-a000-

a88d4890c8f7/etsi-gs-nfv-ifa-048-v4-4-1-2023-01

http://www.etsi.org/standards-search
http://www.etsi.org/deliver
https://portal.etsi.org/TB/ETSIDeliverableStatus.aspx
https://portal.etsi.org/People/CommiteeSupportStaff.aspx
https://www.etsi.org/standards/coordinated-vulnerability-disclosure


 

ETSI 

ETSI GS NFV-IFA 048 V4.4.1 (2023-01) 3

Contents 

Intellectual Property Rights ................................................................................................................................ 4 

Foreword ............................................................................................................................................................. 4 

Modal verbs terminology .................................................................................................................................... 4 

1 Scope ........................................................................................................................................................ 5 

2 References ................................................................................................................................................ 5 

2.1 Normative references ......................................................................................................................................... 5 

2.2 Informative references ........................................................................................................................................ 5 

3 Definition of terms, symbols and abbreviations ....................................................................................... 6 

3.1 Terms .................................................................................................................................................................. 6 

3.2 Symbols .............................................................................................................................................................. 6 

3.3 Abbreviations ..................................................................................................................................................... 6 

4 Overview .................................................................................................................................................. 6 

4.1 Introduction ........................................................................................................................................................ 6 

4.2 Relationship with other ETSI NFV deliverables ................................................................................................ 7 

4.3 Conventions ........................................................................................................................................................ 7 

5 Policy information model ......................................................................................................................... 8 

5.1 Introduction ........................................................................................................................................................ 8 

5.2 Policy information element ................................................................................................................................ 9 

5.2.1 Description .................................................................................................................................................... 9 

5.2.2 Attributes ...................................................................................................................................................... 9 

5.3 Information elements related to State ............................................................................................................... 10 

5.3.1 Introduction................................................................................................................................................. 10 

5.3.2 State information element ........................................................................................................................... 10 

5.3.2.1 Description ............................................................................................................................................ 10 

5.3.2.2 Attributes ............................................................................................................................................... 10 

5.4 Information elements related to Task ............................................................................................................... 11 

5.4.1 Introduction................................................................................................................................................. 11 

5.4.2 Task information element ........................................................................................................................... 11 

5.4.2.1 Description ............................................................................................................................................ 11 

5.4.2.2 Attributes ............................................................................................................................................... 11 

5.5 Information elements related to Context .......................................................................................................... 11 

5.5.1 Introduction................................................................................................................................................. 11 

5.5.2 ContextItem information element ............................................................................................................... 11 

5.5.2.1 Description ............................................................................................................................................ 11 

5.5.2.2 Attributes ............................................................................................................................................... 12 

5.5.3 ContextMap information element ............................................................................................................... 12 

5.5.3.1 Description ............................................................................................................................................ 12 

5.5.3.2 Attributes ............................................................................................................................................... 12 

5.6 Information elements related to Logic.............................................................................................................. 12 

5.6.1 Logic information element .......................................................................................................................... 12 

5.6.1.1 Description ............................................................................................................................................ 12 

5.6.1.2 Attributes ............................................................................................................................................... 13 

Annex A (informative): Examples ......................................................................................................... 14 

A.1 Policy model in descriptors .................................................................................................................... 14 

A.2 Illustrative policy modelling example .................................................................................................... 14 

A.2.1 Modelling overview ......................................................................................................................................... 14 

A.2.2 Information elements and values of the example ............................................................................................. 15 

Annex B (informative): Change History .............................................................................................. 17 

History .............................................................................................................................................................. 18 

 

iTeh STANDARD PREVIEW
(standards.iteh.ai)

ETSI GS NFV-IFA 048 V4.4.1 (2023-01)
https://standards.iteh.ai/catalog/standards/sist/0e9b7d48-69ca-4b65-a000-

a88d4890c8f7/etsi-gs-nfv-ifa-048-v4-4-1-2023-01



 

ETSI 

ETSI GS NFV-IFA 048 V4.4.1 (2023-01) 4

Intellectual Property Rights 

Essential patents 

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The declarations 
pertaining to these essential IPRs, if any, are publicly available for ETSI members and non-members, and can be 
found in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to 
ETSI in respect of ETSI standards", which is available from the ETSI Secretariat. Latest updates are available on the 
ETSI Web server (https://ipr.etsi.org/). 

Pursuant to the ETSI Directives including the ETSI IPR Policy, no investigation regarding the essentiality of IPRs, 
including IPR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not 
referenced in ETSI SR 000 314 (or the updates on the ETSI Web server) which are, or may be, or may become, 
essential to the present document. 

Trademarks 

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners. 
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no 
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does 
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks. 

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks of ETSI registered for the benefit of its 
Members. 3GPP™ and LTE™ are trademarks of ETSI registered for the benefit of its Members and of the 3GPP 
Organizational Partners. oneM2M™ logo is a trademark of ETSI registered for the benefit of its Members and of the 
oneM2M Partners. GSM® and the GSM logo are trademarks registered and owned by the GSM Association. 

Foreword 
This Group Specification (GS) has been produced by ETSI Industry Specification Group (ISG) Network Functions 
Virtualisation (NFV). 

Modal verbs terminology 
In the present document "shall", "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and 
"cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of 
provisions). 

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation. 
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1 Scope 
The present document specifies the structure and content of the NFV-MANO policy information model. The State-Task 
design pattern is used in the design of the policy information model. The current version of the present document 
specifies information elements to support the definition of ECA policies. 

NOTE: The information model is designed in a way to flexibly support other policy types, but these are not 
specified in the current version of the present document. 

2 References 

2.1 Normative references 
References are either specific (identified by date of publication and/or edition number or version number) or 
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the 
referenced document (including any amendments) applies. 

Referenced documents which are not found to be publicly available in the expected location might be found at 
https://docbox.etsi.org/Reference. 

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee 
their long term validity. 

The following referenced documents are necessary for the application of the present document. 

[1] ETSI GS NFV 006: "Network Functions Virtualisation (NFV) Release 4; Management and 
Orchestration; Architectural Framework Specification". 

2.2 Informative references 
References are either specific (identified by date of publication and/or edition number or version number) or 
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the 
referenced document (including any amendments) applies. 

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee 
their long term validity. 

The following referenced documents are not necessary for the application of the present document but they assist the 
user with regard to a particular subject area. 

[i.1] ETSI GR NFV-IFA 041 (V4.1.1): "Network Functions Virtualisation (NFV) Release 4; 
Management and Orchestration; Report on enabling autonomous management in NFV-MANO". 

[i.2] ETSI GR NFV-IFA 042 (V4.1.1): "Network Functions Virtualisation (NFV) Release 4; 
Management and Orchestration; Report on policy information and data models for NFV-MANO". 

[i.3] ETSI GS NFV-IFA 013: "Network Functions Virtualisation (NFV) Release 4; Management and 
Orchestration; Os-Ma-Nfvo reference point - Interface and Information Model Specification". 

[i.4] ETSI GS NFV-IFA 005: "Network Functions Virtualisation (NFV) Release 4; Management and 
Orchestration; Or-Vi reference point - Interface and Information Model Specification". 

[i.5] ETSI GS NFV-IFA 006: "Network Functions Virtualisation (NFV) Release 4; Management and 
Orchestration; Vi-Vnfm reference point - Interface and Information Model Specification". 

[i.6] ETSI GS NFV-IFA 007: "Network Functions Virtualisation (NFV) Release 4; Management and 
Orchestration; Or-Vnfm reference point - Interface and Information Model Specification". 

[i.7] ETSI GS NFV-IFA 008: "Network Functions Virtualisation (NFV) Release 4; Management and 
Orchestration; Ve-Vnfm reference point - Interface and Information Model Specification". 
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[i.8] ETSI GS NFV-IFA 030: "Network Functions Virtualisation (NFV) Release 4; Management and 
Orchestration; Multiple Administrative Domain Aspect Interfaces Specification". 

[i.9] ETSI GR NFV 003: "Network Functions Virtualisation (NFV); Terminology for Main Concepts in 
NFV". 

[i.10] ETSI GS NFV-IFA 040: "Network Functions Virtualisation (NFV) Release 4; Management and 
Orchestration; Requirements for service interfaces and object model for OS container management 
and orchestration specification". 

[i.11] ETSI GS NFV-SOL 001: "Network Functions Virtualisation (NFV) Release 4; Protocols and Data 
Models; NFV descriptors based on TOSCA specification". 

[i.12] ETSI GS NFV-IFA 010: "Network Functions Virtualisation (NFV) Release 4; Management and 
Orchestration; Functional requirements specification". 

[i.13] ISO/IEC 9646-7: "Information technology - Open Systems Interconnection - Conformance testing 
methodology and framework - Part 7: Implementation Conformance Statements". 

3 Definition of terms, symbols and abbreviations 

3.1 Terms 
For the purposes of the present document, the terms given in ETSI GR NFV 003 [i.9] apply. 

3.2 Symbols 
Void. 

3.3 Abbreviations 
For the purposes of the present document, the abbreviations given in ETSI GR NFV 003 [i.9] and the following apply. 

NOTE: An abbreviation defined in the present document takes precedence over the definition of the same 
abbreviation, if any, in ETSI GR NFV 003 [i.9]. 

APEX Adaptive Policy EXecution 
DSL Domain Specific Language 
ECA Event-Condition-Action 

4 Overview 

4.1 Introduction 
Policy is a managed object in the NFV-MANO. According to ETSI GS NFV-IFA 010 [i.12], the NFVO, VNFM and 
VIM support the capability to parse and enforce NFV-MANO policies. Policies can be used to enable the NFV-MANO 
to manage and orchestrate managed objects automatically and even autonomously. Intent Management can take 
advantage of policies to fulfil the intents in several processing steps of the intent handling (e.g. interpretation, decision 
and actions).  

NOTE 1: The details of how to use policies in intent handling processes is out of the scope of the present document. 
More details can be referred in ETSI GR NFV-IFA 041 [i.1] and ETSI GR NFV-IFA 042 [i.2]. 

The information elements and attributes defined in the present document are transferred through the policy management 
interfaces defined in other deliverables. Furthermore, the modelling is capable of conveying the information about 
policies to cover different use cases, e.g. LCM, FM, etc. 
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Based on the outcome from the study in the ETSI GR NFV-IFA 042 [i.2], the State-Task design pattern is used in 
designing the policy information model of the present document. This pattern supports representing different policy 
expression forms and provides more flexibility and extensibility. 

NOTE 2: The impacted deliverables are listed in clause 4.2 of the present document. 

4.2 Relationship with other ETSI NFV deliverables 
The present document relates to other ETSI NFV deliverables as follows: 

• ETSI GS NFV-IFA 013 [i.3] specifies the Os-Ma-nfvo reference point requirements and interfaces including 
the Policy Management interface, which includes the operations for transferring a new policy; 
deleting/querying/activating/deactivating an existing policy; and raising policy conflict notifications. 
Clause 8.8.2 of ETSI GS NFV-IFA 013 [i.3] specifies the information elements related to policy information. 
The present document specifies the detailed content of a policy which is one of the attributes of the PolicyInfo 
information element defined in ETSI GS NFV-IFA 013 [i.3]. 

• ETSI GS NFV-IFA 005 [i.4]: same as ETSI GS NFV-IFA 013 [i.3] but concerning to the Or-Vi reference 
point. 

• ETSI GS NFV-IFA 006 [i.5]: same as ETSI GS NFV-IFA 013 [i.3] but concerning to the Vi-Vnfm reference 
point. 

• ETSI GS NFV-IFA 007 [i.6]: same as ETSI GS NFV-IFA 013 [i.3] but concerning to Or-Vnfm reference 
point. 

• ETSI GS NFV-IFA 008 [i.7]: same as ETSI GS NFV-IFA 013 [i.3] but concerning to the Ve-Vnfm reference 
point. 

• ETSI GS NFV-IFA 030 [i.8]: same as ETSI GS NFV-IFA 013 [i.3] but concerning to the Or-Or reference 
point. For ETSI GS NFV-IFA 030 [i.8], some exceptions regarding to attributes related to policy management 
operations are to be considered since the producer and the consumer are two NFVOs. However, the present 
document is not expected to be impacted or adapted based on these exceptions. 

• ETSI GS NFV-IFA 040 [i.10] concerns to OS container management and orchestration, where the modelling 
and interface standardization of MCIO policies are specified to be following the best-practice of the related 
open-source communities, hence are out of scope of the present document. 

4.3 Conventions 
The following notations, defined in ISO/IEC 9646-7 [i.13], are used for the qualifier column of interface information 
elements: 

• M mandatory - the capability is required to be supported; 

• O optional - the capability may be supported or not; 

• CM conditional mandatory - the capability is required to be supported and is conditional on the support of 
some condition. This condition shall be specified in the Description column; 

• CO conditional optional - the capability may be supported or not and is conditional on the support of some 
condition. This condition shall be specified in the Description column. 

The following notation is used for parameters that represent identifiers, and for attributes that represent identifiers in 
information elements and notifications: 

• If parameters are referring to an identifier of an actual object, their type is "Identifier". 

• If an object (information element or notification) contains an attribute that identifies the object, the type of that 
attribute is "Identifier" and the description states that the attribute is the identifier of that particular notification 
or information element. 
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EXAMPLE 1: Identifier "policyId" of the "Policy information element" has type "Identifier" and description 
"Identifier of this Policy information element". 

• If an object (information element or notification) contains an attribute that references another object or objects 
defined in an ETSI NFV GS, the type of the attribute is "Identifier", followed by the list of objects it 
references. 

EXAMPLE 2: "Identifier (Reference to Vnfc)" or "Identifier (Reference to Vnfc, VirtualLink or VirtualStorage)". 

If the type of a parameter or attribute has been marked as "Not specified" in the "Content" column, this means that its 
specification is part of the protocol design/data model design. 

5 Policy information model 

5.1 Introduction 
According to the recommendations from ETSI GR NFV-IFA 042 [i.2], on the one hand, the design of the policy 
information model refers to the APEX policy model, which is defined based on the overall idea of "State-Task". On the 
other hand, according to the actual application recommendations for NFV-MANO, necessary tailoring and extensions 
are carried out. 

Figure 5.1-1 shows the overview of information elements for the policy model. 

 

Figure 5.1-1: Overview of information elements for Policy Modelling 

The basic information elements include: Policy, which consists of at least one state that can subsequently chain to one 
or more States, and each state is mapped to at least one or several Tasks. The context between states and tasks is passed 
through contextMap, which is composed of a list of contextItems. The Logic contains a piece of executable code in a 
specified language. 

The relations between these information elements include: The policy specifies the first state, and each state specifies 
the next state, which can flexibly be connected into a series of states. Each state uses taskSelectionLogic to determine 
which task (if there is more than one task) to execute with input context. Each task specifies its taskLogic via Logic, and 
its input/output as taskInput/taskOutput via contextMap. 

For example, an ECA policy consists of three states, which correspond to event triggering, condition evaluation, action 
decision & execution, respectively. 

The rest of clause 5 defines information elements used in the policy management interfaces defined in the reference 
point specifications. 

Definitions of information elements used in the interfaces defined in the ETSI ISG NFV specifications can also be 
referenced. 
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The specification of the following information elements is part of the protocol design: 

• String. 

• Integer. 

• Identifier. 

• Enum. 

• Version. 

5.2 Policy information element 

5.2.1 Description 

This information element provides the content related information of a policy. 

5.2.2 Attributes 

The Policy information element shall follow the indications provided in table 5.2.2-1. 

Table 5.2.2-1: Attributes of the Policy information element 

Attribute Qualifier Cardinality Content Description 
policyVersion M 1 Version The version of the policy. 
policyFunctionDescription M 1 String Describes the function that the policy is 

expected to accomplish (e.g. scaling, healing, 
energy saving).  

policyFlavour M 1 Enum The representation format adopted by the 
policy. 
VALUES: 

• ECA 
targetType M 1 Enum The application target that the policy applies to. 

VALUES: 
• COMMON: the policy applies to 

multiple managed object instances. 
• SPECIFIC: the policy applies to a 

specific managed object instance. 
See note 1. 

targetObjectType M 1 Enum The managed object type that the policy applies 
to. 
VALUES: 

• NS 
• VNF 
• VNFC 
• VR 
• VL 
• NFVI 
• NFV-MANO 
• See note 3 and note 4. 

targetObjectId M 0..N Identifier The identifiers of the managed object(s) that the 
policy applies to. See note 1 and note 5. 

priority M 1 Integer A non-negative integer which indicates the 
priority of the policy to be considered when 
policy conflicts occur. A value of "0" 
corresponds to the highest priority. 

firstState M 1 State The first state for policy execution. For instance, 
in the case of an ECA policy, the first state is 
the "event" state. 
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Attribute Qualifier Cardinality Content Description 
globalContext M 0..1 ContextMap Declarations of policy's system global context to 

be used during the policy execution. Context-
awareness of the policy can relate to the actual 
execution of the policy. For instance, it can 
include system variables/service interface 
related to event/condition/action access 
interfaces/parameters/permissions that are 
used when the ECA policy is executed. See 
note 2. 

localContext M 0..1 ContextMap Declarations of policy's local context to be used 
during the policy execution. 

NOTE 1: If the value of the attribute targetObjectType is SPECIFIC, the attribute targetObjectId shall be present. 
NOTE 2: The specific modelling of the global context (i.e. the events triggering and actions as a result of the policy 

execution) is out of scope of the present document. 
NOTE 3: The value "VR" applies to all kinds of virtualised resources, multi-site connectivity services and containerized 

workloads which can constitute other NFV managed objects such as NS, VNF, VNFC and VL. 
NOTE 4: NFV-MANO encompasses managed object types regarding NFV-MANO functional blocks and functions. 
NOTE 5: Cardinality "0" is applicable for the attribute targetObjectId, when the policy applies to non-identifiable 

managed objects and the value of the attribute targetType is COMMON. 
 

5.3 Information elements related to State 

5.3.1 Introduction 

The clauses below define the information elements related to the State. 

5.3.2 State information element 

5.3.2.1 Description 

This information element provides details of a state item included in a policy. 

For example, typically an ECA policy consists of three states, which correspond to event triggering, condition 
evaluation, and action decision & execution, respectively. 

5.3.2.2 Attributes 

The State information element shall follow the indications provided in table 5.3.2.2-1. 

Table 5.3.2.2-1: Attributes of the State information element 

Attribute Qualifier Cardinality Content Description 
stateType M 1 Enum The type of the state item. The types that can 

be selected are based on the policy flavour 
format adopted by the policy. VALUES: 

• EVENT 
• CONDITION 
• ACTION 

See note 1. 
taskItem M 1..N Task List of task items composing the state item. 
taskSelectionLogic M 1 Logic The logic to select and execute different task 

items composing the state item to fulfil the 
policy function. See note 2. 

nextState M 0..1 State Describes the next state to be executed. 
NOTE 1: Currently, only ECA format is specified in the present document version. Therefore, the values of types 

enumerated are derived from this format only. An ECA policy shall contain at least one state of Event type 
and one state of Action type. 

NOTE 2: The task item selection logic is used to determine which of the task items included in a state are to be 
executed. 
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