ETS| TS 103 221-2 V1.6.1 (2022-03)

—
N

TECHNICAL SPECIFICATION

Lavifll interception (L
Internal’Network interfaces;
(stalllaﬁrzilz(:l%(?i%eh.ai)

ETSITS 103 221-2 V1.6.1 (2022-03),
https://standards.iteh.ai/catalog/standards/sist/37416968-
e4be-4add-9667-03a8edb924c9/etsi-ts-103-221-2-v1-6-

1-2022-03




2 ETSI TS 103 221-2 V1.6.1 (2022-03)

Reference
RTS/LI-00222-2

Keywords
interface, lawful interception

ETSI

650 Route des Lucioles
F-06921 Sophia Antipolis Cedex - FRANCE

Tel.: +334 9294 42 00 Fax: +33 4 93 65 47 16

Siret N° 348 623 562 00017 - APE 7112B
Association a but non lucratif enregistrée a la
Sous-Préfecture de Grasse (06) N° w061004871

Important notice

The present document can be downloaded from:
http://www.etsi.org/standards-search

The present document may be made’available)in electronic versions and/or«dn print. The content of any electronic and/or
print versions of the present document shall not be modified without the prior written authorization of ETSI. In case of any
existing or perceived difference in contents;between-suchyversions and/or in print, the prevailing version of an ETSI
deliverable is the one made publicly available in' PDF format at www.etsi.org/deliver.

Users of the present document should be aware that the,document may be subject to revision or change of status.
Information on the eurrent status.of this and other ETSI documents is available at
https://portal.etsi.org/TB/ETSIDeliverableStatus.aspx

If you find errors in the present document, please send your comment to one of the following services:
https://pottal.etsi.org/People/Commitee SupportStaff.aspx

If you find a security vulnerability in the present document, please report it through our
CoordinatedVulnerability Disclosure Program:
https://www.etsi.org/standards/coordinated-vulnerability-disclosure

Notice of disclaimer & limitation of liability

The information provided in the present deliverable is directed solely to professionals who have the appropriate degree of
experience to understand and interpret its content in accordance with generally accepted engineering or
other professional standard and applicable regulations.
No recommendation as to products and services or vendors is made or should be implied.

No representation or warranty is made that this deliverable is technically accurate or sufficient or conforms to any law
and/or governmental rule and/or regulation and further, no representation or warranty is made of merchantability or fithess
for any particular purpose or against infringement of intellectual property rights.

In no event shall ETSI be held liable for loss of profits or any other incidental or consequential damages.

Any software contained in this deliverable is provided "AS IS" with no warranties, express or implied, including but not
limited to, the warranties of merchantability, fitness for a particular purpose and non-infringement of intellectual property
rights and ETSI shall not be held liable in any event for any damages whatsoever (including, without limitation, damages

for loss of profits, business interruption, loss of information, or any other pecuniary loss) arising out of or related to the use
of or inability to use the software.

Copyright Notification

No part may be reproduced or utilized in any form or by any means, electronic or mechanical, including photocopying and
microfilm except as authorized by written permission of ETSI.
The content of the PDF version shall not be modified without the written authorization of ETSI.
The copyright and the foregoing restriction extend to reproduction in all media.

© ETSI 2022.
All rights reserved.

ETSI



3 ETSI TS 103 221-2 V1.6.1 (2022-03)

Contents

INtellectual Property RIGNES.... ..ottt b e n e n e e 6
01 ¢= Y o] (o ISR 6
Modal VErDS TEMINOIOQY.......ccveeiieiieeeeie ettt e e e s te e e e s besbe e tesbeeseebesneensessesaeenseseeeseesessens 6
1 o0 0L SR 7
2 S = = (0= OO 7
2.1 N[0 000 AV SN (== (= 1101 RSO 7
2.2 11101 01T AN (= (= (01 OO SO 8
3 Definition of terms, symbols and abbreviations............c.covieeiiieeieie e e e 8
3.1 L= .01 8
3.2 Y 101 9
3.3 YN o] o = YT o L OO ORRR 9
4 Introduction and refErENCE MOAE .........ccvie ittt e et e e e e e b e e e bee e sareeentens 9
4.1 R (S = 4o = 11106 [ OO SO 9
4.2 AASSUIMPETIONS ... etttk ettt ettt b et b e et eb e s e e st eb e se e st eb e eh et eb e s Eem e eb e sEeaeeb e s E e e eb e s b e e eb e nb e e ebeebe e ebeereneeneas 10
421 YN o 1= ot U= R 10
4.2.2 IMPlEMENALTi ON/FEAITZALTON ......e.ecveeeeete et b et b e et b et b e 10
4.2.3 DePloyMENt INFIASIMUCIUNE......c.eeieieiiteee ettt b e et b e bbb 11
424 Regulatory assumptioNS:. ... 4.0 e e oo Bb e e e Lot e et ekt e st e te e et ee s ae et teenneeeesneeenes 11
4.3 Relationship t0 Other SLANUAITS ... ..o e e e s se e s et e e s e s te e teeseessaesteente e reeeeeneennns 11
5 Message contents and Parameters ... L bt bbb e 12
51 (@Y= VL= YOO 12
5.2 PDU Header FIalAs........... £l it an s sions igime s5aesoun otseess e e saiie e rsiin ise Bressvessnsessssesssessssessssessnsessssessssessnsess 12
521 AVZ= £ 1] 1 IO B ettt e fiee ettt terst ORI 12
522 L I o P PSPPI PP 13
523 HEAOEK LENGN ... sesirm v pmarne sy vty o1 e pm e e s 3 3wy £y 61648t b e ss et b e e et eb et et eb e be e 13
524 PAYIOBO LENGLN ... et st aessmeeesregeeeaesheaseesensiesaeaeegeas et opAiAg a8 o8t shessh gyt e e esessentebesseneabenbeneesenbenens 13
525 Payload Formiat .. e 13
5.2.6 Payload Direction -0 00 a0 0 e e e i 13
5.2.7 D1 L e 0 o 1 SRRSO 14
5.2.8 (Ofo ] = = 17] o 1 1 0 SRS SURRRTROE 14
53 Conditional AtIHTDULE FIEIAS. .......ei et s e s e e e eae e e s are e eareesnneesaras 14
531 GENETAl SETUCTUIE......ecveee ittt ettt e e st e et e e st e et e e s beeeaseesabeeesseesabesansessnbesansesanbesensesanbesensesesseeensenesns 14
53.2 ETSI TS 102 232-1 DEfINEA AtITTDULE. .....eeivee ettt ettt ettt e st e e eaaeeeare e enreeenees 15
5.33 3GPP TS 33.128 DEfINEA ATTDULE ......eeiceeeeeeee ettt ettt et etee et e este e et sesseeeebeseeseeebesenseeenns 15
534 3GPP TS 33.108 DEfINEA ALIIULE .......eeeceeeeeee ettt ettt et et e e e etre e e s aae e esseesateeeseeebeeenseeenns 15
535 Proprietary ATITOULE. .......co ittt b e et b et b e bbb 15
5.3.6 DOMEIN 1D (DID) oocvovveecveeveeeevee et s esses s ses st ss s es st s s en s sses s sansanneans 16
537 NetWOrk FUNCLION ID (NFID) ...eeoieiee ettt et et e ettt e et e e e e e eeennennnennes 16
5.3.8 INterception POINE ID (IPID) ......coiieie ettt te e s este e aeesteestessaaste e be e seeseenneeneennes 16
5.3.9 IS o (1o = N[ ] o 16
5.3.10 I 1S: = 2 o PSP 16
5311 SOUCE IPVA AQUIESS. ...ttt ettt et e e e st e s te e st e e st e e s e beesabeesabeeeabeesabeeeseeebaeebeeebeeenseeesseeenseenses 16
5.3.12 DEStINALION TPVA AQUIESS .....cooviicceee ettt ettt e e et s e e s tb e e s st e e sabe e s abe e sabeesaseesteeesaseesnreesnreesars 16
5.3.13 SOUICE IPVE AQAIESS. ......cveeeeee ettt ettt e e ettt s e et e e st eeete e s abeeeaseesabeesnbeesabesasessbeseseeasesenseeesseeensenesns 17
53.14 DEStINALION [PVE AGUAIESS ......cccviieceeeectee ettt ettt ettt e e e et e e e e e et e e eae e e sateesaseesateesaseesbeeesssesssteesnreesares 17
5.3.15 SOUICE PO ...ttt ettt e ettt e e ettt e e s e bt e e e eabeeeeeaeeeesabaeeeeaabeeeeessseeessseeeeanteeeeanseeesasrenanan 17
5.3.16 (DL gt (0] g T o o SOOI O 17
5.3.17 L = (o]0 1o ) 17
5.3.18 V= o 1o B =T 1= o (== P 17
5.3.19 (@101 g =T 1< e 0 = 17
5.3.20 Y LAY R e g1 | 1 = PRSP TSSPR 17
5.3.21 MIME Content Transfer ENCOUING .......eovviviriireiiceesies e eesesae s s saeesteeaeeaeesaessaessaesse e seentesnensneesnes 18
5.3.22 Additional XID Related INfOrMELION .........ccviiiiieiie ettt st e s e e s be e s re e sreeennee s 18
5.3.23 S B LS eSS o g I 1= o o 18

ETSI



4 ETSI TS 103 221-2 V1.6.1 (2022-03)

5.4 PAYIOBO........eeoeeeeeeeee e eeeeeee s ee s s s s s s s s e s et s st en s en s en st s s e 18
54.1 (@ a1 OSSR 18
5.4.2 ETSI TS 102 232-1 Defined PaylOad ........ccccooeiirieiieeieeee ettt s see e snesre e neeneens 19
54.3 3GPP TS 33.128 DEfiNEA PaylOadl.......c.ccuieieieireeiec ettt sttt s ebene e 19
544 3GPP TS 33.108 DefiNed PaylOadl.......c..eouieeeeee ettt sttt ettt ee e 19
545 0] = = = Y 0o 19
5.4.6 TPVA PECKEL ...ttt sttt b bbb e Rt e b bt e R bt e et enr et e n e 20
54.7 TPVB PECKEL ...ttt et bbbt b e Rt e b b e Rt R Rt e r et n e 20
548 ENEINEE FraME.... .ot ettt e 20
5.4.9 RTP PACKEL ...ttt bbbkt e et R bbbt b e e bt neen st 20
54.10 SIP IMESSA0E. ...ttt e h et e Rt R R R R a et R e R R R e R R e n e r e nr R aeean e nes 20
5411 D] o (O Y =SS o TSRS 20
5.4.12 RADIUS PACKEL ...ttt sttt ettt e st e e et sbeseeeaees e e e ameeseesaesaesaeeseeneeneeneesseseesaesseeneenseseens 20
54.13 GTP-U MESSATE......ce ittt sttt st b et e e r e s et sh e bt he e s e e e e R e s b eh e e R e s et eb e e s e s e r e sreeneeae e s e e enes 20
54.14 IMISRP IMIESSAJE. ... .ttt ittt sttt st sae ettt ae e eae e b e e be et e e ae e s aee e aeesaeesaeebeemeeembeemeeabeeebeeabeesbeeabeeneesnseenes 20
5.4.15 3GPP TS 33.108 EPSIRICONMENE.......cctiitiitieiieiee et sr e 20
5.4.16 IMIIMIE IMIBSSA0E ....veveeteie ittt bbb bt e bR bt bbb bt e bt b et ne b et nn b nna 21
5.4.17 BGPP UNSLTUCIUrEA PDU ......coiiiiiiiiteiresieie ettt ettt 21
6 QLI 1S 00 TP PRSPPSO 21
6.1 RSl 01010 0= Y TR PPTRP 21
6.2 TLS TranNSPOrt PrOfil@ ...ttt b e bbbt b e s bt b e b seeneebennene s 21
6.2.1 (€77 | P RS 21
6.2.2 0 1= O RRRSN 21
6.2.3 N 011 0= 107 1o SR 21
6.24 Keepalive mechanism far relialility .5 o /e dee b b it 21
Annex A (normative): RequiremMentisk. . . L T e 23
A1l X2 Protocol & ArchiteCture reqQUINEMENLS.........cceiiiieiiiie e cieste et ae e esresre e e e nnesne e 23
All Basic FUNCLIONAIILY ........... e R R 0 6 Bt e T e B e et 23
Al12 FLEXIDIE. ... ettt et s et e s st a e s et eaede st b bt n e bt e R e Rt n Rt n Rt r e 23
A.l13 EXLENSIDI ...ttt R R Rt Rt Rt Rt r e 23
Al4 LightWeIGhT ..o o T G 200 b 1 21 000 b e by ey e b 2R 01 4} o ettt 23
A.15 DAY vt g enne e et st see demns e e e et ans s et eG4 88 Bt n st e Rt s Rt e r e nnas 23
A.16 Permanent and DY NaMiC CONNECTIONS. ... ....c.r s uassessiseerersensessasensastssensasmsssssssessensasessesessessessssessesessessensssessenseses 23
Al7 Reliability ... e L 23
A.18 Error deteCtioN.......coeeeeeeeeeee ek T e e T e 23
A.19 REJUNGBNCY ...ttt h bbbt h bt h b e ek bt e h bt st bt bt s e st e bt e et bt b e e e bt e e ens 23
N 0 0 T @4 = o) o PP RSRSN 24
A L1l Mediaion INO HIZIHIB..... ottt ettt et be et eseeseenee e e seesbeseeeseeneeneeneans 24
A2 X2 SECUNLY FEOUITEIMENTS. ... .eiuieiecieciesie st et e st st e st e st e et e st e s te e te s aeeaeesbesae e sesaeensesbeeaeentetesaeensensesrnenns 24
A2l Authentication and AULNOMZELTION ..........cviiieiireieire et r e e seer e re e erenreseenens 24
A.2.2 o oco 11 0111 0 = Lo 1 o USSR 24
A.23 INEEGITEY PrOLECHION. ...ttt b bbb et b et b bbbt e st b e et b et e e eb e b ens 24
A.24 Confidentiality PrOTECIION .......ccuiiieieieiieiet ettt ettt ettt b e bbb et b e bt eb e b 24
A.25 REPIGY PrOIECTION ...ttt b bt b et b bbbt e st bt b e bt e e eb e e ens 24
A.2.6 StANAAIONE INEEITACE ... et ettt e st et e b e saeebe s neese e e e s e eesaeeeeeneeneeeeneas 24
A.2.7 MINIMUM SECUITY LEVEL. ...ttt bbbt b et b e bbbt e 24
A.2.8 UNAErTYiNG INFrastrUCTUNE TEUSE.......cueitiieiirtiiei ettt ettt b bbb 24
A.29 Firewall and NAT TIaNSVEISaAl ........coociiireeiiie et n e r e 25
A.210 Certificate and K&y ManaQEMENL..........ccueiieiieiiiiesieseeseeseeste e eaessaesteesteesseesaeesesneesseessessessseessessseensennsenns 25
A.3 X3 Protocol & ArChitECtUre rEQUITEIMENLS..........eivereieeiirieriestesiesse e e e et ss b s sr s e e snenn e 25
A31 BaSIC FUNCLIONAIITY ......veeeeeetieeeet ettt bbb bbb et e b et nb e et 25
A.3.2 T o= SRS 25
A.33 1= 115 o PRSI 25
A34 [T LY=o oL TSP 25
S 1= T YOO 25
A.3.6 Permanent and DYNamMIC CONNECLIONS...........orueeriirieiriirieiiste st esee sttt sb et b e sb e b s e b e sne s e enis 25
A.3.7 REITADITITY .ttt R et E bRt R R R bR b e Rt n R ren s 25
A.3.8 o o= = i1 o] o TSRS 25

ETSI



5 ETSI TS 103 221-2 V1.6.1 (2022-03)

A.39 REJUNGBNCY ...ttt bbb bbbt h b ek bt e s bt st e bt bt s e a e bt b e e bt e e e e bt b e e ens 26
e 0 0 T @4 == o) o P RSRSN 26
A311L  Mediaioninto HIZ/HIB.........cooiiiiiii bbb 26
A4 X3 SECUNLY FEOUITEIMENTS. ... ecuieieiiecieste sttt et et e e e e st e ere e te s re e e e besaeessesbeensesreeaeenbentesreensenresrnenns 26
A4l AULeNntiCation & AUINOMZATON ..........cviirreeirerreeee ettt r e sr e r e re e reerenneneas 26
A.4.2 o oo 11 0111 07 T2 U o [ S SS 26
A43 100 T NV (0] = o o 26
AdA4 CoNfidentiality PrOtECLION .......cceeiieieecie ettt ste s e st e s reesteeeesaeesaeesseeseenteenteeneesneesneesnnas 26
A.45 REPIGY PrOIECTION ...ttt b et b et b et b bbbt st b e et b e e eb e ens 26
A.4.6 StANAAIONE INEEITACE ... ettt e st e st et sae bt s aeene e e e s e seeseeeeeeneeneeeeneas 26
A.4T MINIMUM SECUITY LEVEL. ..ottt bbbt b st b e bbbt e ens 27
A.48 UNAErTYiNG INFrastrUCIUIE TEUSE.......cueitiieiirtiiee sttt bbb b 27
A.49 Firewall and NAT TIaNSVEISA .....c..ooiiiie ettt ettt sttt et e ae e e e st e e e s e seeseesbesneeneeneeneees 27
A.410 Certificate and Key ManaQEMENT.........coiriiiriirieirierieesi ettt sb st b e st sb e et b nae s 27
Annex B (informative): [lustrative deployment SCENArioS.........cccoovrerirerenereeseseeseee e 28
B.L  INEFOOUCTION ...ttt bbb e bt h e bt b e bt e b e an s 28
B.2  Simple deplOoyMENt SCENAIIO .......ocoiiiiriirieiieiee et b e s e n e nr e n e 28
B.3 Individual X3 POISWith Shared X2 PO .......ccciiieiiiiiee et ee e seeeee e sne e sne e 28
B.4  SEParated INtEITACES........eicii et st e s reeae et e s re e e e beeaeesresneeresreennens 29
Annex C (informative): Chan@e HiStOr Y/ 4 it e T e e b BB BTt 30
[ 11 0] Y PSSP 31

ETSI



6 ETSI TS 103 221-2 V1.6.1 (2022-03)

Intellectual Property Rights

Essential patents

IPRs essentia or potentially essential to normative deliverables may have been declared to ETSI. The declarations
pertaining to these essential IPRs, if any, are publicly available for ETSI member s and non-members, and can be
found in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to
ETS in respect of ETS standards’, which is available from the ETSI Secretariat. Latest updates are available on the
ETSI Web server (https./ipr.etsi.org/).

Pursuant to the ETSI Directivesincluding the ETSI IPR Policy, no investigation regarding the essentiality of IPRS,
including IPR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not
referenced in ETSI SR 000 314 (or the updates on the ETSI Web server) which are, or may be, or may become,
essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which areindicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks of ETSI registered for the benefit of its
Members. 3GPP™ and LTE™ are trademarks of ET Shiregistered for. the benefit-of its Members and of the 3GPP
Organizational Partners. oneM 2M ™ |ogo is-atrademark of 'ETSI registered forthe benefit of its Members and of the
oneM2M Partners. GSM® and the GSM logo are trademarks registered and owned by the GSM Association.

Foreword

This Technical Specification (TS) has been produced by ETSI Technical Committee Lawful Interception (L1).

The present document is parit: 2 of amulti-part deliverable: Fullbdetailsiof the entire series’can be found in part 1 [1].

Modal verbs terminology

In the present document "shall”, "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" are to beinterpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of
provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.

ETSI
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1 Scope

The present document defines an electronic interface for the transmission of intercepted information as part of Lawful
Interception. Thisinterface is used from points of interception to LI mediation functions.

Typical reference modelsfor L1 define an interface between Law Enforcement Agencies (LEAS) and Communication
Service Providers (CSPs), called the handover interface. They also define an internal network interface within the CSP
domain between administration/mediation functions for lawful interception and network internal functions, which
facilitates the interception of communication. Thisinternal network interface typically consists of three sub-interfaces;
administration (called X1), transmission of intercept related information (X2) and transmission of content of
communication (X3). The present document specifies a protocol for delivering X2 and X3.

2 References

2.1 Normative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected location might be found at
https://docbox.etsi.org/Reference.

NOTE: While any hyperlinks included inthis¢lausewere validiat:ithe time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents arenecessary-for the-application of ‘the present document.

[1] ETSI TS 103 221-1: "Lawful Interception (L1); Internal Network Interfaces; Part 1: X1".

[2] ETSI TS 102 232-1:*L awful Interception’(L1); Handover Interface and Service-Specific Details
(SSD) ford P/delivery; Part 41 Handover specifiication fori P delivery’ (

[3] |EEE Std 1003.1™-2017: "IEEE Approved Draft Standard for Information Technology - Portable
Operating System Interface (POSIX®)™

[4] IETF RFC 791 "Internet Protocol”.

[5] IETF RFC 8200: "Internet Protocol, Version 6 (1Pv6) Specification".

[6] |EEE 802.3™: "|EEE Standard for Ethernet".

[7] IETF RFC 3550: "RTP: A Transport Protocol for Real-Time Applications'.

[8] IETF RFC 3261: "SIP: Session Initiation Protocol”.

[9] IETF RFC 2131: "Dynamic Host Configuration Protocol”.

[10] IETF RFC 2865: "Remote Authentication Dial In User Service (RADIUS)".

[11] ETSI TS 129 281: "Universal Mobile Telecommunications System (UMTS); LTE; 5G; Genera

Packet Radio System (GPRS) Tunnelling Protocol User Plane (GTPv1-U) (3GPP TS 29.281)".
[12] IETF RFC 5246: "The Transport Layer Security (TLS) Protocol Version 1.2".
NOTE: Obsoleted by IETF RFC 8446.

[13] IETF RFC 7525: "Recommendations for Secure Use of Transport Layer Security (TLS) and
Datagram Transport Layer Security (DTLS)".

ETSI
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[14] IETF RFC 6125: "Representation and V erification of Domain-Based Application Service Identity
within Internet Public Key Infrastructure Using X.509 (PK1X) Certificates in the Context of
Transport Layer Security (TLS)".

[15] ETSI TS 133 108: "Universal Mobile Telecommunications System (UMTS); LTE; Digital cellular

telecommunications system (Phase 2+) (GSM); 3G security; Handover interface for Lawful
Interception (LI) (3GPP TS 33.108)".

[16] IETF RFC 1123: "Requirements for Internet Hosts - Application and Support”.

[17] IETF RFC 4975: "The Message Session Relay Protocol (MSRP)".

[18] Void.

[19] IETF RFC 8446: "The Transport Layer Security (TLS) Protocol Version 1.3".

[20] ETSI TS133128: "LTE; 5G; Digital cellular telecommunications system (Phase 2+) (GSM);

Universal Mobile Telecommunications System (UMTYS); Security; Protocol and procedures for
Lawful Interception (L1); Stage 3 (3GPP TS 33.128)".

[21] IETF RFC 2045: "Multipurpose Internet Mail Extensions (MIME) Part One: Format of Internet
Message Bodies'.
[22] IANA: "Assigned Internet Protocol Numbers'.

NOTE: Available at https://www.iana.org/assignments/protocol -numbers/protocol-numbers.xhtml.

[23] ETSI TS 123 501: "5G; Systemvarchitecture for the 5G System (5GS) (3GPP TS 23.501)".
[24] ETSI TS 123 401: "LTE; General Packet Radio Service (GPRS) enhancements for Evolved
Universal Terrestrial Radio Access Network (E-UTRAN) access (3GPP TS 23.401)".
[25] IETF RFC 4566; "SDP:|Session/Descfiption Protocol' .
2.2 Informative references

References are either specific (identified by date of publication and/or edition,number, or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[i.1] OWASP TLS Chesat Sheet.

NOTE: Availableat
https.//cheatsheetseries.owasp.org/cheatsheets/ Transport_Layer Protection Cheat Sheet.html.

[i.2] ETSI TS 102 232-5: "Lawful Interception (L1); Handover Interface and Service-Specific Details
(SSD) for IP delivery; Part 5: Service-specific details for |P Multimedia Services'.

3 Definition of terms, symbols and abbreviations

3.1 Terms

For the purposes of the present document, the terms given in ETSI TS 103 221-1 [1] apply.

ETSI



3.2

Void.

3.3

Symbols

Abbreviations

ETSI TS 103 221-2 V1.6.1 (2022-03)

For the purposes of the present document, the abbreviations givenin ETSI TS 103 221-1 [1] and the following apply:

3GPP 34 Generation Partnership Project
CcsP Communications Service Provider
DHCP Dynamic Host Configuration Protocol
DID Domain IDentifier
GTP GPRS Tunnelling Protocol
GTP-U GPRS Tunnelling Protocol - User
GW GateWay
IP Internet Protocol
IPID Interception Point | Dentifier
LI Lawful Interception
MDF Mediation and Delivery Function
NAT Network Address Trandation
NF Network Function
NFID Network Function IDentifier
OWASP Open Web Application Security Protocol
PDU Protocol Data Unit
POI Point Of Interception
RADIUS Remote Access Dia In User-Service
RTP Realtime Transport Protocol
SDO Standards Devel opment Organization
SIP Session |nitiation Protecol
TC Technical Committee
TCP Transmission Control Protocol
TLS Transport Layer Security
TLV Tag - Length - Value
UDP User Datagram Protocol
uTC Coordinated Universal Time
UuID Unique Universal | Dentifier
xCC X3 Content of Communications
XIRI X2 Intercept Related Information
XID X1 IDentifier
4 Introduction and reference model
4.1 Reference model

The X2/X3 interface is based on communication between:

a)  ThePoint Of Interception (POI), which performs interception.

b) The Mediation and Delivery Function (MDF), which performs the necessary translation, correlation and
mediation for onward handover over material to LEAsviathe HI2 and HI3 interfaces.

The X2/X 3 reference model is shown in figure 1.

POI

X2

X3

g

Figure 1: Reference Model

ETSI
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The POI producesinternal interception product as part of its normal operation. Thisinternal interception product may
consist of copies of network traffic that contain material related to Intercept Related Information (xIRI) or Content of
Communication (xCC). Material related to xIRI istransported viaan X2 interface, while material related to xCC is
transported via an X3 interface.

Any given POl may have one or both interfaces, as specified by the relevant LI architecture. Implementation and
deployment scenarios may be more complex. Anillustrative list of deployment scenariosis considered in annex B.

4.2 Assumptions

421 Architecture

The present document makes minimal assumptions about the L1 architecture in which the X2/X3 interfaces are
deployed. The X2/X3 interface isintended to be sufficiently flexible to be used as part of LI architectures defined
elsawhere and assumes that the POl and MDF are deployed following an L1 architecture defined separately (e.g. by
another SDO, industry body or local regulation).

As such, the present document makes no assumptions about the specific functional requirements on the POl with
respect to e.g. buffering, de-duplication, filtering. It is expected that these requirements will be supplied by a
combination of the relevant LI architecture and local regulation.

4.2.2 Implementation/realization

The present document assumes that implementations,of an’'L.| architecture which utilize X1, X2 and X3 can be
described by the following high-level model.

NE <4 Control ) POl T X2

...... N2 NS
Control

NF Function

N
X X
wnN

Figure 2. Assumed Implementation Model

The model consists of the following entities:
e  AnImplementation: thisisa concrete realization of one or more NFs as deployed by an implementer.

e A Network Function (NF): afunction as defined by the relevant network and/or L1 architecture (e.g. a P-GW
in 3GPPLTE).

. Control Function: the sub-function of the NF which accepts LI tasking messages. This may be supplied over a

standardized interface (e.g. X1 as defined by ETSI TS 103 221-1 [1]). However, it is assumed that tasking may
also be passed between NFs using other unspecified interfaces.
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o Point of Interception (POI): the sub-function of the NF which performs interception and emits data. An NF
may contain multiple POIs; in this case it is assumed that the NF implementation will be responsible for
multiplexing the output of these POIsinto asingle X2 or X3 output stream.

The present document does not consider the means by which tasking information is communicated from an NF's
internal control function to the POI sub-functions but provides the NF implementation a means by which to identify on
which NF and POI each piece of data originated.

The present document assumes that the NF may be required to deliver high volumes of traffic (e.g. a broadband
connection), and may be implemented on a platform with tight resources and/or performance constraints (e.g. a packet
gateway), and as such X2/X3 isrequired to minimize, asfar asis practical, the amount of processing and additional
bandwidth consumed (see clause A.1.4).

4.2.3 Deployment infrastructure

The present document assumes that the transport infrastructure between POI/NF and MDF is untrusted (see
clause A.2.8) but assumes that the platform on which the POI, NF and MDF are realized is appropriately secured. It
does not make any specific assumptions about whether either the platform or transport infrastructure are virtualized.

The present document does not assume that clocks on different POIs are synchronized. It assumes that while X3 event
timestamps may be required by local regulations and can be added to aid describing chronologies of events (e.g. in
court), timestamps will not in general permit re-ordering or re-synchronization of packets which have been intercepted
at different NFs.

The present document assumes that X 2/X3 is required-to.provide sufficient,information, together with X1, to detect loss
of material over X2/X 3 (see clause 4.2.4 and ¢lause A.1.8)- Detection of loss'of material is supported by the Sequence
Number field as defined in clause 5.3.9. A mechanism to detect and prevent link failuresis supported by the
Keepalive/K egpalive Acknowledgement PDUs as defined in clause 6.2,4./Any other POl behaviour to support error
recovery isout of scope.

Anillustrative list of deployment scenarios that have been considered @s part of the design of the X2/X3 interfaceis
given in annex B.

4.2.4 Regulatory assumptions

The present document assumes that'material’ delivered over-X2/X 3 may ‘be used-as ‘evidence’in court. As such, it
assumes that the X2/X 3 interface is capabl e of indicating When-data has been lost over the X2/X3 interface (see
clause A.1.8), but recovery of this data (e.g. by buffering and retransmission) are out of scope (as described in
clause 4.2.1).

The present document assumes that material over X2/X3 is required to be delivered without undue delay (see
clause A.1.5), but that any such latency requirements are not necessarily as stringent as those associated with the
underlying communications session (e.g. there is no need for alatency which facilitates atwo-way conversation or
vehicle avoidance measures).

4.3 Relationship to other standards

The present document forms part of an overall set of standards together with ETSI TS 103 221-1 (X1) [1].

Some models of LI (e.g. 3GPP TS 33.108 [15], 3GPP TS 33.128 [20]) define interfaces for the purposes described in
clause 4.1 (e.g. X2, X3 defined by 3GPP TS 33.108 [15] or L1_X2, L1_X3 defined by 3GPP TS 33.128 [20]). The
present document is designed to fulfil the requirements for those interfaces.
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) Message contents and parameters

51 Overview

The POI sends data to the MDF as a binary stream of X2/X3 Protocol Data Units (PDUs). Each PDU is formatted as
described in the following clauses.

Each X2/X3 PDU consists of three main sections:

. A set of mandatory PDU header fields containing identifiers, routing and correlation information - see
clause5.2.

e A setof additional conditional attributes conveying additional metadata about the intercepted material - see
clause 5.3.

e A copy of the intercepted payload material - see clause 5.4.

The Keepalive mechanism is described in clause 6.2.4. Each Keepalive and Keepalive Acknowledgement PDU consists
of:

e A set of mandatory header fields, where the Version, PDU Type and Header Length fields are populated as
specified and all other mandatory fields are set to zero - see clause 5.2.

. A Sequence Number - see clause 5.3.9.

NOTE: Populating all other mandatory fields to zero means the Keepalive and Keepalive Acknowledgement PDU
does not contain a Payload as defined inclause’5:4.

Table 1;,X2/X3 PDU Structure

Field Name Length (octets) Defined in clause

Version 2 5.2.1
PDU Type 2 5.2.2
Header Length 4 5,2.3
Payload Length 4 5.2.4
Payload Format 2 525
Payload Direction 2 5.2.6
XID 16 5.2.7
Correlation ID 8 5.2.8
Conditional Attribute Fields Variable 5.3

Payload Variable 5.4

Each PDU is sent across an instance of either the X2 or X3 interface. The choice of which interface to use for any given
PDU shall be given by the relevant LI architecture.

Definitions and encodings for the fields are given in clauses 5.2, 5.3 and 5.4. Unless otherwise specified by the present
document or another referenced specification, header values shall be given as unsigned integersin network byte order
(i.e. big endian).

5.2 PDU Header Fields

521 Version

The POI shall populate the Version field with the version of the specification used to create the PDU, given as a 16-bit
unsigned integer.

The Version field consists of amajor and minor version number.

For PDUs created according to the present document, the Version field is set to the value 5, comprised of the
major number 0 and minor number 5 (see below).
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