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European foreword 

This document (prEN 16495:2018) has been prepared by Technical Committee CEN/TC 377 “Air Traffic 
Management”, the secretariat of which is held by DIN. 

This document is currently submitted to the CEN Enquiry. 

This document will supersede EN 16495:2014. 

In comparison with the previous edition, the following technical modifications have been made: 

• Adaptation to the structures of ISO/IEC 27002:2013 and ISO/IEC DIS 27009:2015 

• Advise on alignment of safety and security management 

• Advise on Security specific to development & production and maintenance 

• Advise on security assurance 

• Informative Annex on 
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Introduction 

This document provides guiding principles based on ISO/IEC 27001:2013 "Information technology — 
Security techniques — Information security management systems — Requirements" applied to security 
management systems in aviation organisations. The aim of this document is to extend the contents of 
ISO/IEC 27002:2013 to the domain of aviation, thus allowing aviation organisations to implement a 
standardized and specific information security management system (ISMS) and to extend it from the 
level of an individual organisation to the transorganisational level. 

In addition to the security objectives and measures that are set forth in ISO/IEC 27002:2013, security 
management in aviation organisations are subject to further special requirements: Service delivery in 
aviation is greatly defined by the cooperation of the individual participants. An organisation's 
information security management is therefore dependent on the information security management of 
the organisations with which it cooperates to deliver service. This European Standard therefore focuses 
on aspects of cooperation. 

This cooperation requires 

• sharing the results of risk assessments along the business process chain, 

• agreement on the required level of trust, 

• agreement on the required security controls and their implementation. 
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1 Scope 

This European Standard defines guidelines and general principles for the implementation of an 
information security management system in organisations supporting civil aviation operations. 

Not included are activities of the organisations that do not have any impact on the security of civil 
aviation operations like for example airport retail and service business and corporate real estate 
management. 

For the purpose of this European Standard, Air Traffic management is seen as functional expression 
covering responsibilities of all partners of the air traffic value chain. This includes but is not limited to 
airspace users, airports and air navigation service providers. 

The basis of all requirements in this European Standard is trust and cooperation between the parties 
involved in Air Traffic Management.. 

2 Normative references 

The following documents are referred to in the text in such a way that some or all of their content 
constitutes requirements of this document. For dated references, only the edition cited applies. For 
undated references, the latest edition of the referenced document (including any amendments) applies. 

ISO/IEC 27000:2018, Information technology — Security techniques — Information security 
management systems — Overview and vocabulary 

ISO/IEC 27001:2013, Information technology — Security techniques — Information security 
management systems — Requirements 

ISO/IEC 27002:2013, Information technology — Security techniques — Code of practice for information 
security controls 

3 Terms and definitions 

For the purposes of this document, the terms and definitions given in ISO/IEC 27000:2018 and the 
following apply 

ISO and IEC maintain terminological databases for use in standardization at the following addresses: 

• IEC Electropedia: available at http://www.electropedia.org/ 

• ISO Online browsing platform: available at http://www.iso.org/obp 

3.1 
air traffic management 
functional system comprised of an aggregation of the airborne and ground-based functions (air traffic 
services, airspace management and air traffic flow management) required to ensure the safe and 
efficient movement of aircraft during all phases of operations 

3.2 
trust 
situation where one party is willing to rely on the actions of another party 

Note 1 to entry: Trust is more than what can be achieved by assurance. However, assurance represents a 
supporting instrument to trust building 
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4 Information security management in aviation 

4.1 Structure of this European Standard 

This European Standard is structured in line with ISO/IEC 27002. ISO/IEC 27002 is merely referenced 
in all cases in which its measures can be applied without being amended or supplemented: 

— in all cases in which the implementation of ISO/IEC 27002 measures requires supplementation 
specific to aviation, this has been integrated directly in the respective section; 

— implementation examples for specific application areas are described in Annex A (informative). 
This relates to the following areas: 

— security of information in web applications and web services; 

— connections between multiple organisations /external connections; 

— certificates / Public Key Infrastructure; 

— identity Management. 

4.2 Aviation specific requirements related to ISO/IEC 27001:2013 

ISO/IEC 27001:2013 Requirements on 4.2 “Understanding the needs and expectations of interested 
parties” are amended by a note: 

Interested parties include other organizations with interfaces to the organization which involve 
network connections and/or the exchange of data and/or information 

ISO/IEC 27001:2013 Requirements on 5.3 “Organizational roles, responsibilities and authorities” are 
amended as follows: 

Top Management shall ensure seamlessness of information security management within the own 
organisation including transorganisational processes. 

ISO/IEC 27001:2013 Requirements on 6.1 ”Actions to address risks and opportunities”  are amended by  a 
new section 6.1.4  “Information security risk information sharing”: 

The organization shall assess the risk due to external network connections and/or the exchange of data 
and/or information by: 

a) Identifying information flows across external interfaces with other organizations 

b) Including such flows and interfaces explicitly in the risk assessment described in 6.1.2 

c) Seeking risk assessment and risk treatment information from the organization(s) sharing the 
external interface and controlling the information which crosses it, as input to the risk assessment 

d) Sharing appropriate risk assessment information created in 6.1.2 and risk treatment information 
created in 6.1.3 with organizations which share the external interface 

ISO/IEC 27001:2013 Requirements  on 6.1.2c on “Information security risk assessment” are amended by  a 
3rd item: 

Identify system interfaces with other organizations which involve network connections and/or the 
exchange of data and/or information that may pose a risk to the organization 

Add a reference to 27001:2013, 6.1.2 c) 3) to 6.1.2 d) 1) and 2) 
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ISO/IEC 27001:2013 Requirement s on 7.4 “Communication” are refined by the following note 

There will be a need for external communications with organizations with which the organization 
shares data and/or information and/or network connections, as described in 6.1.4. 

ISO/IEC 27001:2013 Requirements on 8.2 “Information risk assessment” are amended as follows: 

The organization shall share appropriate risk assessment information with organizations with which it 
shares data and/or information and/or network connections as described in 6.1.4. 

ISO/IEC 27001:2013 Requirements on 8.3 “Information security risk treatment” are amended as follows: 

The organization shall share appropriate risk treatment information with organizations with which it 
shares data and/or information and/or network connections as described in 6.1.4. 

5 Information Security policies 

5.1 Management direction for Information security 

5.1.1 Policies for information security 

Additional Implementation guidance for ISO/IEC 27002:2013, 5.1.1 

The policies for information security should be coordinated with the various security requirements in 
other areas of aviation (e.g.: physical security of secure areas). The distinctions and mutual 
dependencies between the individual areas should be documented in the policies or in separate 
documents. 
5.1.2 Review of the policies for information security 

No additional information specific to aviation organisations for ISO/IEC 27002:2013, 5.1.2. 

6 Organisation of information security 

6.1 Internal organisation 

6.1.1 Information security roles and responsibilities 

Additional Implementation guidance for ISO/IEC 27002:2013, 6.1.1 

The organisation should appoint a person responsible to serve as a point of contact for strategic 
information security issues for third parties (e.g. for the planning and implementation of joint 
measures, etc.). 
6.1.2 Segregation of duties 

No additional information specific to aviation organisations for ISO/IEC 27002:2013, 6.1.2. 
6.1.3 Contact with authorities 

Additional Implementation guidance for ISO/IEC 27002:2013, 6.1.3 

The organisation should cooperate with the appropriate specialist and supervisory authorities, 
particularly in the areas of IT security and prosecution, and with other critical infrastructures as well. 

This includes contacts to authorities involved in critical infrastructure protection at the national and 
European level. 
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6.1.4 Contact with special interest groups 

Additional Implementation guidance for ISO/IEC 27002:2013, 6.1.4 

The organisation should establish an interface to other organisations 

Contacts should also consider the needs and expectations of interested parties, in particular 
organisations with which the organisation shares information security risks in terms of the creation or 
contribution to aviation safety hazards and the management thereof. 

The establishment of formal interfaces to critical organisations should be considered 

The organisation should also be aware of the criticality of its services at a regional, national and 
international level. It may therefore participate in associations and alliances as well as national and 
international programs to provide comprehensive support to air safety. 

Given the special nature of threats to air traffic, the organisation may need to cooperate with other 
aviation organisations to present an agreed position. Such a position should form the basis for the 
selection of adequate, preventive and reactive measures: 

— ensuring the interoperability of the selected measures; 

— fostering the cooperation in raising the alarm in the event of IT crises affecting multiple 
organisations and in crisis management; 

— based on lessons learned jointly from security incidents. 

6.1.5 Information security in project management 

The controls recommended in ISO/IEC 27002:2013, 6.1.5, apply accordingly. 

6.2 Mobile devices and teleworking 

No additional information specific to aviation organisations for ISO/IEC 27002:2013, 6.2. 

7 Human resources security 

7.1 Prior to employment 

7.1.1 Screening 

Additional Implementation guidance for ISO/IEC 27002:2013, 7.1.1 

The list on verification are amended by item 

f)  social media checks of should be considered as an additional means for screening 

The following paragraphs are amended 

Multiple organisations should ensure that background verification checks are carried out by partner 
organisations to an appropriate level, to ensure that access to data/ information shared between 
partner organisations takes account of the national and commercial interests of all stakeholders. 

For persons who can affect the design operation or maintenance of a safety-critical system, the 
organization should also consider further more detailed verifications. 

7.1.2 Terms and conditions of employment 

No additional information specific to aviation organisations for ISO/IEC 27002:2013, 7.1.2. 
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7.2 During employment 

7.2.1 Management responsibilities 

No additional information specific to aviation organisations for ISO/IEC 27002:2013, 7.2.1. 
7.2.2 Information security awareness, education and training 

Additional Implementation guidance for ISO/IEC 27002:2013 7.2.2 

Employee awareness, education and training should be performed especially in line with the relevant 
security provisions of the ICAO Convention annexes and other documents. 

The organisation should ensure that the competency of application developers will enable them to 
implement secure applications. 
7.2.3 Disciplinary process 

No additional information specific to aviation organisations for ISO/IEC 27002:2013, 7.2.3. 

7.3 Termination and change of employment 

No additional information specific to aviation organisations for ISO/IEC 27002:2013, 7.3. 

8 Asset management 

8.1 Responsibility for assets 

8.1.1 Inventory of assets 

Additional Implementation guidance for ISO/IEC 27002:2013, 8.1.1 

The asset inventory should be aligned with inventories that provide configuration information for all 
information processing assets, including software patching levels. 
8.1.2 Ownership of assets 

Additional Implementation guidance for ISO/IEC 27002:2013, 8.1.2 

Where assets are used in business processes shared by multiple organisations the interests of the other 
organisations should be taken into account by the owners. 
8.1.3 Acceptable use of assets 

No additional information specific to aviation organisations for ISO/IEC 27002:2013, 8.1.3. 
8.1.4 Return of assets 

No additional information specific to aviation organisations for ISO/IEC 27002:2013, 8.1.4. 

8.2 Information classification 

8.2.1 Classification of information 

Additional Implementation guidance for ISO/IEC 27002:2013, 8.2.1 

To ensure comparability across multiple organisations, an organisation should classify the information 
it uses in shared business processes in a way that is acceptable to and agreed by all partners in the 
business process. Such information should be classified to ensure that national and commercial 
interests are appropriately protected. 

Confidentiality classes: 
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Information should be assigned to confidentiality classes on the basis of the anticipated damage to 
business processes if this information becomes known to unauthorised parties. 

Public:  information that will not result in any damage to the business process/the organisations 
involved if it becomes known 

Internal:  information that will result in low to medium damage to the business process/the 
organisations involved if it becomes known 

Confidential:  information that can result in major damage to the business process/the organisations 
involved if it becomes known 

Strictly confidential:  information that can result in substantial to existential damage to the business 
process/the organisations involved if it becomes known 

Generally, information should only be shared on a need-to-know basis. 

Other information specific to aviation 

Business needs and the business impacts associated with these needs may include the public interest in 
the safe and expeditious provision of the service as well as the commercial interests of the individual 
stakeholders involved. 
8.2.2 Labelling of information 

No additional information specific to aviation organisations for ISO/IEC 27002:2013, 8.2.2. 
8.2.3 Handling of assets 

No additional information specific to aviation organisations for ISO/IEC 27002:2013, 8.2.3. 

8.3 Media Handling 

No additional information specific to aviation organisations for ISO/IEC 27002:2013, 8.3. 

9 Access control 

9.1 Business requirement for access control 

No additional information specific to aviation organisations for ISO/IEC 27002:2013, 9.1. 

9.2 User access management 

9.2.1 User registration and de-registration 

No additional information specific to aviation organisations for ISO/IEC 27002:2013, 9.2.1. 
9.2.2 User access provisioning 

No additional information specific to aviation organisations for ISO/IEC 27002:2013, 9.2.2. 
9.2.3 Management of privileged access rights 

No additional information specific to aviation organisations for ISO/IEC 27002:2013, 9.2.3. 
9.2.4 Management of secret authentication information of users 

No additional information specific to aviation organisations for ISO/IEC 27002:2013, 9.2.4. 
9.2.5 Review of user access rights 

No additional information specific to aviation organisations for ISO/IEC 27002:2013, 9.2.5. 
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9.2.6 Removal or adjustment of access rights 

No additional information specific to aviation organisations for ISO/IEC 27002:2013, 9.2.6. 
9.2.7 Digital Identity Management 

Additional Control for ISO/IEC 27002:2013, 9.2 

Control 

The organisation should operate a central Identity Management System to provide management of 
digital identities, their authentication, authorisation, roles and privileges. Validity of an identity should 
be traceably predetermined relative to the source system of the identity. 

Implementation guidance 

Source databases (e.g. LDAP, Active Directory, distributed databases such as SAP, etc.) of the Identity 
Management System should provide a unique relation between an identity and an entity of the central 
Identity Management System. 

The following key processes for managing digital identities should be implemented: 

— generation of digital identities; 

— change (customise, extend, delete) of attributes of a digital identity; 

— disabling/deleting of digital identities; 

— systematic provision of digital identity information (including authentication data) to connected 

— systems; 

— processing of information (from personnel administration and organisational management) for 

— automated administration of user groups, roles, and privileges (authorisation profiles); 

— systematic provisioning of user groups, roles, and privileges in connected systems. 

Each of the above processes associated to the digital Identity Management should be documented and 
be traceable. 

Validity should be implemented through an attached personnel management system or via a connected 
corporate directory. 

Provided manual processes have to be used, the validity period should not exceed a maximum of one 
year. Revalidation should be done at least once a year by a review. 
9.2.8 Unique representation of entities across organisations 

Additional Control for ISO/IEC 27002:2013, 9.2 

Control 

Inter-organisational Identity Management should use a unique representation of entities. 
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