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European foreword

This document (EN 14908-7:2019) has been prepared by Technical Committee CEN/TC 247 “Buildings
automation, controls and building management”, the secretariat of which is held by SNV.

This European Standard shall be given the status of a national standard, either by publication of an
identical text or by endorsement, at the latest by June 2020 and conflicting national standards shall be
withdrawn at the latest by June 2020.

This publication is copyright under the Berne Convention and the Universal Copyright Convention. No
part of this publication may be reproduced, stored in a retrieval system, or transmitted, in any form or
by means, electronic, mechanical, photocopying, recording, or otherwise, without the permission of the
European Committee for Standardization (CEN), the European Committee for Electrotechnical
Standardization (CENELEC), their National Standards Bodies and their Licensees to reproduce this
European Standard in full and including this copyright notice for the purposes of European
standardization.

This European Standard is part of a series of European Standards for open data transmission in building
automation, control and in building management systems. The content of this standard covers the data

communications used for management, automation/control and field functions. This European
Standard is based on the American standards EIA/CEA-709.1-B Control Network Protocol Specification.

EN 14908-7 is part of a series of European Standards under the general title Control Network Protocol
(CNP), which comprises the following parts:

— Part 1: Protocol Stack

— Part 2: Twisted Pair Communication

— Part 3: Power Line Channel Specification

— Part 4: IP-Communication

— Part 5: Project Implementation Guideline

— Part 6: Application elements

According to the CEN-CENELEC Internal Regulations, the national standards organisations of the
following countries are bound to implement this European Standard: Austria, Belgium, Bulgaria,
Croatia, Cyprus, Czech Republic, Denmark, Estonia, Finland, France, Germany, Greece, Hungary, Iceland,
Ireland, Italy, Latvia, Lithuania, Luxembourg, Malta, Netherlands, Norway, Poland, Portugal, Republic of

North Macedonia, Romania, Serbia, Slovakia, Slovenia, Spain, Sweden, Switzerland, Turkey and the
United Kingdom.
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Introduction

This European Standard has been prepared to provide mechanisms through which various vendors of
building automation, control, and building management systems may exchange information in a
standardized way. It defines communication capabilities.

This European Standard is to be used by anyone involved in design, manufacture, engineering,
installation and commissioning activities.

This European Standard has been made in response to the essential requirements of the Construction
Products Regulation.

The European Committee for Standardization (CEN)] draws attention to the fact that it is claimed that
compliance with this document may involve the use of a patent concerning Patent No. US 9521219 B2,
“Systems, methods, and apparatuses using common addressing” and Patent No. US 8374104 B2, “Simple
installation of devices on a network” which is claimed to be relevant for the following clauses of this
document:

Clause 4 - Addressing
Clause 8 - Network Management Messages
CEN takes no position concerning the evidence, validity and scope of this patent right.

The holder of this patent right has assured CEN that he/she is willing to negotiate licences under
reasonable and non-diseriminatoery-terms-and, conditions,with applicants throughout the world. In this
respect, the statement of the helder of this ‘patent right'is registered with CEN. Information may be
obtained from:

Adesto Technologies Corporation
3600 Peterson Way

Santa Clara, CA 95054, USA
phone +1-408-938-5224

www.adestotech.com

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights other than those identified above. CEN shall not be held responsible for identifying any or
all such patent rights.
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1 Scope

This document specifies a communication protocol for networked control systems. The protocol
provides peer-to-peer communication for networked control using web-services. The document
describes services in layer 2 and layer 3.

The layer 2 (data link layer) specification also describes the MAC sub-layer interface to the physical
layer. The physical layer provides a choice of transmission media. The layer 3 (network layer), as
described in EN 14908-1, is integrated in UDP/IP communication using IPv4 and IPv6 protocols.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments) applies.

EN 14908-1, Open Data Communication in Building Automation, Controls and Building Management -
Control Network Protocol - Part 1: Protocol Stack

EN 14908-2, Open Data Communication in Building Automation, Controls and Building Management -
Control Network Protocol - Part 2: Twisted Pair Communication

EN 14908-3, Open Data Communication in Building Automation, Controls and Building Management -
Control Network Protocol - Part B: Rowér. Line.Charnnel

EN 14908-4, Open Data Communication in Building JAutemation) Controls and Building Management -
Control Network Protocol - Part 4: IP Tunneling

EN 14908-6, Open Data Communication. in .Building Automation, Controls.and,Building Management -
Control Network Protocol - Part 6: Applicationelements

3 Terms and definitions

For the purposes of this document, the following terms and definitions apply.
[SO and IEC maintain terminological databases for use in standardization at the following addresses:

— IEC Electropedia: available at http://www.electropedia.org/
— ISO Online browsing platform: available at http://www.iso.org/obp

NOTE For the purposes of this document, the following subclauses define the basic terminology employed
throughout this document. Some of them are used as normal English terms and have the same meaning as in the
context of the standard. However, for some terms, there are subtle differences. For example, in general, bridges do
selective forwarding based on the layer 2 destination address. There are no layer 2 addresses in this standard
protocol, so bridges forward all packets, as long as the domain address in the packet matches a domain of which
the bridge is a member. Routers, in general, perform network address modification so that two protocols with the
same transport layer but different network layers can be connected to form a single logical network. Routers of
this standard may perform network address modification, but typically they only examine the network address
fields and selectively forward packets based on the network layer address fields, and in some cases also do
network address mapping or translation as described in 4.2 Network Address Mapping and 4.3 Network Address
Translation
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3.1
channel
logical link between one or more communication nodes

Note 1 to entry:  Usually used interchangeably with a link. However, multiple channels can be multiplexed on a
given link. For example, IP 70, IP 100, and IP 852 can be used to implement three different channels on the same
Ethernet link. Likewise, a single IP 70, IP 100, or [P 852 channel can span multiple native IP links.

3.2
CNP UDP
UDP messages on a CNP/IP channel that are not used for CNP/IP control services

3.3

CNP/IP

control network protocol with control services defined by EN 14908-1 Layers4 through 7, and
transport services based on the link protocol as defined in this standard

3.4
CNP/IP-AN
CNP/IP on a link that natively supports [P communication including Ethernet and Wi-Fi

Note 1 to entry:  The CNP/IP-AN protocol is based on Layers 4 to 7 of the EN 14908-1 Control Network Protocol
on top of UDP and IPv4 or IPv6.

3.5

CNP/IP-CN

CNP/IP on a native CNP link such as a link hosting a TP/FT-10"channel defined by EN 14908-2, a PL-20
channel defined by EN 14908-3, or an IP-852 channel defined by EN 14908-4

3.6

CNP/IP control services

defined by EN 14908-1 Layers 4 through 7, including reliable transport, request/response, multicast,
authentication, and network variables

3.7
CNP/IP internetwork address
internetwork address as defined by [Pv4 or IPv6

Note 1 to entry: A CNP/IP device shall have a CNP/IP internetwork address. If the internetwork address can be
mapped from the CNP/IP network address, the internetwork address is a mapped IP address. If not, it is a
translated IP address. The CNP/IP internetwork address may be the same as the host IP address, but it can be
different.

3.8
CNP/IP network address
network address as defined by the EN 14908-1 protocol

Note 1 to entry: ~ All CNP/IP devices in a network domain have an EN 14908-1 network address and use CNP/IP
network addressing to communicate with other CNP/IP devices in the same domain.
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3.9
CNP/IP transport services
layer 1 to 3 services for the CNP/IP protocol

Note 1 to entry:  The transport services are defined based on the link protocol. For native IP channels such as
Ethernet and Wi-Fi, the transport services are defined by the RFC 768 User Datagram Protocol (UDP) and the
RFC 791/793 1Pv4 protocol or RFC 2460 IPv6 protocol, and the CNP/IP protocol is referred to as CNP/IP-AN. For
EN 14908-1 native CNP channels such as the TP/FT 10 channel type defined by EN 14908-2, the layer 2 through 3
transport services are defined by the EN 14908-1 protocol standard and the protocol is referred to as CNP/IP CN.

3.10
configuration
non-volatile information used by the device to customize its operation

Note 1 to entry:  There is configuration data for the correct operation of the protocol in each device, and
optionally, for application operation. The network configuration data stored in each device has a checksum
associated with the data. Examples of network configuration data are node addresses, communication media
parameters such as priority settings, etc. Application configuration information is application specific.

3.11
domain
virtual network that is the network unit of management and administration

Note 1 to entry:  Group and subnet (see below) addresses are assigned by the administrator responsible for the
domain, and they have meaning only in,the context of that domain,

3.12
gateway
interconnects networks at their highest protocol layers (often two different protocols)

Note 1 to entry: Two domaihs/canialsobe.connected through'aniapplication’gateway:

3.13

group
uniquely identifiable set of nodes within a domain

Note 1 to entry: ~ Within this set, individual members are identified by their member number. Groups facilitate
one-to-many communication and support functional addressing.

3.14
link
physical layer 1 and 2 link

3.15

network variable

data value within a node with a value that is automatically propagated over the network whenever a
new value is assigned to it by the node application

3.16

node

abstraction for a physical communicating device that represents the highest degree of address
resolvability on a network

Note 1 to entry: A node is identified (addressed) within a subnet by its (logical) node identifier. A physical node
may belong to more than one subnet; when it does, it is assigned one (logical) node number for each subnet to
which it belongs. A physical node may belong to at most two subnets; these subnets shall be in different domains.
A node may also be identified (absolutely) within a network by its Unique Node ID (UNID).
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3.17

router

device that routes data packets to their respective destinations by selectively forwarding from subnet to
subnet; a router always connects two (sets of) subnets; routers may modify network layer address
fields

Note 1 to entry:  Routers may be set to one of four modes: repeater mode, bridge mode, learning mode, and
configured mode. In repeater mode, packets are forwarded if they are received with no errors. In bridge mode,
packets are forwarded if they are received with no errors and match a domain that the router is a member of.
Routers in learning mode learn the topology by examining packet traffic, while routers that are set to configured
mode have the network topology stored in their memory and make their routing decisions solely upon the
contents of their configured tables.

3.18
service request message
network management message containing a node‘s Unique Node ID

Note 1 to entry:  Used by a network management device that receives this message to install and configure the
node. May be generated by application or system code, or may be triggered by an external hardware event, e.g.
driving a service request input to a node low.

3.19

Standard Network Variable Types
SNVTs

variable types with agréed-iipon.sémantics

Note 1 to entry:  Variables with thesestypes are,intepreted.by all,dpplications in the same way, and are the basis
for interoperability. SNVTs are defined in EN 14908-6.

3.20

subnet

set of nodes accessible through the'same-linklayér protocol;-a’routing abstraction for a channel; in this
standard subnets are limited to a maximum of 127 nodes

3.21
transaction
sequence of messages that are correlated together

Note 1 to entry:  For example, a request and the responses to the request are all part of a single transaction. A
transaction succeeds when all the expected messages from every node involved in the transaction are received at
least once. A transaction fails if any of the expected messages within the transaction are not received. Retries of
messages within a transaction are used to increase the probability of success of a transaction in the presence of
transient errors.

4 Addressing
4.1 Overview

A CNP/IP device shall use layer 3 network addresses as defined by EN 14908-1 to communicate with
other CNP/IP and native CNP devices. These network addresses are assigned by network management
tools in managed networks, and are assigned by the devices themselves in self-installed networks.

When communicating with network variables as defined by EN 14908-1, a CNP/IP device shall use layer
6 selectors as defined by EN 14908-1 combined with network addresses to exchange network variable
updates with other CNP/IP and native CNP devices. Network variables enable peer-to-peer data
exchanges between a pair of devices, a group of devices, all devices in a subnet, or all devices in a
network.
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A CNP/IP device may have one or more [Pv4 or [IPv6 CNP/IP internetwork addresses and one or more
IPv4 or IPv6 host IP addresses. If a CNP/IP internetwork address can be mapped to a host IP address as
described in 4.2 Network Address Mapping, it is called a mapped host IP address. If it cannot be mapped,
it is called a translated host IP address. Network address translation is described in 4.3 Network Address
Translation.

A CNP/IP message can be sent to a device with a mapped [P address by specifying the CNP/IP
internetwork address as the destination address. If the host IP address is translated, a CNP/IP message
shall be sent to the translated host IP address, and the IP address shall be translated to the CNP/IP
internetwork address by an intermediate router, making a mapped IP address more efficient than a
translated address. However, a device may be constrained to use a host [P address that cannot be
mapped to a CNP/IP internetwork address. For example a workstation may be installed in an
environment that requires assignment of its address by a DHCP server that is configured to assign IP
addresses in an IP subnet than is not compatible with the CNP/IP internetwork address, and as a result
a translated IP address is required.

4.2 Network Address Mapping

4.2.1 General

A CNP/IP device may have multiple EN 14908-1 layer 3 addresses. There are two types of CNP/IP
layer 3 addresses. They are unicast and multicast addresses. Unicast addresses are used to uniquely
identify an individual CNP/IP device. If a unicast address can be mapped to a host IP address as
described in this section, it is called a mapped IP address. If a unicast address cannot be mapped to a
host IP address, it shall be [translated as/described in 4.3 [Network/Address Translation. Multicast
addresses are used to identify a group of CNP/IP devices. Multicast addresses can always be mapped to
[P addresses.

The format of the IP address is channel-type dependent. For CNP/IP-AN IP-70 channels, a standard IPv4
network address format shall be used, For CNP/IP-AN_ IP-100 channels, a standard IPv6 network
address format shall be used. For CNP/IP-CN and native CNP. channels, a standard EN 14908-1 network
address format shall be used. An address can be converted from CNP/IP-AN format to CNP/IP-CN
format and vice versa using a stateless algorithm as described in the next two sections. A CNP/IP-AN to
CNP/IP-CN router shall use this algorithm to route packets between the CNP/IP-AN and CNP/IP-CN
channels, automatically converting the addresses as required. Since the algorithm is stateless, CNP/IP
routers do not require special provisioning or configuration to perform the network address format
conversion. The following sections describe the formats and requirements for unicast and multicast
CNP/IP network addresses.

4.2.2 1IP-70

4.2.2.1 Introduction

[P-70 is the CNP/IP-AN channel using IPv4 addressing. All devices communicating on the IP-70 channel
shall implement the IPv4 addressing scheme described in this sub-chapter. The CNP/IP domain length
for networks with an IP-70 channel can be 0, 1, or 3 bytes. CNP/IP on an IP-70 channel does not support
6-byte domains—an IP-100 channel is required for CNP/IP-AN on a CNP network with a 6-byte domain.

4.2.2.2 Unicast Address Mapping

Network address conversion for IPv4 unicast addresses is dependent on the CNP/IP domain length and
value. The following Table 1 summarizes the conversion between a CNP/IP-AN channel and a CNP/IP-
CN channel for a CNP/IP address with a domain of up to 3 bytes (D1, D2, and 00), a one-byte subnet
ID (S), and a one-byte node ID (N).
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Table 1 — Conversion between a CNP/IP-AN channel and a CNP/IP-CN channel

CNP/IP Domain Length CNP/IP Domain ID Value | LAN IPv4 Address CNP EN 14908-1 Address
0 192.168.5.N S,N
1 D1 10.D1.S.N D1,S,N
3 D1D200 D1.D2.S.N D1D200, S, N

The CNP/IP domain, subnet, and node IDs for all nodes in a CNP network with an IP-70 channel shall
meet the following requirements:

— The domain ID length shall be 0, 1, or 3 bytes. A 6-byte CNP/IP domain ID is not valid for a CNP
network with an IP-70 channel.

— The first byte of a 3-byte domain ID shall not be 10 (0x0A), or a value between 224 (0xE0) and 239
(OxEF).

— The first two bytes of 3 byte domain ID shall not be 192, 168 (0xC0, 0xA8).
— The third byte of a 3-byte domain ID shall be 0.
— The subnet ID shall be a value between 1 and 254, inclusive. The subnet ID cannot be 0 or 255.

— The node ID shallibea value between 1/and 127, inclusive. The'node ID cannot be 0 or a value
greater than 127.

Other domain IDs may not be valid in a particular IP infrastructure as they may conflict with existing IP
addresses.
4.2.2.3 Multicast Address Mapping

There are three types of CNP/IP multicast addresses. They are domain broadcast, subnet broadcast, and
group addresses. Network address conversion for [IPv4 multicast addresses is dependent on the type of
multicast, as shown in the Table 2 below:

Table 2 — Type of multicast

CNP/IP Mu’Il‘;irc,ist Address CNP/L];ﬁl(ldress I;le\(li:-z;,: CNP EN 14908-1 Address
Domain Broadcast 239.192.0.0 14908-1 Domain Broadcast

Subnet Broadcast S 239.192.0.5 14908-1 Subnet Broadcast to Subnet S
Group G 239.192.1.G 14908-1 Group G

4.2.3 1P-100

4.2.3.1 Introduction

[P-100 is the CNP/IP-AN channel using IPv6 addressing. All devices communicating on the IP-100
channel shall implement the IPv6 addressing scheme described in this sub-chapter. The CNP/IP domain
length for networks with an IP-100 channel shall be 6 bytes. CNP/IP on an IP-100 channel does not
support 0, 1, or 3-byte domains—an IP-70 channel is required for CNP/IP-AN on a CNP network with a
0, 1, or 3-byte domain.
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4.2.3.2 Unicast Address Mapping

Network address conversion for I[Pv6 unicast addresses maps the CNP/IP domain, subnet, and node ID
directly into an IPv6 address as follows:

Figure 1 — Unicast Address Mapping

The CNP/IP domain, subnet, and node IDs for all nodes in a CNP network with an IP-100 channel shall
meet the following requirements:

— The domain ID length shall be 6 bytes. A 0, 1, or 3-byte CNP/IP domain ID is not valid for a CNP
network with an IP-100 channel.

— The subnet ID shall be a value between 1 and 254, inclusive. The subnet ID cannot be 0 or 255.

— The node ID shall be a value between 1 and 127, inclusive. The node ID cannot be 0 or a value
greater than 127.

4.2.3.3 Multicast Address Mapping
A CNP multicast address is mapped into/an/IRv6 multicast address with 0xFF18 scope as follows:

oo e o 1 - I L § ———————- >

| FF1l8 | CNP Domain ID | 4C5348503636 /| AddressType) | CNP Subnet or Group |

Figure 2 — Multicast Address Mapping

AddressType CNP address type for multicast addresses.

0: Subnet or domain broadcast. Specifies a domain broadcast if the CNP
Subnet or Group field is zero; specifies a subnet broadcast to the specified
subnet if the CNP Subnet or Group field is not zero.

1: Group multicast to the group specified in the CNP Subnet or Group.

Unique Node ID (UNID) Address Mapping
A 48-bit CNP Unique Node ID (UNID) is mapped into an IPv6 unicast address as follows:
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s Ay e e > 8 | 8 e R >

| CNP Domain ID | 00 | CNP Subnet | EUI-64 derived from CNP/IP UNID |

[0 0] 1) 2:]:2 3|3 314 4|
|0 | 516 314 A2 910 7]
Fo—— R " [ P fom +
| mmmmmmmm | SssSss5555 | sSs55555 | 55355535 | 55555555 | bbbbbbbb| CNP/IP UNID
o Fom o o — o Fom +
LI i / v \ \ \
[ 1/ iy / X \ \
I / / \ \ \
|1 v / \ \ \
7 | 4 / X ¥ Y
/1 / / \ X \
10 /11 / Tp | 313 \ 414 '\ \ 6]
| Ov vV v 516 v 12 v 718 v v 3
2 S N e HI e N +
| mmmmmugssssssss | 33333s55511111111(111111110ssss3333 | 33533333bbbbbbbb| ITID
St s gy oMY e S s o e S st s ey i e sy o i S s +

Figure 3 — 48-bit CNP Unique Node ID (UNID) mapped into an IPv6 unicast address

4.3 Network Address Translation

When a CNP/IP device with a translated source address sends a message, it shall embed its CNP/IP
internetwork address within the UDPIpayloadyas the’source address. This enables the destination
device or devices andanyintermediaterouterstodetermine the:CNP/IP source address.

Nodes with a translated address shall send periodic Node NAT Announcement messages as defined in
8.1.1 Query Network Management Command Version and Capabilities (Code 1), at the rate configured by
Set NAT Announcement Period messages as defined in 8.1.8 Set NAT Announcement Period.

Routers with a translated subnet address shall send periodic Subnet NAT Announcement messages as
defined in 8.1.7 Subnet NAT Announcement, at the rate configured by Set NAT Announcement Period
messages as defined in 8.1.8 Set NAT Announcement Period.

4.4 Network Address Assignment with DHCP and ISI

A CNP/IP device shall support CNP/IP network address assignment by a network management tool as
described in EN 14908-1. On startup, a CNP/IP node shall take the following steps to configure its
CNP/IP network and internetwork addresses:

1) Ifa CNP/IP network address has been configured, the network and internetwork addresses shall be
set based on the configured network address and the remaining steps shall be skipped.

2) Ifa CNP/IP network address has not been configured, the device shall initially be configured to use
the domain or domains in the following table, and shall send DRUM broadcast messages as
described in the following table. The secondary domain and DRUM broadcast source address in the
following table cannot be used as a destination address, but shall be used as the source address
when sending Service messages and responses.
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