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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC JTC 1.

The procedures used to develop this document and those intended for its further maintenance are
described in the ISO/IEC Directives, Part 1. In particular the different approval criteria needed for
the different types of document should be noted. This document was drafted in accordance with the
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the subject
of patent rights. ISO and IEC shall not be held responsible for identifying any or all such patent
rights. Details of any patent rights identified during the development of the document will be in the
Introduction and/or on the ISO list of patent declarations received (see www.iso.org/patents).

Any trade name used in this document is information given for the convenience of users and does not
constitute an endorsement.

For an explanation ofthe|voluntary mature, df® standaids];the [meaning of ISO specific terms and
expressions related to conformity assessment, as well as information about I1SO's adherence to the
World Trade Organization (WTQ)principles intthe Teéchnical Barriers to Trade (TBT) see the following
URL: www.iso.org/iso/foreword.html.

This document was prepared by Technical-‘Committee ISO/IEC JTC 1, Information technology,
Subcommittee SC 27,'Security techniques.

Alist of all parts in the ISO/IEC 27034 series can be found on the ISO website.
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0 Introduction

0.1 Basic prediction

The project team declares an application secure when the supporting evidence demonstrates the
attainment of the Targeted Level of Trust (ISO/IEC 27034-1:2011, 0.4.4). A security prediction occurs
when the project team uses the supporting evidence from a previous version of the application and
provides a rationale as to why the supporting evidence is still valid for the subsequent application.
The security prediction framework is the process whereby organizations, who use ISO/IEC 27034 (all
parts), perform risk analysis and document decisions made, relative to Application Security Controls
(ASCs) performed on a previous version of an application but not performed on the current version. All
such predictions are fundamentally subjective, and at best can only express a degree of confidence.

Today, individuals and organizations already transfer their confidence in security claims between
versions of applications without any strong rationale supporting this transfer. Making a security
prediction for a subsequent application, without any rationale or justification, is inherently a bad
practice. To rectify this situation, this document establishes a framework by codifying requirements
for making security predictions between versions of an application.

This document focuses on predictions, or claim transfers, related to subsequent versions of the same
application.

0.2 Purpose

The purpose of this document-is jto help erganizationsyto developvandyuse; Prediction Application
Security Rationales (PASR) in disseminating information relative to 'security properties of multiple
versions of the same application by:

a) providing additional guidance to Organization Normative Framework (ONF) Committees so that
they can set up appropriate guidelines for>when predictions are and are not appropriate for their
organizations;

b) providing the results of a risk analysis that contains the rationale as to why the changes in the
subsequent application are not substantial;

c) applying to application projects that are using an Application Normative Framework (ANF);
d) indicating the Actual Level of Trust for the original and subsequent applications;
e) indicating the Expected Level of Trust for the original, if used, and subsequent applications;

f) providing the rationale as to why the risk analysis, predictions for individual Application Security
Control (ASC), and the Actual Level of Trust together produce the Expected Level of Trust; and

g) verifying a PASR when the auditor chooses to rerun the corresponding ASC verification activity.
This document does not provide guidelines on:

a) whatisand is not an appropriate risk;

b) whatis and is not substantial change;

c) when an application owner should or should not accept a specific risk; or

d) when an acquirer should or should not accept an Expected Level of Trust.

vi © ISO/IEC 2018 - All rights reserved
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0.3 Targeted audience

0.3.1 General

The following audiences find values and benefits when carrying their designated organizational roles:
a) managers;

b) ONF Committees;

c) projectteams;

d) domain experts;

e) auditors;

f) application owners; and

g) acquirers.

0.3.2 Managers

The manager roles are the same as in ISO/IEC 27034-1:2011, 0.3.2.
0.3.3 ONF Committee

As described in ISO/IEC 27034-1:2011, 3.17, the ONF Committee is responsible for managing the
implementation and maintenanee of thezapplication-security+related components and processes in the
Organization Normative Framework. The ONF Committee:

a) provides guidelines to project teams as to what is and is not a substantial change;

b) evaluates, and documents, in the:ASC;‘the’risk-of ‘choosing the PASR over performing the ASC
activity;

c) reviews each ASC and determines if predictions are allowed and, if allowed, under what
circumstances predictions are appropriate;

d) documents the prediction determination in each ASC in the ONF;

e) advises the application owner, when establishing the ANF, the estimated risk of using the PASR; and
f) responds to requests from project teams to modify the prediction guidelines for specific ASC.
0.3.4 Provisioning and operation team

As described in ISO/IEC 27034-1:2011, 0.3.3, members of provisioning and operation teams (known
collectively as the project team) are individuals involved in an application’s design, development and
maintenance throughout its whole life cycle. The project manager is responsible for managing the ANF.

The project team:

a) performs arisk analysis on the proposed changes to the application to determine if the changes are
substantial;

b) creates the PASR (as defined in 3.2) for each ASC for which there is a prediction; and

c) generates the Expected Level of Trust report.

© ISO/IEC 2018 - All rights reserved vii
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0.3.5 Domain experts

An individual who is an expert in a particular domain, area, or topic that provides specific knowledge
or expertise to the project team. These experts:

a) assist the project team in making an accurate risk assessment; and

b) assist the project team in making the determination if the changes to the application represent a
substantial change.

0.3.6 Auditors

As described in ISO/IEC 27034-1:2011, 0.3.6, auditors are personnel performing roles in the audit
process who participate in application verification.

0.3.7 Application owners

Based on the definition in ISO/IEC 27034-1:2011, 3.6, the application owner is the organization’s
representative who is responsible and accountable for the security and the protection of an application.
Application owners make the final decisions on:

a) acceptance of the project team risk analysis that the changes to the application are not substantial;
b) approval of a set of ASCs for which the project team generates PASRs; and

c) acceptance of the Expected Level of Trust.

0.3.8 Acquirers

This includes all individuals involved in\acquiring a'product or service! Acquirers:

a) perform actions as per ISO/IEC 27034-1:2011;,0.3,4;

b) evaluate if the Actual Level of Trust for the original application is appropriate to mitigate the risks
the acquirer anticipates for the expected contexts the acquirer will use the application in;

c) evaluate if the Expected Level of Trust for the subsequent application is appropriate to mitigate the
risks the acquirer anticipates for the expected contexts the acquirer will use the application in; and

d) evaluate if the rationale that changes to the subsequent application are not substantial and, if not in
agreement with the rationale, determine if additional verification is necessary.

viii © ISO/IEC 2018 - All rights reserved
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Information technology — Application security —

Part 7:
Assurance prediction framework

1 Scope

This document describes the minimum requirements when the required activities specified by an
Application Security Control (ASC) are replaced with a Prediction Application Security Rationale
(PASR). The ASC mapped to a PASR define the Expected Level of Trust for a subsequent application. In
the context of an Expected Level of Trust, there is always an original application where the project team
performed the activities of the indicated ASC to achieve an Actual Level of Trust.

The use of Prediction Application Security Rationales (PASRs), defined by this document, is applicable
to project teams which have a defined Application Normative Framework (ANF) and an original
application with an Actual Level of Trust.

Predictions relative to aggregation of multiple components or the history of the developer in relation to
other applications is outside the scope of this document.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document-For-dated references, only the edition cited applies. For
undated references, the'latést'edition of the referenced document(including any amendments) applies.

ISO/IEC 27000, Information technology — Security techniques — Information security management
systems — Overview and vocabulary

ISO/IEC 27034-1, Information technology — Security techniques — Application security — Part 1:
Overview and concepts

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 27000, ISO/IEC 27034-1
and the following apply.

[SO and IEC maintain terminological databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at http://www.electropedia.org/

31

prediction

statement or estimate that a specific thing will happen in the future or will be a consequence of
something

Note 1 to entry: The origin of the word is early 17th century: from Latin praedict-“made known beforehand,
declared”, from the verb praedicere from prae-“beforehand” + dicere “say”.

Note 2 to entry: The use in this document reflects the expectation that, if the security and verification
measurement activities are executed, they will match the results from the original application.

© ISO/IEC 2018 - All rights reserved 1
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3.2

prediction framework

process that performs a risk analysis, establishes an Expected Level of Trust (3.8), assigns Application
Security Control verification to a PASR (3.7), and then creates an Expected Level of Trust Report (3.9)

3.3
original application
application that establishes the baseline Actual Level of Trust

Note 1 to entry: The original application is not necessarily version 1.0 and, hence, can have an associated
Expected Level of Trust.

34
subsequent application
application related to the original application (3.3) through versioning

EXAMPLE Version 1 to version 1.1.

3.5

predictive security

transfer of confidence in the security claims (3.6) of the original application (3.3) to the security claims
of the subsequent application (3.4)

3.6
security claim
specific claim that security properties are presentin an-application

Note 1 to entry: Under the ISO/IEC 27034 frameworks, (all parts), it is,the claim that the activities specified by an
Application Security Control mitigate specific security risks to an'acceptable’level.

Note 2 to entry: In the context of a PASR, it is the claim that verification of the Application Security Control
activities, which were predicted by the PASR, would produce the same results as if the Application Security
Control activities were performed.

3.7

Prediction Application Security Rationale

PASR

rationale for a prediction (3.1), supported by risk analysis documents, approved by the application
owner, explaining that performing the verification activities of a specific Application Security Control
is not necessary

Note 1 to entry: Use of PASR requires approval of both application owner and the inclusion of the PASR guidelines
in the Application Security Control by the Organization Normative Framework Committee.

3.8

Expected Level of Trust

level of trust, defined in the Organization Normative Framework, where the activities of some of the
Application Security Controls are satisfied through the creation of a PASR (3.7)

Note 1 to entry: This document describes the minimum requirements applicable to the Application Security
Controls used in an Expected Level of Trust for a subsequent application (3.4). In the context of an Expected
Level of Trust, there is always an original application (3.3) where the project team performed the activities of the
indicated Application Security Controls.

3.9

Expected Level of Trust Report

document presenting and supporting the risk analysis in support of predictions (3.1) made for a
subsequent application

2 © ISO/IEC 2018 - All rights reserved
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3.10

predicted Application Security Control

predicted ASC

Application Security Control in which security activities are replaced by a PASR (3.7)

3.11
prediction consumer
anyone that relies on an Expected Level of Trust (3.8)

Note 1 to entry: Mainly application consumers, application acquirers, and application owners.

3.12
prediction initiator
entity that selects an Expected Level of Trust (3.8) for an application

Note 1 to entry: Typically, the project team with approval by the application owner.

3.13

verification measurement

activity provided by an Application Security Control to verify if its security activity was correctly
implemented and works as expected by producing required evidence/outcomes

3.14

substantial change

change that causes sufficient impact to the risk assessment so that the application owner no longer
permits predicted Appligation SecurityrControlsy(3:10)yresulting jin;the jproject team performing the
necessary Application Security’Control activities in the Actual Level of Trust

3.15

regression testing

testing required to determine that a>change(te-a’system component has not adversely affected
functionality, reliability orperformance and-hdsnotintrodiiced additionabdefects

4 Abbreviated terms

AS Application Security

ASC Application Security Control

ASCs Application Security Controls

ANF Application Normative Framework

ONF Organization Normative Framework

5 Prediction concepts

5.1 Goal of prediction

Predictive security occurs on a daily basis. The goal of this document is to make Application Security
(AS) predictions explicit rather than implicit and to document consistently the prediction. When
predictions are consistent, and correctly documented using the Expected Level of Trust Report,
prediction consumers have a much better basis to make risk decisions based on the Expected Level of
Trust Report. All predictions are inherently subject to uncertainty, and the accuracy of any prediction
is unlikely to be any more accurate than the least accurate source.

AS predictions focus on the AS risks that exist in both original and subsequent application versions.
The AS prediction is as follows: the prediction initiator believes that the subsequent application has an
equivalent Level of Trust to the original application even though some of the ASC activities indicated

© ISO/IEC 2018 - All rights reserved 3
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by the Level of Trust are not completed by the project team; rather the ASC activities are replaced by
a PASR. Without predictions, the only way to believe that equivalent Levels of Trust are present in the
two applications is to perform all of the activities for all of the ASCs identified by the Level of Trust.

The prediction framework is one technique for gaining assurance in an application, and needs to be
considered holistically with other approaches to achieving assurance, such as Regression Testing as
defined in ISO/IEC/IEEE 29119-1[1] and ISO/IEC 90003I[2]. This document provides assurance efficiency
to the application security confidence. The efficiency comes at a cost, as there is a replacement of the
activities of some of the enumerated ASCs in the Expected Level of Trust with PASRs. The application
owner should be aware of this cost and should make an appropriate risk decision to accept the PASR
using ONF Committee advice.

Under the application security concern perspective, the default without any guidance from the ONF
Committee and approval by the application owner is that predictions are not permissible. Without
predictions, the only way to have equivalent “Levels of Trust” confidence between the original and
subsequent applications is for the Actual Level of Trust to be the same for both applications.

NOTE Annex B provides a comparison between an ASC and a PASR.

5.2 Prediction framework

The definition of a secure application, defined in ISO/IEC 27034-1, is when the Actual Level of Trust is
equal to the Targeted Level of Trust. The prediction framework cannot and should not change the Actual
Level of Trust definition. The prediction framework adds the Expected Level of Trust as a mechanism to
indicate the project teams belief regarding thesecurity,properties,of the subsequent application.

The prediction framework includes the following.concepts:

a) An original application where the Actual Level of Trust was equal to the Targeted Level of Trust
resulting in, per the ISO/IEC 27034-1 definition, a secure application.

b) A subsequent application where the Targeted Level of Trust contains a subset of the original
applications Actual Level of Trust.

c) A risk analysis, documented in the PASR, as to why the subsequent application does not have a
substantial change and performance of an ASC would generate the same result as during execution
of the security and verification measurement activities in the original application.

d) For the subsequent application, a claim that the application has an Actual Level of Trust and a belief
that the subsequent applications Expected Level of Trust is equivalent to the original applications
Actual Level of Trust.

5.3 Expected Level of Trust

5.3.1 Concept

This document adds the definition of the Expected Level of Trust, which indicates that the project team
does not perform the activities of specific ASCs, rather predicts that if the project team performed the
ASC activities the results would match the results from the original application.

Figure 1 illustrates the basics of the Expected Level of Trust.

4 © ISO/IEC 2018 - All rights reserved
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