
 

 

 

 

 

 

ETSI TS 103 961 V1.1.1 (2023-12) 

CYBER; 
Optical Network and Device Security;  

Security provisions for the management of 
Optical Network devices and services 

 

  

 

TECHNICAL SPECIFICATION 

iTeh Standards
(https://standards.iteh.ai)

Document Preview
ETSI TS 103 961 V1.1.1 (2023-12)

https://standards.iteh.ai/catalog/standards/etsi/16103792-82e1-4e3f-8082-c93f1af9afc1/etsi-ts-103-961-v1-1-1-2023-12

https://standards.iteh.ai/catalog/standards/etsi/16103792-82e1-4e3f-8082-c93f1af9afc1/etsi-ts-103-961-v1-1-1-2023-12


 

ETSI 

ETSI TS 103 961 V1.1.1 (2023-12)2 

 

Reference 
DTS/CYBER-0086 

Keywords 
cybersecurity, optical, optical network device, 

security requirements 

ETSI 

650 Route des Lucioles 
F-06921 Sophia Antipolis Cedex - FRANCE 

 
Tel.: +33 4 92 94 42 00   Fax: +33 4 93 65 47 16 

 
Siret N° 348 623 562 00017 - APE 7112B 

Association à but non lucratif enregistrée à la 
Sous-Préfecture de Grasse (06) N° w061004871 

 

Important notice 

The present document can be downloaded from: 
https://www.etsi.org/standards-search 

The present document may be made available in electronic versions and/or in print. The content of any electronic and/or 
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Intellectual Property Rights 

Essential patents  

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The declarations 
pertaining to these essential IPRs, if any, are publicly available for ETSI members and non-members, and can be 
found in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to 
ETSI in respect of ETSI standards", which is available from the ETSI Secretariat. Latest updates are available on the 
ETSI Web server (https://ipr.etsi.org/). 

Pursuant to the ETSI Directives including the ETSI IPR Policy, no investigation regarding the essentiality of IPRs, 
including IPR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not 
referenced in ETSI SR 000 314 (or the updates on the ETSI Web server) which are, or may be, or may become, 
essential to the present document. 

Trademarks 

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners. 
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no 
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does 
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks. 

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks of ETSI registered for the benefit of its 
Members. 3GPP™ and LTE™ are trademarks of ETSI registered for the benefit of its Members and of the 3GPP 
Organizational Partners. oneM2M™ logo is a trademark of ETSI registered for the benefit of its Members and of the 
oneM2M Partners. GSM® and the GSM logo are trademarks registered and owned by the GSM Association. 

Foreword 
This Technical Specification (TS) has been produced by ETSI Technical Committee Cyber Security (CYBER). 

Modal verbs terminology 
In the present document "shall", "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and 
"cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of 
provisions). 

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation. 

Introduction 
The Optical Network Device Security (ONDS) suite of documents is developed as an interlinked collection, shown in 
figure 1. 
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Figure 1: Document structure for Optical Network Device Security 

Each of ETSI TS 103 962 [4], ETSI TS 103 963 [5] and ETSI TS 103 961 (the present document) expand upon the 
requirements identified in the common catalogue of ETSI TS 103 924 [1]. In the definition of detailed provisions 
ETSI TS 103 962 [4] acts as the master document with each of ETSI TS 103 963 [5] and the present document 
identifying further specializations. 

To drive the evaluation and test of the ONDS suite a common Test Suite Structure and Test Purposes definition is 
proposed to be given in ETSI TS 103 993 [i.13], and from that will be derived a specification of the evaluation 
assessments to be applied for the present document, is to be given in the form of a partial protection profile in ETSI 
TS 103 996 [i.14]. 

NOTE: All of the documents identified in figure 1 act together to fully define the requirements, test and 
evaluation for placing an ONDS device on the market. 
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1 Scope 
The present document defines security measures for the management of Optical Network devices and services as 
defined in ETSI TS 103 962 [4] and ETSI TS 103 963 [5]. 

The present document extends the provisions identified in the Catalogue of Requirements for Optical Network and 
Device Security from ETSI TS 103 924 [1]. 

2 References 

2.1 Normative references 
References are either specific (identified by date of publication and/or edition number or version number) or 
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the 
referenced document (including any amendments) applies. 

Referenced documents which are not found to be publicly available in the expected location might be found at 
https://docbox.etsi.org/Reference. 

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee 
their long term validity. 

The following referenced documents are necessary for the application of the present document. 

[1] ETSI TS 103 924: "Optical Network and Device Security; Catalogue of Requirements". 

[2] Recommendation ITU-T G.7710: "Common equipment management function requirements". 

[3] Recommendation ITU-T M.3700: "Common management services - Object 
management - Protocol neutral requirements and analysis". 

[4] ETSI TS 103 962: "CYBER; Optical Network and Device Security; Security provisions in Optical 
Access Network Devices". 

[5] ETSI TS 103 963: "CYBER; Optical Network and Device Security; Security provisions in 
transport network devices". 

2.2 Informative references 
References are either specific (identified by date of publication and/or edition number or version number) or 
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the 
referenced document (including any amendments) applies. 

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee 
their long term validity. 

The following referenced documents are not necessary for the application of the present document but they assist the 
user with regard to a particular subject area. 

[i.1] IETF STD0062: "Simple Network Management Protocol". 

NOTE: The RFCs cited for STD0062 are listed in the bibliography. 

[i.2] Recommendations ITU-T M series: "Telecommunication management, including TMN and 
network maintenance". 

[i.3] IETF RFC 5440: "Path Computation Element (PCE) Communication Protocol (PCEP)". 

[i.4] IETF RFC 6241: "Network Configuration Protocol (NETCONF)". 

iTeh Standards
(https://standards.iteh.ai)

Document Preview
ETSI TS 103 961 V1.1.1 (2023-12)

https://standards.iteh.ai/catalog/standards/etsi/16103792-82e1-4e3f-8082-c93f1af9afc1/etsi-ts-103-961-v1-1-1-2023-12

https://docbox.etsi.org/Reference
https://www.etsi.org/deliver/etsi_ts/103900_103999/103924/
https://www.itu.int/rec/T-REC-G.7710/en
https://www.itu.int/rec/T-REC-M.3700/_page.print
https://www.etsi.org/deliver/etsi_ts/103900_103999/103962/
https://www.etsi.org/deliver/etsi_ts/103900_103999/103963/
https://www.itu.int/itu-t/recommendations/index.aspx?ser=M
https://standards.iteh.ai/catalog/standards/etsi/16103792-82e1-4e3f-8082-c93f1af9afc1/etsi-ts-103-961-v1-1-1-2023-12

