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deliverable is the one made publicly available in PDF format at www.etsi.org/deliver.
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Coordinated Vulnerability Disclosure Program:
https://www.etsi.org/standards/coordinated-vulnerability-disclosure
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The information provided in the present deliverable is directed solely to professionals who have the appropriate degree of
experience to understand and interpret its content in accordance with generally accepted engineering or
other professional standard and applicable regulations.
No recommendation as to products and services or vendors is made or should be implied.

No representation or warranty is made that this deliverable is technically accurate or sufficient or conforms to any law
and/or governmental rule and/or regulation and further, no representation or warranty is made of merchantability or fithess
for any particular purpose or against infringement of intellectual property rights.

In no event shall ETSI be held liable for loss of profits or any other incidental or consequential damages.

Any software contained in this deliverable is provided "AS IS" with no warranties, express or implied, including but not
limited to, the warranties of merchantability, fitness for a particular purpose and non-infringement of intellectual property
rights and ETSI shall not be held liable in any event for any damages whatsoever (including, without limitation, damages

for loss of profits, business interruption, loss of information, or any other pecuniary loss) arising out of or related to the use
of or inability to use the software.

Copyright Notification

No part may be reproduced or utilized in any form or by any means, electronic or mechanical, including photocopying and
microfilm except as authorized by written permission of ETSI.
The content of the PDF version shall not be modified without the written authorization of ETSI.
The copyright and the foregoing restriction extend to reproduction in all media.

© ETSI 2022.
All rights reserved.
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Intellectual Property Rights

Essential patents

IPRs essentia or potentially essential to normative deliverables may have been declared to ETSI. The declarations
pertaining to these essential IPRs, if any, are publicly available for ETSI member s and non-members, and can be
found in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to
ETS in respect of ETS standards’, which is available from the ETSI Secretariat. Latest updates are available on the
ETSI Web server (https./ipr.etsi.org/).

Pursuant to the ETSI Directivesincluding the ETSI IPR Policy, no investigation regarding the essentiality of IPRS,
including IPR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not
referenced in ETSI SR 000 314 (or the updates on the ETSI Web server) which are, or may be, or may become,
essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which areindicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks of ETSI registered for the benefit of its
Members. 3GPP™ and LTE™ are trademarks of ETSI registered for the benefit of its Members and of the 3GPP
Organizational Partners. oneM 2M ™ logo is atrademark of ETSI registered for the benefit of its Members and of the
oneM2M Partners. GSM® and the GSM logo are trademarks registered and owned by the GSM Association.

Foreword

This Technical Specification (TS) has been produced by ETSI Technical Committee Secure Element Technologies
(SET).

The contents of the present document are subject to continuing work within TC SET and may change following formal
TC SET approval. If TC SET modifies the contents of the present document, it will then be republished by ETSI with
an identifying change of release date and an increase in version number as follows:

Version x.y.z
where:
x  thefirst digit:
0  early working draft;
1  presented to TC SET for information;
2  presented to TC SET for approval;
3  orgreater indicates TC SET approved document under change control.

y  thesecond digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z  thethird digit isincremented when editorial only changes have been incorporated in the document.
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Modal verbs terminology

In the present document "shall”, "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" are to beinterpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of
provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.

ETSI
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1

Scope

The present document provides for the administration of shared name spaces in use by applications on the UICC
including the managed alocation of identifiers from these name spaces.

2

2.1

References

Normative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

. In the case of areferenceto aTC SET document, a non-specific reference implicitly refersto the latest version
of that document in the same Release as the present document.

Referenced documents which are not found to be publicly available in the expected location might be found at
https://docbox.etsi.org/Referencel.

NOTE:

While any hyperlinksincluded in this clause were valid at the time of publication ETSI cannot guarantee
their long term validity.

The following referenced documents are necessary for the application of the present document.

(1]
(2]

[7]

8]

[10]

[11]

[12]

Void.
Recommendation ITU-T E.164: "The international public telecommunication numbering plan”.

ISO/IEC 7816-4: "Identification cards - Integrated circuit cards - Part 4: Organization, security and
commands for interchange”.

Recommendation I TU-T E.118: "The international telecommunication charge card".
Void.

ETSI TS 151 011: "Digital cellular telecommunications system (Phase 2+); Specification of the
Subscriber Identity Module - Mobile Equipment (SIM-ME) interface (3GPP TS 51.011)".

ETSI TS 101 267: "Digital cellular telecommunications system (Phase 2+); Specification of the
SIM Application Toolkit (SAT) for the Subscriber Identity Module - Maobile Equipment
(SIM-ME) interface (3GPP TS 11.14)".

ETSI TS 143 019: "Digital cellular telecommunications system (Phase 2+); Subscriber Identity
Module Application Programming Interface (SIM API) for Java Card; Stage 2 (3GPP TS 43.019)".

ETSI EN 300 812-3: "Terrestrial Trunked Radio (TETRA); Subscriber Identity Module to Mobile
Equipment (SIM-ME) interface; Part 3: Integrated Circuit (IC); Physical, logical and TSIM
application characteristics'.

ETSI TS 131 101: "Universal Mobile Telecommunications System (UMTS); LTE; 5G;
UICC-termina interface; Physical and logical characteristics (3GPP TS 31.101)".

ETSI TS 131 102: "Universal Mobile Telecommunications System (UMTS); LTE; 5G;
Characteristics of the Universal Subscriber |dentity Module (USIM) application
(3GPP TS 31.102)".

ETSI TS 131 111: "Digital cellular telecommunications system (Phase 2+) (GSM); Universal
M obile Telecommunications System (UMTS); LTE; 5G; Universal Subscriber Identity Module
(USIM) Application Toolkit (USAT) (3GPP TS 31.111)".
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[13]

[14]

[15]

[16]

[17]

[18]

[19]
[20]

[21]
[22]

[23]
[24]

[29]
NOTE:
[26]
[27]

[28]
NOTE:
[29]
[30]

NOTE:
[31]
NOTE:
[32]
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ETSI TS 131 114: "Universal Mobile Telecommunications System (UMTS); LTE; Universal
Subscriber Identity Module Application Toolkit (USAT) interpreter protocol and administration
(3GPP TS 31.114)".

ETSI TS 131 103: "Digital cellular telecommunications system (Phase 2+) (GSM); Universal
Mobile Telecommunications System (UMTS); LTE; 5G; Characteristics of the IP Multimedia
Services ldentity Module (I1SIM) application (3GPP TS 31.103)".

ISO/IEC 8825-1: "Information technology - ASN.1 encoding rules - Part 1: Specification of Basic
Encoding Rules (BER), Canonical Encoding Rules (CER) and Distinguished Encoding Rules
(DER)".

| SO/IEC 7816-6: "Identification cards - Integrated circuit cards - Part 6: Interindustry data
elements for interchange”.

ETSI TS 102 241: "Smart Cards; UICC Application Programming Interface (UICC API) for Java
Card™".

ETSI TS 131 130: "Digital cellular telecommunications system (Phase 2+) (GSM); Universal
Mobile Telecommunications System (UMTS); LTE; 5G; (U)SIM Application Programming
Interface (API); (U)SIM API for Java™ Card (3GPP TS 31.130)".

ETSI TS 102 226: "Smart Cards; Remote APDU structure for UICC based applications”.

ETSI TS 131 116: "Digital cellular telecommunications system (Phase 2+) (GSM); Universal
Mobile Telecommunications System (UMTS); LTE; Remote APDU Structure for (U)SIM Toolkit
applications (3GPP TS 31.116)".

Void.

ETSI TS 102 474 "Digital Video Broadcasting (DVB); |P Datacast over DVB-H: Service
Purchase and Protection".

Void.

ETSI TS 131 133: "Digital cellular telecommunications system (Phase 2+) (GSM); Universal
Mobile Telecommunications System (UMTS); LTE; IP Multimedia Services I dentity Module
(ISIM) Application Programming Interface (API); ISIM API for Java Card™ (3GPP TS 31.133)".

OMA-TS-Smartcard Web_Server-V1-0: " Smartcard-Web-Server".

See http://www.openmobilealliance.org.

ETSI TS 102 225: "Smart Cards; Secured packet structure for UICC based applications’.

ETSI TS 131 221: "Universal Mobile Telecommunications System (UMTS); LTE; Contact
Manager Application Programming Interface (API); Contact Manager API for Java Card
(3GPP TS 31.221)".

3GPP2 C.S0065-0: "cdma2000 Application on UICC for Spread Spectrum Systems”.
Available at https://www.3gpp2.org/Public_html/Specs/C.S0065-0%20v1.0 060630.pdf.

Void.

GlobalPlatform: "Remote Application Management over HTTP - Amendment B
v1.2/GPC_SPE 011"

See https://global platf orm.org/specs-library/remote-application-management-over-http-amendment-b/.

OMA-TS-BCAST-Services-V1-1: "Mobile Broadcast Services'.

See http://www.openmobilealliance.org.

ETSI TS 102 921: "Machine-to-Machine communications (M2M); mla, dlaand mid interfaces’.
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[33] I SO/IEC 7816-5:2004: "ldentification cards - Integrated circuit cards - Part 5: Registration of
application providers'.

[34] ETS TS 118 103: "oneM2M; Security solutions (oneM2M TS-0003)".

[35] OMA-TS-LightweightM2M-V 1-0: "Lightweight Machine to Machine".

[36] ETSI TS 131 104: "Universal Mobile Telecommunications System (UMTS); LTE; Characteristics

of the Hosting Party Subscription Identity Module (HPSIM) application (3GPP TS 31.104)".
[37] GlobalPlatform: "Confidentia Card Content Management - Amendment A v1.2/GPC_SPE _007".

NOTE: See https://globalplatf orm.org/specs-library/confidential -card-content-management-amendment-a-v1-2/.

[38] IETF RFC 4122: "A Universally Unique IDentifier (UUID) URN Namespace".

[39] ETSI TS 103 666-2: "Smart Secure Platform (SSP); Part 2: Integrated SSP (i SSP) characteristics
(Release 15)".

[40] ETSI TS 102 267: "Smart Cards; Connection Oriented Service API for the Java Card™ platform".

[41] ETSI TS 102 588: "Smart Cards; Application invocation Application Programming Interface
(API) by aUICC web server for Java Card™ platform™.

[42] ETSI TS 102 705: "Smart Cards; UICC Application Programming Interface for Java Card™ for
Contactless Applications'.

[43] ETSI TS 102 221: "Smart Cards; UICC-Terminal interface; Physical and logical characteristics'.

2.2 Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

. In the case of areferenceto aTC SET document, a non-specific reference implicitly refersto the latest version
of that document in the same Release as the present document.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication ETS| cannot guarantee
their long term validity.

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

Not applicable.
3 Definition of terms, symbols and abbreviations
3.1 Terms

For the purposes of the present document, the following terms apply:
Application | Dentifier (AID): data element, which identifies an application in acard

NOTE: An AID may contain a Registered application provider | Dentifier (RID). If it contains either aRID or an
issuer identification number, then this identification is unambiguous (see | SO/IEC 7816-4 [3]).

Application Provider (AP): entity, which provides those components of an application on a card, required to perform
the respective application

NOTE: SeelSO/IEC 7816-4 [3].

ETSI
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data object: structured data seen on an interface consisting of the concatenation of a mandatory tag field, a mandatory
length field and an optional value field

Logical Secure Element (L SE): secure element functionalities, applications and files grouped together to act like a
secure element (e.g. UICC) when multiple logical secure element interfaces are supported as defined in ETSI
TS 102 221 [43]

Logical Secure element Interface (LSI): logical connection between an endpoint in the terminal and one logical
secure element as defined in ETSI TS 102 221 [43]

tag: nominal datum that encodes the name of a data object
telecommunication I C card application: application described by an ETSI document

template: definition of a set of TLV data objects forming the value field of a constructed BER-TLV data object and a
data object that realizes this definition

Toolkit Application Reference (TAR): data element, which identifies an application in the toolkit mechanisms
(e.g. SMS Data Download)

3.2 Symbols

Void.

3.3 Abbreviations

For the purposes of the present document, the following abbreviations apply:

AID Application IDentifier

AP Application Provider

APDU Application Protocol Data Unit

API Application Program Interface

AT ATtention

BCD Binary Coded Decimal

BER Basic Encoding Rules

BSSID Basic SSID

CBMS Convergence of Broadcast and Mobile Services
CR Comprehension Required

DECT Digital Enhanced Cordless Telecommunications
DM Device Management

DNS Domain Name System

DTMF Dual Tone Multi Frequency

GAD Geographical Area Description

GSM Global System for Mobile communication
GSMA GSM Association

HESSID Homogeneous Extended SSID

HPSIM Hosting Party Subscription Identity Module
IC Integrated Circuit(s)

ICC Integrated Circuit Card

ID | Dentifier

IP Internet Protocol

ISIM IP Multimedia Services Identity Module

ISO International Organization for Standardization
LSE Logical Secure Element

LSl Logical Secure element Interface

MAC Medium Access Control

MMS Multimedia Message Service

NMEA National Maritime Electronic Association

ETSI
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PIX Proprietary application Identifier eXtension
RFU Reserved for Future Use
RID Registered application provider | Dentifier
RSP Remote SIM Provisioning
SA Security Association
SCP Smart Card Platform
SE Secure Element
SIM Subscriber Identity Module
SM Session Management
SSID Service Set Identifier
TAR Toolkit Application Reference
TC Technical Committee
TETRA TErrestrial Trunked RAdio
TLV Tag-Length-Vaue
TP Transport Protocol
UPT Universal Persona Telecommunications
URL Uniform Resource L ocator
USAT USIM Application Toolkit
UsSIM Universal Subscriber Identity Module
ussD Unstructured Supplementary Services Data
UTRAN Universal Terrestrial Radio Access Network
4 Structure of the Application IDentifier (AID)
4.0 Introduction
In accordance with |SO/IEC 7816-4 [3], the AID has the following structure.
< Application IDentifier (AID) >
Registered application provider IDentifier Proprietary application Identifier eXtension
(RID) (PIX)
e —— 5 bytes ------------—--- > S —— <11 bytes -------------- >

Figure 4.1: AID structure

The AID consists of a Registered application provider | Dentifier (RID) of 5 bytes and a Proprietary application
Identifier eXtension (PIX) of up to 11 bytes.

4.1

Registered application provider IDentifier (RID)

The RIDs dealt with in the present document, as registered by 1SO/IEC according to I1SO/IEC 7816-5 [33], are:

'‘A000000009" for ETSI;
'‘A000000087' for the 3GPP;
'A000000343' for the 3GPP2;

'A000000645' for the oneM2M.

The following RIDs are for informational purposes only. These RIDs and associated Pl Xs are maintained by the
respective bodies:

'A000000412' for the OMA,;

'A000000424' for the WiMAX Forum.

ETSI
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4.2 Proprietary application Identifier eXtension (PIX)

The PIX isused at the discretion of ETSI and can contain between 7 bytes and 11 bytes of information. The PIX is
coded in hexadecimal. Hexadecimal digit 1 isthe most significant digit.

Digits1to 4

Digits5to 8

Application code

Purpose:

Management:

Coding:

Country code

Purpose:

Coding:

To be used for identification of the standardized ETSI or 3G card application
(e.g. GSM, DECT, UPT, pre-paid application). Different versions of an
application may have individual codings.

Assigned by ETSI on request from the ETSI or 3G technical body
responsible for the document in question.

Hexadecimal. The coding indicates the ETSI or 3G document that specifies
the standardized ETSI or 3G card application and the PIX number.

The correspondence between digits 1 to 4 and the ETSI or 3G document in
guestion can be seen in alist maintained by the ETSI Secretariat (see

annex A). Escape value '0000' is reserved for use by the ETS| Secretariat for
proprietary ETSI or 3G applications.

To indicate the country of the application provider of the ETSI or
3G standardized application.

According to Recommendation ITU-T E.164 [2]. The coding is right justified
and padded with 'F' on the | eft.

NOTE 1. List of actua country codesis published by ITU.

Digits9to 14

Digits15 up to 22

Application provider code

Purpose:

Coding:

Individual code for the application provider of the ETSI or 3G standardized
application.

According to Recommendation ITU-T E.118 [4]. Hexadecimal. The coding is
right justified and padded with 'F on the left.

Application provider field Optional. Up to 8 digits

Purpose:

Management:

Coding:

The use of thisfield isentirely up to the application provider. It may, for
instance, be used to indicate "local" versions, revisions, etc. of the ETSI or
3G standardized application. According to ISO/IEC 7816-4 [3], if the AID is
16 bytes long, then the value 'FF' for the least significant byte (digits 21 and
22) isreserved for future use.

Application provider.

Hexadecimal.

NOTE 2: Digits1to 14 are assigned and registered by the ETSI Secretariat upon request by the responsible ETSI
technical body.

5 Use of the Application IDentifier (AID)

The use of the AID is specified in 1ISO/IEC 7816-4 [3]. For a UICC supporting LSEs, AID values are unique in the

scope of each L SE.

ETSI
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6 Toolkit Application Reference (TAR)

The Toolkit Application Reference (TAR) is used to uniquely identify a second level application
(e.g. Toolkit Application). For a UICC supporting LSES, TAR values are unique in the scope of each L SE.

To be addressed, the Toolkit Application needs afirst level application (e.g. GSM, USIM application) running.
A second level application may have several TAR values assigned.

The TAR valuesin the range '00 00 01' to '‘AF FF FF' and 'C0 00 00' to 'FF FF FF' are under the responsibility of the
first level application issuer.

The TAR values '00 00 00" and in the range 'BO 00 00' to 'BF FF FF' are reserved for alocation (by the ETS
Technical Body responsible for the present document) to generic second level application independent of the first level
application issuer.

It is not mandatory for a second level application to have a TAR value assigned. If aTAR vaue is assigned to a second
level application it is not mandatory for this value to be included in the AID. As a consequence, the AID coding of the
second level application might not always comply with the present document (see annex B).

Annex D liststhe TAR values or range and their associated applications and application categories.

Table 6.1: Void

7 Tag-Length-Value (TLV) data objects

7.1 TLV data object forms

7.1.0

The encoding of data objects shall consist of three components that appear in the following order:

1) Teag ().
2) Length(L).

Introduction

3)  Vaue(V).

The encoding of these components for each of the recognized forms of TLV isgivenintable 7.1.

Table 7.1
Name of TLV Encoding of tag field Encoding of length field Encoding of value field
BER-TLV See ISO/IEC 8825-1 [15] See clause 7.1.2 See ISO/IEC 8825-1 [15]

COMPACT-TLV

See ISO/IEC 7816-4 [3]

See ISO/IEC 7816-4 [3]

See ISO/IEC 7816-4 [3]

COMPREHENSION-TLV

See clause 7.1.1

See clause 7.1.2

See ISO/IEC 7816-4 [3]
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