°
w SLOVENSKI STANDARD

oSIST prEN 319 532-4 V1.3.0:2023
Ol-december-2023

Elektronski podpisi in infrastruktura (ESI) - Storitve priporoc¢ene elektronske poste
(REM) - 4. del: Profili medobratovalnosti

Electronic Signatures and Infrastructures (ESI) - Registered Electronic Mail (REM)
Services - Part 4: Interoperability profiles

Ta slovenski standard je istoveten z: ETSI EN 319 532-4 V1.3.0 (2023-10)

ICS:

35.040.01 Kodiranje informacij na Information coding in general
splosno

oSIST prEN 319 532-4 V1.3.0:2023 en

2003-01.Slovenski institut za standardizacijo. RazmnoZevanje celote ali delov tega standarda ni dovoljeno.


https://standards.iteh.ai/catalog/standards/sist/3ff889bf-f8bc-4a30-853b-5b4c51528d71/osist-pren-319-532-4-v1-3-0-2023

OSIST prEN 319 532-4 V1.3.0:2023

iTeh Standards
(https://standards.iteh.ai)
Document Preview

oSIST prEN 319 532-4 V1.3.0:2023
https://standards.iteh.ai/catalog/standards/sist/3ff889bt-f8bc-4a30-853b-5b4c51528d71/osist-pren-319-532-4-v1-3-0-202.



https://standards.iteh.ai/catalog/standards/sist/3ff889bf-f8bc-4a30-853b-5b4c51528d71/osist-pren-319-532-4-v1-3-0-2023

0oSIST prEN 319 532-4 V1.3.0:2023

Draft ETS| EN 319 532-4 V1.3.0 (2023-10)

. —

EUROPEAN STANDARD

Electronic Signatures and Infrastructures (ESI);
Registered Electronic Mail (REM) Services;
Part 4: Interoperability profiles


https://standards.iteh.ai/catalog/standards/sist/3ff889bf-f8bc-4a30-853b-5b4c51528d71/osist-pren-319-532-4-v1-3-0-2023

2 Draft ETSI EN 319 532-4 V1.3.0 (2023-10)

Reference
REN/ESI-0019532-4v131

Keywords
e-delivery services, registered e-delivery services,
registered electronic mail

ETSI

650 Route des Lucioles
F-06921 Sophia Antipolis Cedex - FRANCE

Tel.: +334 9294 42 00 Fax: +33 4 93 65 47 16

Siret N° 348 623 562 00017 - APE 7112B
Association a but non lucratif enregistrée a la
Sous-Préfecture de Grasse (06) N° w061004871

Important notice

The present document can be downloaded from:
https://www.etsi.org/standards-search

The present document may be made available in electronic versions and/or in print. The content of any electronic and/or
print versions of the present document shall not be modified without the prior written authorization of ETSI. In case of any
existing or perceived difference in contents between such versions and/or in print, the prevailing version of an ETSI
deliverable is the one made publicly available in PDF format at www.etsi.org/deliver.

Users of the present document should be aware that the document may be subject to revision or change of status.
Information on the current status of this and other ETSI documents is available at
https://portal.etsi.org/TB/ETSIDeliverableStatus.aspx

If you find errors in the present document, please send your comment to one of the following services:
https://portal.etsi.org/People/CommiteeSupportStaff.aspx

If you find a security vulnerability in the present document, please report it through our
Coordinated Vulnerability Disclosure Program:
https://www.etsi.org/standards/coordinated-vulnerability-disclosure

Notice of disclaimer & limitation of liability

The information provided in the present deliverable is directed solely to professionals who have the appropriate degree of
experience to understand and interpret its content in accordance with generally accepted engineering or
other professional standard and applicable regulations.
No recommendation as to products and services or vendors is made or should be implied.
In no event shall ETSI be held liable for loss of profits or any other incidental or consequential damages.

Any software contained in this deliverable is provided "AS IS" with no warranties, express or implied, including but not
limited to, the warranties of merchantability, fitness for a particular purpose and non-infringement of intellectual property
rights and ETSI shall not be held liable in any event for any damages whatsoever (including, without limitation, damages

for loss of profits, business interruption, loss of information, or any other pecuniary loss) arising out of or related to the use
of or inability to use the software.

Copyright Notification

No part may be reproduced or utilized in any form or by any means, electronic or mechanical, including photocopying and
microfilm except as authorized by written permission of ETSI.
The content of the PDF version shall not be modified without the written authorization of ETSI.
The copyright and the foregoing restriction extend to reproduction in all media.

© ETSI 2023.
All rights reserved.

ETSI


https://www.etsi.org/standards-search
http://www.etsi.org/deliver
https://portal.etsi.org/TB/ETSIDeliverableStatus.aspx
https://portal.etsi.org/People/CommiteeSupportStaff.aspx
https://www.etsi.org/standards/coordinated-vulnerability-disclosure
https://standards.iteh.ai/catalog/standards/sist/3ff889bf-f8bc-4a30-853b-5b4c51528d71/osist-pren-319-532-4-v1-3-0-2023

3 Draft ETSI EN 319 532-4 V1.3.0 (2023-10)

Contents

INtellectual Property RIGNES.... ..ottt b e n e n e e 6
01 Yo (o PSS 6
AV TeTe = IVZ= g o S (= 01T 0] oo USSR 6
gL [N o1 o] o PSSR 7
1 o0 o< TP P PRSPPSO 8
2 REFEIBINCES ...ttt a b bt e et et e e et e e e Rt e be e b e nE et e b et et e neenenbeebeneens 8
21 NOIMELIVE FEFEIBICES ... eeeeeeeeeeete ettt ettt sttt e e e e st e s tesbesae et e e seesee e eseeseeeeeebeeneeneeneenseseseesbesaeeseeneeneensens 8
2.2 INFOIMELIVE FEFEIEINCES. ... ettt ettt bbbt e e e se e e b e s et eb e e e e s e eese e besaeebeeneeneennen 9
3 Definition of terms, symbols, abbreviations and terminology ..........c.ccoeeereierirenineseeeee e 10
31 1= 10T STR PRSP 10
3.2 Y 2] USRS 10
33 F N o] o 1=V o] S 10
34 TEIMUINOIOQY ... .vcueevereeieete sttt sttt ettt ettt s et eb s e et eb e sa e st eb e se e st eb e eh e e eb e sEemeeb e AR e e eb e s R e e eb e e b e e ebeeb e e ebenb et ebesbennenens 11
4 LT ac e = o (DT 0 0= S 11
4.1 (T 0o 8o (o] o BTSSP P P U R UR USSP 11
4.2 COMPIIANCE FEOUITEIMENTS. ... .ecuiiceieeteesieesteeeesteeee e st e saeesseeteesseeseeaseesseesseeseensesnsesseesseesseeseenseenseensesnsessensses 11
5 SMTP interoperability Profile...... ..o 12
51 GENEIAl FEOUITEITIENES ...ttt sttt sttt sttt et b et b e bt b e s e et e bt s e et e bt e b e e e bt b et e b e s e e st eb e s b et e b e s b et eb e be e e 12
52 SEYIE OF OPEFBLION ...ttt bbbt h e b e bt b e se Rt e b e e bt b e bt b s e ne b e e e et b et b e n e 12
53 REMS - INtErfaCoS CONSLIAINTS. ... ccueeeeieie ettt ettt e e et e e st st e et e see e e seeseeebeeneeneeneeneees 12
531 0o 0o o) O TRRSS 12
532 REM MSI: Message SUBMISSION INEEMTACE. .......coeiiiiiiieriee e 13
533 REM MRI-ERI: Message and Evidence Retrieval INterface.........ccoeviineirieneiseeeeecee e 13
534 Y R o = A 11 = P 13
535 CSI: COMMON SEIVICE INLEITACE .......ectiieeeeieeeee ettt ettt be et et sr bt ene e e e e 14
54 REM MESSAQE CONSLIAINES ......uveeveeieeieeieeieseesessseesseeteesseassesseessessseessessesnsesssesseasseensesssessssssenssesssesssesssesnessnes 14
54.1 REMS relay metadata MIME Header Fields CONSLFaINES..........cccveiierieieeiecie e ie e 14
5.4.2 signed data MIME Header Fields CONSIIaiNLS.........coiiiieiieiiese et ee e e see e e e e sae e sneenneenee e 15
54.3 REMS introduction MIME Header Fields-Body CONSIraiNtS.........cccocveieeieereeie e 15
5431 GENENAl REGUITEIMENTS. .....ieiiiitiriei ettt ettt eh bt e bbbkt b e bbb ek e b e b b eb e b e b b e e 15
54.32 multipart/alternative: free text subsection Header Fields constraints..........ccoeeeeeeienenenenencnceeeeene 15
54.3.3 multipart/alternative: HTML subsection Header Fields CONStraints.........ccocveeveeeeieneenenesese e 15
544 original message MIME Header Fields CONSLIAINES ........c.coirieiririeiriieerieee e 15
545 REMS extensions MIME Header FieldS CONSLFaiNS .......cc.eieeieiiereresiese e 16
5.4.6 ERDS evidence MIME Header FieldS CONSLFaiNES........cc.oieiieieeeere et 16
54.7 REMS signature MIME Header Fields-Body CONSITAINES........ccccvvieieeiee e e 16
55 REMS - @VidenCe SEt CONSITAINTS. .......ooviieieiiterie ettt ettt b e bt b et e e et sr b et ene e e e e e 17
551 ERDS eVidenCe tyPeS CONSLTAINTS .........ceieerieriierieeieeieseeseesteesteesaessassessseesseesseessesssesssessesssesssesssessssnsesnns 17
55.1.1 Mandatory evidence - all styleS Of OPEIaliON ..........c.eceiiiieieriec e 17
55.1.2 Mandatory evidence - S& N style Of OPEralioN...........ccveiveciie i 17
55.1.3 Conditional evidence - al styleS 0f OPEratioN ........ccciireeiiirieireeer s 18
552 ERDS evidence COMPONENLS CONSITAINTS. ......c.couiiueieiirieieiesieeete sttt sttt st sb e 19
5521 GENENAl FEOUITEITIENES ......ueeieeeteseeieete sttt ettt ettt b et b e b bbb e e bt et s bbb eb e bt s e st sb e b e e b e nn e e enis 19
5522 SubmissionAcceptance - SUDMISSIONREECION ........c.eiviriiiiiieiriicre s 19
55.2.3 ContentConsignment - ContentConsigNMENtFAITUIE .............coviiriiiirieeeese s 20
55.24 ContentHandover - ContentHanNdOVErFaIIUNE.............cooiiieiieeeeres e 20
55.25 RelayAcceptance - REIGQYREECHON.........cccv ettt et enaesnaesraesnees 21
55.2.6 REIBYFAITUE.......oitiieeiiete ettt et se st s e e s e e beseeseebeseeseebe e et e sbe e ebesaeneesesbeseenens 21
Annex A (informative): REM DSt PraCliCeS......coiivireiiisieriee e 22
Annex B (informative): REM Dasalinerationales ... 23
= 700 R 1 0o 1 (o o OSSPSR 23

ETSI


https://standards.iteh.ai/catalog/standards/sist/3ff889bf-f8bc-4a30-853b-5b4c51528d71/osist-pren-319-532-4-v1-3-0-2023

4 Draft ETSI EN 319 532-4 V1.3.0 (2023-10)

B.2 Common Service INtEIFACE (CSI) ....ocouiiiee ettt et ae st b e ere e nesne e 23
B.2.1 L@ Y R SSRR 23
B.2.2 DEIIVEA FELHONAIES. ... .ottt st b e bbbt e e se e besaeeb e ebe e bt eb e e st en s e e e ebenbesbeebeeneennennens 25
B.22.1 LCT= 0T - SO PRSP 25
B.2.2.2 =SS o 01U o S 25
B.2.2.3 TrUSE ESEADITSNIMIENL ...t b ettt se b bt e s et e e e b e sb e e b s st ene e e et e 25
B.2.24 Capability discovery and ManaQEMENT ..........c.ceiieiieriereeese e seeseesreesreseesseesseesseesseesesaesseenseesesneesnes 35
B.2.2.5 GOVEIMANCE SUPPONT ...ttt sttt ettt e et et e e sae e e b e e sae e e sabe e sate e sabeesabeesabeeeabeesabeeebeeeabeeeaseeeabeeebeeeabeeensene e 38
B.3 Digital Signatures and timMe-SLAMP.........coeieriirieeiee et sr e s sse e sn s 39
B.3.1 L@ VUSRS 39
B.3.2 S0 o 00T To g I =Y/= | SO 41
B.3.3 L e o Y= Y= 0| SR 42
B.3.4 CONSIGNIMENT BVENL .....eueeieee it ieesie et ete e e ettesaesee st e e s teeste e eeaseeesseeseesseesseesseenseensesneesaeesaeesseenseanseensenneenneessensses 44
Annex C (normative): REM basalinerequiremMentS ... ieeee et 45
(O €1 g T= = = o 0] = 0101 1 RSP 45
C.2  Common SerViCe INTEITACE (CS) ...uiriiiiiieeeeeeeeee s 45
c21 L@ VOSSR 45
C22 GENEIAl PIOVISIONS. ...ttt sttt sttt sttt st eb e et b e se et bt s e et e b e s e e st eb e £ e e st e b e e e e e e b e b e st e b e s e e neebene et eb e s be st eb e s b e e eee 45
c23 BaSiC NBNASNEKE ...ttt ettt s e et et e et e st aeeae e e e e e seeseeebeeneene e e eneenes 46
c231 0o 0o o) P RRSN 46
C.23.2 MESSAE ROULING ...ttt ettt et b et b e bbbt b e bt b e s et e b e se et e b et et b e b 46
C.233 TrUSE ESEADITSNIMIENL ...t b e h et s e bbb et e e b e bt nbe e st ene e e e e e 46
c2331 Trust - Trusted List general rFeQUITEMENLS..........c.cccveiierieerieeeeesee e seeseesaeeteesee e sseesree e e seeeeesneesnes 46
C.233.2 Trust - Trusted List service element reStriCtioNS. ........cooviierieieieeere e e 47
C.2333 LIS Y= T = (] TR = o= S 49
C234 Capability discovery and ManaQEMENL ..........cccueiieiiereeieeieeesie e seesre et e e e e sseesreesre e teeseesaeseenseesesneesaes 50
c234.1 Capabilities - Trusted List general reqUIrEMENTS..........ccecverieerieeiesie e e e esee e e e e e eae e sreeseees 50
C.234.2 Capability metadata - Trusted List referencing of REMS metadata............coovveerireeiniininiescneeees 54
C.2343 Capability metadata - Consistency and validation SLEPS ...........coeviriiiriiiine e 57
Cc.2344 Capability-based security - Trusted List referencing of security tOKeNS..........cccoovreienenenenieenenenens 58
C.2345 Capability-based security - Consistency and validation StEPS.........cevieeiririerenere e 59
C.234.6 Capability - DiSCOVENY INEEITACE ......eiuiiiiiciie bbb 60
C.235 GOVEINEBNCE SUPPOIT ...ttt ettt sttt et sb e er et se e r e s bt e b e e e n e s e sr e Rt e et eb e e e e nennesreenesaeesne e enes 60
C.3 ERDSeVIdence - COMPOSILION ......ccciiiiiiieriiiirieieeeeisiesiestestesteseesseeesessessessessesseseesseseesessesseseessessessenes 65
C31 LT aTe = (U] = .01 ] S SR SRS 65
C3.2 NEeW ERDS @VidENCE EXIENSIONS .....c..ceuieiiieitietesie ettt ettt ebe et e e se b et eb e s st e se e s e ss e besee b e nbesbesreeneeneennens 66
C321 General EVIidenCelNfO EXEENSION ........ociiieeeeee ettt se et et e teseesbesneenee e eneas 66
C322 RelayEVIidenCelNfO @XIENSION .......c.eiiiieeiiiteeeeee ettt et b e et b et sb e 67
C33 COMPOSITION FEQUITEIMIENTS ..ottt sttt ettt ettt b e bt i e bt ae b e se e st b e s e e st ke sa et ee e st ebese et eb e s b e e ebenbe e e 68
C34 DAl FEQUITEMENTS ..ottt ettt ettt b et bbbt b et h e b e s bt b et be e b e e e st e b et et ebe et eee 70
C.4 Digital SIgNatureS and tiME-StAMIP......coueiverieieieieieese sttt sr et sttt e b e aeneeeenes 76
C4.1 L@ N T ST 76
c4.2 REM messages - digital SIgNaLUrE PrOVISIONS.......ccuveiveeiieriereeseeseeseeesseesseesesseesseesseesseesseessesssssseesseessesssesssenns 77
c43 ERDS evidence - digital SIgNalure PrOVISIONS........c.cciueiiieieereeiereerseeseesteesteeteseesaesessseesseessessessseessesssesssenns 77
c44 ERDS evidence - time-Stamp PrOVISIONS..........ccuerierieeneeieriteseeseeseesseesseessessessesssaesseessessseessesssssssssseessesssenns 78
C45 SPECITIC APPIICALIONS. ...ttt bttt b et b et b e b st b et bene et b e st et b e e 78
C451 ST g TES S0 g =Y o SRS 78
C45.2 REIBY BVENL ...ttt b e bt b e et b e et b e et bRt bRt bbb n e 80
C.453 CoNtENtCONSIGNMENT BVENT. .......ceviitiietertere ettt sttt et eb e e b e et et sa e e bt sb e e et e see e ebesbe e ebesbeneeneas 84
C454 SUMMBNY TBDIES ..ottt b bt b e bbb et bt s b et eb e s b e e ebesbeneebeebeneenea 87
Annex D (informative): REM basaline best PractiCesS..........ouiieieieeeeeseses e 92
D.1  Global gOVEINANCE PIrACLICES ....c.veueeueeieriiriiete st sie sttt sttt s e b st e bt e st e e e besaesbeneennenens 92
D.11 LC T 1= - | ST 92
D.1.2 LiNKSWIth NALONEL TBWS........eiuiieeiieeee sttt s r bt e ae et e e e b sr b e s neene e e e e 92
D.1.3 REMID POICY ElOIMENTS. ......eiiiiiecie sttt sttt e st et e e este e tesseesaeesseeseenteesseeseessaesseesseenseensennnennes 92

ETSI


https://standards.iteh.ai/catalog/standards/sist/3ff889bf-f8bc-4a30-853b-5b4c51528d71/osist-pren-319-532-4-v1-3-0-2023

5 Draft ETSI EN 319 532-4 V1.3.0 (2023-10)

D.2 Registration and SEtUP PIraCLiCES. ......cueiuiiieie st ettt et st et e e eae e e re e te e e resbe et e steeaeestesreeneensesreensesneens 93
D.21 GENENAL ...ttt et e b e e be e ee e eeeheeehe e bt ebeeateeheeaheebeeteebeeateeteaaeeaaeeaheebeenteenteeateeneenreenres 93
D.2.2 Certificate and SIGNAtUIrE PrOPEITIES. .......eiveieeieeieere et ete st e st e et e e e teseeseesreesreesseeeeessesseesseenseenseeseesneessensnens 93
D.22.1 Certificate SIgNifiCant ElEMENES.........c.ciie et esr e st e st e e s reesreenreeneeenes 93
D.2.2.2 CertifiCat@ ISSUING PALN ....cveeieeeeee ettt e s e s ae e sae e e e enaeeseesseesreesaeenreeneeenes 93
D.2.2.3 Digital signature - signature-PoliCY-Identifier.........cvie e e 94
D.2.3 I I 1 7 | ST 95
D.24 L L0 = = 1 95
D.3  PEiOUiCal PraCLICES.......ccuiiteieiitetee ettt bbb e et h b e bt b e e se st b e nre b nn e s e 95
[ A N [0 o 0 1 0 (o= OSSR 95
D.4.1 LT 0T S SS 95
D.4.2 ool g0 = 95
D.4.3 (0001 1= 1o 11 7 SRS 96
D.4.4 Y1 RS0 1= o 96
D.45 ComMPIELe SEt OF EXAIMPIES.......eceieeiece e e s et e e eesaeesaeesaeesseenseenseenteenaeeneesneesreas 97
Annex E (normative): XML SCheMATIlES. ..o e e 98
E.1 XML Schemafilelocation for namespace http://uri.ets.org/19532/V1# ........ccovreieneieeieineneseeeeens 98
Annex F (informative): (O T To ol o T o YU 99
[ T (PO P PSP 101

ETSI


https://standards.iteh.ai/catalog/standards/sist/3ff889bf-f8bc-4a30-853b-5b4c51528d71/osist-pren-319-532-4-v1-3-0-2023

6 Draft ETSI EN 319 532-4 V1.3.0 (2023-10)

Intellectual Property Rights

Essential patents

IPRs essentia or potentially essential to normative deliverables may have been declared to ETSI. The declarations
pertaining to these essential IPRs, if any, are publicly available for ETSI member s and non-members, and can be
found in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to
ETS in respect of ETS standards’, which is available from the ETSI Secretariat. Latest updates are available on the
ETSI Web server (https./ipr.etsi.org/).

Pursuant to the ETSI Directivesincluding the ETSI IPR Policy, no investigation regarding the essentiality of IPRS,
including IPR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not
referenced in ETSI SR 000 314 (or the updates on the ETSI Web server) which are, or may be, or may become,
essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which areindicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks of ETSI registered for the benefit of its
Members. 3GPP™ and LTE™ are trademarks of ETSI registered for the benefit of its Members and of the 3GPP
Organizational Partners. oneM 2M ™ logo is atrademark of ETSI registered for the benefit of its Members and of the
oneM2M Partners. GSM® and the GSM logo are trademarks registered and owned by the GSM Association.

Foreword

This draft European Standard (EN) has been produced by ETSI Technical Committee Electronic Signatures and
Infrastructures (ESI), and is now submitted for the combined Public Enquiry and Vote phase of the ETSI standards EN
Approval Procedure.

The present document is part 4 of amulti-part deliverable. Full details of the entire series can be found in part 1 [4].

Proposed national transposition dates

Date of latest announcement of this EN (doa): 3 months after ETSI publication
Date of latest publication of new National Standard

or endorsement of this EN (dop/e): 6 months after doa

Date of withdrawal of any conflicting National Standard (dow): 6 months after doa

Modal verbs terminology

In the present document "shall”, "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" are to beinterpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal formsfor the expression of
provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.
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Introduction

Registered Electronic Mail (REM) is a particular instance of an Electronic Registered Delivery Service (ERDS).
Standard email, used as a backbone, makes interoperability smooth and increases usahility. At the same time, the
application of additional security mechanisms ensures integrity, confidentiality and non-repudiation (of submission,
consignment, handover, etc.). It protects against the risk of loss, theft, damage and any illegitimate modification.

The present document covers the common and worldwide-recognized requirements to address electronic registered
delivery securely and reliably. Particular attention is paid to the Regulation (EU) No 910/2014 [i.1]. However, the legal
effects are outside the scope of the present document.
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1 Scope

The present document specifies the interoperability profiles of the Registered Electronic Mail (REM) messages
according to the formats defined in ETSI EN 319 532-3 [6] and the concepts and semantics defined in ETSI

EN 319532-1[4] and ETSI EN 319 532-2 [5]. It deals with issues relating to authentication, authenticity and integrity
of the information, with the purpose to address the achievement of interoperability across REM service providers,
implemented according to the af orementioned specifications.

The present document covers all the options to profile REM services for both styles of operation: S& N and S& F.
More specifically, the present document:

a) Defines generalities on profiling.

b) Defines constraintsfor SMTP profile.

The present document also specifiesa REM baseline supporting the technical interoperability amongst service providers
in different regulatory frameworks.

NOTE: Specifically but not exclusively, REM baseline specified in the present document aims at supporting
implementations of interoperable REM services by use of Trusted List Frameworks to constitute Trusted
domains and qualified REM services (instances of electronic registered delivery services) by use of EU
Trusted List system as per Regulation (EU) No 910/2014 [i.1].

2 References

2.1 Normative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected |ocation might be found at
https://docbox.etsi.org/Reference.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are necessary for the application of the present document.

[1] ETSI EN 319 522-1: "Electronic Signatures and Infrastructures (ESI); Electronic Registered
Delivery Services; Part 1. Framework and Architecture”.

[2] ETSI EN 319 522-2: "Electronic Signatures and Infrastructures (ESI); Electronic Registered
Delivery Services; Part 2: Semantic Contents'.

[3] ETS| EN 319 522-3: "Electronic Signatures and Infrastructures (ESI); Electronic Registered
Delivery Services; Part 3: Formats'.

[4] ETS| EN 319 532-1: "Electronic Signatures and Infrastructures (ESI); Registered Electronic Mail
(REM) Services, Part 1: Framework and Architecture”.

[5] ETSI EN 319 532-2: "Electronic Signatures and Infrastructures (ESl); Registered Electronic Mail
(REM) Services; Part 2: Semantic Contents'.

[6] ETS| EN 319 532-3: "Electronic Signatures and Infrastructures (ESI); Registered Electronic Mail
(REM) Services, Part 3: Formats".

[7] IETF RFC 5321: "Simple Mail Transfer Protocol”.

[8] IETF RFC 5322: "Internet Message Format”.
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|ETF RFC 2045: "Multipurpose Internet Mail Extensions (MIME) Part One: Format of Internet

Message Bodies'.

IETF RFC 3207 (2002): "SMTP Service Extension for Secure SMTP over Transport Layer

Security”.

ETSI EN 319 522-4-3: "Electronic Signatures and Infrastructures (ESI); Electronic Registered

Delivery Services; Part 4: Bindings; Sub-part 3: Capability/requirements bindings'.
ETSI TS119 612 (V2.2.1): "Electronic Signatures and Infrastructures (ESI); Trusted Lists'.

ETSI EN 319 122-1: "Electronic Signatures and Infrastructures (ESI); CAJES digital signatures;

Part 1: Building blocks and CAdES baseline signatures”.
ETSI EN 319 132-1: "Electronic Signatures and Infrastructures (ESI); XAdES digital signatures;

Part 1: Building blocks and XAdES baseline signatures'.

elDAS Technical Specifications: "SAML Attribute Profile" - Version 1.2", 31 August 2019.

Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

NOTE:

While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[i.1]

[i.2]

[i.3]

[i.4]

[i.5]
[i.6]
[i.7]
[i.8]

[i.9]
[i.10]

[i.11]

[i.12]

Regulation (EU) No 910/2014 of the European Parliament and of the Council of 23 July 2014 on

electronic identification and trust services for €l ectronic transactions in the internal market and
repealing Directive 1999/93/EC.

ISO/IEC TR 10000:1998: "Information technology - Framework and taxonomy of International
Standardized Profiles’.

IETF RFC 6698: "The DNS-Based Authentication of Named Entities (DANE), Transport Layer
Security (TLS) Protocol: TLSA".

IETF RFC 7208: "Sender Policy Framework (SPF) for Authorizing Use of Domainsin Email,
Version 1".

IETF RFC 6376: "DomainKeys Identified Mail (DKIM) Signatures”.
NIST Special Publication 800-177: "Trustworthy Email".
NIST Special Publication 800-45: "Guidelines on Electronic Mail Security, Version 2".

IPJ - The Internet Protocol Journal - November 2016, Volume 19, Number 3: "Comprehensive
Internet E-Mail Security: Review of email vulnerabilities and security threats'.

IETF RFC 4035: "Protocol Modifications for the DNS Security Extensions'.

IETF RFC 7489: "Domain-based Message Authentication, Reporting, and Conformance
(DMARC)".

IETF RFC 8551: "Secure/Multipurpose Internet Mail Extensions (S'MIME) Version 4.0 Message
Specification”.

ETSI EN 319 521: "Electronic Signatures and Infrastructures (ESI); Policy and security
regquirements for Electronic Registered Delivery Service Providers'.
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[1.13] IETF RFC 7817: "Updated Transport Layer Security (TLS) Server Identity Check Procedure for
Email-Related Protocols'.

[i.14] IETF RFC 2046: "Multipurpose Internet Mail Extensions (MIME) Part Two: Media Types'.

[i.15] ETSI TR 119 001 (V1.2.1): "Electronic Signatures and Infrastructures (ESI); The framework for

standardization of signatures; Definitions and abbreviations'.

[i.16] IETF RFC 8550: "Secure/Multipurpose Internet Mail Extensions (S'MIME) Version 4.0
Certificate Handling".

3 Definition of terms, symbols, abbreviations and
terminology
3.1 Terms

For the purposes of the present document, the terms given in ETSI EN 319 532-1 [4] and the following apply:
REMID authority: entity entitled to govern the REMID

NOTE: A REMID authority governsthe REMID by the management of the REMID policy and through processes
of supervision and monitoring, ensuring the adherence to the REMID policy and the requirements
specified in the present document.

REMID policy: set of organizational, security and technical requirements that each adherent REM SP is obliged to fulfil
to achieve interoperability

3.2 Symbols

Void.

3.3 Abbreviations

For the purposes of the present document, the abbreviations givenin ETSI EN 319 532-1 [4], ETSI TR 119 001 [i.15]
and the following apply:

cC Country Code
NOTE: Asdefinedin ETSI TS119 612 [12], clause 3.2.

DNS Domain Name System
EML Electronic Mail Format

NOTE: Asper Internet Message Format syntax defined in IETF RFC 5322 [8].
MS Member State

NOTE: Asdefinedin ETSI TS119 612 [12], clause 3.2.

QERDS Qualified Electronic Registered Delivery Service

NOTE: Asper thedefinitionin ETSI EN 319 522-4-3[11], clause 7.2.

QREMS Qualified Registered Electronic Mail Service
SAN Subject Alternative Name (or SubjectAltName) X509v3 digital certificate extension

NOTE: Asper extension defined in IETF RFC 8550 [i.16], clause 4.4.3.
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TSL Trust Status List
NOTE: Asper thedefinitionin ETSI EN 319 522-2 [2], clause 9.3.

3.4 Terminology

Since Registered Electronic Email Services are specific types of Electronic Registered Delivery Services, the present
document uses the terms and definitions from ETSI EN 319 521 [i.12] and ETSI EN 319 522 (Parts 1 to 3) [1], [2] and

[3].
ETSI EN 319 532-2 [5], clause 4.1 specifies the usage of prefixes ERD versus REM or ERDS versus REM S for naming
concepts and structures.

The naming convention used in the present document is that constructs whose content is completely generated by the
REMS are prefixed with "ERDS' or "REMS". In contrast, constructs whose content includes user-generated datais
prefixed with "ERD" or "REM".

4 General requirements

4.1 Introduction

The present document provides one profile asintended in 1ISO/IEC TR 10000 [i.2]: "the identification of chosen classes,
conforming subsets, options and parameters of base standards, or International Standardized Profiles necessary to
accomplish a particular function”. In the present document the concept of profile embraces references like architectural,
protocol detail, semantic and implementation aspects, and technical standard and service interoperability aspects.

More specifically, the present document specifiesa REM service profile that uses the same formats (S'MIME based)
and the same transport protocols (SMTP). Annex B and Annex C specify the baseline set of requirements for the
implementation and configuration of interoperable REM services.

The mandatory requirements defined in the aforementioned referenced REM services specifications are not normally
repeated here, but, when necessary, the present document contains some references to them.

4.2 Compliance requirements

Requirements are grouped in three different categories, each with its corresponding identifier. Table 1 defines these
categories and their identifiers.

Table 1: Requirements categories

Identifier Requirement to implement
M System shall implement the element
R System should implement the element
®) System may implement the element

All the requirements shall be defined in tabular form.

Table 2: Requirements template

N° Service/Protocol EN reference Requirement Implementation Notes
element guidance

Column Ne shall identify a unique number for the requirements. This number shall start from 1 in each clause. The
eventual referencesto it would also include the clause number to avoid any ambiguity.
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Column Service/Protocol element shall identify the service element or protocol element the requirement applies to.

Column EN Reference shall reference the relevant clause of the standard where the element is defined. The referenceis
to ETSI EN 319 522-1[1], ETSI EN 319 522-2 [2], ETSI EN 319 532-1 [4] or ETSI EN 319 532-3 [6] except where
explicitly indicated otherwise.

Column Requirement shall contain an identifier, as defined in table 1.

Column I mplementation guidance shall contain numbers referencing notes and | etters referencing additional
requirements. It isintended either to explain how the requirement is implemented or to include any other information
not mandatory.

Column Notes shall contain additional notes to the requirement.

NOTE: Within aREMID, aprovision different from the ones specified in the present document isviable if and
only if such REMID does not envisage to interoperate with other REMIDs.

5 SMTP interoperability profile

5.1 General requirements

This clause defines a profile for interoperability among REM SPs based on SMTP relay protocol and the same formats.
Under this basis, although many aspects described here are valid and reusable in other contexts, formats and protocols,
all the sentences of the present part of the document mainly refer to interactions among REM services providersusing -
as atransfer protocol for REM messages - SMTP and its related updates, extensions and improvements (e.g. ESMTP or
SMTP-AUTH, etc.).

In particular, the concepts defined in IETF RFC 5321 [7], clause 2.3.1 regarding envelope and content of the Mail
Objects, and the concepts defined in IETF RFC 5322 [8], clause 2.2 and IETF RFC 2045 [9] regarding the collection of
header fields, structure, formats and message representation shall apply.

5.2 Style of operation

From an interoperability standpoint, no impact is expected to occur because of the adopted style of operation by REMS
(Store-And-Forward vs Store-And-Notify). Therefore, the present document shall deal with both on the same profile.

The reason for that is that any REM message exchanged between two REM SPs (even REM messages that contain a
reference to the REM Object in a Store-And-Notify context) is conveyed using the Relay Interface that, within the
present interoperability profile, is based on the SMTP protocol. Henceforth protocols, message formats and evidence
formats are the same in the two cases.

Then, al the REM S operating under the Store-And-Notify style of operation also need a REM S operating under
Store-And-Forward style of operation that represents a common layer between the two styles of operation.

Differences only arise in the set of mandatory evidence, which is specified within the two styles of operations, as
described in clause 5.5.

5.3 REMS - interfaces constraints

531 Introduction

The next clauses profile the interfaces specified in ETSI EN 319 522-1 [1] and ETSI EN 319 532-1 [4], clause 5.

ETSI


https://standards.iteh.ai/catalog/standards/sist/3ff889bf-f8bc-4a30-853b-5b4c51528d71/osist-pren-319-532-4-v1-3-0-2023

