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Intellectual Property Rights

Essential patents

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The declarations
pertaining to these essential IPRs, if any, are publicly available for ETSI members and non-members, and can be
found in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to
ETS in respect of ETS standards’, which is available from the ETS| Secretariat. Latest updates are available on the
ETSI Web server (https:/ipr.etsi.org/).

Pursuant to the ETSI Directivesincluding the ETSI IPR Policy, no investigation regarding the essentiality of IPRS,
including I PR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not
referenced in ETSI SR 000 314 (or the updates on the ETS| Web server) which are, or may be, or may become,
essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks of ETSI registered for the benefit of its
Members. 3GPP™ and LTE™ are trademarks of ETSI registered for the benefit of its Members and of the 3GPP
Organizational Partners. oneM 2M ™ logo is atrademark of ETSI registered for the benefit of its Members and of the
oneM2M Partners. GSM ® and the GSM logo are trademarks registered and owned by the GSM Association.

Foreword

This Technical Specification (TS) has been produced by ETSI Technical Committee Secure Element Technologies
(SET).

The contents of the present document are subject to continuing work within TC SET and may change following formal
TC SET approval. If TC SET modifies the contents of the present document, it will then be republished by ETSI with
an identifying change of release date and an increase in version number as follows:

Version x.y.z
where:
x  thefirst digit:
0  early working draft;
1  presented to TC SET for information;
2  presented to TC SET for approval;
3  orgreater indicates TC SET approved document under change control.

y  thesecond digitisincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z  thethird digit isincremented when editorial only changes have been incorporated in the document.
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The present document is part 1 of a multi-part deliverable covering Smart Secure Platform (SSP), asidentified below:
Part 1: " General characteristics';
Part2:  "Integrated SSP (iSSP) characteristics';
Part 3:  "Embedded SSP (eSSP) Type 1 characteristics’;
Part 4:  "Embedded SSP (eSSP) Type 2 characteristics'.

Modal verbs terminology

In the present document “shall”, "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of
provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.
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1 Scope

The present document is part of a series of documents that specify the technical solution for the Smart Secure Platform
(SSP), according to the requirements listed in ETSI TS 103 465 [i.2].

The present document contains generic technical solutions for different aspects of SSP functionality. It does not specify
any specific type of SSP.

The types of SSP are referred to as classes. The class specifications (for example the integrated SSP technical
specification in ETSI TS 103 666-2 [8]) refer to the present document for common SSP functionality.

2 References

2.1 Normative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

. In the case of areferenceto a TC SET document, a non-specific reference implicitly refersto the latest version
of that document in the same Release as the present document.

Referenced documents which are not found to be publicly available in the expected |ocation might be found at
https://docbox.etsi.org/Reference/.

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are necessary for the application of the present document.

[1] ETSI TS 102 221: "Smart Cards; UICC-Terminal interface; Physical and logical characteristics'.

[2] Void.

[3] ISO/IEC 7816-3: "Identification cards -- Integrated circuit cards -- Part 3: Cards with contacts --
Electrical interface and transmission protocols'.

[4] ISO/IEC 7816-4: "Identification cards -- Integrated circuit cards -- Part 4. Organization, security
and commands for interchange”.

[5] ETSI TS 102 613: "Smart Cards; UICC - Contactless Front-end (CLF) Interface; Physical and data
link layer characteristics'.

[6] ETSI TS 102 223: "Smart Cards; Card Application Toolkit (CAT)".

[7] ETSI TS 102 226: " Smart Cards; Remote APDU structure for UICC based applications’.

[8] ETSI TS 103 666-2: " Smart Secure Platform (SSP); Part 2: Integrated SSP (iSSP) characteristics'.

[9] ORACLE: "Application Programming Interface, Java Card™ Platform, Classic Edition 3.0.5".

[10] ORACLE: "Runtime Environment Specification, Java Card™ Platform, Classic Edition 3.0.5".

[11] ORACLE: "Virtual Machine Specification Java Card™ Platform, Classic Edition 3.0.5".

NOTE: ORACLE Java Card™ Specifications can be downloaded at
https.//docs.oracle.com/javacard/3.0.5/index.html.

[12] ETSI TS 102 241: "Smart Cards; UICC Application Programming Interface (UICC API) for Java
Card™".
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[13] GlobalPlatform: "Virtual Primary Platform - Network Protocol", Version 1.0.1.

NOTE: Available at https://global platform.org/specs-library/global platform-technol ogy-virtual -primary-platform-
v1-0-1/.

[14] ETSI TS 102 622: "Smart Cards; UICC - Contactless Front-end (CLF) Interface; Host Controller

Interface (HCI)".

[15] Recommendation ITU-T X.680 (08/2015): "Information technology - Abstract Syntax Notation
One (ASN.1): Specification of basic notation".

[16] Recommendation ITU-T X.690 (08/2015): "Information technology - ASN.1 encoding rules:
Specification of Basic Encoding Rules (BER), Canonical Encoding Rules (CER) and
Distinguished Encoding Rules (DER)".

[17] ETSI TS 102 671: "Smart Cards; Machine to Machine UICC; Physical and logical characteristics'.
[18] IETF RFC 7230: "Hypertext Transfer Protocol (HTTP/1.1): Message Syntax and Routing".

[19] IETF RFC 2818: "HTTP Over TLS".

[20] IETF RFC 8446: "The Transport Layer Security (TLS) Protocol Version 1.3".

[21] IETF RFC 793: "Transmission Control Protocol".

[22] GlobalPlatform: " Card Specification”, Version 2.3.1.

NOTE: Available at https://global platform.org/specs-library/card-specification-v2-3-1/.

[23] IETF RFC 768 (August 1980): "User Datagram Protocol".
[24] IETF RFC 7252: "The Constrained Application Protocol (CoAP)".
[25] GlobalPlatform: "UICC Configuration”, Version 2.0.

NOTE: Available at https://global pl atf orm.org/specs-library/uicc-configuration-v2/.

[26] IETF RFC 792: "Internet Control Message Protocol”.

[27] IETF RFC 6895: "Domain Name System (DNS) IANA Considerations”.

[28] IETF RFC 4122: "A Universally Unique I Dentifier (UUID) URN Namespace”.

[29] IETF RFC 8141: "Uniform Resource Names (URNS)".

[30] IETF RFC 8615: "Well-Known Uniform Resource Identifiers (URIS)".

[31] IETF RFC 3629: "UTF-8, atransformation format of 1SO 10646".

[32] ETSI TS 103 713: "Smart Secure Platform (SSP); SPI interface”.

[33] ETSI TS 102 705: "Smart Cards; UICC Application Programming Interface for Java Card™ for
Contactless Applications’.

[34] ETSI TS 101 220: "Smart Cards; ETSI numbering system for telecommunication application
providers'.

[35] ANSI X9.63:2011: "Public Key Cryptography for the Financial Services Industry - Key
Agreement and Key Transport Using Elliptic Curve Cryptography".

[36] BSI Technical Guideline TR-03111: "Elliptic Curve Cryptography”, Version 2.0.

[37] FIPS PUB 180-4:2015: " Secure Hash Standard (SHS)".

[38] IETF RFC 5280: "Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation

List (CRL) Profile".
[39] IETF RFC 5480: "Elliptic Curve Cryptography Subject Public Key Information”.
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[40] NIST SP 800-56A: "Recommendation for Pair-Wise Key-Establishment Schemes Using Discrete
Logarithm Cryptography" (Revision 3), April 2018.

[41] IETF RFC 5639: "Elliptic Curve Cryptography (ECC) Brainpool Standard Curves and Curve
Generation".

[42] IETF RFC 6960: "X.509 Internet Public Key Infrastructure Online Certificate Status Protocol -
OCSP".

[43] IETF RFC 5758: "Internet X.509 Public Key Infrastructure: Additional Algorithms and Identifiers

for DSA and ECDSA".

2.2 Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

. In the case of areferenceto a TC SET document, a non-specific reference implicitly refersto the latest version
of that document in the same Release as the present document.

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[i.1] ETSI TR 102 216: "Smart Cards; Vocabulary for Smart Card Platform specifications'.
[i.2] ETSI TS 103 465: "Smart Cards; Smart Secure Platform (SSP); Requirements Specification”.
3 Definition of terms, symbols, abbreviations and

coding conventions

3.1 Terms

For the purposes of the present document, the terms given in ETSI TR 102 216 [i.1] and the following apply:
access control: metadata defining access rights of an accessor or agroup of accessors
NOTE: Itisanelement of the access control list.
access control list: list of access controls attached to the resource
accessor : application which is acting on behalf of an entity, e.g. user or modem
NOTE: The accessor claims an identity when accessing aresource.
accessor authentication: procedure for authentication of an accessor against its credential
accessor credential: meansto prove the identity of the accessor, e.g. PIN, fingerprint/minutia, token, signature, etc.
group of accessors: set of accessors
NOTE: A group may be empty.

MBM host domain: SCL host domain residing inside the modem, equivalent to "MBM Host Domain" in
GlobalPlatform VPP - Network Protocol [13]

resour ce: service or information on which accessis controlled
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