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Intellectual Property Rights

Essential patents

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The declarations
pertaining to these essential IPRs, if any, are publicly available for ETSI members and non-member s, and can be
found in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to
ETS in respect of ETS standards’, which is available from the ETS| Secretariat. Latest updates are available on the
ETSI Web server (https://ipr.etsi.org/).

Pursuant to the ETSI Directivesincluding the ETSI IPR Policy, no investigation regarding the essentiality of IPRS,
including I PR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not
referenced in ETSI SR 000 314 (or the updates on the ETS| Web server) which are, or may be, or may become,
essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks of ETSI registered for the benefit of its
Members. 3GPP™ and LTE™ are trademarks of ETSI registered for the benefit of its Members and of the 3GPP
Organizational Partners. oneM 2M ™ logo is atrademark of ETSI registered for the benefit of its Members and of the
oneM2M Partners. GSM ® and the GSM logo are trademarks registered and owned by the GSM Association.

Foreword

This Technical Report (TR) has been produced by ETSI Technical Committee Cyber Security (CY BER).

Modal verbs terminology

In the present document “should", "should not", "may", "need not", "will", "will not", "can" and "cannot" areto be
interpreted as described in clause 3.2 of the ET S| Drafting Rules (Verbal forms for the expression of provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.

Executive summary

Industry sectors have addressed the assessment of cyber risks, particularly as regards software, in alargely silo manner.
On the other hand, recently introduced - and even upcoming - legislation mandates a horizontal treatment of cyber risks
that spans multiple industry sectors and types of products. When it comes to cyber risks, for several these product
families, these legidations are afirst. And where such legislation holds for the placement of products and servicesin the
EU Single Market, stringent requirements apply.

Given that risk assessment is predominantly informed by the context in which products and services operate, the (re)use
of sectorial risk assessments (e.g. consumer, industrial, medical, etc.) in the development of technical standards
supportive to such horizontal legislations has been a complex and arduous exercise. Particularly so when it comesto
subjective factors - inherent in any risk assessment - that should be kept under control.

Currently, thisis largely an open issue for the industry. Hence thereis aneed for an "adapter" concept (e.g. an approach,
method, guidance, practice, or other suitable formalism) that facilitates reuse of the investment made by different
industry sectors in the assessment of risk, while providing a uniform "interface" fit for the conformance assessment
requirements and other legal concerns of such horizontal legisations. Such a unified "adapter” is currently lacking.
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The present document addresses this gap and analyses the areas where subjective factors play arolein this context. It
introduces the challenges that accompany the assessment of cyber risks in the context of market placement and presents
essential principles that inform the risk assessment of products on the basis of their properties. Finally, a method to
constrain and control subjectivity developed to address the challenges of said risk assessmentsisintroduced and
presented.

Introduction

Historically, risk assessment has been an exercise undertaken by a human expert in the domain. Thanks to the gradual
accumulation of experience and knowledge about a particular domain, human experts have, in endless iteration, gone
through the steps of the risk assessment process: risk identification, risk analysis, and risk evaluation.

However, even the most diligent application of expertise cannot preclude the possibility that different human experts,
given the same information about risks, produce different assessment results. Thisis not due to an insufficient level of
expertise, diligence, or some other aspect of professionalism, but rather an inherent characteristic that the involvement
of ahuman actor begets.

Simply put, different people may assess the same piece of information differently.

Traditionally, cyber security has been a somewhat nicefield in ICT. Cyber security experts have been - at least in
comparison to other specialist areasin ICT - rare to find. The attainment of a competent level of expertisein cyber
security requires a solid understanding of how all the ICT elements work together in any given scenario. As aresult,
competent cyber security experts are to commonly found in the mature stages of their professional life.

Simply because, acquiring expert knowledge of al the different technologies found in a modern globally distributed
ICT system requires a considerable investment in one's career time. The continuous nature of technological evolutionin
ICT and the intelligent response of cyber adversaries means that cyber risks continuously evolve.

Cyber security experts and cyber adversaries are effectively in a continuous tug-of-war, where the latter seek to
discover and exploit vulnerabilities in operational ICT systems and the former seek to shield those ICT systems against
those vulnerahilities (as well as bring them back to an operational state if they fall victim to one).

Inparalel, as ICT system pervade modern society ever more, concerns about safety, as well as other societal aspects of
ICT systems and their elements gain more focus. These concerns include the impact of cyber risks.

Naturally, the legislative bodies of modern societies seek to address those concerns by the introduction of appropriate
legislation. In the European Union, several strategic legislations have been introduced to addresses various concernsin
connection to cyber risks. Among others, these include legislation that applies uniformly across all Member States of
the European Union, such as the Delegated Regulation 2022/30 [i.19] that complements Directive 2014/53 [i.16], the
proposal for a Cyber Resilience Act, and the proposal for an Artificial Intelligence Act.

However, when it comes to legislation that applies uniformly across all Member States of the European Union, stringent
rules about the conformity assessment of products apply. These rules include the obligation assess all the risks that the
(intended) use of a product and/or a service carries. This risk assessment informs the identification, evaluation, selection
and application of risk treatments that reduce the overall risk exposure of the product and/or service to an acceptable
level.

Standards play arole in this exercise by providing technical solutions - and the respective validation tests - to treat
particular risks and declare conformity of a product and/or service on the basis of its compliance to those standards.
These (harmonised) standards are developed by one or more European Standardization Organizations at the request of
the European Commission, which ultimately reviews those harmonised standards. A critical aspect of that review
concerns the application of validation tests that are objectively verifiable (i.e. that are reproducible).

A harmonised standard that passes the European Commission's review and gets a citation in the Official Journal of the
European Union confers a presumption of conformity. The latter means that compliance to such a harmonised standard
provides an indication that the respective product and/or service conformsto the legal requirements that the harmonised
standard covers. And a declaration of conformity on the basis of compliance to such harmonised standards is as valid as
an examination of the product and/or service by athird party. Hence when it comes to the placement of products and/or
servicesin the EU Single Market, the self-declaration option offers the least economic friction to the placement of
products and/or servicesin the EU Single Market.
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And therein lies the conundrum: how can stakeholders assess risksin a way that (at least) converges to a common risk
classification, so that the treatment of risks can be uniform across al stakeholders? To put it otherwise: for any given
product and/or service, how can arisk assessment inform the treatment of cyber risks in a manner that does not diverge
across stakehol ders?

Lack of a common approach in the treatment of particular risks (which, in turn, depends on the risk assessment) means
that option to self-declare a product's conformity isimpossible for market stakeholders. In that case, the only option
available is the examination of the product and/or service by a third-party and the consequent increase in the cost of
market placement.

The present document addresses this conundrum. It proposes a method to enhance the presumption of conformity in
cyber mattersto a sufficient level.
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1 Scope

The present document examines the background to the assessment of cybersecurity risks and identifies issues that may
arise in the context of placing ICT products and servicesin the EU Single Market under the applicable legal
requirements. Issues relevant to that scope are explored and options identified for possibly considerationin ETSI
working practices to addresses these issues.

Under the New Legidative Framework (NLF) that governs the placement of products and servicesin the EU Single
Market, harmonised standards provide a path of minimal economic friction for the agile introduction of technological
innovations across EU Member States. In turn, risk assessment plays a pivota role in the devel opment of harmonised
standards that, whilst supporting conformance to the applicable legal requirements, are also economically efficient.

The importance of harmonised standards to the smooth and efficient design and development of products and services
to be placed on the EU Single Market has been recognized by the European Commission and the European
Standardization Organizations.

Because the assessment of cyber risksis afundamentally combinatorial exercise, the complexity and time it takesfor a
European Standardization Organization to identify and analyse the risk that should be considered in the harmonised
standards increases exponentially with the scope that the respective legislation covers and the portfolio of ICT products
and servicesit appliesto. In simple terms, the greater the range of products and services within the scope of a particular
legislation, the larger the set of possible use cases to consider will be, and thus the larger the workload of the risk
assessment.

The present document presents the framework that underpins the placement of productsin the EU Single Market in
regard to risk assessment matters. It highlights of the salient features that, in accordance to common knowledge in the
domain, good risk assessment approaches demonstrate. It also outlines the most common standards that underpin the
application of risk assessment in an international context. In addition, it presents key characteristics of good approaches
to the assessment of risks. Finally, it scopes the space of solutions that includes risk assessment approaches fit to inform
the development and the application of harmonised standards in support of market placement.

The concepts and the approach put forth in the present document are applicable to products, as defined in [i.14], that are
or can be described through properties that take distinct values.

The present document does not address the estimation of probability distributions that characterize the occurrence of
events that contribute to particular risks. More specifically, it assumes that a stable body of knowledge in support of
such estimates exists and builds on such estimates, if any, that apply in a given risk assessment scenario. A solution
that, for illustration purposes, is shown in Annex A of the present document, assumes that errorsin the estimation of
numerical boundaries of risk classes follow a normal distribution. However, this assumption serves exclusively
illustration purposes and does not restrict the application of the solution under the assumption of a different distribution.

Finally, in regard to the ICT industry's recent focus on zero trust [i.41] and vulnerability disclosure: zero trust is beyond
the scope of risk assessment, as according to 1SO 31000:2018 [i.2], enforcement actions are part of risk treatment,
which, while informed by the outcomes of risk assessment, is beyond the scope of risk assessment. Likewise,
vulnerability disclosure, whose ecosystem is presented in ETSI TR 104 003 [i.42], while informed by the outcomes of
risk assessment, is beyond the scope of the risk assessment process itself.

2 References

2.1 Normative references

Normative references are not applicable in the present document.
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Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

NOTE:

While any hyperlinksincluded in this clause were valid at the time of publication ETSI cannot guarantee
their long-term validity.

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[i.1]
[i.2]
[i.3]
[i.4]
[.5]

[i.6]

[i.7]

[i.8]

[i.9]

[i.10]
[i.11]
[i.12]

[i.13]

[i.14]

[i.15]

[i.16]

[1.17]

[i.18]

[i.19]

SO Guide 73:2009: "Risk management - Vocabulary”.

SO 31000:2018: "Risk management - Guidelines'.

|EC 31010:2019: "Risk management - Risk assessment techniques'.
SO 31073:2022: "Risk management - Vocabulary”.

I SO/IEC 27000:2018: "Information technology - Security techniques - Information security
management systems - Overview and vocabulary".

I SO/IEC 27002:2002: "Information security, cybersecurity and privacy protection - Information
security controls'.

ISO/IEC 27005:2022: "Information security, cybersecurity and privacy protection - Guidance on
managing information security risks".

ISO/IEC TR 27016:2014: "Information technology - Security techniques - I nformation security
management - Organizational economics'.

I SO/IEC 17000:2020: " Conformity assessment - Vocabulary and general principles’.
ISO/IEC 17060:2022: " Conformity assessment - Code of good practice”.
NIST SP 800-30 Revision 1: "Guide for Conducting Risk Assessments'.

"Cyber Threat Modelling: Survey, Assessment, and Representative Framework", MITRE
Technical Paper, November 2018.

Regulation (EC) No 765/2008 of the European Parliament and of the Council of 9 July 2008
laying down requirements for accreditation and market surveillance for the marketing of products
and repealing Council Regulation (EEC) No 339/93.

Decision No 768/2008/EC of the European Parliament and of the Council of 9 July 2008 on a
common framework for the marketing of products, and repealing Council Decision 93/465/EEC.

Regulation (EU) 2019/1020 of the European Parliament and of the Council of 20 June 2019 on
market surveillance and compliance of products and amending Directive 2004/42/EC and
Regulations (EC) No 765/2008 and (EU) No 305/2011.

Directive 2014/53/EU of the European Parliament and of the Council of 16 April 2014 on the
harmonisation of the laws of the Member States relating to the making available on the market of
radio equipment and repealing Directive 1999/5/EC Text with EEA relevance.

European Commission press release of October 29, 2021: "Commission strengthens cybersecurity
of wireless devices and products’.

European Commission Q& A on Delegated Regulation 2022/30: " Strengthening cybersecurity of
wireless devices and products”.

Commission Delegated Regulation (EU) 2022/30 of 29 October 2021 supplementing Directive
2014/53/EU of the European Parliament and of the Council with regard to the application of the
essential requirements referred to in Article 3(3), points (d), (e) and (f), of that Directive.
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to the European Committee for Standardisation and the European Committee for Electrotechnical
Standardisation as regards radio equipment in support of Directive 2014/53/EU of the European
Parliament and of the Council and Commission Delegated Regulation (EU) 2022/30.

The DoCRA Council: "Analysing Risk for Reasonable and Appropriate Safeguards’.
OpenGroup: "FAIR Requirements for Risk Assessment Methodologies'.
OpenGroup: "FAIR Risk Taxonomy (O-RT) V3.0.1".

OpenGroup: "FAIR Risk Analysis Process Guide V1.1".
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European Commission: "Proposal for a Regulation laying down harmonised rules on artificial
intelligence".

European Commission: "Impact Assessment of the Regulation on Artificial intelligence”.

European Commission: "The EU Cybersecurity Act".

European Commission: "Implementing Decision (EU) 2019/417, Guidelines for the management
of the European Union Rapid Information System 'RAPEX".

European Commission: "EU general risk assessment methodology"”, Action 5 of Multi-Annual
Action Plan for the surveillance of productsin the EU (COM(2013)76), Ref. Ares(2016)2656912.

European Commission: "The 'Blue Guide' on the implementation of EU product rules 2022".

"EU Cybersecurity Certification".

I SO/IEC 15408-1:2022: "I nformation security, cybersecurity and privacy protection - Evaluation
criteriafor IT security - Part 1: Introduction and general model”.

I SO/IEC 15408-2:2022: "Information security, cybersecurity and privacy protection - Evaluation
criteriafor IT security - Part 2: Security functional components’.

I SO/IEC 15408-3:2022: "Information security, cybersecurity and privacy protection - Evaluation
criteriafor IT security - Part 3: Security assurance components’.

Recommendation ITU-T X.1055: "Risk management and risk profile guidelines for
telecommunication organizations'.

Recommendation ITU-T X.1208: "A cybersecurity indicator of risk to enhance confidence and
security in the use of telecommunication/information and communication technologies”.

NIST SP 800-154: "Guide to Data-Centric System Threat Modelling".
NIST SP-800-207: "Zero trust architecture”.

ETSI TR 104 003: "Cyber Security (CYBER); The vulnerability disclosure ecosystem".

ISO/IEC 27001:2022: "Information security, cybersecurity and privacy protection Information
security management systems”.

ETSI EN 302 217-2: "Fixed Radio Systems; Characteristics and requirements for point-to-point
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ETSI


https://ec.europa.eu/growth/tools-databases/mandates/index.cfm?fuseaction=search.detail&id=611
https://digital-strategy.ec.europa.eu/en/library/cyber-resilience-act-factsheet
https://digital-strategy.ec.europa.eu/en/library/proposal-regulation-laying-down-harmonised-rules-artificial-intelligence
https://digital-strategy.ec.europa.eu/en/library/proposal-regulation-laying-down-harmonised-rules-artificial-intelligence
https://digital-strategy.ec.europa.eu/en/library/impact-assessment-regulation-artificial-intelligence
https://digital-strategy.ec.europa.eu/en/policies/cybersecurity-act
https://eur-lex.europa.eu/EN/legal-content/summary/product-safety-eu-rapid-information-system-rapex-guidelines.html
https://eur-lex.europa.eu/EN/legal-content/summary/product-safety-eu-rapid-information-system-rapex-guidelines.html
https://ec.europa.eu/docsroom/documents/17107/attachments/1/translations/en/renditions/pdf
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=OJ:C:2022:247:TOC
https://certification.enisa.europa.eu/
https://csrc.nist.gov/pubs/sp/800/207/final
https://standards.iteh.ai/catalog/standards/etsi/a6e9f4f6-3487-4ced-a762-fd8511888e33/etsi-tr-103-935-v1-1-1-2023-12

12 ETSI TR 103 935 V1.1.1 (2023-12)

[i.45] |EEE 802.15.1-2005: "IEEE™ Standard for Information technology - Local and metropolitan area
networks - Specific requirements - Part 15.1ac Wireless Medium Access Control (MAC) and
Physical Layer (PHY) specifications for Wireless Personal Area Networks (WPAN)".

[i.46] Regulation (EU) 2019/881 of the European Parliament and of the Council of 17 April 2019 on
ENISA (the European Union Agency for Cybersecurity) and on information and communications
technology cybersecurity certification and repealing Regulation (EU) No 526/2013 (Cybersecurity

Act).
3 Definition of terms, symbols and abbreviations
3.1 Terms

For the purposes of the present document, the terms given in 1SO Guide 73:2009 [i.1] and the following apply:
action: act taken against an Asset by a Threat Agent

NOTE: Requiresfirst that contact occurs between the Asset and Threat Agent [i.23].
asset: anything that has value to the organization

NOTE 1: Asdefined in ISO/IEC 27002:2002 [i.6].

NOTE 2: Theinformation, information system, or information system component that is breached or impaired by
the Threat Agent in a manner whereby its value is diminished or the act introduces liability to the Primary
Stakeholder [i.23].

confor mity assessment: demonstration that specified requirements are fulfilled
NOTE: Asdefined in ISO/IEC 17060:2022 [i.10].

conseguence: outcome of an event affecting objectives
NOTE: Asdefined in 1SO Guide 73:2009 [i.1].

contact event: occurs when a Threat Agent establishes a physical or virtual (e.g. network) connection to an Asset
NOTE: Asdefined in FAIR Risk Taxonomy (O-RT) [i.23].

contact frequency: probable frequency, within a given timeframe, that a Threat Agent will come into contact with an
Asset

NOTE: Asdefined in FAIR Risk Taxonomy (O-RT) [i.23].
control: measure that maintains and/or modifies risk
NOTE 1: Asdefined in 1SO 31000:2018[i.2].

NOTE 2: Any person, policy, process, or technology that has the potential to reduce the Loss Event Fregquency
(LEF) - Loss Prevention Controls - and/or Loss Magnitude (LM) - Loss Mitigation Controls[i.23].

equivalence: sufficiency of different conformity assessment results to provide the same level of assurance of
conformity with regard to the same specified requirements

NOTE: Asdefined in ISO/IEC 17000:2020 [i.9].
event: occurrence or change of a particular set of circumstances
exposur e
. extent to which an organization and/or stakeholder is subject to an event

NOTE 1: Asdefined in ISO Guide 73:2009 [i.1].
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. extent to which an organization and/or interested party is subject to an event
NOTE 2: Asdefined in 1SO Guide 73:2009 [i.1] and ISO 31073:2022 [i.4].

level of risk: magnitude of arisk or combination of risks, expressed in terms of the combination of consequences and
their likelihood

NOTE: Asdefined in 1SO Guide 73:2009 [i.1] and 1SO 31073:2022 [i.4].
likelihood: chance of something happening
NOTE: Asdefined in 1SO Guide 73:2009 [i.1] and 1SO 31073:2022 [i.4].
loss: reduction in the value of an asset
NOTE: Asdefined in ISO/IEC TR 27016:2014 [i.8].
loss event: occurs when a Threat Agent's action (Threat Event) is successful in breaching or impairing an Asset
NOTE: Asdefined in FAIR Risk Taxonomy (O-RT) [i.23].

loss event frequency: probable frequency, within a given timeframe, that a Threat Agent will inflict harm upon an
Asset

NOTE: Asdefined in FAIR Risk Taxonomy (O-RT) [i.23].
loss flow: structured decomposition of how losses materialize when a Loss Event occurs
NOTE: Asdefined in FAIR Risk Taxonomy (O-RT) [i.23].
loss magnitude: probable magnitude of loss resulting from a Loss Event
NOTE: Asdefined in FAIR Risk Taxonomy (O-RT) [i.23].
loss scenario: story of loss that forms a sentence from the perspective of the Primary Stakeholder
NOTE: Asdefined in FAIR Risk Taxonomy (O-RT) [i.23].
mar ket availability: act of making a product available in the EU Single Market

NOTE: A product is made available on the market when supplied for distribution, consumption or use on the
Union market in the course of acommercia activity, whether in return for payment or free of
charge[i.33].

mar ket placement: act of placing a product in the EU Single Market

NOTE: A product is placed on the market when it is made available for the first time on the Union market.
According to Union harmonization legislation, each individual product can only be placed once on the
Union market [i.33].

primary stakeholder: person or organization that owns or is accountable for an Asset
NOTE: Asdefined in FAIR Risk Taxonomy (O-RT) [i.23].

probability: measure of the chance of occurrence expressed as a number between 0 and 1, where 0 isimpossibility and
1 is absolute certainty

NOTE: Asdefined in 1SO Guide 73:2009 [i.1] and 1SO 31073:2022 [i.4].

probability of action: probability that a Threat Agent will act against an Asset once contact occurs
NOTE: Asdefined in FAIR Risk Taxonomy (O-RT) [i.23].

residual risk: remaining risk after risk treatment
NOTE: Asdefinedin SO Guide 73:2009 [i.1] and 1SO 31073:2022 [i.4].
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resilience: adaptive capacity of an organization in a complex and changing environment
NOTE: Asdefined in 1SO Guide 73:2009 [i.1] and 1SO 31073:2022 [i .4].
risk: effect of uncertainty on objectives
NOTE 1: Asdefined in 1SO Guide 73:2009 [i.1] and 1SO 31073:2022 [i.4].
NOTE 2: The probable frequency and probable magnitude of future loss[i.23].
risk analysis: process to comprehend the nature of risk and determine the level of risk
NOTE: Asdefined in 1SO Guide 73:2009 [i.1], 1SO 31073:2022 [i.4] and FAIR Risk Taxonomy (O-RT) [i.23].
risk assessment: overal process of risk identification, risk analysis, and risk evaluation
NOTE: Asdefined in 1SO Guide 73:2009 [i.1], 1SO 31073:2022 [i.4] and FAIR Risk Taxonomy (O-RT) [i.23].
risk control: measure that maintains and/or modifies risk
NOTE: Asdefined in 1SO Guide 73:2009 [i.1] and 1SO 31073:2022 [i.4].
risk criteria: terms of reference against which the significance of arisk is evaluated
NOTE: Asdefined in 1SO Guide 73:2009 [i.1] and 1SO 31073:2022 [i.4].
risk evaluation:

. process of comparing the results of risk analysis with risk criteriato determine whether the risk and/or its
magnitude is acceptable or tolerable

NOTE 1. Asdefined in SO Guide 73:2009 [i.1].

. process of comparing the results of risk analysis with risk criteria to determine whether the risk is acceptable
or tolerable

NOTE 2: Asdefined in 1SO 31073:2022 [i.4].

risk factors: individual components that determine risk, including Loss Event Frequency, Loss Magnitude, Threat
Event Frequency, etc.

NOTE: Asdefined in FAIR Risk Taxonomy (O-RT) [i.23].
risk identification: process of finding, recognizing and describing risks
NOTE: Asdefined in SO Guide 73:2009 [i.1] and 1SO 31073:2022 [i.4].
risk management: coordinated activitiesto direct and control an organization with regard to risk
NOTE: Asdefined in 1SO Guide 73:2009 [i.1], ISO 31073:2022 [i.4] and FAIR Risk Taxonomy (O-RT) [i.23].
risk source: element which alone or in combination has the potential to give rise to risk
NOTE: Asdefinedin SO Guide 73:2009 [i.1] and 1SO 31073:2022 [i.4].
risk tolerance:
. organization's or stakeholder's readiness to bear the risk after risks treatment in order to achieve its objectives
NOTE 1: Asdefined in 1SO Guide 73:2009 [i.1].
. organization's or interested party's readiness to bear the residual risk in order to achieve its objectives
NOTE 2: Asdefined in 1SO 31073:2022 [i.4].
risk treatment: process to modify risk that can involve:

e  Avoiding therisk by deciding not to start or continue with the activity that givesrise to the risk.
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