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European foreword

This document (prEN 17366:2019) has been prepared by Technical Committee CEN/TC 183 “Waste
management”, the secretariat of which is held by DIN.

This document is currently submitted to the CEN Enquiry.

This standard takes ISO 14443 (Parts 1,2 and 3) as basis. In the case that this standard and the
ISO 14443 (Parts 1, 2 and 3) are in conflict, this standard prevails.

As this standard takes the series of ISO 14443 (Parts 1, 2 and 3) as basis, it is necessary to conform to
these three parts of ISO 14443 to be able to conform to the standard defined in this document.

This document presents the standard for the identification of access chips.

The ISO 14443 series defines two types of access chips: type A and type B. This standard restricts this
choice and defines that the type of access chip to be used is type A.
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1 Scope

This document is used in the framework of the waste processing industry and defines the processing of
relevant information for the deposit of garbage between access chips and the collection container
systems.

This document is not intended to be used for container identification.
NOTE The container identification is covered by EN 14803.

This document provides the technical specification and the restrictions that are defined on top of the
ISO 14443 series (Parts 1, 2 and 3).

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments) applies.

ISO/IEC 14443-1, Cards and security devices for personal identification — Contactless proximity
objects — Part 1: Physical characteristics

ISO/IEC 14443-2, Identification cards — Contactless integrated circuit cards — Proximity cards — Part 2:
Radio frequency power and signal interface

ISO/IEC 14443-3, Cards and security devices for personal identification — Contactless proximity
objects — Part 3: Initialization and anticollision

3 Terms and definitions

For the purposes of this document, the following terms and definitions apply.
ISO and IEC maintain terminological databases for use in standardization at the following addresses:

e [EC Electropedia: available at http://www.electropedia.org/
e ISO Online browsing platform: available at http://www.iso.org/obp

3.1

access chip (e.g. Card or Tag)

device (like a credit card) capable of carrying a chip. Also assimilated are the Tags or any other way of
identifying a user for the access control

3.2
reader
device, placed on a collection container, capable of reading the information contained on a chip

3.3

controller

device capable of interaction with a reader and transferring the information from a chip to reusable
information

3.4
chip
device carrying data, which can be recognized by a reading device


http://www.electropedia.org/
http://www.iso.org/obp
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3.5
collection container
reservoir capable of containing waste for more than one household or building

3.6

collection container system

reservoir capable of containing waste for more than one household or building together with all its
electronics to manage the system

3.7

Pay As You Throw

PAYT

refer to unicity and protection against copy of identification number to avoid misuse in accounting
systems

3.8

Data Encryption Standard
DES

cracked encryption algorithm

3.9
3DES
replacement of DES

3.10
AES-128
AES with 128 bit key

4 Symbols and abbreviations

The following abbreviations apply:

MAD  Mifare Application Directory
AES Advanced Encryption Standard

5 Requirements

5.1 General

This clause deals with the technical requirements for the identification of access chips.

The requirements defined in this clause shall be regarded as additional requirements on top of the
ISO 14443 series (Parts 1, 2 and 3) standards, to be able to conform to this standard.

It is therefore necessary to conform to all three parts of ISO 14443.

5.2 Frequency

According to the ISO 14443 series, the frequency to be used is 13,56 MHz.
5.3 Type of the access chip

Compliance to this standard requires that type A is used (see Clause 3).
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5.4 Unique number

5.4.1 Generalities

Each access chip that complies with ISO 14443 series shall contains a unique number.
This unique number will be used to identify the access chip at the collection container.

5.4.2 Requirement

The uniqueness of the access chip number will be guaranteed by the manufacturers of the access chips
by attributing a range of numbers they can use, which will not be provided to any other manufacturer.

Furthermore, the manufacturers shall comply with the rule that they release each number they
received, only once.

5.5 Length of unique number

5.5.1 Generalities

Current implementations of the ISO 14443 series include access chips that contain a unique number
with a length of 4 bytes, with a length of 7 bytes and access chips that contain a unique number with a
length of 10 bytes.

5.5.2 Requirement on unique number

For use, this standard restricts these options by defining that the length of the unique number of the
access chip should be minimum 7 bytes. Readers and systems shall be able to read and process access
chips in accordance.

5.6 Information on access chip

5.6.1 Generalities

The ISO 14443 series not only defines that each access chip shall have a unique number, it also defines
other sectors on the access chip that can be used to contain information. This standard does not define
or restrict the use of the other sectors on the access chip. It is therefore possible to use the access chip
for instance to get access to buildings or pools, without the access chip being not conformant to this
standard.

5.6.2 Requirement on access chip

In the case extra information is stored in the available sectors on the access chip, the MAD writing
method shall be used to prevent two applications using the same sector and therefore causing
problems. The MAD method uses an index to define to which sector of the access chip the information
for a specific application can be found, thereby optimizing the use of the access chip.

5.7 Information required to open the collection container

The unique number on the access chip shall be the only element of information that is necessary to
determine whether the collection container should be opened. So the UID number shall be used in the
data chain. The opening of the drum shall always be based on the UID number. If any other information
that is stored on the access chip is necessary to determine whether the container should be opened, the
container does not conform to this standard.

5.8 Reading the unique number

The ISO 14443 series defines that each access chip that conforms to the standard shall have a unique
number (the so-called “UID”) stored on the access chip.
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This number should be stored non changeable and readable without encryption or password and
should be read by every reader.

To ensure that every reader reads the same number, the byte order that should be used to represent the
number when supplying this to the other systems, shall be the big-endian order.

5.9 Writing to the access chip

The UID is the only and sole way to get access to the waste container. Other applications can of course
write information to the access chip; this is out of the scope of this standard.

5.10 Security

The unique number on the access chip shall be non changeable and readable without encryption or
password and should be read by every reader.

For the other parts of the access chips, that contain information that is not used for the collection of
waste (but for instance for access control), this standard does not define whether or not security
measures are allowed.
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