°
w SLOVENSKI STANDARD

SIST EN IEC 62541-4:2020
Ol-december-2020

Nadomesca:
SIST EN 62541-4:2015

Enotna arhitektura OPC - 4. del: Storitve (IEC 62541-4:2020)

OPC Unified Architecture - Part 4: Services (IEC 62541-4:2020)

OPC Unified Architecture - Teil 4: Dienste (IEC 62541-4:2020)

Architecture Unifiee OPC - Partie 4: Services (IEC 62541-4:2020)

Ta slovenski standard je istoveten<z: EN-IEC 62541-4:2020

ICS:

25.040.40 Merjenje in krmiljenje Industrial process
industrijskih postopkov measurement and control

35.240.50 Uporabniske reSitve IT v IT applications in industry
industriji

SIST EN IEC 62541-4:2020 en,fr,de

2003-01.Slovenski institut za standardizacijo. RazmnoZevanje celote ali delov tega standarda ni dovoljeno.



SIST EN IEC 62541-4:2020

iTeh STANDARD PREVIEW
(standards.iteh.ai)

SIST EN IEC 62541-4:2020
https://standards.iteh.ai/catalog/standards/sist/64d52 1 0e-88ed-4168-9cb 1 -
4b9ab8eeaed8/sist-en-iec-62541-4-2020



EUROPEAN STANDARD EN IEC 625414
NORME EUROPEENNE
EUROPAISCHE NORM September 2020

ICS 35.100.05; 25.040.40 Supersedes EN 62541-4:2015 and all of its amendments
and corrigenda (if any)

English Version

OPC Unified Architecture - Part 4: Services
(IEC 62541-4:2020)

Architecture Unifiée OPC - Partie 4: Services OPC Unified Architecture - Teil 4: Dienste
(IEC 62541-4:2020) (IEC 62541-4:2020)

This European Standard was approved by CENELEC on 2020-08-17. CENELEC members are bound to comply with the CEN/CENELEC
Internal Regulations which stipulate the conditions for giving this European Standard the status of a national standard without any alteration.

Up-to-date lists and bibliographical references concerning such national standards may be obtained on application to the CEN-CENELEC
Management Centre or to any CENELEC member.

This European Standard exists in three official vefsions (English, French, German). A version'in.any other language made by translation
under the responsibility of a CENELEC memberinto its own'language and notified to the CEN-CENELEC Management Centre has the
same status as the official versions.

CENELEC members are the national electrotechnical committees of Austria, Belgium, Bulgaria, Croatia, Cyprus, the Czech Republic,
Denmark, Estonia, Finland, France, Germany, Greece,'Hungary; lceland, ireland, Italy, Latvia, Lithuania, Luxembourg, Malta, the
Netherlands, Norway, Poland, Portugal, Republic, of North Macedonia, Romania, Serbia, Slovakia, Slovenia, Spain, Sweden, Switzerland,
Turkey and the United Kingdom.

CENELEC

European Committee for Electrotechnical Standardization
Comité Européen de Normalisation Electrotechnique
Europiisches Komitee fiir Elektrotechnische Normung

CEN-CENELEC Management Centre: Rue de la Science 23, B-1040 Brussels

© 2020 CENELEC All rights of exploitation in any form and by any means reserved worldwide for CENELEC Members.

Ref. No. EN IEC 62541-4:2020 E



EN IEC 62541-4:2020 (E)

European foreword

The text of document 65E/716/FDIS, future edition 3 of IEC 62541-4, prepared by SC 65E "Devices
and integration in enterprise systems" of IEC/TC 65 "Industrial-process measurement, control and
automation"” was submitted to the IEC-CENELEC parallel vote and approved by CENELEC as
EN IEC 62541-4:2020.

The following dates are fixed:

+ latest date by which the document has to be implemented at national (dop) 2021-05-17
level by publication of an identical national standard or by endorsement

+ latest date by which the national standards conflicting with the (dow) 2023-08-17
document have to be withdrawn

This document supersedes EN 62541-4:2015 and all of its amendments and corrigenda (if any).

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. CENELEC shall not be held responsible for identifying any or all such patent rights.

This document has been prepared under a mandate given to CENELEC by the European Commission
and the European Free Trade Association.

Endorsement:notice

The text of the International Standard |IEC 62541-4:2020 was-approved by, CENELEC as a European
Standard without any modification.



EN IEC 62541-4:2020 (E)

Annex ZA
(normative)

Normative references to international publications
with their corresponding European publications

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments)
applies.

NOTE 1 Where an International Publication has been modified by common modifications, indicated by (mod),
the relevant EN/HD applies.

NOTE 2 Up-to-date information on the latest versions of the European Standards listed in this annex is available
here: www.cenelec.eu.

Publication Year Title EN/HD Year

IEC/TR 62541-1 - OPC unified architecture - Part 1: CLC/TR 62541-1 -
Overview and concepts

IEC/TR 62541-2 - OPC» unified “architecture /- [Part 2: CLC/TR 62541-2 -
Security model

IEC 62541-3 - OPC Unified Architecture - Part 3: EN IEC 62541-3 -
Address Space Model

IEC 62541-5 - OPC ' ‘Unified “Architectire®--Part 5" EN IEC 62541-5 -
Information Model

IEC 62541-6 - OPC Unified Architecture - Part 6: EN IEC 62541-6 -
Mappings

IEC 62541-7 - OPC unified architecture - Part 7: EN IEC 62541-7 -
Profiles

IEC 62541-8 - OPC Unified Architecture - Part 8: EN IEC 62541-8 -

Data Access

IEC 62541-11 - OPC Unified Architecture - Part 11: EN IEC 62541-11 -
Historical Access

IEC 62541-12 - OPC unified architecture - Part 12: EN IEC 62541-12 -
Discovery and global services

IEC 62541-13 - OPC Unified Architecture - Part 13: EN IEC 62541-13 -
Aggregates



SIST EN IEC 62541-4:2020

iTeh STANDARD PREVIEW
(standards.iteh.ai)

SIST EN IEC 62541-4:2020
https://standards.iteh.ai/catalog/standards/sist/64d52 1 0e-88ed-4168-9cb 1 -
4b9ab8eeaed8/sist-en-iec-62541-4-2020



IEC 62541-4

Edition 3.0 2020-07

INTERNATIONAL
STANDARD

NORME
INTERNATIONALE

colour
inside

OPC unified architectiire =
Part 4: Services

Architecture unifiée OPC —
Partie 4: Services

INTERNATIONAL
ELECTROTECHNICAL
COMMISSION

COMMISSION
ELECTROTECHNIQUE
INTERNATIONALE

ICS 25.040.40; 35.100.05 ISBN 978-2-8322-8589-3

Warning! Make sure that you obtained this publication from an authorized distributor.
Attention! Veuillez vous assurer que vous avez obtenu cette publication via un distributeur agréé.

® Registered trademark of the International Electrotechnical Commission
Marque déposée de la Commission Electrotechnique Internationale



-2- IEC 62541-4:2020 © |IEC 2020

CONTENTS

FOREWORD ..., 13
1 ST e o] o 1Y PP PPPR 15
2 NOIrMALIVE FEFEIENCES . ...ieiei e 15
3  Terms, definitions, abbreviated terms and conventions.............cc.coooiiiiiii i 16
3.1 Terms and definitioNs. ... ..o 16
3.2 AbDDreviated terMS ... 17
3.3 Conventions for Service definitions ... 17

N @ Y=Y VA TP 19
4.1 Service Set MOl ... 19
4.2 Request/response ServiCe ProCeAUIES ... ..iuuiiii e eas 22

5 S BIVICE S S oot 22
5.1 LT 1= - 1 PN 22
5.2 Service request and response header ... ... 23
5.3 SIVICE TESUILS ..oeitii e et 23
54 DiSCOVErY ServiCe Set. ... 24
5.4.1 L0 1Y V= PP 24
5.4.2 R g Lo I Y= VA=Y <SPPSR 26
5.4.3 FindServersOnNetwaork ... L o ol L i L L L 27
5.4.4 [TV 4= gTe ] oToT1 o) £ N O S B S S PP 29
5.4.5 ReEgISIEIrSEIVEr .o 31
5.4.6 REGISTEISEIVEI2.... ... e pomsrrues yeoma vt e by 53 i eneensensssassnesnssneeseesaesaesaeaeeneeeenaens 34

5.5 SecureChannel, Senvice  Set waly /i nssalondladeict kodbd 57 e SR o dblisededs dar e e eee e eeeereeereenans 35
5.5.1 Overview .........4h0%a0Reeacdd/sistbeninc Q204042020 35
5.5.2 OpPeNSECUrEChANNEL. .. .cui e 36
5.5.3 CloseSecureChannel ... ... 40

5.6 SESSION SBIVICE Sl .ot 41
5.6.1 OV BV W et 41
5.6.2 CrEatE S S SION . e ittt 41
5.6.3 ACtIVAtE S ESSION ..o 46
5.6.4 ClOS B S S SION et 49
5.6.5 CaANCE e s 50

5.7 NodeManagement Service Set ... 50
5.7.1 (O XYY V= PP 50
5.7.2 AANOAES ... e e 50
5.7.3 AdAREIEIENCES .. 52
5.7.4 Dl eteNOAES ...t 54
5.7.5 DeleteREfErENCES . e 56

5.8 VIBW SEIVICE Sl i e e 57
5.8.1 OV BV W .t 57
5.8.2 Bl O S e e 57
5.8.3 BroWSEN EXE ..o 60
5.8.4 TranslateBrowsePathsToNodelds ... 62
5.8.5 ReEGISIEINOUES .. et 64
5.8.6 UNregisterNOGES .. ... 65

5.9 QUETY SEIVICE Sl ..t 66

5.9.1 (@A =Y VA 1= T 66



IEC 62541-4:2020 © |IEC 2020 -3-

5.9.2 QUETYING VIBWS .ttt eeaaes 66
5.9.3 QUBTY TS e 67
594 QUUETYIN EXE it e e e 70
5,10  AMriDULE ServiCe St ... 71
5.10.1 L N V= 71
5.10.2 R .o 72
5.10.3 HISTOrYREAM ... e 73
5.10.4 LT 1 (S 76
5.10.5 HiStOryUpPdate ... o 79
511 Method Service Set ... 81
5.11.1 L 7= YT PR 81
5.11.2 O | PP 81
5.12  Monitoredltem Service Set. ... 84
5.12.1 MonitoredItem model ... ... 84
5.12.2 CreateMonitoredItems ... 89
5.12.3 ModifyMoNItOredItemS ... ..o 92
5.12.4 SetMonitoriNGMOAE ... .o 94
5.12.5 TN I T o 1= o [ Ve PSP 95
5.12.6 DeleteMonitoredltems ... ..o 97
5.13  Subscription Service Set ... 98
5.13.1 Subscription maodel .. . b L A L L 98
5.13.2 CreateSubSCription ... .. s e e Bt 8o e 107
5.13.3 ModifySubscCription .. 108
5.13.4 SetPUubliShiNGMOGE ... 110
5.13.5 PUDB LIS shns v rs5ie st /s s ssmmn ool es/e s 4 e < o 055 i« S[oiE 0 <5t o e e s e e e ae et neenaaennaes 111
5.13.6 Republish ......... 450008 om0 8 misteimiog 2540k ades 2020t eeeneeenreenaeetreetaeetaeeeaeeeaeenes 113
5.13.7 TransferSubSCriptioNS ... ... 114
5.13.8 DeleteSUbSCriPtioONS . ... 116
6  ServiCe DEhaVIoUIS ... 117
6.1 ST o1 0 o YRR 117
6.1.1 L N Y V= 117
6.1.2 Obtaining and installing an Application Instance Certificate ......................... 117
6.1.3 Determining if a Certificate is trusted ..o 118
6.1.4 Creating a SecureChannel..........cooiiiiiiii i 121
6.1.5 Creating @ SESSION .. 123
6.1.6 IMPErsonNating @ USEI ... e e 124
6.2 AULNOTIZAtioN SEIVICES ..oiuiiiiiii e 124
6.2.1 L R Y V= 124
6.2.2 Indirect handshake with an Identity Provider............cooooiiiiiiii i, 124
6.2.3 Direct handshake with an ldentity Provider ...........coooiiiiiii 125
6.3 Session-less Service iNVOCation ... ... 126
6.3.1 DS O P ON e 126
6.3.2 P aramM e S ..o 127
6.3.3 SEIVICE TESUIS ...t 128
6.4 Software Certificates. ... ..o 128
6.5 8 Lo 1 1o Ve PP 128
6.5.1 L =T YT P 128
6.5.2 General aUudit 10GS ... 128

6.5.3 General audit EVENTS ... 129



-4 - IEC 62541-4:2020 © |IEC 2020

6.5.4 Auditing for Discovery Service Set........ooiiiiiiiiiiiii e, 129
6.5.5 Auditing for SecureChannel Service Set ..o 129
6.5.6 Auditing for Session Service Set........ooiiiiiii 129
6.5.7 Auditing for NodeManagement Service Set........ccccooiiiiiiiiiiiiiii i, 130
6.5.8 Auditing for Attribute Service Set..... .o 130
6.5.9 Auditing for Method Service Set.......cooiiiiiii i, 131
6.5.10 Auditing for View, Query, Monitoredltem and Subscription Service Set........ 131
6.6 =T 10 Lo F=T o VoY 2N 131
6.6.1 RedUNdanCy OVEIVIEW ... e e e e e e 131
6.6.2 Server REAUNAANCY ....ouniiii e 132
6.6.3 Client REAUNAANCY ...uiviiiiic e e 143
6.6.4 Network REAUNAANCY .. .c.uiiiic e 143
6.6.5 Manually forcing FailOVer ... ..o 145
6.7 Re-establishing connections ... 145
6.8 Durable SUbSCIIPtiONS ... 147
Common parameter type definitions..... ..o 148
7.1 ApPlicatioNDesCriplioN ... 148
7.2 ApplicationInstanceCertificate.........ooeiiiiiiii 149
7.3 BroWSERESUIL ... oo e 150
7.4 1070101 (Y o1 11 =Y PP 151
7.4.1 ContentFilter structure. .o Lo T L R L L L 151
7.4.2 ContentFilterRESUM 4. v. s oo Th sor mro o dh o s e rneBae e om s b e eeneeen e etieeeneeeneeeneeeneeeneeeneens 151
7.4.3 FilterOperator ... o e e 152
7.4.4 FilterOperand ParameEterS .. v e somxsmresnrs s imeneeneenreneeeeneeneenaenaenaenaenaaenaenaennes 159
7.5 COUNLET et hisborrdop b sitods onewnion ko e/t smaelerse et 4o o5 9o s B2 e dbfis B sDeds du e e eneeeneenneenneennans 161
7.6 ContinuationPoint ....4h9abZecacdd/sistenyinc 0204042020 o 161
7.7 DataValUe .. ... 162
7.71 LY o =T = 162
7.7.2 PICOSECONAS. ...t e 162
7.7.3 SOUNCETIMES M .ottt e e e 162
7.7.4 SerVer TIME S A .o 163
7.7.5 StatusCode assigned to @ value...........ccooiiiiiiiiiii 163
7.8 DiagnoStICINTO ...cun e 164
7.9 DiscoveryConfiguration parameters .........coo.oiiiiiiiiiiii i 165
7.9.1 L =T YT P 165
7.9.2 MdnsDiscoveryConfiguration ............cooooiiiiiii 166
7.10  ENdpointD esCription ... e 166
711 ExpandedNodeld ... 167
7.12  ExtensibleParameter. ... 167
7400 T 1o o 1= G 167
T A4 INEEGErId e e 167
7.15  MessageSeCUrityMOde ......ccoiiiii e 168
7.16  MonitoringParameters .. ..o 168
7.17  MonitoringFilter parameters ... 169
7171 L Y V= 169
7.17.2 DataChangeFilter ... 170
7.17.3 BV N I T e 171
7.17.4 AggregateFilter. ..o 173

4% S T 1Y, o T Yo o [ e 1Y, o Yo - PP 174



IEC 62541-4:2020 © |IEC 2020 -5-

7.19  NodeAttributes parameters ... 175
7.19.1 L Y V= 175
7.19.2 ObjectAttributes parameter ... ..o 176
7.19.3 VariableAttributes parameter ... 176
7.19.4 MethodAttributes parameter...... ... 177
7.19.5 ObjectTypeAttributes parameter .........coooiiiiiii e, 177
7.19.6 VariableTypeAttributes parameter............oo i 178
7.19.7 ReferenceTypeAttributes parameter ..o 178
7.19.8 DataTypeAttributes parameter ... 179
7.19.9 ViewAttributes parameter...... ... 179
7.19.10 GenericAttributes parameter.........ccooiiiiiii 180

7.20 NotificationData parameters ... ... 180
7.20.1 L =T YT P 180
7.20.2 DataChangeNotification parameter ..........coooiiiiiiiiiiiiii e 181
7.20.3 EventNotificationList parameter ... 181
7.20.4 StatusChangeNotification parameter............cooooiiiiiiiiii i, 182

7.21  NOtificatioNMeESSAgE . .. i 182

7 [V 4 1= Tod 2= o o = PP 182

7.23  QUEryDataS et ... 183

7.24  ReadValueld ... e 184

7.25 ReferenceDescriptions. ... .l A L 185

7.26 RelativePath ... s B B e 186

7.27 RegisteredServer. ... .. 187

A T 0 =Yo [ U L=E=3 o T =T L 187

T.29  RESPONSEH CAUC . 1 it rirnrmsmrmetersfensnssionssies/ason b v < els o 058 msd = s{ais e 3rin §e s nennssennsnsnnsnssnens 189

7.30 ServiceFault............ 450058 om0 8/ mistereiog 254k ades 2070 te et et ae et e 189

7.31  SessionAuthenticationToOKeN ... 190

7.32  SIgnatureData......cc.iiniiii 191

7.33  SignedSoftwareCertificate.........ooooiiii 191

T7.34  StatUSC O ..o 192
7.34.1 LY o= = | 192
7.34.2 Common StatUSCOAES ... 194

7.35  TimestampPsTOREIUINN ..o e e 198

7.36  UserldentityToken parameters ........coiiiiiii e 198
7.36.1 L =T YT P 198
7.36.2 Token Encryption and Proof of POSSESSioN .......cc.oviiiiiiiiiiiiea 199
7.36.3 Anonymousldentity TOKEN ... 203
7.36.4 UserNameldentity TOKEN ... e 203
7.36.5 XO09Identity TOKENS ...cunie e 205
7.36.6 IsSUEAIEeNt ity TOKEN. ... 205

T7.37  USEITOKENPOIICY ..ot e 206

7.38 VS ON T iMoot 207

7.39  VIEWD S P 0N e e 207

Annex A (informative) BNF definitions...... ..o 208

A1 Overview over BNF ..o 208

A.2 BNF of RelativePath ... 208

A.3 BNF of NUMEFCRANGE .. oot e 209

Annex B (informative) ContentFilter and Query examples .........ccoviiiiiiiiniini e, 210

B.1 Simple ContentFilter examples. . ... 210



-6 - IEC 62541-4:2020 © |IEC 2020

B.1.1 OVEBIVIBW ittt ettt e 210
B.1.2 EXaMPIE T o e 210
B.1.3 EXAMPIE 2 e 211

B.2 Complex examples of QuUery filters........coooiiii i 212
B.2.1 L Y V= 212
B.2.2 Used type MOl ... e 212
B.2.3 EXample NOteS ..o 215
B.2.4 EXaMIDIE T 216
B.2.5 EX AL 2 e 217
B.2.6 EXaMPIE B o e 218
B.2.7 EXaAMIDIE 4 o 221
B.2.8 EXaMPIE B o e 222
B.2.9 E XML B e 223
B.2.10 E XML 7 e 225
B.2.11 EXamMPlE B e 227
B.2.12 EXaMIDIE O e 228
Figure 1 — DiSCOVEIY SerVICE Sel ...t e 19
Figure 2 — SecureChannel ServiCe Set.......cciiiiiiiiii e 19
Figure 3 — SeSSION SerViCe Sety rumm..a. crmermome - e« g5 rme « 5o 5 B <F T T e 1o eereenreenneenneeneennaes 20
Figure 4 — NodeManagement ServiCe Set . .. e 20
Figure 5 — View Service Set.......oa Ll L e e, 20
Figure 6 — Atribute ServiCe Set ... 21
Figure 7 — Method SEIVICE St . .....ocuminreruinraiinirsmenn sesm semmeie st e set «smsson g3nge feenseenseenneesneenneennaes 21
Figure 8 — Monitoredltem and Subscription/ Service Sets! 42020 i 22
e To U] T A B 1T Yodo Y=Y YA o] o T o] =Y PP 25
Figure 10 — USIiNG @ GateWay SeIVer ... .cuiiiiiiiiii e aas 30
Figure 11 — The registration process — Manually launched servers ...........ccooooiiiiiiiiiiniennen. 32
Figure 12 — The registration process — Automatically launched servers.............ccoocoiiiiiinnn. 32
Figure 13 — SecureChannel and SesSSiON SEerVICES .....couiiiiiiiiiiiii e 36
Figure 14 — Multiplexing USErs 0N @ SESSION .....iuuiiiiiiiiiiiie e 43
Figure 15 — Monitoredltem model...... ..o 84
Figure 16 — Typical delay in change detection...........cooiiii i 86
Figure 17 — Queue overflow handling ... e 87
Figure 18 — Triggering MOAEl ... ..o e e e e aaenas 88
Figure 19 — Obtaining and installing an Application Instance Certificate.................c...coocoet. 118
Figure 20 — Determining if an Application Instance Certificate is trusted ....................c..ocoel. 121
Figure 21 — Establishing a SecureChannel.............oioiiiiiii e 122
Figure 22 — Establishing @ SeSSIiON ....o.iiiiiii e 123
Figure 23 — Impersonating @ USEr ... 124
Figure 24 — Indirect handshake with an Identity Provider ..., 125
Figure 25 — Direct handshake with an Identity Provider..............coooiiiiiiii e, 126
Figure 26 — Transparent Redundancy setup example..........coooiiiiiiiiiici e 133
Figure 27 — Non-Transparent Redundancy Setup ........coooiiiiiiiiiiiii e 134

Figure 28 — Client Start-Up StePS ..o 138



IEC 62541-4:2020 © |IEC 2020 -7-

Figure 29 — Cold FailOVer. ... it e e 139
Figure 30 — Warm FailOVer. .. ... 140
Figure 31 — HOt FailOVer ... 141
Figure 32 — HOtANAMIrrored FailOVer ... e 142
Figure 33 — Server proxy for REAUNAANCY ......couiiniiiiiiii e 143
Figure 34 — Transparent network RedundancCy ..........c.oiiiiiiiiiiii e 144
Figure 35 — Non-transparent network Redundancy............ccooiiiiiiiiiii e, 145
Figure 36 — RECONNECE SEQUENCE .. ..uieiiie et e e et ee e es 146
Figure 37 — Logical layers Of @ SerVer........oouiuii i 190
Figure 38 — Obtaining a SessionAuthenticationToken ... 191
Figure 39 — EncryptedSecret 1ayout ... ... 200
Figure B.1 — Filter 10giC tree eXample. .. ... e 210
Figure B.2 — Filter 10giC tree eXample. .. ... e 211
Figure B.3 — EXample Type NOGES ... ... 214
Figure B.4 — Example INStance NOAES ... 215
Figure B.5 — EXample 1 Filer. ..o e e ee e 216
Figure B.6 — Example 2 Filter [0giC tree ..o 218
Figure B.7 — Example 3 Filter 10GIC tre@ . .. s vreas s r s armons op o s e e e e e e eaeeaeeenes 219
Figure B.8 — Example 4 Filter 10gic tree .. e 221
Figure B.9 — Example 5 Filter logicitree [l i i e L e e 222
Figure B.10 — Example 6 Filter 10QiC tree ......coovriiieii e 224
Figure B.11 — Example 7 Filter l0giC irEe o . . i h e eimy e e e s s gq e e e e e e e e b eeaeennes 226
Figure B.12 — Example 8 Filter logicdree d/sist-eiiioe-62540 e 2020 e 227
Figure B.13 — Example 9 Filter 10QiC tree ... 228
Table 1 — Service definition table ... 18
Table 2 — Parameter Types defined in IEC 62541-3 .. ... 18
Table 3 — FindServers Service parameters ........c.ooiiiiiiiiii e 27
Table 4 — FindServersOnNetwork Service parameters ........ccccoooiiiiiiiiiiiiciec e 28
Table 5 — GetEndpoints Service parameters ... ... 31
Table 6 — RegisterServer Service parameters . ..o 33
Table 7 — RegisterServer Service result COAeS.......oiiiiiiiiiii e 33
Table 8 — RegiSterSEIrVer2 ... o e 34
Table 9 — RegisterServer2 Service result COdes..... ..o 35
Table 10 — RegisterServer2 Operation Level result codes..........ccoooviiiiiiiiiiiieeeee, 35
Table 11 — OpenSecureChannel Service parameters ...........cooevviiiiiiiiiiice e 38
Table 12 — OpenSecureChannel Service result Codes.........ccooiiiiiiiiiiiiiii e, 40
Table 13 — CloseSecureChannel Service parameters..... ..o 41
Table 14 — CloseSecureChannel Service result COAes .........oviiiiiiiiiiiiiiii e 41
Table 15 — CreateSession Service parameters........ccouviviiiiiiiiii i 44
Table 16 — CreateSession Service result COdes ........iiiiiiiiiiiiii e 46
Table 17 — ActivateSession Service parameters....... ..o 48

Table 18 — ActivateSession Service result CoOAES ... 49



-8 - IEC 62541-4:2020 © |IEC 2020

Table 19 — CloseSession Service Parameters .......couiiiiiiiii e 49
Table 20 — CloseSession Service result codes ... 50
Table 21 — Cancel Service parameters. ... ... e 50
Table 22 — AAANOdES SErvice Parameters ......c..iiuiiiiiiiei e e 51
Table 23 — AddNodes Service result COAES . ... 52
Table 24 — AddNodes Operation Level result codes ..., 52
Table 25 — AddReferences Service parameters ... 53
Table 26 — AddReferences Service result COdes .......oiiiiiiiiiiiiiii e 53
Table 27 — AddReferences Operation Level result codes ..........ccoooiiiiiiiiiiii e, 54
Table 28 — DeleteNodes Service parameters ..o 55
Table 29 — DeleteNodes Service result COdes ... 55
Table 30 — DeleteNodes Operation Level result codes .........cccooeiiiiiiiiiiiiiicie e 56
Table 31 — DeleteReferences Service parameters.........coouvviiiiiiiiiiiie e 56
Table 32 — DeleteReferences Service result codes ..., 57
Table 33 — DeleteReferences Operation Level result codes .........coooiiiiiiiiiiiiiiciiieen, 57
Table 34 — Browse ServiCe ParameterS .. ..cc.iiu it e e e 58
Table 35 — Browse Service result COUES ... 59
Table 36 — Browse Operation LeVel reSUIL COAES ..o it reean ey e e e eeneneeneaaeneeneneennss 60
Table 37 — BrowseNext Service parameters ... . e 61
Table 38 — BrowseNext Service(resulticades .. L o Lol e, 61
Table 39 — BrowseNext Operation Level result coOdes .......cc.ooiniiiiiiiiiiiiii e 62
Table 40 — TranslateBrowsePathsToNodelds Service parameters. ... ....coqcseeemeeameimeinenennaanan. 63
Table 41 — TranslateBrowsePathsToNodelds:Sernvice result)codes ..., 63
Table 42 — TranslateBrowsePathsToNodelds Operation Level result codes ......................... 64
Table 43 — RegisterNodes Service parameters ........co..oiviiiiiiiii i 65
Table 44 — RegisterNodes Service result Codes ... ..o 65
Table 45 — UnregisterNodes Service parameters ... 66
Table 46 — UnregisterNodes Service result CoOdes .........coouiiiiiiiiiiiiiiiii e 66
Table 47 — QueryFirst Request parameters........cooiiiiiiiii e 68
Table 48 — QueryFirst Response parameters .. ..o 69
Table 49 — QueryFirst Service result CoOdes ... .o 70
Table 50 — QueryFirst Operation Level result COdes.........coviiiiiiiiiiiiiii e 70
Table 51 — QueryNext Service parameters ... ... 71
Table 52 — QueryNext Service result COAesS ... 71
Table 53 — Read ServiCe pParameters ....c..iuii e e e 72
Table 54 — Read Service result COUES ... oo 73
Table 55 — Read Operation Level result Codes ..., 73
Table 56 — HistoryRead Service parameters ... 74
Table 57 — HistoryRead Service result COAesS ..o 76
Table 58 — HistoryRead Operation Level result codes ..........ccoeiiiiiiiiiiiiiiiie e 76
Table 59 — Write Service parameters ... ... 78
Table 60 — Write Service result COAes ... e 79

Table 61 — Write Operation Level result COdes ........cooiiiiiiiiiiii e 79



IEC 62541-4:2020 © |IEC 2020 -9-

Table 62 — HistoryUpdate Service parameters ........cco.oiviiiiiiii i 80
Table 63 — HistoryUpdate Service result Codes ... ..o 80
Table 64 — HistoryUpdate Operation Level result codes ..o 81
Table 65 — Call SErvice Parameters . ....couiii e 82
Table 66 — Call Service result COAES ... ..o 83
Table 67 — Call Operation Level result Codes ..., 83
Table 68 — Call Input Argument Result Codes ........oiiiiiiiiiii e 84
Table 69 — CreateMonitoredltems Service parameters .........ccccoovviiiiiiiiiiii i 91
Table 70 — CreateMonitoredltems Service result Codes.........cooiiiiiiiiiiiiiii e 92
Table 71 — CreateMonitoredltems Operation Level result codes..........oooiiiiiiiiiiiin. 92
Table 72 — ModifyMonitoredltems Service parameters ..., 93
Table 73 — ModifyMonitoredltems Service result codes..........cooviiiiiiiiiiiii e, 94
Table 74 — ModifyMonitoredltems Operation Level result codes............ccooviiiiiiiiiiiiinincen. 94
Table 75 — SetMonitoringMode service parameters.........ccooviiiiiiiiiiii 95
Table 76 — SetMonitoringMode Service result COdes .........oviiiii i 95
Table 77 — SetMonitoringMode Operation Level result codes ...........ccooviiiiiiiiiiiiiiieeee, 95
Table 78 — SetTriggering Service parameters ........ccoiuiiiiiiiiiii e 96
Table 79 — SetTriggering . ServiCe reSUlt COAES . i rre e ey emeg st eme g e e eemeensenaeeneeneeneennens 96
Table 80 — SetTriggering Operation'Level result codes ... ... e, 97
Table 81 — DeleteMonitoredltemsiSetvice parameterst . Lo cll e, 97
Table 82 — DeleteMonitoreditems Service result COdes .........coooiiiiiiiiiiiiiii e 98
Table 83 — DeleteMonitoredltems Operation Level result codes ,......oiivieneniiiiiiiiiiiiiiieeneanes. 98
Table 84 — Subscription states .1h0ahleeaede/istenioe 625400 de 2020 i, 101
Table 85 — Subscription state table ... 102
Table 86 — State variables and parameters ..........ccooiiiiiiii i 105
Table 87 — FUNCHONS .. e 106
Table 88 — CreateSubscription Service parameters........ ..o 107
Table 89 — CreateSubscription Service result codes .........ccoiiiiiiiiiiiiiii e, 108
Table 90 — ModifySubscription Service parameters..........coooeiiiiiiiiiiiiiii e, 109
Table 91 — ModifySubscription Service result codes....... ..o 110
Table 92 — SetPublishingMode Service parameters ....... ..o 110
Table 93 — SetPublishingMode Service result Codes ........cooviiiiiiiiiiiii e, 110
Table 94 — SetPublishingMode Operation Level result codes ... 111
Table 95 — Publish Service parameters ... ... 112
Table 96 — Publish Service result COAeS. .. ..o 112
Table 97 — Publish Operation Level Result Codes..........coovviiiiiiiiiiiee e, 113
Table 98 — Republish Service parameters ... ... e 113
Table 99 — Republish Service result COdes........ooiiiiiii e, 113
Table 100 — TransferSubscriptions Service parameters ............cooiviiiiiiii i, 115
Table 101 — TransferSubscriptions Service result CoOdes .........coviiiiiiiiiiiii e, 115
Table 102 — TransferSubscriptions Operation Level result codes .............oooiiiiiis 116
Table 103 — DeleteSubscriptions Service parameters ... 116

Table 104 — DeleteSubscriptions Service result codes .........cccoiiiiiiiiiiiiiici e, 117



	Bší"K]…†v�‘X“™Ł‡[7ı"�Á0+!�ˇ�´owª��"L=Ò–ÆæÍóüR7Z_ßQÅ�Yłl˙–˙kšîŒG�$Þ5P•Í�°îeY—v−`Èł¤2�.:ﬁ�+7¤b›æ��!Ã¨%~˘]6

