°
w SLOVENSKI STANDARD

SIST EN IEC 62541-5:2020
Ol-december-2020

Nadomesca:
SIST EN 62541-5:2015

Enotna arhitektura OPC - 5. del: Informacijski model

OPC Unified Architecture - Part 5: Information Model

OPC Unified Architecture - Teil 5: Informationsmodell

Architecture unifiée OPC - Partie 5: Modéle d'informations

Ta slovenski standard je istoveten<z: EN-IEC 62541-5:2020

ICS:

25.040.40 Merjenje in krmiljenje Industrial process
industrijskih postopkov measurement and control

35.240.50 Uporabniske reSitve IT v IT applications in industry
industriji

SIST EN IEC 62541-5:2020 en,fr,de

2003-01.Slovenski institut za standardizacijo. RazmnoZevanje celote ali delov tega standarda ni dovoljeno.



SIST EN IEC 62541-5:2020

iTeh STANDARD PREVIEW
(standards.iteh.ai)

SISTEN IEC 62541-52020
https://standards.iteh.ai/catalog/standards/sist/9d42b43a-72af-4729-8ef5-
690242d7e957/sist-en-iec-62541-5-2020



EUROPEAN STANDARD EN IEC 62541-5
NORME EUROPEENNE
EUROPAISCHE NORM September 2020

ICS 35.100.05; 25.040.40 Supersedes EN 62541-5:2015 and all of its amendments
and corrigenda (if any)

English Version

OPC Unified Architecture - Part 5: Information Model
(IEC 62541-5:2020)

Architecture unifiée OPC - Partie 5: Modéle d'information OPC Unified Architecture - Teil 5: Informationsmodell
(IEC 62541-5:2020) (IEC 62541-5:2020)

This European Standard was approved by CENELEC on 2020-08-14. CENELEC members are bound to comply with the CEN/CENELEC
Internal Regulations which stipulate the conditions for giving this European Standard the status of a national standard without any alteration.

Up-to-date lists and bibliographical references concerning such national standards may be obtained on application to the CEN-CENELEC
Management Centre or to any CENELEC member.

This European Standard exists in three official vefsions (English, French, German). A version'in.any other language made by translation
under the responsibility of a CENELEC memberinto its own'language and notified to the CEN-CENELEC Management Centre has the
same status as the official versions.

CENELEC members are the national electrotechnical committees of Austria, Belgium, Bulgaria, Croatia, Cyprus, the Czech Republic,
Denmark, Estonia, Finland, France, Germany, Greece,'Hungary; lceland, ireland, Italy, Latvia, Lithuania, Luxembourg, Malta, the
Netherlands, Norway, Poland, Portugal, Republic of North Macedonia, Romania, Serbia, Slovakia, Slovenia, Spain, Sweden, Switzerland,
Turkey and the United Kingdom.

CENELEC

European Committee for Electrotechnical Standardization
Comité Européen de Normalisation Electrotechnique
Europiisches Komitee fiir Elektrotechnische Normung

CEN-CENELEC Management Centre: Rue de la Science 23, B-1040 Brussels

© 2020 CENELEC All rights of exploitation in any form and by any means reserved worldwide for CENELEC Members.

Ref. No. EN IEC 62541-5:2020 E



EN IEC 62541-5:2020 (E)

European foreword

The text of document 65E/717/FDIS, future edition 3 of IEC 62541-5, prepared by SC 65E "Devices
and integration in enterprise systems" of IEC/TC 65 "Industrial-process measurement, control and
automation"” was submitted to the IEC-CENELEC parallel vote and approved by CENELEC as
EN IEC 62541-5:2020.

The following dates are fixed:

+ latest date by which the document has to be implemented at national (dop) 2021-05-14
level by publication of an identical national standard or by endorsement

+ latest date by which the national standards conflicting with the (dow) 2023-08-14
document have to be withdrawn

This document supersedes EN 62541-5:2015 and all of its amendments and corrigenda (if any).

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. CENELEC shall not be held responsible for identifying any or all such patent rights.

This document has been prepared under a mandate given to CENELEC by the European Commission
and the European Free Trade Association.

Endorsement:notice

The text of the International Standard |IEC 62541-5:2020 was, approved by,.CENELEC as a European
Standard without any modification.



Annex ZA
(normative)

EN IEC 62541-5:2020 (E)

Normative references to international publications
with their corresponding European publications

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments)

applies.

NOTE 1 Where an International Publication has been modified by common modifications, indicated by (mod), the
relevant EN/HD applies.

NOTE 2 Up-to-date information on the latest versions of the European Standards listed in this annex is available

here: www.cenelec.eu.

Publication

IEC/TR 62541-1

IEC 62541-3

IEC 62541-4

IEC 62541-6

IEC 62541-7

IEC 62541-9

IEC 62541-10

IEC 62541-11

ISO/IEC/IEEE

60559

IETF RFC 2045

IETF RFC 2046

2011

OPC unified architecture - Part 1: Overview
and concepts

OPC! Unified/Architecture < Part 3: Address
Space Model

OPC Unified Architecture - Part 4: Services

OPC“Unified " “Architectiure >V -
Mappings

Part” 6:

OPC unified architecture - Part 7: Profiles

OPC Unified Architecture - Part 9: Alarms
and Conditions

OPC Unified Architecture - Part 10:
Programs
OPC Unified Architecture - Part 11:

Historical Access

Information technology - Microprocessor
Systems - Floating-Point arithmetic

Multipurpose Internet Mail Extensions
(MIME) Part 1: Format of Internet Message
Bodies

Multipurpose Internet Mail Extensions

(MIME) - Part Two: Media Types

EN/HD

CLC/TR 62541-1

EN/IEC 62541-3

EN IEC 62541-4

EN’IEC 62541-6

EN IEC 62541-7

EN IEC 62541-9

EN IEC 62541-10

EN IEC 62541-11

Year



EN IEC 62541-5:2020 (E)

Publication

IETF RFC 2047

XML-1
XML-2
W3C Xpath

IETF RFC 3629

Multipurpose Internet Mail Extensions -
Part Three: Message Header Extensions
for Non-ASCII Text

XML Schema Part 1: Structures, W3C
XML Schema Part 2: Datatypes, W3C
XML Path Language (XPath)

UTF-8, a transformation format of 1SO
10646




IEC 62541-5

Edition 3.0 2020-07

INTERNATIONAL
STANDARD

NORME
INTERNATIONALE

colour
inside

OPC unified architectiire =
Part 5: Information Model

Architecture unifiée OPC —
Partie 5: Modéle:d'information

INTERNATIONAL
ELECTROTECHNICAL
COMMISSION

COMMISSION
ELECTROTECHNIQUE
INTERNATIONALE

ICS 25.040.40; 35.100.05 ISBN 978-2-8322-8592-3

Warning! Make sure that you obtained this publication from an authorized distributor.
Attention! Veuillez vous assurer que vous avez obtenu cette publication via un distributeur agréé.

® Registered trademark of the International Electrotechnical Commission
Marque déposée de la Commission Electrotechnique Internationale



-2- IEC 62541-5:2020 © |IEC 2020

CONTENTS

FOREWORD ...ttt ettt e e et e et e et e et e e et e e et e e et e e et e e et e e et e et e et e et e e e eans 14
1 S oo o 1= Y PP 16
2 NOIMALIVE FEIEIENCES ..oeiiiiii et et e s 16
3 Terms, definitions, abbreviated terms and conventions.................oo 17
3.1 Terms and definitioNs. .. ... 17
3.2 Abbreviated terms ... e 17
3.3 Conventions for Node desCriptionS........cc.viiiiiiiii e 17

4 Nodelds and BrowSeNamMES ... ..o e 19
4.1 N0 1= o £ PN 19
4.2 BrOWS ENAM S ... 19

5 COMMON AtIIDULES ..o 19
5.1 LT a1 = PP 19
5.2 L0 ] o =T o £ PSPPI 20
5.3 VAl S e e 20
5.4 = T E=1 o (=T 157/ o 1= 1= P 21
5.5 =Y 1 o o 1= 21

6  Standard ObjectTliypes . k..o . A o e W 21
6.1 LT 1= - Y O S S S B R S 21
6.2 BasSEO D T P i e 22
6.3 ObjectTypes for the Server, ODJECL . . couups o rmmrreerneeteeie e 22
6.3.1 SerVEETYRE sl e ifexlienikomtsdons kstambmre b kit /AT A mn F Db ) G G Fo e aeaaaanaaneeneenasneen 22
6.3.2 ServerCapabilitiesType e /sistz e leca0234 L2020, 25
6.3.3 ServerDiagnOStiCS TY P . it 28
6.3.4 SessionsDiagnosticsSUMMAaryTypPe ...c.oiviiii i 29
6.3.5 SessionDiagnosticsObJeCtTYPE ... 29
6.3.6 VEeNAOrSerVerIN O T Y P oo it 30
6.3.7 ServerRedUNAaNCY TY PO . it e 30
6.3.8 TransparentRedundanCy Ty Pe ..o e 31
6.3.9 NonTransparentRedundanCyTyPe . ...c.ovuiiiiniiii e 31
6.3.10 NonTransparentNetworkRedundanCyType .......ccovveuiiiiiiiiiiiiiic e 32
6.3.11 OperatioNLimitS Ty P ... 33
6.3.12 AddressSpPaceFileT Y Pe .. e 34
6.3.13 NamespaceMetadataType ....ooeieiriiii e 35
6.3.14 NaAM S PACES T Y P it 36

6.4 ObjectTypes used as EVENITYPES ... 37
6.4.1 GBNEIAL L. s 37
6.4.2 BaSEE VN T Y PE i 37
6.4.3 AU EVEN T Y PO it 40
6.4.4 AUditSeCUrItYEVENITY PO . e 41
6.4.5 AuditChannelEVENtTYPE ... 42
6.4.6 AuditOpenSecureChannelEventType ......cooviiiiiiiiiii e 42
6.4.7 AUuditSEeSSIONEVENTTYPE ..o 43
6.4.8 AuditCreateSesSiONEVENTTYPE. ... 44
6.4.9 AuditUrIMismatchEventType . ... 45

6.4.10 AuditActivateSessionEVentTYPe ..o 45



IEC 62541-5:2020 © |IEC 2020 -3-

6.4.11 AUditCanCelEVENTTYPE ..o 46
6.4.12 AuditCertificateEventType . ... 47
6.4.13 AuditCertificateDataMismatchEventType ..o, 47
6.4.14 AuditCertificate EXpiredEVENtTYPE.....ovniiiiiii e 48
6.4.15 AuditCertificatelnvalidEventType ... ..o 48
6.4.16 AuditCertificateUntrustedEventType ......coovviiiiiii e 48
6.4.17 AuditCertificateRevokedEventType ... 49
6.4.18 AuditCertificateMismatchEventType.......cooviiiiiii e 49
6.4.19 AuditNodeManagementEventTyPe ......ooiieiiiii e 50
6.4.20 AUditAdANOdESEVENTTYPE .oniiiii e 50
6.4.21 AuditDeleteNodesSEVENTTYPE ..o 50
6.4.22 AuditAddReferencesEvVentTYPe ..o 51
6.4.23 AuditDeleteReferencesEventType. ... 51
6.4.24 AuditUpdateEVentTYPe .o 52
6.4.25 AuditWriteUpdateEventType ..o 52
6.4.26 AuditHistoryUpdateEventType ... 53
6.4.27 AuditUpdateMethodEventType ... ..o 54
6.4.28 S 10T =AVZ=T o)l IV o 1 TP 54
6.4.29 DeviceFaillureEventType .. ..o 54
6.4.30 SystemStatusChangeEventType . ... 55
6.4.31 BaseModelChangeEventTypeliy. o i i 55
6.4.32 GeneralModelChangeEVent Ty P s, ...t e ieeee e i 56
6.4.33 SemanticChangeEventType ... e 56
6.4.34 EventQueueOVerfloWEVENITYPE ..vu e 57
6.4.35 PrOgreSSEVENTTYDE i anrninsivmnnstnnsbie binssen s ses bad snn e £59n e S5 (s« Grain e e nennansnsenssnenssnennen 57
6.5 ModellingRUIETYPE . 5000404605 T ksiste cm i mn(a e 5 b L aia D) e e eneaeeneaeeneeeteenatseneananeananaenas 58
6.6 (o] (o 1= gl 1Y o = S PPN 58
6.7 DataTyPeENCOAING T Y PO i 58
6.8 AGOregateF UNCIONTYPE . o 58
7 Standard Variable Ty PeS e 59
7.1 LT =Y o= ¥ S 59
7.2 BaseVariab e Ty P ... e 59
7.3 oY oT=T 4V Y/ o 1= PPN 59
7.4 BaseDataVariable Ty Pe ... e 60
7.5 ServerVendorCapability TYPe . ..o 60
7.6 SV AtUS TY PO oot e 61
7.7 BUIAIN O T Y P it 61
7.8 ServerDiagnosticSSUMmMaryTYPE ... 62
7.9 SamplingintervalDiagnostiCSAMay TYPe ....iviii e 63
7.10  SamplingIntervalDiagnostiCSTYPE ...ccuiiiiii e 63
7.11  SubscriptionDiagnostiCSAITAY TYPE . ..uiii e 63
7.12  SubscriptionDiagnosStiCSTYPe . ovuiiniiii i 64
7.13  SessionDiagnostiCSAITAY TYPE ... i 65
7.14  SessionDiagnosticsVariableTyPe ..o 66
7.15  SessionSecurityDiagnostiCSAITaY TYPE . ..oeuiiiiiee e 69
7.16  SessionSecurityDiagnostiCSTYPE ..ouuiiniiniiiii e 69
A A O T o1 oY o IS T=1 4 157/ o 1= PPN 70
7.18  SeleCtionNLiStTYPe oo 71

719  AUAIOV AN A e T Y PO . i 72



-4 - IEC 62541-5:2020 © |IEC 2020

8 Standard Objects and their Variables. ... 73
8.1 LT =Y o =T - ¥ S 73
8.2 Objects used to organise the AddressSpace structure ...........ccooovviiiiiiiiiinenn.. 73

8.2.1 L N V= 73
8.2.2 R OOt e 73
8.2.3 YL 74
8.2.4 10 o] [=T o] £ PPN 74
8.2.5 74 1= 75
8.2.6 (0] o] [=To1 4 IV o= 1= PPN 75
8.2.7 V2= T = Yo U= 15/ o 1= 1= P 76
8.2.8 ReEfErENCETYPES .o 77
8.2.9 DA T Y P S ittt 78
8.2.10 Y=Y o) 17 0 1= 78
8.3 Server Object and its containing Objects.........cooiiii 79
8.3.1 GBNEIAL .. 79
8.3.2 Server ObJECT .o 80
8.4 ModellingRUIE ODJECTS ......oviiiiii e 80
8.4.1 EXPOSESIES AITAY . 80
8.4.2 MaANAAEONY oot 81
8.4.3 (0] o1 (7o ] o= PP 81
8.4.4 OptionalPlaceholder A L o o i L L L 81
8.4.5 [V F=TaTo F=110] VA md F=TeT=Y o] o T o I S O 82

9 Standard Methods ... 82
9.1 GetMOoNItoredItemMS ... ... T b FE (990 4h b e 5 REF 2 Ep e e e eeemeeneea e et e et e et e et e e e et eeaneeanes 82
9.2 ResendData./standards. itch.ai/catalog/standards/sist/9d42b43a- 72284729865 oo iieeieiieiieean 83
9.3 SetSubscriptionDurable- 200 0 /e e Dt oo da 83
9.4 RequestServerStateChange ..o 84

0TS 2= T g Lo F= T o YA T 85

11 Standard ReferenCe T Y PES ..o 85
1.1 R OIBNCES o e 85
11.2  HierarchicalReferenCes .. .. oo 86
11.3  NonHierarchicalReferenCesS ......couiiiiiii e 86
1 o = 11 2 3 1 o PPN 87
B IO T o o =Y T (=Y TN 87
L I G T O ] o = 14 > PPN 87
1 TP A o = 1= 07 o ¥ T o 1= o | 87
11.8  HasOrderedCOmMPONENT .....iui e 88
11,0 HAS PO PO Y e e 88
.10 HaSSUDIY P oo e 88
T1.11 HasModelliNGRUIE ... e e 89
11.12 HasTypeDefinition. . ..o e 89
I G T o = T = oo Yo [ Vo PN 89
1114 HaSEVENTSOUICE ... e 90
I T o = 1=\ Lo = PPN 90
1116 GeneratesEVent .. .o 90
11.17 AlwaysGenerateSEVENT .. ... 91

LS - T Te E= T o B D E = W 1 o1 T PP 91

2 TR O 1YY oV 1= 91



IEC 62541-5:2020 © |IEC 2020 -5-

12.2 DataTypes defined in IEC B2541-3 ... e 91
12.3 DataTypes defined in IEC B2541-4 ... . e 98
P2 = LU V1o | o) (o TP 99
12.5  RedUNdanCy SUPPOIT oo 99
2.6 SerVer S Al i 100
12.7 RedundantServerDataTyPe ......oiuiiiiiiiii e 101
12.8 SamplinglntervalDiagnosticsDataType .......ccouviiiiiiiiiiii e, 101
12.9  ServerDiagnosticsSummaryDataType .......ooviiiiiiiiii 102
12.10 ServerStatusData Ty P ... 102
12.11 SessionDiagnosticsDataTyPe . ...... i 103
12.12 SessionSecurityDiagnosticsDataType ......couviviiiiiiiiii e, 106
12.13 ServiceCounterDataTyPe . oo e 107
12.14  StatUSRESUI .o e 107
12.15 SubscriptionDiagnosticsSDataTypPe .....ieu i 107
12.16 ModelChangeStructureDataType .. ..o.ooeiiiiii e 109
12.17 SemanticChangeStructureDataTypPe . ..oocuiiiiiiiiiie e 110
12.18 BitFieldMaskDataT yPe . cu o 110
12.19 NetworkGroupDataT yPe ... e 110
12.20 ENndpointUrlListDataType ..o e 111
12.21 KeYValUEPair ... e 111
12.22 EndpointType.. 0 . A N A S i L L 112
Annex A (informative) Design decisions when modelling the server information................. 113
A.1 L@ A=Y Y =P 113
A.2 ServerType and Server ODJEOL . iy vemrpte g irireeenreenremnmernaeenaeenaeeneenaeeneenaen 113
A.3 Typed complex.Qbjectsibeneath the . ServernObject . 0 uid /0. 0afa e, 113
A4 Properties versus DataVariables/aisi-an e 0204102020, 113
A.5 Complex Variables using complex DataTypes ......cccceevviiiiiiiiiiieieeeeee e, 114
A.6 Complex Variables having an array.........cooviieiiiiiiiee e 114
A7 Redundant information ......... ... 114
A.8 Usage of the BaseDataVariableType.......oovuiiiiiiii e 115
A.9 SUDBD Y PING e e 115
A.10  Extensibility mechanism. ... ... 115
Annex B (normative) StateMachines ... 116
B.1 L= a1 - Y PSPPI 116
B.2 Examples of finite state machines ... 116
B.2.1 Simple state Maching ... 116
B.2.2 State machine containing substates............cooiiii 117
B.3 Definition of state machine............. 118
B.4 Representation of state machines in the AddressSpace............ccoeveiiiiiiiiinennnn. 118
B.4.1 L R Y V= 118
B.4.2 StateMaChINE T Y PO e 119
B.4.3 StateVariableType ... 120
B.4.4 TransitionVariableType ... 121
B.4.5 FiniteStateMachineTYPe ...ovuiii e 122
B.4.6 FiniteStateVariableType . ..o 124
B.4.7 FiniteTransitionVariable Type ... 125
B.4.8 S At T Y P et 126
B.4.9 INItiAl S At TY PO e 126

B.4.10 B2 T =110 T T 154 1= P 127



-6 - IEC 62541-5:2020 © |IEC 2020

B.4.11 FroOmM St At e i 127
B.4.12 Lo 1] 221 4 TP 128
B.4.13 HaAS AU S .. 128
B.4.14 L B2 TS = 1= o1 P 129
B.4.15 HasSubStateMachine ... ... e 129
B.4.16 TransSitioNEVEN T Y P o 130
B.4.17 AuditUpdateStateEventType . ..o 130
B.4.18 Special Restrictions on subtyping StateMachines ...............cccooiiiiiinn. 131
B.4.19 Specific StatusCodes for StateMachines............ccooviiiiiiiiiiciie, 131
B.5 Examples of StateMachines in the AddressSpace ..........coooiiiiiiiiiiiii, 132
B.5.1 StateMachineType using inheritance ...........ccocooiiiiiiiiii i, 132
B.5.2 StateMachineType with a SubStateMachine using inheritance ..................... 133
B.5.3 StateMachineType using containment.............ccooiiiiiiiiii i, 134
B.5.4 Example of a StateMachine having Transition to SubStateMachine ............. 134
Annex C (normative) File Transfer ... ..o 137
C.1 L@ AT T 1 137
C.2 T L= I3 o T PP 137
C.2.1 L= a1 =Y PPN 137
C.2.2 L o= o 138
C.2.3 L0 [ 1= PPN 139
C.24 Read . LLCIL D LAAINIZAANNLY E N Y AVY.. 140
C.2.5 LA (T S S U S I O PP 141
C.2.6 GetPOoSItioN . ... 142
C.2.7 ST =Y 077 14 o o 1 142
C.3 File SYSTEM .. itasslonid e iterhni hessdems kainmeborebe sty das DAy mn ey iad e e baae s e raasnasneenneneenneen 143
C.3.1 FileDirectory Type@ 024 2d e0a sistzcnaiec 0254 1820200 143
C.3.2 FileSystem ObjJeCt .....iviiii e 144
C.3.3 CreateDireCtOrY ..o 144
C.3.4 CrEateF il . e 145
C.3.5 3= 1= P 146
C.3.6 1 To XY= @ 1§ o] o PP 147
C4 Temporary file transfer.... ..o 148
C.4.1 TemporaryFileTransferType . ... 148
C.4.2 File transfer SEQUENCES ... ...iviiii e 149
C4.3 GenerateFileFOrRead ..o 150
C4.4 GenerateFileForWrite ... 151
C.4.5 CloSEANACOMMIL ...t e e 151
C4.6 FileTransferStateMachineType . ... 152
C4.7 RS e e 155
Annex D (normative) DataTypeDictionary..... ..o 156
D.1 L@ Y=Y Y= USSP 156
D.2 Data TYpe MOEl. . ... 156
D.3 DataTypeDictionary, DataTypeDescription, DataTypeEncoding and
D E=Y €= W Y o L1V (=Y 0 PPN 157
D.4 AddressSpace 0rganization...........oooii i 159
D.5 Node definitioNs ... e 161
D.5.1 [ =Y BT o] T o) (T ] o 161
D.5.2 DataTypeDictioNary TYPe. ..co e 161
D.5.3 DataTypeDesCriptioN T Y P ... i 162



IEC 62541-5:2020 © |IEC 2020 -7 -

D.5.4 DataTyPe Sy S M T Y P e it 162
D.5.5 OP C BiNAIY it 162
D.5.6 XML S M e 163
Annex E (normative) OPC Binary Type Description System ..........ccoooiiiiiiiiiiiieeen 164
E.1 1070 0 [o7=1 o) £ PP 164
E.2 Schema desCriplion ... 165
E.2A1 TYPEDICHIONAIY ..o 165
E.2.2 TYPED S CIIP I ON . e 165
E.2.3 (O] o= 1o [ U= 1Y/ o 1 Y 166
E.24 ENUMeErated T Y Pe oo 166
E.2.5 SHTUCIUNEA T Y PO et e 167
E.2.6 =T o I IR o1 PP 167
E.2.7 EnumeratedValue ... 169
E.2.8 By OO .. 169
E.2.9 IMPOMDITECHIVE L. 170

E.3 Standard Type desCriptioNS . ... 170
E.4 Type desCription €XamMPIES ... oo 171
E.4.1 A 128-bit signed iNteger.....cieiie 171
E.4.2 A 16-bit value divided into several fields ..o 171
E.4.3 A structured type with optional fields ...........cccoeiiiiiiii 171
E.4.4 An arraylofiintegers . L o o R L L L 171
E.4.5 An array of integersswith ajterminator.instead:of a length prefix................... 171
E.4.6 A SIMPIE UNION .. e 171
E.4.7 AN ENUMETAEA LY PE (e pomeerryen yeopasin s ez mrs i eneeensesnneeneeneeteeteeteeseeneeeeanns 172
E.4.8 A NIHABIE AITAY, 1« sl hestsideps hsfon me b b st /b T by A m L Der a7 e Bie F e ewenesneateenannennen 172

E.5 OPC Binary XML schema 2d/ecOs /st cns1ec 0254 1820200 i 172
E.6 OPC Binary Standard TypeDictionary ........cccoeeiiiiiiiiiii e, 174
Annex F (normative) User Authorization. ... 176
F.1 L@ Y=Y Y= USSP 176
F.2 ROIE S B T Y P it 176
F.2.1 RoleSetType definition........coo.oiiiii e 176
F.2.2 AddROIE MEthOd .. .oee i 176
F.2.3 RemoveRole Method ... e 177

F.3 L0 1= 1577 o = TS 178
F.3.1 RoleType definition .. ... 178
F.3.2 IdentityMappingRUIETYPE ... 179
F.3.3 Addldentity Method..........ooiii 180
F.3.4 Removeldentity Method ..o e 180
F.3.5 AddApplication Method ... 181
F.3.6 RemoveApplication Method ... 181
F.3.7 AddENdPOoint Method ......oei 182
F.3.8 RemoveEndpoint Method ... 182

F.4 RoleMappingRuleChangedAuditEventTYpe .....ccooiiniiiii e 183
Figure 1 — Standard AddressSpace StrUCtUre ..........couviiiiiiiii i, 73
Figure 2 — VIeWs Organization ........ooiiiiiii e et e 74
Figure 3 — Objects organization ..o 75

Figure 4 — ObjectTypes organization ..... ... e 76



-8 - IEC 62541-5:2020 © |IEC 2020

Figure 5 — VariableTypes organization ...... ..o 76
Figure 6 — ReferenceType definitions. ... ..o 77
Figure 7 — EventTypes organization ..........cc.i i e 78
Figure 8 — Excerpt of diagnostic information of the Server .............cooiiiiiiiiii i, 80
Figure B.1 — Example of a simple state machine................oooiiiiiiii i 117
Figure B.2 — Example of a state machine having a sub-machine................coooiiin, 117
Figure B.3 — The StateMachine Information Model ... 119
Figure B.4 — Example of a FiniteStateMachine type ...........cooiiiiiiii i 124
Figure B.5 — Example of a FiniteStateMachine instance.................cooiiiii i 124
Figure B.6 — Example of an initial State in a sub-machine..............cooooii 126
Figure B.7 — Example of a StateMachineType using inheritance ............c..ccooiiiiinnnn. 132
Figure B.8 — Example of a StateMachineType with a SubStateMachine using

gl T=T ) €= YT PP PTPPRPRR 133
Figure B.9 — Example of a StateMachineType using containment...............cc.ooiiiiiiinnenn. 134
Figure B.10 — Example of a StateMachine with Transitions from sub-states ........................ 135
Figure B.11 — Example of a StateMachineType having Transition to SubStateMachine ....... 136
Figure C.1 — FileSystem eXample ... e 144
Figure C.2 — Read file transfer example seqUeNCe ........ ..o 149
Figure C.3 — Write fileltransfer.example sequence .. ... .. Ll Y L . 149
Figure C.4 — File transfer States c.t:cpspstanmerlanidimla b 152
Figure C.5 — FileTransferStateMachineType ........couiiiiiiiiii e 153
Figure D.1 — DataType model .........alo L RN L 0208 0 020 156
Figure D.2 — Example of DataType MOAEIHNG .. .cueiuiirtreeeisaismeeeneenneeneenneeneeneeneeneeneennes 159
Figure D.3 — DataTypes organization .........cco.oiiiiii e e 160
Figure E.1 — OPC Binary Dictionary Structure .............oooiiiiiiii e 164
Table 1 — Examples Of DataT yPes .. ot 18
Table 2 —TypeDefinitioNTable ... e 18
Table 3 — Common Node AttrDULES ... e 20
Table 4 — Common Object AttribULES .. ... 20
Table 5 — Common Variable Attributes ... 21
Table 6 — Common VariableType Attributes ..o 21
Table 7 — Common Method AtribUtes ... 21
Table 8 — BaseObjectType definition ... ... 22
Table 9 — ServerType definition ... 23
Table 10 — ServerCapabilitiesType definition ..........ccooiiiiiii i 26
Table 11 — ServerDiagnosticsType definition ... 28
Table 12 — SessionsDiagnosticsSummaryType definition ..., 29
Table 13 — SessionDiagnosticsObjectType definition ... 30
Table 14 — VendorServerIinfoType definition ... 30
Table 15 — ServerRedundancyType definition .........cc.ooiiiiii i 31
Table 16 — TransparentRedundancyType definition.............ccoooiii e, 31

Table 17 — NonTransparentRedundancyType definition ..., 32



IEC 62541-5:2020 © |IEC 2020 -9-

Table 18 — NonTransparentNetworkRedundancyType definition.............cccooiiiiiiiiinnn. 32
Table 19 — OperationLimitsType definition ..., 33
Table 20 — AddressSpaceFileType definition...........coioi 34
Table 21 — NamespaceMetadataType definition ..o 35
Table 22 — NamespacesType definition. ... ..o 37
Table 23 — BaseEventType definition ... 38
Table 24 — AuditEventType definition...... ... 41
Table 25 — AuditSecurityEventType definition ..o 42
Table 26 — AuditChannelEventType definition ..o 42
Table 27 — AuditOpenSecureChannelEventType definition..........ooooiiii 43
Table 28 — AuditSessionEventType definition...........coooi i, 44
Table 29 — AuditCreateSessionEventType definition ...........ccoooiiiiiiii e, 44
Table 30 — AuditUrIMismatchEventType definition............cooiiiiiiiiii e 45
Table 31 — AuditActivateSessionEventType definition ..., 46
Table 32 — AuditCancelEventType definition ..., 46
Table 33 — AuditCertificateEventType definition ... 47
Table 34 — AuditCertificateDataMismatchEventType definition...............c.oooiiiin, 47
Table 35 — AuditCertificateExpiredEventType definition ... o rmrrs e geeeeeemeeneeneenaeeneeeenenn 48
Table 36 — AuditCertificatelnvalidEventType definition ... ... . . 48
Table 37 — AuditCertificateUntrustedEventType definition ..cl.i. . ...coooiiiiiii e, 49
Table 38 — AuditCertificateRevokedEventType definition .............ccooiiiiiiiiii e, 49
Table 39 — AuditCertificateMismatchEVentType defimition ., .. oomvemerorsrreemenseeneenneenneeneenneennn 49
Table 40 — AuditNodeManagementEventType definition. . 5. 0000 o, 50
Table 41 — AuditAddNodesEventType definition ..o, 50
Table 42 — AuditDeleteNodesEventType definition...........coooiiiiiiiii e, 51
Table 43 — AuditAddReferencesEventType definition ... 51
Table 44 — AuditDeleteReferencesEventType definition ... 52
Table 45 — AuditUpdateEventType definition...........oooiiiii i 52
Table 46 — AuditWriteUpdateEventType definition............cooiiiiiiiii e, 53
Table 47 — AuditHistoryUpdateEventType definition....... ..., 53
Table 48 — AuditUpdateMethodEventType definition ..., 54
Table 49 — SystemEventType definition ... 54
Table 50 — DeviceFailureEventType definition..........coooi 55
Table 51 — SystemStatusChangeEventType definition ... 55
Table 52 — BaseModelChangeEventType definition.............cccoooiiiiiii i 55
Table 53 — GeneralModelChangeEventType definition ...........ccocooiiiiiii i, 56
Table 54 — SemanticChangeEventType definition ..., 56
Table 55 — EventQueueOverflowEventType definition ... 57
Table 56 — ProgressEventType definition ... 57
Table 57 — ModellingRuleType definition..........cooiiiiiii e 58
Table 58 — FolderType definition ... ... 58
Table 59 — DataTypeEncodingType definition ..o, 58

Table 60 — AggregateFunctionType definition ..o 59



	ë�Lx‘Bðs÷�zä0�”¼ªé�¢Êl^ÚŁä/Ÿ›⁄çþ}†R~Œ�Ûîöv×Ïk,˝€p:œ;qŸöÁ�¦jŸ�yä„r£�p‡G¿=��S�MÌ’Þ’G7íözÓû©_6ù™¿*[øôoâ���Å

