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Foreword 
This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP). 

The contents of the present document are subject to continuing work within the TSG and may change following formal 
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an 
identifying change of release date and an increase in version number as follows: 

Version x.y.z 

where: 

x the first digit: 

1 presented to TSG for information; 

2 presented to TSG for approval; 

3 or greater indicates TSG approved document under change control. 

y the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, 
updates, etc. 

z the third digit is incremented when editorial only changes have been incorporated in the document. 
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1 Scope 
The present document specifies the security architecture, procedures and information flows needed to protect the 
mission critical push to talk (MCPTT) service. The architecture includes mechanisms for authentication, protection of 
MCPTT signalling and protection of MCPTT media. Security for both MCPTT group calls and MCPTT private calls 
operating in on-network and off-network modes of operation is specified. 

The functional architecture for MCPTT is defined in 3GPP TS 23.179 [2], the corresponding service requirements are 
defined in 3GPP TS 22.179 [3]. 

The MCPTT service can be used for public safety applications and also for general commercial applications e.g. utility 
companies and railways. As the security model is based on the public safety environment, some security features may 
not be applicable to MCPTT for commercial purposes. 

2 References 
The following documents contain provisions which, through reference in this text, constitute provisions of the present 
document. 

- References are either specific (identified by date of publication, edition number, version number, etc.) or 
non-specific. 

- For a specific reference, subsequent revisions do not apply. 

- For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including 
a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same 
Release as the present document. 

[1] 3GPP TR 21.905: "Vocabulary for 3GPP Specifications". 

[2] 3GPP TS 23.179: "Functional architecture and information flows to support mission critical 
communication services; Stage 2". 

[3] 3GPP TS 22.179: "Mission Critical Push To Talk (MCPTT) over LTE; Stage 1". 

[4] 3GPP TS 33.210: ''3G security; Network Domain Security (NDS); IP network layer security''. 

[5] 3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)". 

[6] 3GPP TS 33.203: "3G security; Access security for IP-based services". 

[7] Void. 

[8] 3GPP TS 33.328: ''IP Multimedia Subsystem (IMS) media plane security''. 

[9] IETF RFC 6507: ''Elliptic Curve-Based Certificateless Signatures for Identity-Based Encryption 
(ECCSI)''. 

[10] IETF RFC 6508: ''Sakai-Kasahara Key Encryption (SAKKE)''. 

[11] IETF RFC 6509: ''MIKEY-SAKKE: Sakai-Kasahara Key Encryption in Multimedia Internet 
KEYing (MIKEY)''. 

[12] IETF RFC 3550: ''RTP: A Transport Protocol for Real-Time Applications''. 

[13] IETF RFC 3711: "The Secure Real-time Transport Protocol (SRTP)". 

[14] 3GPP TS 33.401: "3GPP System Architecture Evolution (SAE); Security architecture". 

[15] 3GPP TS 23.228: "IP Multimedia Subsystem (IMS); Stage 2". 

[16] 3GPP TS 33.222: "Generic Authentication Architecture (GAA); Access to network application 
functions using Hypertext Transfer Protocol over Transport Layer Security (HTTPS)". 
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[17] 3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic Bootstrapping 
Architecture (GBA)". 

[18] NIST FIPS 180-4: "Secure Hash Standard (SHS)". 

[19] IETF RFC 6749: "The OAuth 2.0 Authorization Framework". 

[20] IETF RFC 6750: "The OAuth 2.0 Authorization Framework: Bearer Token Usage". 

[21] OpenID Connect 1.0: "OpenID Connect Core 1.0 incorporating errata set 1", 
http://openid.net/specs/openid-connect-core-1_0.html. 

[22] IETF RFC 3830: "MIKEY: Multimedia Internet KEYing". 

[23] IETF RFC 3602: "The AES-CBC Cipher Algorithm and Its Use with IPsec". 

[24] IETF RFC 4771: "Integrity Transform Carrying Roll-Over Counter for the Secure Real-time 
Transport Protocol (SRTP)". 

[25] IETF RFC 6043: "MIKEY-TICKET: Ticket-Based Modes of Key Distribution in Multimedia 
Internet KEYing (MIKEY)".  
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3 Definitions and abbreviations 

3.1 Definitions 
For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following 
apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP 
TR 21.905 [1]. 

Floor: Floor(x) is the largest integer smaller than or equal to x. 

3.2 Abbreviations 
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An 
abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 
3GPP TR 21.905 [1]. 

CSC Common Services Core 
GBA Generic Bootstrapping Architecture  
GMK Group Master Key 
GMK-ID Group Master Key Identifier 
GMS Group Management Server 
GUK-ID Group User Key Identifier 
IdM Identity Management 
IdMS Identity Management Server 
KMS Key Management Server 
MBCP Media Burst Control Protocol 
MCPTT Mission Critical Push to Talk 
MKI Master Key Identifier  
MSCCK MBMS subchannel control key 
NGMI Next Generation Mobile Intelligence  
OIDC OpenID Connect 
PCK Private Call Key 
PCK-ID Private Call Key Identifier 
PSK Pre-Shared Key 
SPK Signalling Protection Key 
SRTCP Secure Real-Time Transport Control Protocol 
SRTP Secure Real-Time Transport Protocol 
SSRC Synchronization Source 
TBCP Talk Burst Control Protocol 
TrK KMS Transport Key 
UID User Identifier for MIKEY-SAKKE (referred to as the 'Identifier' in RFC 6509 [11]) 
XPK XML Protection Key 

4 Overview of MCPTT security 

4.1 General 
The MCPTT security architecture defined in this document is designed to meet the security requirements defined in 
Annex A. The MCPTT security architecture provides signalling and application plane security mechanisms to protect 
metadata and communications used as part of the MCPTT service. The following signalling plane security mechanisms 
are used by the MCPTT service: 

-  Protection of the signalling plane used by the MCPTT Service, defined in clause 6. 

- Protection of inter/intra domain interfaces, defined in clause 8. 

The following application plane security mechanisms are used by the MCPTT service: 
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- Authentication and authorisation of users to the MCPTT Service, defined in clause 5. 

- Protection of sensitive application signalling within the MCPTT Service, defined in clause 9. 

- Security of floor control within the MCPTT Service, defined in clause 7. 

- End-to-end security of user media within the MCPTT Service, also defined in clause 7. 

Security mechanisms in the signalling and application plane are independent of each other, but are both required for a 
secure MCPTT system. 

4.2 Signalling plane security architecture 
Within MCPTT, signalling plane security protects the interfaces used by the MCPTT application. Figure 4.2-1 provides 
an overview of these interfaces.  
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Figure 4.2-1: Signalling plane security architecture 

MCPTT signalling from the UE is passed over both HTTP and SIP. The signalling plane security mechanisms for UE to 
Server interfaces are defined in clause 6. Additionally, MCPTT data is passed between MCPTT network elements, 
either inter or intra MCPTT domain. The security mechanism for protecting data between MCPTT network elements is 
defined in clause 8. 

4.3 Application plane security architecture 

4.3.1 General 

Application plane security provides protection both between MCPTT clients, between the MCPTT client and the 
MCPTT domain, and also between MCPTT domains. Application plane security on the client is bound to the MCPTT 
user associated with the client and not to the MCPTT UE. Consequently, user authentication and authorisation to the 
MCPTT domain is required prior to access to the majority of MCPTT services. 

Application plane signalling security allows protection of MCPTT-specific signalling from non-MCPTT entities 
(including the SIP core). Application plane signalling security is applied from the MCPTT client to the client's primary 
MCPTT domain. It may also be applied between MCPTT domains.   

Media security allow protection of MCPTT media within the MCPTT system. It is applied end-to-end between MCPTT 
clients. It is a configuration option whether MCPTT network entities, including the MCPTT Server is able to access the 
content of MCPTT media. 

Additionally, signalling plane protection is applied to all HTTP and SIP connections into the MCPTT domain. While 
signalling plane protection and signalling plane entities are not shown in this subclause, including the SIP core and 
HTTP proxy, it is assumed that signalling plane protection mechanisms are in use.  
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4.3.2 User authentication and authorisation 

Prior to connecting to the MCPTT domain, the MCPTT user application requires a 'token' authorising its access to 
MCPTT services. To obtain authorisation token(s), the MCPTT user application authenticates the MCPTT user to an 
Identity Management Server which provides the authorisation token. 

The authorisation token is provided to MCPTT network entities, such as the MCPTT Server, over an MCPTT signalling 
interface (either a HTTP interface or SIP interface). The MCPTT network entity will provide access to MCPTT services 
based upon the token provided. 

The architecture for user authentication and authorisation is shown in Figure 4.3.2-1.  
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Figure 4.3.2-1: User authentication and authorisation 

While not shown in Figure 4.3.2-1, authorisation occurs over HTTP or SIP and hence uses signalling plane protection to 
encrypt HTTP to a HTTP proxy and to encrypt SIP to a SIP core.  

The mechanism to perform user authentication and authorisation is defined in clause 5. 

4.3.3 Identity keying of users and services 

Once a MCPTT client has obtained user authorisation to access the MCPTT domain, the client may obtain key material 
associated with the user's identity using the authorisation token. Identity keys are required to support key distribution 
for application signalling, floor control and media. Identity key material is obtained via an HTTP request to a Key 
Management Server as shown in Figure 4.3.3-1. 

Identitiy keying is repeated periodically (e.g. monthly). This ensures that user identities are regularly verified and that 
users that are no longer part of the MCPTT domain are removed from the system. 
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Figure 4.3.3-1: Identity keying of MCPTT entities 

While not shown in Figure 4.3.3-1, the connection to the KMS is over HTTP and hence is secured up to the HTTP 
proxy. Additionally, key material may be wrapped using a transport key distributed out-of-band.  

A number of MCPTT network entities also require identity key material including the MCPTT server and Group 
Management Server. This key material is obtained via the same HTTP interface. 

The mechanism to perform identity keying is defined in clause 7.2. 

4.3.4 Protection of application plane signalling 

Application plane signalling security protects application signalling between the MCPTT user application and the 
MCPTT server. Key distribution for application signalling is performed by sending a key material from the MCPTT 
client to the MCPTT Server over the SIP interface. The key is secured using the identity key material provisioned by the 
Key Management Server. The security architecture is shown in Figure 4.3.4-1. 

The mechanism to provide application plane signalling is defined in clause 9. 
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Figure 4.3.4-1: Application plane signalling security 

Application plane signalling security can also be applied between MCPTT servers. In this case the MCPTT servers are 
keyed manually. While not shown in Figure 4.3.4-1, application plane signalling uses SIP and HTTP and hence is also 
secured up to the SIP core and HTTP proxy respectively. 
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4.3.5 Media security 

4.3.5.1 General 

Media security establishes an end-to-end security context between MCPTT users to support group communications and 
private calls. The intention is for media to be able to be encrypted end-to-end between MCPTT clients, irrespective of 
whether the media is routed unicast via the media distribution server, multicast via the media distribution server, or 
transmitted over a direct connection. 

Key distribution for groups is performed by the Group Management Server. Key distribution for private calls is 
performed by the initiating MCPTT client. Once a security context is established, the method for encrypting media for 
groups and private calls is the same. Aditionally, when MCPTT UEs are offline, the security context that is used to 
protect media security is also used to protect floor control signalling. 

4.3.5.2 Media security for group communications. 

Media security for groups is secured by establishing a shared group security context between group members. Key 
distribution for the group security context is performed by a Group Management Server. The Group Management 
Server sends a group keys and group security parameters over SIP as part of group management.  

Group keys and security parameters are encrypted by the Group Management Server to individual MCPTT users that 
are members of the group. The Group Management Server may choose to distribute the group key to MCPTT Server(s) 
to allow the media mixing function within the MCPTT Server(s) to be used. MCPTT users and MCPTT services require 
identity keying by a KMS prior to performing group management. 

Figure 4.3.5.2-1 provides an overview of the group keying process. Details of the process may be found in clause 7.3. 
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Figure 4.3.5.2-1: Group keying for media security 

Once a group key has been shared with MCPTT users, keys are derived from that group key to protect media (and floor 
control when the UE is offline). Key derivation is based on the MCPTT users' identity, hence every member of the 
group encrypts media using a different key. 

Media is encrypted using the SRTP protocol. When the MCPTT UE has a network connection the encrypted media is 
routed to other MCPTT clients via the media distribution function in the MCPTT Server. Media may be distributed over 
unicast (MCPTT-7) or multicast (MCPTT-8). When the MCPTT UE is offline, the encrypted media is routed directly to 
MCPTT clients on other MCPTT UEs. The security procedure for protecting media is the same in either case. Details of 
media encryption is provided in clause 7.5. 

Floor control is encrypted using the SRTCP protocol. Unlike media, floor control is protected differently when the UE 
has a network connection and when it is offline. When the UE has a network connection, floor control traffic is 
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