ETS| TS 133 511 V17.3.1 (2023-02)

TECHNICAL SPECIFICATION

5G;
Security Assurance Specification (SCAS) for the next
generation Node B (gNodeB) network product class
(3GPP TS 33.511 version 17.3.1 Release 17)

H°56

A GLOBAL INITIATIVE



3GPP TS 33.511 version 17.3.1 Release 17 1 ETSI TS 133 511 V17.3.1 (2023-02)

Reference
RTS/TSGS-0333511vh31

Keywords
5G,SECURITY

ETSI

650 Route des Lucioles
F-06921 Sophia Antipolis Cedex - FRANCE

Tel.: +334 9294 42 00 Fax: +33 4 93 65 47 16

Siret N° 348 623 562 00017 - APE 7112B
Association & but non lucratif enregistrée a la
Sous-Préfecture de Grasse (06) N° w061004871

Important notice

The present document can be downloaded from:
http://www.etsi.org/standards-search

The present document may be made available in electronic versions and/or in print. The content of any electronic and/or
print versions of the present document shall not be modified without the prior written authorization of ETSI. In case of any
existing or perceived difference in contents between such versions and/or in print, the prevailing version of an ETSI
deliverable is the one made publicly available in PDF format at www.etsi.org/deliver.

Users of the present document should be aware that the document may be subject to revision or change of status.
Information on the current status of this and other ETSI documents is available at
https://portal.etsi.org/TB/ETSIDeliverableStatus.aspx

If you find errors in the present document, please send your comment to one of the following services:
https://portal.etsi.org/People/CommiteeSupportStaff.aspx

If you find a security vulnerability in the present document, please report it through our
Coordinated Vulnerability Disclosure Program:
https://www.etsi.org/standards/coordinated-vulnerability-disclosure

Notice of disclaimer & limitation of liability

The information provided in the present deliverable is directed solely to professionals who have the appropriate degree of
experience to understand and interpret its content in accordance with generally accepted engineering or
other professional standard and applicable regulations.
No recommendation as to products and services or vendors is made or should be implied.

No representation or warranty is made that this deliverable is technically accurate or sufficient or conforms to any law
and/or governmental rule and/or regulation and further, no representation or warranty is made of merchantability or fitness
for any particular purpose or against infringement of intellectual property rights.

In no event shall ETSI be held liable for loss of profits or any other incidental or consequential damages.

Any software contained in this deliverable is provided "AS IS" with no warranties, express or implied, including but not
limited to, the warranties of merchantability, fithess for a particular purpose and non-infringement of intellectual property
rights and ETSI shall not be held liable in any event for any damages whatsoever (including, without limitation, damages

for loss of profits, business interruption, loss of information, or any other pecuniary loss) arising out of or related to the use
of or inability to use the software.

Copyright Notification

No part may be reproduced or utilized in any form or by any means, electronic or mechanical, including photocopying and
microfilm except as authorized by written permission of ETSI.
The content of the PDF version shall not be modified without the written authorization of ETSI.
The copyright and the foregoing restriction extend to reproduction in all media.

© ETSI 2023.
All rights reserved.

ETSI


http://www.etsi.org/standards-search
http://www.etsi.org/deliver
https://portal.etsi.org/TB/ETSIDeliverableStatus.aspx
https://portal.etsi.org/People/CommiteeSupportStaff.aspx
https://www.etsi.org/standards/coordinated-vulnerability-disclosure

3GPP TS 33.511 version 17.3.1 Release 17 2 ETSI TS 133 511 V17.3.1 (2023-02)

Intellectual Property Rights

Essential patents

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The declarations
pertaining to these essential IPRs, if any, are publicly available for ETSI members and non-members, and can be
found in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to
ETS in respect of ETS standards’, which is available from the ETS| Secretariat. Latest updates are available on the
ETSI Web server (https:/ipr.etsi.org/).

Pursuant to the ETSI Directivesincluding the ETSI IPR Policy, no investigation regarding the essentiality of IPRS,
including I PR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not
referenced in ETSI SR 000 314 (or the updates on the ETS| Web server) which are, or may be, or may become,
essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks of ETSI registered for the benefit of its
Members. 3GPP™ and LTE™ are trademarks of ETSI registered for the benefit of its Members and of the 3GPP
Organizational Partners. oneM 2M ™ logo is atrademark of ETSI registered for the benefit of its Members and of the
oneM2M Partners. GSM ® and the GSM logo are trademarks registered and owned by the GSM Association.

Legal Notice

This Technical Specification (TS) has been produced by ETSI 3rd Generation Partnership Project (3GPP).

The present document may refer to technical specifications or reports using their 3GPP identities. These shall be
interpreted as being references to the corresponding ETSI deliverables.

The cross reference between 3GPP and ETSI identities can be found under http://webapp.etsi.org/key/queryform.asp.

Modal verbs terminology

In the present document "shall", "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" areto beinterpreted as described in clause 3.2 of the ETS| Drafting Rules (Verba forms for the expression of
provisions).

"must” and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.

ETSI


https://ipr.etsi.org/
http://webapp.etsi.org/key/queryform.asp
https://portal.etsi.org/Services/editHelp!/Howtostart/ETSIDraftingRules.aspx

3GPP TS 33.511 version 17.3.1 Release 17 3 ETSI TS 133 511 V17.3.1 (2023-02)

Contents
INtellectual Property RIGNES.... ..ot b e e e en e ns 2
LB INOLICE ... bbbt et h bt b b nE e b e b e e et bt e bt Rt e s e e e e e e eb e n e e ns 2
AV TeTo = L= g oY = 01T 070] oo | OSSPSR 2
1= 11 o TSRS 5
1 o0 o< TP P URUP PRSPPSO 6
2 REFEIBINCES ...ttt a b b e sttt e £ e e et e e st e be e b e sE e benb et et e neenenneebeneen 6
3 Definitions of terms and @DbreVIaliONS...........cccvreiirerinereee e sne e 6
31 LIS (07PN 6
3.2 ADDIEVIBLIONS ...ttt et bbbt a et e e e b e sh e e b e b e e he e s e e e e besheeb e e Rt e R e et e e e bt sheebenneeneennen 6
4 gNodeB-specific security requirements and related tESE CASES.........ccveirerireriererereee e 7
41 1100 1 1 o o USRS 7
4.2 gNodeB-specific security functional adaptations of requirements and related test Cases..........cvvvvrereienerieens 7
42.1 0o 1 ') o OSSP 7
422 Security functional requirements on the gNodeB deriving from 3GPP specifications and related test
(002 = OO RTRU PP PR PSPPI 7
4221 Security functional requirements on the gNodeB deriving from 3GPP specifications— TS 33.501
724 [T 7
42211 Integrity protection of RRC-SIGNAliNG ......ccveiiiiiiice e ae e e 7
42212 Integrity protection of user data between the UE and the gNB ...........ccoovieie e 8
42213 LY@ L OSSO 8
42214 RRC integrity CheCK FaITUIE.........coiiiie e 8
42215 UP iNtegrity CRECK FaIIUNE. ..o e 9
4.2.2.1.6 Ciphering of RRC-SIGNaIIING.......ccuetiuiieiriiieiriee e 10
42217 Ciphering of user data between the UE and the gNB ..........oociiiiiiiinceeee e 10
4.2.2.1.8 Replay protection of user data between the UE and the gNB...........ccoiiiirinininieeee 11
42219 Replay protection of RRC-SIGNAITING ....c.coiiiiiiiiiiiieieee s 12
4.2.2.1.10 Ciphering of user data based on the security policy sent by the SMF ... 12
422111 Integrity of user data based on the security policy sent by the SMF ... 13
422112 AS algOrithmS SEIECLION......ccueeie et e et e e e teeteenaeenneenes 14
422113 Key refreSh @l tNE GNB .......ooieeece ettt et et e ra et e e beeteeaeeneennes 15
422114 Bidding down prevention in Xn-handoVversS............ccccoveiriie e 16
4.2.2.1.15 AS protection algorithm selection in gNB change ..o 16
4.2.2.1.16 Control plane data confidentiality protection over N2/Xn interface.........ccccevevveneineneineneen 17
4.2.2.1.17 Control plane dataintegrity protection over N2/ Xn interface ... 17
4.2.2.1.18 Key update at the gNB 0N dual CONNECHIVITY .......c.eiveuiriirieiriiicirieieerieee e 18
4.2.2.1.19 UP security activation in INaCLiVE SCENAITO. ........ciireiiireireree e 19
423 TECHNICAl BASEIINE......cueeieeiee ettt e ettt e st e besee et e e aeese e e e e et e sbesaeeneeneeneeneenes 20
4231 FNEFOOUCTION ...t e b e e b a et e e s et bt bt eh e e ae e s et e st e e e b e seeebesaeebe e e e e es 20
4232 Protecting data and iNfOrMELION..........ccoveii i st e st e e esaesraessaesreesrees 20
42321 Protecting data and information — genEral ...........ccveceiieieeiie s 20
42322 Protecting data and information — unauthorized VIeWING .........cccvecvieiveeseececeee e 20
42323 Protecting data and infOrmation iN SLOra0E .........ccuveieiiesiesi e 20
42324 Protecting data and information iNtranSfer..........cveceee e s 20
4.2.3.25 L0ogging aCCEeSS O PErSONal QALA.........coveeeeireieetirt ettt 20
4233 Protecting availability @nd INEEGITLY .......c..eeiirieire et b e 20
4234 Authentication and @UENOKTZELION............eieiieeee e st e e 20
42341 AUthentiCation @HIDULES..........ooooeee ettt eee e e es 20
4.2.35 PrOTECHING SESSIONS ...ttt etttk ettt ettt b bbb e b b e e eb s b e s e eb e sb e se e bt e b e seebese e e et e sae e ebesbennenens 21
4.2.3.6 oo o 1 0o SRS 21
4.2.4 OPEraliNg SYSLEIMIS. ... .eeiteeitieieeteeteeseeseestee st aeesseesseesseeseesteaseesseesseesaeeaseanssasesaseesseenseasseasensseessesssesnsennsssnes 21
4.25 WD SEIVEL'S ...ttt ettt ettt e bbbt h e ae et e e e b e e b e eb e e he ek £ e e e e e b e eh e eb e eheeh e e e e s e b e eReebeeheene e e ennees 21
4.2.6 INEIWOTK GEVICES ...ttt bt e e s e bbbttt e e et bt sh e eb e s bt e ae et e ebenbesbesb e e e enneneea 21
4.2.6.1 Protection of data and iNfOrMELION..............oeiieiiie e e s sb e neen 21
4.2.6.2 Protecting availability and INEEOIILY .....cvecueeei et e e esnaesreesnees 21

ETSI



3GPP TS 33.511 version 17.3.1 Release 17 4 ETSI TS 133 511 V17.3.1 (2023-02)

42621 PACKEL THTEITNG. ...ttt bbbt b et eb e ens 21
4.2.6.2.2 Interface robUSINESS FEQUITEIMENTS .........ouciiirieeete ettt et eb e seene 21
4.2.6.2.3 GTP-C FIEITNG . ..ttt bbbt b bbbt b et nbe b 21
4.2.6.2.4 GTP-U FLEING. ..ttt ettt bbb et b e bt e b st eb bt 21
427 V2o o OSSPSR SRRSO 21
4.3 gNodeB-specific adaptations of hardening requirements and related test Cases. ........cccvvvvereereececcieseeseeneenn 21
431 11 C0e (0o (o] o FOO TSP U U PRURTURURPRRIN 22
4.3.2 TECHNICAl BASEIINE........eeeiee bbb bt bt ae bt et et e b bt b st ene e e e e s 22
4.3.3 (@ 01< = 1] 00 V£ = 1 22
434 WVED SEIVEIS.....oectieet ettt ettt b e bt se s b e s e e b e b e e et e Rt b et st e be e nenbe st eee 22
435 INEEWOTK DBVICES ... veeeeeeeeeies ettt et e e ettt st s et et e seeseesbe s et ese e e eneeseeseeebesaeeseeneeneeneeseeseesaesseeneanseseens 22
4.3.6 Network Functionsin service-based architeCture ............ooeie e 22
4.4 gNodeB-specific adaptations of basic vulnerability testing requirements and related test cases ............c........ 22
Annex A (informative): ChangE NISLONY ..o 23
11 (TSP P PRSP PRORPRTRORN 24

ETSI



3GPP TS 33.511 version 17.3.1 Release 17 5 ETSI TS 133 511 V17.3.1 (2023-02)

Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.
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1 Scope

The present document contains objectives, requirements and test cases that are specific to the gNB network product
class. It refers to the Catalogue of General Security Assurance Requirements and formul ates specific adaptions of the
requirements and test cases given there, as well as specifying requirements and test cases unique to the gNB network
product class.

2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present
document.

- References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

- For aspecific reference, subsequent revisions do not apply.

- For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
aGSM document), a non-specific reference implicitly refersto the latest version of that document in the same
Release as the present document.

[1] 3GPP TR 21.905: "Vocabulary for 3GPP Specifications'.
2] 3GPP TS 33.501 (Release 15): " Security architecture and procedures for 5G system".
[3] 3GPP TS 33.117: "Catalogue of general security assurance reguirements’.
[4] Void
[5] 3GPP TR 33.926: " Security Assurance Specification (SCAS) threats and critical assetsin 3GPP
network product classes'.
[6] 3GPP TS 38.331: "NR; Radio Resource Control (RRC) protocol specification”.
3 Definitions of terms and abbreviations
3.1 Terms

For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term
defined in the present document takes precedence over the definition of the sameterm, if any, in 3GPP TR 21.905 [1].

3.2 Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An
abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in
3GPP TR 21.905 [1].

5GC 5G Core Network

AMF Access and Mobility Management Function
ogNB NR Node B

NG Next Generation

NG-RAN 5G Radio Access Network

SMF Session Management Function

ETSI
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4 gNodeB-specific security requirements and related
test cases
4.1 Introduction

gNB specific security requirements include both requirements derived from gNB-specific security functional
requirements as well as security requirements derived from threats specific to gNB as described in TR 33.926 [5].
Generic security requirements and test cases common to other network product classes have been captured in TS 33.117
[3] and are not repeated in the present document.

4.2 gNodeB-specific security functional adaptations of
requirements and related test cases

42.1 Introduction

Present clause contains gNB-specific security functional adaptations of requirements and related test cases.

4.2.2 Security functional requirements on the gNodeB deriving from 3GPP
specifications and related test cases

4.2.2.1 Security functional requirements on the gNodeB deriving from 3GPP
specifications — TS 33.501 [2]

42211 Integrity protection of RRC-signalling

Requirement Name: Integrity protection of RRC-signalling

Requirement Reference: TS 33.501 [2], clause 5.3.3

Requirement Description: "The gNB shall support integrity protection of RRC-signalling over the NG RAN air
interface" as specified in TS 33.501 [2], clause 5.3.3.

Threat References. TR 33.926 [5], clause D.2.2.2 — Control plane data integrity protection.
Test Case:
Test Name: TC_CP_DATA_INT_RRC-SIGN_gNB

Purpose: To verify that the RRC-signalling data sent between UE and gNB over the NG RAN air interface are integrity
protected.

Pre-Condition:
- The gNB network product shall be connected in emulated/real network environments. UE may be ssimulated.
- Tester shall have access to the integrity algorithm and the integrity protection keys.
- Thetester can capture the message viathe NG RAN air interface, or can capture the message at the UE.
Execution Steps:
1. The NIAO isdisabled at UE and gNB.
2. gNB sends AS SM C message to the UE, and UE responses AS SMP.

3. Check any RRC message sent by gNB after sending AS SMC and before UE enters CM-Idle state is integrity
protected.

ETSI
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Expected Results:
Any RRC-signalling over the NG RAN air interface isintegrity protected after gNB sending AS SMC.
Expected format of evidence:

Evidence suitable for the interface, e.g. Screenshot containing the operational results.

42212 Integrity protection of user data between the UE and the gNB
Requirement Name: Integrity protection of user data between the UE and the gNB.
Requirement Reference: TS 33.501 [2], clause 5.3.3

Requirement Description: "The gNB shall support integrity protection of user data packets over the NG RAN air
interface" as specified in TS 33.501 [2], clause 5.3.3.

NOTE: Thisrequirement does not apply to the gNB that is used as a secondary node connecting to the EPC.
Threat References. TR 33.926 [5], clause D.2.2.4 — User plane data integrity protection.
Test Case:
Test Name: TC-UP-DATA-INT_gNB
Purpose: To verify that the user data packets are integrity protected over the NG RAN air interface.
Pre-Condition:

- The gNB network product shall be connected in emulated/real network environments. UE may be simulated.

- Tester shall enable the user plane integrity protection and ensure NIAO is not used.

- Tester shall have knowledge of integrity algorithm and integrity protection keys.

- Thetester can capture the message via the NG RAN air interface, or can capture the message at the UE.
Execution Steps:

1. The NIAO isdisabled at UE and gNB.

2. gNB sends RRCConnectionReconfiguration with integrity protection indication "on".

3. Check any User data sent by gNB after sending RRCConnectionReconfiguration and before UE enters CM-Idle
state is Integrity protected.

Expected Results:

Any user plane packets sent between UE and gNB over the NG RAN air interface after gNB sending
RRCConnectionReconfiguration isintegrity protected.

Expected format of evidence:

Evidence suitable for the interface e.g. Screenshot containing the operational results.
4.2.2.1.3 VOID

42214 RRC integrity check failure
Requirement Name: RRC integrity check failure
Requirement Reference: TS 33.501 [2], clause 6.5.1

Requirement Description: " The RRC integrity checks shall be performed both in the ME and the gNB. In case failed
integrity check (i.e. faulty or missing MAC-1) is detected after the start of integrity protection, the concerned message
shall be discarded. This can happen on the gNB side or on the ME side.” as specified in TS 33.501 [2], clause 6.5.1.
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Threat References: TR 33.926 [5], clause D.2.2.2, Control plane data integrity protection
Test Case:
Test Name: TC-CP-DATA-RRC-INT-CHECK_gNB
Purpose:
Verify that RRC integrity check failureis handled correctly by the gNB.
Pre-Conditions:
Test environment with a UE. The UE may be ssimulated. RRC integrity protection is activated at the gNB.
Execution Steps
1a) The UE sends a RRC message to the gNB without MAC-I; or
1b) The UE sends a RRC message to the gNB with awrong MAC-I.
2b) The gNB verifies the integrity of the RRC message from the UE.
Expected Results:
The RRC message is discarded by the gNB after step 1a) or after step 2b).
Expected for mat of evidence:

Sample copies of thelog files.

42215 UP integrity check failure
Requirement Name: UP integrity check failure
Requirement Reference: TS 33.501 [2], clause 6.6.4

Requirement Description: "If the gNB or the UE receives a PDCP PDU which fails integrity check with faulty or
missing MAC-I after the start of integrity protection, the PDU shall be discarded.” as specified in TS 33.501 [2],
clause 6.6.4.

Threat References: TR 33.926 [5], clause D.2.2.4, User plane data integrity protection
Test Case:
Purpose:
Verify that UP integrity check failure is handled correctly by the gNB.
Pre-Conditions:
Test environment with a UE. The UE may be ssimulated. UP integrity protection is activated at the gNB.
Execution Steps
1a) The UE sends a PDCP PDU to the gNB without MAC-I; or
1b) The UE sends a PDCP PDU to the gNB with awrong MAC-I.
2b) The gNB verifies the integrity of the PDCP PDU from the UE.
Expected Results:
The PDCP PDU is discarded by the gNB after step 1a) or after step 2b).
Expected format of evidence:

Evidence suitable for the interface e.g. Screenshot containing the operational results.
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42216 Ciphering of RRC-signalling
Requirement Name: Ciphering of RRC-signalling
Requirement Reference: TS 33.501 [2], clause 5.3.2

Requirement Description: "The gNB shall support ciphering of RRC-signalling over the NG RAN air interface" as
specified in TS 33.501 [2], clause 5.3.2.

Threat References. TR 33.926 [5], clause D.2.2.1 — Control plane data confidentiality protection.
Test Case:
Test Name: TC-CP-DATA-CIP-RRC-SIGN_gNB

Purpose: To verify that the RRC-signalling data sent between UE and gNB over the NG RAN air interface are
confidentiality protected.

Pre-Condition:
- The gNB network product shall be connected in emulated/real network environments. The UE may be simulated.
- Thetester shall have accessto the NG RAN air interface or can capture the message at the UE.
Execution Steps:
1. The UE sends a Registraton Request to the AMF.
2. The AMF sends a KgNB and the UE security capability to the gNB.
3. The gNB selects an algorithm and sends AS SMC to the UE.
4. The gNB receive AS SMP from the UE.Expected Results:
Control plane packets sent to the UE after the gNB sends AS SMC is ciphered.
Expected format of evidence:

Evidence suitable for the interface, e.g. Screenshot containing the operational resullts.

42217 Ciphering of user data between the UE and the gNB
Requirement Name: Ciphering of user data between the UE and the gNB
Requirement Reference: TS 33.501 [2], clause 5.3.2

Requirement Description: " The gNB shall provide ciphering of user data packets between the UE and the gNB on NG
RAN air interface" as specified in TS 33.501 [2], clause 5.3.2.

Threat References: TR 33.926 [5], clause D.2.2.3 — User plane data confidentiality protection at gNB
Test Case:
Test Name: TC-UP-DATA-CIP_gNB
Purpose: To verify that the user data packets are confidentiality protected over the NG RAN air interface.
Pre-Condition:
- ThegNB network product shall be connected in emulated/real network environments. The UE may be simulated.
- Thetester shall have accessto the NG RAN air interface or can capture the message at the UE.
Execution Steps:
1. The UE sends PDU session establishment Request to the SMF.

2. The SMF sends a UP security policy with UP ciphering required or preferred to the gNB.
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