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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC]TC 1.

The procedures used to develop this document and those intended for its further maintenance are
described in the ISO/IEC Directives, Part 1. In particular the different approval criteria needed for the
different types of ISO documents should be noted. This document was drafted in accordance with the
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. ISO shall not be held responsible for identifying any or all such patent rights. Details of
any patent rights identified during the development of the document will be in the Introduction and/or
on the ISO list of patent declarations received (see www.iso.org/patents).

Any trade name used in this document is information given for the convenience of users and does not
constitute an endorsement.

For an explanation on the vdluntarysnatuteofl standards, thé medning of ISO specific terms and
expressions related to conformity assessment, as well as information about ISO's adherence to the
World Trade Organization (WTO) principlésimthe Technical Barriers to Trade (TBT) see the following
URL: www.iso.org/iso/foreword.html.

This document was prepared by Technical“Committee=ISO/IEC JTC 1, Information technology,
Subcommittee SC 31, Automatic’identification and-datda capture techniques.

This fourth edition cancels and replaces the third edition (ISO/IEC 18000-4:2015), which has been
technically revised. The main changes compared to the previous edition are as follows:

— Mode 4, described in Clause 9 as "MODE 4: Configurable data rate active RFID system", has
been added.

Alist of all parts in the ISO 18000 series can be found on the ISO website.

Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html.
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Introduction

This document is one of a series of International Standards and Technical Reports developed by ISO/
[ECJTC 1/SC 31 for the identification of items (item management) using radio frequency identification
(RFID) technology.

This document defines four 2,45 GHz protocols. Each of the specific physical/data link configuration
is defined in a separate subclause. The configuration descriptions include a physical layer and a data
link layer.

The International Organization for Standardization (ISO) and International Electrotechnical
Commission (IEC) draw attention to the fact that it is claimed that compliance with this document may
involve the use of patents concerning radio frequency identification technology given in all parts of this
document.

[SO and IEC take no position concerning the evidence, validity and scope of these patent rights.

The holders of these patent rights have assured the ISO and IEC that they are willing to negotiate
licences under reasonable and non-discriminatory terms and conditions with applicants throughout
the world. In this respect, the statements of the holders of these patent rights are registered with ISO
and [EC. Information may be obtained from the following companies.

Contact details
Patent holder:

Legal name i€ontrol'Inc.

Contact for licence application:

Name and department George Cavage

Address 3235%Kifer Road, Suite 260, Santa Clara, CA 94109, USA
Tel. +1,408 730.5364

Fax

E-mail gcavage@icontrol-inc.com

URL (optional) www.icontrol-inc.com

Patent holder:

Legal name Impinj, Inc.

Contact for licence application:

Name and department Stacy Jones, Impinj, Inc.

Address 701 N 34th Street, Suite 300, Seattle, WA 98103, USA
Tel. +1 206 834 1032

Fax +1 206 517 5262

E-mail stacy.jones@impinj.com

URL (optional) www.impinj.com
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Patent holder:

Legal name

Contact for licence application:

Name and department
Address

Tel.

Fax

E-mail

URL (optional)

Patent holder:

Legal name

Contact for licence application:

Name and department
Address

Tel.

Fax

E-mail

URL (optional)
Patent holder:

Legal name

Contact for licence application:

Name and department
Address

Tel.

Fax

E-mail

URL (optional)
Patent holder:

Legal name

Contact for licence application:

Name and department
Address

Tel.
Fax
E-mail

URL (optional)

Contact details

Zebra Technologies Corporation

James O’Hagan, Director of Patents & Technology

475 Half Day Road, Suite 500, Lincolnshire, IL 60069, USA
+1 (847) 793-6798

+1 (847) 955-4514

johagan@zebra.com

Chengdu West Valley Digital Technologies, Inc.

Jason Y. Liao

Room 305 Building #9, #88 Tian Chen West High-Tech
Zone, Chengdu, China

86-28-66767921

www.westv:en

NatiohZz!/Technologies/Inc.

Yang, Xianwei and Mobile Payment and RCC Department

China Technology Exchange Building, 66 North 4th Ring
Road West, Haidian District, Beijing

86-10-82868162

www.nationz.com.cn

Shenzhen ZTE Top sky Information Technology Co., Ltd.

Min Zhu

Room B, 10/F, No.3 China Academy of Science-Tech
Development Building, Gaoxin 1st Road South, High-Tech
Industrial Park, Nanshan District, Shenzhen, China

86-0755-86079364

www.zte-v.com.cn
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Information technology — Radio frequency identification
for item management —

Part 4
Parameters for air interface communications at 2,45 GHz

1 Scope

This document defines the air interface for radio frequency identification (RFID) devices operating
in the 2,45 GHz industrial, scientific, and medical (ISM) band used in item management applications.
This document provides a common technical specification for RFID devices that can be used by
ISO committees developing RFID application standards. This document is intended to allow for
compatibility and to encourage inter-operability of products for the growing RFID market in the
international marketplace. This document defines the forward and return link parameters for technical
attributes including, but not limited to, operating frequency, operating channel accuracy, occupied
channel bandwidth, maximum equivalent isotropically radiated power (EIRP), spurious emissions,
modulation, duty cycle, data coding, bit rate, bit rate accuracy, bit transmission order, and where
appropriate, operating channels, frequency hop rate, hop sequence, spreading sequence, and chip rate.
This document further defines the communications protoeol used initheair interface.

This document contains four modest Mode l<isian internogator talks first with passive tag. Mode 2 is a tag
talks first with battery-assisted passive tag. Mode 3 is a globallyavailable, ubiquitous network supporting
(but not limited to) the logistics and transportation industry; agnostic to any device, commercial or
otherwise, requiring global availability. Mode 4 is a configurable data rate active RFID system. It provides
the functions of long range objects identification and environmental sense, and it is intended to realize
the low cost device and low power consumption, long range identification, fast and reliable tags access.
The detailed technical differences between the modes are shown in the parameter tables.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments) applies.

ISO/IEC 646, Information technology — ISO 7-bit coded character set for information interchange

[SO/IEC 7816-6, Identification cards — Integrated circuit cards — Part 6: Interindustry data elements for
interchange

ISO/IEC 15963, Information technology — Radio frequency identification for item management — Unique
identification for RF tags

ISO/IEC 19762, Information technology — Automatic identification and data capture (AIDC) techniques —
Harmonized vocabulary

ISO/IEC/TR 18047-4, Information technology — Radio frequency identification device conformance test
methods — Part 4: Test methods for air interface communications at 2,45 GHz

ISO/IEC/IEEE 8802-15-4:2018, Information technology — Telecommunications and information exchange
between systems — Local and metropolitan area networks — Specific requirements — Part 15-4: Wireless
medium access control (MAC) and physical layer (PHY) specifications for low-rate wireless personal area
networks (WPANs)

© ISO/IEC 2018 - All rights reserved 1
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IEEE 802.15.4:2006, Information technology — Local and metropolitan area networks — Specific
requirements — Part 15.4: Wireless Medium Access Control (MAC) and Physical Layer (PHY) Specifications
for Low Rate Wireless Personal Area Networks (WPANs)

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 19762 and the
following apply.

ISO and [EC maintain terminological databases for use in standardization at the following addresses:

— IEC Electropedia: available at http://www.electropedia.org/

— ISO Online browsing platform: available at http://www.iso.org/obp

3.1
associated
successful negotiation of a bi-directional wireless link with a coordinator

Note 1 to entry: Associated networks require communication be maintained and monitored for a period of time.

3.2

association

service used to establish membership for a device communicating within the wireless network
described in this document

3.3

authentication

ATH

process of determining whether an entity or data is/are who-or what, respectively, it claims to be

Note 1 to entry: The types of ‘entity authentication referred to in this document are Tag authentication,
Interrogator authentication, and Tag-Interrogator mutual authentication. For data authentication, see
authenticated communications (3.4).

34
authenticated communications
communications in which message integrity is protected

3.5
block cipher
cryptographic function that operates on strings of fixed size

3.6
chip
smallest unit of signal after spectrum spreading

Note 1 to entry: In the spreading process, an information bit is usually represented by a number of coded signals,
wherein a coded signal is called a chip.

3.7
coordinator
full-function device (FFD) capable of relaying messages

Note 1 to entry: If a coordinator is the principal controller of a personal area network (PAN), it is called the PAN
coordinator.

3.8
data server
device data termination point

2 © ISO/IEC 2018 - All rights reserved
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3.9

device

any entity that meets the [SO/IEC/IEEE 8802-15-4 medium access control (MAC), physical interface to
the wireless medium, and this document

Note 1 to entry: A device may be a reduced-function device (RFD) or a full-function device (FFD).

3.10

encryption

transformation of a message into a new representation so that privileged information is required to
recover the original representation

3.11

full-function device

FFD

device capable of operating as a coordinator

3.12
group key
key that is known only to a set of devices

3.13
hailing channel
ISO/IEC/IEEE 8802-15-4 radio channel used to broadcast the NDB

3.14

key

privileged information that maybeused, for,exaimplesto[protéot information from disclosure to, and/or
undetectable modification by, parties that do not have access to this privileged information

3.15
keyID
numerical designator for a single key

3.16
link key
secret key that is shared between precisely two devices

3.17
mesh networking
type of network where an FFD serves as a relay for other devices

3.18

message authentication code

MAC1

code, computed over bits in a message, that an Interrogator or a Tag may use to verify the integrity of
the message

3.19

message integrity code

MIC

data whereby an entity receiving a message corroborates evidence about the true source of the
information in the message and, thereby, evidence that the message has not been modified in transit

3.20
network channel
primary ISO/IEC/IEEE 8802-15-4 radio channel between a coordinator and remote devices

3.21
packet
formatted, aggregated bits that are transmitted together in time across the physical medium

© ISO/IEC 2018 - All rights reserved 3
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3.22
password
information that is used to verify identities in the tag access (3.29) process

3.23
payload data
contents of a data message that is being transmitted

3.24

reduced-function device

RFD

device that is not capable of operating as a coordinator

3.25
secure communications
communications in which message confidentiality is protected

3.26
security
degree of protection against threats identified in a security policy

Note 1 to entry: A system is secure if it is protected to the degree specified in the security policy.

3.27

server connected coordinator

ScC

network coordinator that terminates the wireless protocol describedin this document and is connected
to control servers

3.28
tag
any device type associated with'the'devicerand capableof joining the network

3.29

tag access

process in which tags establish communication links with interrogators according to certain
communication protocols

4 Symbols and abbreviated terms

ACK acknowledgement

ALW always

CCITT Comité Consultatif International Téléphonique et Télégraphique
Cht Carrier high level tolerance

Clt Carrier low level tolerance

CRC cyclical redundancy check

CSI cryptographic suite identifier

CSMA carrier sense multiple access

DBPSK differential binary phase shift keying

DF dedicated file

4 © ISO/IEC 2018 - All rights reserved
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DSSS direct sequence spread spectrum

EBV extensible bit vectors

EF element file

EIRP equivalent isotropic radiated power

EVM error vector magnitude

fhitrate base frequency of the bit rate of Manchester code without bit changes
fe frequency of operating field (carrier frequency)
FCF frame control field

FCS frame check sequence

FHSS frequency hopping spread spectrum

LSB least significant bit

M Modulation

Ma Modulation overshoot

MAC medium access control

Mb Modulation undershoot

MF main directory file

MIC message integrity code

MIN Manufacturing Identification Number

Mlt Modulation lower tolerance

MSB most significant bit

Mut Modulation upper tolerance

N total number of time-slots in access frame
NAK no-acknowledgement

NDB network discovery beacon

NEV never

NSM network status message

OID object identifier

0-QPSK offset quadrature phase shift keying

ppm parts per million
PWD password
Q parameter that controls tag access number

© ISO/IEC 2018 - All rights reserved 5
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