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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

drafted in accordance with the
.iso.org/directivesl.

eastingavote:

www.iso.org/iso/foreword. html

x
b \
repa %y Technical Commlttee ISO/TC 22, Road vehicles
, Subreormmittee-SC Glp Elg&?rlcal and electronic

Part+—Vocabaryrequirements for trucks, buses, trailers and semi-trailers;
Part2-Mamagementoffunctiomatsafetyextension of the vocabulary;

— Part3-6omeept phose TG AEEAIGAOB ECEVES
— Part—Provkretdevelopment ot theystenreve/OBjECEVE OFIENEEd CONIFAHON MESUres

—  Part-5—Prodrretdevetopment-at-the-trerdwareteveimanagement of safety anomalies;

— references to cyber security;

— updated target values for hardware architecture metrics;

— Pare-Prochretiorremd-operetion SVaIUAHON OFNAFAWATS SIETENts
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Introduction

-ISO 26262- is the adaptation of IEC 61508 toeompty-witlrireeds—speeifie
reatt of electrical and/or electronic

(E/E) systems within road vehicles.

This adaptation applies to all activities during the safety lifecycle of safety-related systems comprised
of electrical, electronic and software components.

Safety is one of the key issues effuttreantonrobie-development—Newfarretionatittesrot-omy-hrareas

- 7 Propu g CCPASSTVE-SaIcLy™s}

Development and integration of

functionalities wiH=strengthen the need for safe
and the need to provide evidence that aH-reasomraite

safety objectives are satisfied.

With the trend of increasing technological complexity, software content and mechatronic

implementation, there are increasing risks from systematic failures and random hardware failuresl
. 1SO 26262/ series of standards includes
guidance to i these risks by providing appropriate requirements and processes.

S A%
provides an automotive-specific risk-b@é?(\i}a\pproach to determine integrity levels [Automotive
c) uses ASILs to specify i requirements of ISO 26262 s-u-a-s_ to avoid
unreasonable residual risk;

Safety Integrity Levels (A-S-H:-)];. \%@ob‘a
d) provides requirements for vatidationr—amnd—confirnatiormnreasures—to—ensure—a—suffieient—and

e) provides requirements for relations _ suppliers.

'Fuﬂeﬁumﬂ_ safety is influenced by the development process (including

such activities as requirements specification, design, implementation, integration, verification,
validation and configuration), the production and service processes and by-the management processes.

Safety mrel intertwined with common function-oriented and quality-oriented developnrent
activities and work products. -ISO 26262- _addresses the safety-related aspects of
activities and work products.

Vi © ISO 2018 - All rights reserved
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Figure 1 shows the overall structure of this-editionthe ISO 26262 series of 156-26262standards. The [SO
26262 series of standards is based upon a V-model as a reference process model for the different phases

of product development. Within the figure:

— the shaded “V”s represent the interconnection betweemamong ISO 26262-3, ISO 26262-4,

IS0 26262-5,1S0 26262-6 and IS0 26262-7;
— for motorcycles:
— S0 26262-12:2018, Clause 8 supports [SO 26262-3;
— IS0 26262-12:2018, Clauses 9 and 10 support [SO 26262-4;

— the specific clauses are indicated in the following manner: “m-n”, where “m” represents the number

of the particular part and “n” indicates the number of the clause within that part.

EXAMPLE “2-6" represents €tause6oft56-26262=21S0 26262-2:2018, Clause 6.

1. Vocabulary

\ 2. Management of functional safety

2-7 Safety management after |
for production

‘2-5 Overallés{management ‘

2-6 Safety management during the concept phase
and the product development

he}(s release

4-10 Functional,safety,

—_————
3. Concept phase 4. Product development at the system level ction and operation

‘3_5 tem definition 5 tlggtoaftpt{]%d;l;;tem ovel 4-11 Release for producior ‘

] — - -
o ) -6 Operation, service
‘3'6 Initiation of the safety lifecycle 14 ion Otf the technical . (maintenance and repair), and
nents O issioni

i 4-9 Safetyvalidatio ‘ decommissioning
3-7 Hazard analysis and risk 4
assessment m a
3-8 Functional safety
concept

hal

5-5 Initiation of pro

development af'the'hard 10}

5-6 Specification @f hard

safety requirement: j

5-7 Hardware desig > [ m e architectural design

5-8 Evaluation of the wa -8 Software unit design and

architectural metrics 2 plementation

5-9 Evaluation of the 5ai . A

violations due to random# ( pftware unit testing

failures e A —

5-10 Hardwar&, ite ( jon and 0 Softwqre integration and

testing AP ing

3"3 B-11 Verification 0fgoftware safety
requirements
S,
8. Supporting processes \

8-5 Interfaces within distributed develgpfhents 8-10 Documentation
8-6 Specification and managemenydf safety requirements 8-11 Confidence in the use of software t0als
8-7 Configuration managemenj/” 8-12 Qualification of software components \
8-8 Change managemenl/ 8-13 Qualification of hardware components \
8-9 Verification / 8-14 Proven in use argument

9. ASIL-oriented and safety-oriented analyses

9-5 Requirgdients decomposition with respect to ASIL tailoring | [9-7 Analysis of dependent failures N\
9-6 Critgffa for coexistence of elements | |9-8 Safety analyses
a

/ 10. Guideline on ISO 26262
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1. Vocabulary

2. Management of functional safety

| 2-5 Overall safety management

2-7 Safety management regarding production,

| | 2-6 Project dependent safety management | operation, service and decommissioning

3. Concept phase

4. Product development at the system level Production, operation,

| 3-5 Item definition

service and

4-7 System and item integr; e .
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eral topics for the product
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ent at the system level
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assessment
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.

| 4-8 Safety validation
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| 3-7 Functional safety concept

| 7-6 Production |
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12. Adaptation of ISO 26262

7-7 Operation, service and
decommissioning

12-5 General topics for adaptation
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the pro
software
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12-7 Confirmation measures

of softway
ents

e unit desig
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assessment
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8-6 Specification and management of safety

8-10 Documentation manage@% A
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£1S0 26262

8-7 Configuration management

8-12 Qualification of software c ents

?IG Integration of safety-related systems not
e

8-8 Change management 8-13 Evaluation of hardware glénents & (M veloped according to ISO 26262
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Figure 1 — Overview, ;‘lso 26262 series of standards
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Road vehicles — Functional safety —

Part 1:
Vocabulary

1 Scope

56-26262This document is intended to be applied to safety-related systems that include one or more

electrical and/or electronic (E/E) systems and that are installed in series iroduction passenger-cars

does not address unique E/E systems in special purpesevehicles such as i
designed for drivers with disabilities.

SO IR A%

&‘% @@ Q"\\ \‘}\o;@b‘
ad@%sses possibL&‘}}gé'zards caused by malfunctioning behaviour of EfE
safety-related systems, including int_e@a‘cbegéh of these systems. It does not address hazards related
to electric shock, fire, smoke, heat, ra_@iétid?q, toxicity, flammability, reactivity, corrosion, release of
energy and similar hazards, unless dgb%:,ﬂ%/ caused by malfunctioning behaviour of E/E-safety-related

systems. &\

&

E/E systemsrevenif-dediteated-fturetionat

© IS0 2018 - All rights reserved 1
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43 Terms and definitions

For the iurioses of this document, the feltowimg-terms and definitions given in ISO 26262 (all parts)

apply.

aocation
. " . » et 33

https://ww .org/ob Y

http://www.electro

+33.1
architecture

%\s

representation of the structure of the item W

or—efenrents—t+=323that allows 1dent1flcat10 din %Lgﬁ(ss, th
O

includes the allocation =+

elggAE3.41)

eir boundaries and interfaces, and

>

3.6 3.132)
3.23 (3.139)—

434

assessment

examination of ra characteristic of an item (#693.84) or element (-1.—3-2-3.41)_

N I A terebof-ind ; i . " . ] . e
witreachrassesstrent:

© IS0 2018 - All rights reserved
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535

audit
examination of an implemented process NI FEEARAIOEHE PFOCESS BBIECVES

+63.6
automotive safety integrity level
ASIL

one of four levels to specify the item's (#693.84) or element's (£323.41) necessary requiremrents
of—ISO 26262 *and safety measures (+=++63.141) to apply for avoiding an

wnreasemabte-residualunreasonable risk (#9%3.176), with D representing the most stringent and A the
least stringent level

Note 1o entry: QM [3.117) i notan ASIL

=7
ASHd i

eorrespondingelements

+8
availability

capability of a product to i
H under given conditions

Rt e o areCS Al avairante

baseline
version of a_ set of one or more werlk=prodwetswork products (3.185), items (#693.84)
or elements (£323.41) that 1 i i as a basis for fortirer

developmentthrougirtre-change-maragementprocess
Note 1 to entry: See ISO 26262-8:26++2018, Clause 8.

(3.9)
Note 1o entry: T& bodiesincluce ruck (3174 cabs, bus (1) bodies walkn vans, et

© IS0 2018 - All rights reserved 3
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(3:9)

branch coverage

iercentaie of branches of the control flow th-af-hawbeu&-exeeuted_

Note 1 to entry: 100 % branch coverage implies 100 % -statement coverage (£%2%3.160).

Note 2 to entry: An if-statement always has two branches - condition true and condition false - independent of the
existence of an else-clause.

+*
calibration data
data that will be applied

>
‘Q‘ X 9'
?ter ghe g@?@? re build in the development process

b
EXAMPLE Parameters (e.g. value for 1 V’Hl@§peeq}‘be§%mp characteristic diagrams); vehicle specific
parameters (adaptation Valuesﬂ-f e.g., 11m1 thr ; variant coding (e.g. country code, left-hand/
right-hand steering). b

\C bb’
Note 1 to entry: Calibration data mu-t- contgﬁn 'ékecutable or interpretable code.
AN
S &
+423.16 S
candidate il s

item (£693.84) or element (£323.41) &‘hose definition and conditions of use are identical to, or have
a very high degree of commonality with, an #emitem (3.84) or etemrentelement (3.41) that is already
released and in operation

Note 1 to entry: This definition applies where candidate is used in the context of a proven in use argument
(#963.115).

+3
cascading failure

ailure (£393.50) of an element (£323.41) of an item (¥693.84)
element (3.41)eausing ailure (3.50) of another etemrentelement (3.41)

or etenrertselements (3.41) of the same ttenrtofait item (3.84)

Note 1 to entry: Cascading failures are dependent failures (#223.29) that m-e-rrut_

common cause failures (1.14failure (3.18). See Figure 2-Faitores.

Element B

Fautt }< o] Faitre B
x/ : : S %

4 © IS0 2018 - All rights reserved
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Root Cause Fault 1 Failure __ | — Failure
(external) = X — A X B

Fault 1 . Fault 2 .
e -

A
Root Cause
(internal)

Figure 2 — Cascading failure

14318
common cause failure
CCF

failure (#393.50) of two or more elements (#323.41) of an item (#693.84) resulting -from a
single specific event or root cause elements (3.41)

Note 1 to entry: Common cause failures are dependent failures (#223.29) that are not cascading failures (£¥33.17).
See Figure 3.

Elerrent A
Wure Al
]
&
Roct cause . . ,\'\‘9
P Eaiwe B
Q %
@ '_{& Fauk2 \°
{5 AT o
A v Qé E\e}n tA
<l &
$ N\ Q\c & L)‘(ltl | Failure
N R A
X Fault 1 .
: §® ef% X . Falklre
ib 0\ Root Cause
& ® (internal)
Ro ause

\\%\ (external)

&
X B
X B

Root Cause
(internal)

Figure 3 — Common cause failure

(3.16) in which multiple elements (3.41) fail in the same manner

(3.131)

© IS0 2018 - All rights reserved 5
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