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Foreword 

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical 
Commission) form the specialized system for worldwide standardization. National bodies that are members of 
ISO or IEC participate in the development of International Standards through technical committees 
established by the respective organization to deal with particular fields of technical activity. ISO and IEC 
technical committees collaborate in fields of mutual interest. Other international organizations, governmental 
and non-governmental, in liaison with ISO and IEC, also take part in the work. In the field of information 
technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1. 

The procedures used to develop this document and those intended for its further maintenance are described 
in the ISO/IEC Directives, Part 1. In particular the different approval criteria needed for the different types of 
document should be noted. This document was drafted in accordance with the editorial rules of the 
ISO/IEC Directives, Part 2 (see www.iso.org/directives). 

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent 
rights. ISO and IEC shall not be held responsible for identifying any or all such patent rights. Details of any 
patent rights identified during the development of the document will be in the Introduction and/or on the ISO 
list of patent declarations received (see www.iso.org/patents). 

Any trade name used in this document is information given for the convenience of users and does not 
constitute an endorsement. 

For an explanation on the meaning of ISO specific terms and expressions related to conformity assessment, 
as well as information about ISO's adherence to the WTO principles in the Technical Barriers to Trade (TBT), 
see the following URL: Foreword — Supplementary information. 

ISO/IEC 20922:2016 was prepared by the OASIS Message Queuing Telemetry Transport (MQTT) 
Technical Committee and was adopted, under the PAS procedure, by Joint Technical Committee ISO/IEC 
JTC 1, Information technology, in parallel with its approval by the national bodies of ISO and IEC.  
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1 Introduction 1 

1.1  Organization of MQTT  2 

This specification is split into seven chapters: 3 
 Chapter 1 - Introduction 4 

 Chapter 2 - MQTT Control Packet format 5 

 Chapter 3 - MQTT Control Packets 6 

 Chapter 4 - Operational behavior 7 

 Chapter 5 - Security 8 

 Chapter 6 - Using WebSocket as a network transport 9 

 Chapter 7 - Conformance Targets 10 

1.2 Terminology 11 

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD 12 
NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this specification are to be interpreted as 13 
described in IETF RFC 2119 [RFC2119]. 14 

Network Connection: 15 
A construct provided by the underlying transport protocol that is being used by MQTT.  16 

 It connects the Client to the Server. 17 
 It provides the means to send an ordered, lossless, stream of bytes in both directions. 18 

For examples see Section 4.2. 19 

Application Message: 20 

The data carried by the MQTT protocol across the network for the application. When Application 21 

Messages are transported by MQTT they have an associated Quality of Service and a Topic Name. 22 

Client: 23 
A program or device that uses MQTT. A Client always establishes the Network Connection to the Server. 24 
It can 25 

 Publish Application Messages that other Clients might be interested in. 26 
 Subscribe to request Application Messages that it is interested in receiving. 27 
 Unsubscribe to remove a request for Application Messages. 28 
 Disconnect from the Server. 29 

Server: 30 
A program or device that acts as an intermediary between Clients which publish Application Messages 31 
and Clients which have made Subscriptions. A Server 32 

 Accepts Network Connections from Clients. 33 
 Accepts Application Messages published by Clients. 34 
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 Processes Subscribe and Unsubscribe requests from Clients. 35 
 Forwards Application Messages that match Client Subscriptions. 36 

Subscription: 37 
A Subscription comprises a Topic Filter and a maximum QoS. A Subscription is associated with a single 38 
Session. A Session can contain more than one Subscription. Each Subscription within a session has a 39 
different Topic Filter. 40 

Topic Name: 41 
The label attached to an Application Message which is matched against the Subscriptions known to the 42 
Server. The Server sends a copy of the Application Message to each Client that has a matching 43 
Subscription. 44 

Topic Filter: 45 
An expression contained in a Subscription, to indicate an interest in one or more topics. A Topic Filter can 46 
include wildcard characters. 47 

Session: 48 
A stateful interaction between a Client and a Server. Some Sessions last only as long as the Network 49 
Connection, others can span multiple consecutive Network Connections between a Client and a Server. 50 

MQTT Control Packet: 51 
A packet of information that is sent across the Network Connection. The MQTT specification defines 52 
fourteen different types of Control Packet, one of which (the PUBLISH packet) is used to convey 53 
Application Messages. 54 

1.3  Normative references 55 

[RFC2119] 56 

Bradner, S., "Key words for use in RFCs to Indicate Requirement Levels", BCP 14, RFC 2119, March 57 
1997. 58 
http://www.ietf.org/rfc/rfc2119.txt 59 
 60 

[RFC3629] 61 

Yergeau, F., "UTF-8, a transformation format of ISO 10646", STD 63, RFC 3629, November 2003  62 
http://www.ietf.org/rfc/rfc3629.txt 63 
 64 

[RFC5246] 65 

Dierks, T. and E. Rescorla, "The Transport Layer Security (TLS) Protocol Version 1.2", RFC 5246, August 66 
2008. 67 
http://www.ietf.org/rfc/rfc5246.txt 68 

 69 

[RFC6455] 70 

Fette, I. and A. Melnikov, "The WebSocket Protocol", RFC 6455, December 2011. 71 
http://www.ietf.org/rfc/rfc6455.txt 72 

 73 
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[Unicode] 74 

The Unicode Consortium. The Unicode Standard. 75 
http://www.unicode.org/versions/latest/ 76 

1.4 Non normative references 77 

[RFC793] 78 
Postel, J. Transmission Control Protocol. STD 7, IETF RFC 793, September 1981. 79 
http://www.ietf.org/rfc/rfc793.txt 80 

 81 

[AES] 82 

Advanced Encryption Standard (AES) (FIPS PUB 197). 83 
http://csrc.nist.gov/publications/fips/fips197/fips-197.pdf 84 
 85 

[DES] 86 

Data Encryption Standard (DES). 87 
http://csrc.nist.gov/publications/fips/fips46-3/fips46-3.pdf 88 
 89 

[FIPS1402] 90 

Security Requirements for Cryptographic Modules (FIPS PUB 140-2) 91 
http://csrc.nist.gov/publications/fips/fips140-2/fips1402.pdf 92 
 93 

[IEEE 802.1AR] 94 

IEEE Standard for Local and metropolitan area networks - Secure Device Identity 95 
http://standards.ieee.org/findstds/standard/802.1AR-2009.html 96 
 97 

[ISO29192] 98 

ISO/IEC 29192-1:2012 Information technology -- Security techniques -- Lightweight cryptography -- Part 99 
1: General 100 
http://www.iso.org/iso/home/store/catalogue_tc/catalogue_detail.htm?csnumber=56425 101 
 102 

[MQTT NIST] 103 

MQTT supplemental publication, MQTT and the NIST Framework for Improving Critical Infrastructure 104 
Cybersecurity 105 
http://docs.oasis-open.org/mqtt/mqtt-nist-cybersecurity/v1.0/mqtt-nist-cybersecurity-v1.0.html 106 
 107 

[MQTTV31] 108 

MQTT V3.1 Protocol Specification. 109 
http://public.dhe.ibm.com/software/dw/webservices/ws-mqtt/mqtt-v3r1.html 110 

 111 

[NISTCSF] 112 

Improving Critical Infrastructure Cybersecurity Executive Order 13636 113 
http://www.nist.gov/itl/upload/preliminary-cybersecurity-framework.pdf 114 
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