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Intellectual Property Rights

Essential patents

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The declarations
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including I PR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not
referenced in ETSI SR 000 314 (or the updates on the ETS| Web server) which are, or may be, or may become,
essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks of ETSI registered for the benefit of its
Members. 3GPP™ and LTE™ are trademarks of ETSI registered for the benefit of its Members and of the 3GPP
Organizational Partners. oneM 2M ™ logo is atrademark of ETSI registered for the benefit of its Members and of the
oneM2M Partners. GSM ® and the GSM logo are trademarks registered and owned by the GSM Association.

Foreword

This Technical Specification (TS) has been produced by ETSI Technical Committee TETRA and Critical
Communications Evolution (TCCE).

The present document is part 2 of a multi-part deliverable covering the specifications of the TETRA standard
encryption, authentication and key management algorithms, as identified below:

Part 1:  "TETRA Encryption Algorithms Set A";
Part 2. "TETRA Encryption Algorithms TEA Set B";
Part 3:  "TETRA and Authentication and Key Management Algorithms TAAL";

Part 4: "TETRA Authentication and Key Management Algorithms TAA2".

Modal verbs terminology

In the present document "shall”, "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" areto beinterpreted as described in clause 3.2 of the ETS| Drafting Rules (Verba forms for the expression of
provisions).

"must” and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.
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1 Scope

The present document specifies the Terrestrial Trunked Radio system (TETRA) set B encryption agorithms TEA 5, 6
and 7. These algorithms are designed to meet the requirements set out in the requirements specification for the
Additional TETRA Encryption Algorithm Suite[i.2].

The TETRA Air interface security function provides mechanisms for confidentiality of control signalling and user
speech and data at the air interface, authentication and key management mechanisms for the air interface and for the
Inter-System Interface (1S1). TETRA Air Interface security mechanisms are described in the TETRA V+D security
specification [1] and the TETRA Direct Mode security specification [2].

2 References

2.1 Normative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected location might be found at
https://docbox.etsi.org/Referencel.

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee
their long-term validity.

The following referenced documents are necessary for the application of the present document:

[1] ETSI TS 100 392-7: "Terrestrial Trunked Radio (TETRA); Voice plus Data (V+D);
Part 7: Security".
[2] ETSI TS 100 396-6: "Terrestrial Trunked Radio (TETRA); Direct Mode Operation (DMO);
Part 6: Security".
2.2 Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[i.1] Daemen, J. and Rijmen, V. (1999): "AES proposal: Rijndael’, document version 2". Submission to
NIST AES competition (1999).

[i.2] ETSI TCCE(21)000002r2: "Requirements Specification for the Additional TETRA Encryption
Algorithm Suite".
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3 Definition of terms, symbols and abbreviations

3.1 Terms

For the purposes of the present document, the following terms apply:

Cipher Key (CK): vaue that is used to determine the transformation of plain text to cipher text in a cryptographic
algorithm

Initialization Vector (1V): sequence of symbols that randomize the KSG inside the encryption unit
key stream: pseudo random stream of symbolsthat is generated by a KSG for encipherment and decipherment

Key Stream Generator (KSG): cryptographic algorithm which produces a stream of binary digits, which can be used
for encipherment and decipherment

NOTE: Theinitia state of the KSG is determined by the IV value.
Key Stream Segment (K SS): key stream of arbitrary length
LENGTH: required length of the key stream in bits
TEA set A: set of air interface encryption algorithms comprising TEA1, TEA2, TEA3 and TEA4
TEA set B: set of air interface encryption algorithms comprising TEA5, TEA6 and TEA7

TETRA algorithm: mathematical description of a cryptographic process used for either of the security processes
authentication or encryption

3.2 Symbols

Void.

3.3 Abbreviations

For the purposes of the present document, the following abbreviations apply:

CK Cipher Key

CKM Mode Key

GF GaloisField

v Initialization V ector
IVM Mode IV

VX eXpanded IV

KSS Key Stream Segment
1Sl Inter System Interface
KSG Key Stream Generator

4 TEA encryption Set B Algorithm specifications

4.1 Input and Output Parameters

As specified in clause 8.3 of [i.2], the input parameters to the algorithm are:
. an initialization vector IV consisting of 80 bits IV[0], ..., IV[79];

. acipher key CK consisting of 192 bits CK[(], ..., CK[191];
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e therequired length LENGTH of the key stream in bits. This can, according to [i.2], take any value from 1 up
to 8 288. However, the design of the algorithm alows it to deliver, securely, alength of keystream up to
2% bits, making it potentially suitable for future applications where an increased length of KSS output is
required.

The corresponding output from the algorithm is then a key stream segment KSS consisting of LENGTH bits KSS[(Q],
..., KSS[LENGTH-1].

5 TEAS - Specification of the Algorithm

5.1 Introduction

In outline, the algorithm operates as follows:

e the 80 bits of initialization vector IV, considered as 10 elements of the Galois field GF (28), are mixed using a
10-stage linear recursion over GF(28) to give 24 bytes which form a 192-bit mixed initialization vector IVX;

e thecipher key CK and mixed initialization vector IV X are combined to produce a 192-bit Mode Key, CKM,
and a 192-bit Mode IV, IVM;

e  successive 256-bit blocks are formed as a concatenation Mode IV || 'T', 'E', 'A’, '5' || counter, where the byte
values 'T', 'E', 'A’, '5' code the name of the algorithm in ASCII, and the 32-bit counter takes successive values
01,..;

e these successive 256-blocks are encrypted using the variant of Rijndael [i.1] with parameters giving a block
length of 256 bits and key length 192 hits. The Mode Key is used as the Rijndael key. The 256-hit blocks
obtained as aresult of these Rijndagl encryptions are concatenated to form KSS; some bits will be discarded
from the final ciphertext block if LENGTH is not exactly divisible by 256.

The algorithm is specified precisely in clauses 5.2 to 5.6.

5.2 TEAS IV Expansion

The 80-bit IV is expanded to a 192-bit mixed 1V, IV X, asfollows:

. from the initialization vector bits IV[0], ..., IV[79], form 10 bytes b[0], ..., b[9], where b[i] = 27 IV[8xi] + 2°
IV[8xi+1] + ... +IV[8xi+7],fori=0,...,9;

e foranybitsB[Q], ..., B[7], the byteisidentified as 2’B[Q] + 2° B[1] + ... + B[7] with the element z’B[Q] + z8
B[1] + ... + B[7] of GF(28), where z is a generator of GF(28) satisfying the Rijndael polynomial
X8+ x4+ x3+x+1inGF(2)[x];

. fori =10, ..., 43, abyte b[i] is obtained from bytes b[i-1], ..., b[i-10] according to the rule b[i] = b[i-10] ®
bli-9] ® (2" + 28+ Z* + 22+ z + 1) b[i-1]. The byte (z7 + 28 + z* + z2 + z + 1) b[i-1] can be obtained from bJi-1]
using the lookup table defined in clause 5.5;

o the24 bytesb[20], b[21], ..., b[43] contain the bits IVX[O], ..., IVX[191], where b[20+i] = 27 IVX[8i] + 2°
IVX[8i+1] + ... + IVX[8i + 7] fori =0, ..., 23.

This processisillustrated in figures 1 and 2 below.
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Figure 1: IV expansion

by3 sy gy Dyg D3g D3g D37 D3g D35 D34 D33 D3y D31 D3y Dag bog a7 bog Do Doy bzg by by by big big b7 big bys by byz by byy byg by bg by bg bs by by by by by
! \ J

| !
VX v

Figure 2: IVX extraction

5.3 TEAS Derivation of the Mode Key and Mode IV

The Mode Key consists of 192 bits CKM[Q], ..., CKM[191] and the Mode IV consists of 192 bits IVM[O], ...,
IVM[191]. An 8-hit to 8-bit combining function f is applied to successive 8-bit inputs formed from 4 bits of the cipher
key CK and 4 bits from the mixed initialization vector VX, and the result is taken to be a further 4 bits of Mode Key
and 4 bits of Mode 1. More precisely, for eachi intherangeO, ..., 47,

2'"CKM[4i] + 2°CKM[4i+1] + ... + 2°CKM[4i+3] + 28IVM[4i] + 22IVM[4i+1] + ... + IVM[4i+3] =
f(2"CK[4i] + 25CK[4i+1] + ... + 2°CK[4i+3] + 22IVX[4i] + 22V X[4i+1] + ... +IVX[4i+3])
The combining function f is defined in clause 5.6.

The process for deriving the Mode Key and Mode IV from the cipher key CK and mixed initialization vector IVX is
illustrated in figure 3 below.

48 times
Cipher Key “CK" : . Mode Key “CKM”
4 bit 4 bit
(192 bits) il e "l Y e " (192 bits)
Combining
Expanded function f Mode
Initialization Vector » 4 bits > » 4 bits » Initialization Vector
“IVX” (192 bits) “IVM” (192 bits)

Figure 3. Mode Key and Mode IV derivation
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54 TEADS Derivation of the Keystream Bits

The keystream bits KSS are obtained using Rijndael [i.1] with key length 192 bits and block size 256 bits, used in a
counter mode. The key used is the Mode Key CKM, arranged into bytes 27CKM[8i] + 26CKM[8i+1] + ... +
CKM[8i+7] fori =0, ..., 23. The Rijndael algorithm is run in encryption mode to encrypt | LENGTH/256 | successive
plaintext blocks, where the notation [ LENGTH/256 | denotes the least integer > the floating-point quotient
LENGTH/256. The plaintext for encryptionj, forj =0, ...,[ LENGTH/256] -1, is, informally, IVM [I'T,'E, AL 'S ||,
where the byte values 'T', 'E', ‘A", '5' code the name of the algorithm in ASCII, and j is coded as 4 bytes, more precisaly,
it is the 32-byte sequence po, ..., ps1, Where:

o pi=2IIVM[8i] + 281VM[8i+1] + ... + IVM[8i+7] fori =0, ..., 23;
. P22 = 84, pas = 69, pzs = 65, p2r = 53 (those four values being in decimal);
*  2%pos+2'Doo + 2%p0 + Par =
The keystream bit KSS[i] isthe bit C{[t], which is written as:
J i =256r+8s+t for0<s<3land0<t<7,
. Co, ..., Ca1 are the ciphertext bytes obtained from the encryption wherej =r;
o  C=2'CJ0] + 25C{1] + ... + C{7], for bitsC{ 0], ..., C{7].

Note that if (LENGTH mod 256) < 248 then one or more higher numbered ciphertext bytes from the last block will be
discarded. If (LENGTH mod 8) > 0 then one or more less significant bits from the last used ciphertext byte will be
discarded.

Note that the maximum value of LENGTH, the number of bits of required keystream, is 8 288, according to the
specification [i.2]. Since this maximum number of required keystream bits < 216, the 32-bit counter j can be
implemented as an 8-bit counter with the other three bytes fixed to zero. If, in a future application, the maximum
number of bits of required keystream is no more than 2% bits, then the 32-bit counter can be implemented as a 16-bit
counter with the other two bytes fixed to zero. If afull range of values for the 32-bit counter isimplemented, keystream
sequences of length up to 2*° can be generated.

The use of Rijndael in counter mode to produce keystream bitsis shown in figure 4 below.

“VM” ‘T ‘E, ‘N, ‘s’ | Block index j
(192 bits) (32 bits) (32 bits)
256
A 4
el ey el »| Rijndael (K192, B256)

(192 bits)

A 4

j" Keystream block
(256 bits)

Figure 4: Keystream generation
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5.5 TEAS - Lookup Table for IV Mixing

Table 1 implements Galois Field multiplication by z” + z8 + z* + 22 + z + 1, as discussed in clause 5.2. Different rows
correspond to different values of the most significant 4 bits of the input, and columns to the least significant 4 bits. For
example, the value corresponding to 0x12 is found in the row labelled 0x1? and column labelled 0x?2, and isthe byte
value Ox6a.

Table 1

0x?0 |0x?1 |0x?2 [0x?3 [0x?4 |0x?5 [0x?6 [0x?7 |0x?8 |0x?9 |Ox?a [0x?b |0x?c |0Ox?d |Ox?e |Ox?f
0x07? [0x00 |0xd7 [Oxb5 [0Ox62 |0x71 |Oxa6 |Oxc4 |0x13 [0xe2 [0x35 |0x57 |0x80 [0x93 [0x44 |0x26 | Oxfl
Ox17? | Oxdf |0x08 [Ox6a [Oxbd |Oxae |0x79 [Ox1lb |Oxcc |0x3d |Oxea [0Ox88 | Ox5f |Ox4c [0x9b [ Oxf9 |Ox2e
0x27? [0xa5 |0x72 [0x10 [Oxc7 |Oxd4 |0x03 [0x61 |Oxb6 |0x47 |0x90 [O0xf2 |0x25 |0x36 |Oxel [0x83 |0x54
0x3? [0Ox7a |Oxad | Oxcf [0x18 |OxOb |Oxdc [Oxbe |0x69 |0x98 | Ox4f [Ox2d | Oxfa |0xe9 |0x3e [0x5c |0x8b
0x47? [0x51 |0x86 [Oxe4 [0x33 |0x20 | Oxf7 [0x95 |0x42 |0xb3 |0x64 [0x06 |Oxdl |Oxc2 |[0x15 [0x77 |Oxal
0x5? [0xBe |0x59 [0x3b [Oxec | Oxff |[0x28 [Ox4a |0x9d |Ox6¢c [Oxbb [Oxd9 |0OxOe |[0x1d [Oxca |Oxa8 | Ox7f
0x67? | 0xf4 |0x23 [0x41 [0x96 |0x85 |0x52 [0x30 |0xe7 |0x16 |Oxcl [Oxa3 |0x74 |0x67 |0xb0O [Oxd2 |0x05
Ox77? |0x2b | Oxfc [0x9e |0x49 |Ox5a |0x8d | Oxef |0x38 [0Oxc9 [Oxle |0x7c |Oxab [0xb8 [ Ox6f |0xOd |Oxda
0x87? [0xa2 |0x75 [0x17 [OxcO |Oxd3 [0x04 [0x66 |Oxbl |0x40 |0x97 [Oxf5 |0x22 |0x31 |Oxe6 [0x84 |0x53
0x97? [0x7d |Oxaa [0xc8 |O0x1f |OxOc |Oxdb [Oxb9 |Ox6e | Ox9f |0x48 [Ox2a | Oxfd |Oxee |[0x39 [0Ox5b |0x8c
Oxa? [0x07 |0xd0 [0xb2 |[0x65 |0x76 |Oxal |Oxc3 |0x14 [0xe5 [0x32 |0x50 |0x87 [0x94 [0x43 |0x21 | Oxf6
0xb? |0xd8 | OxOf [Ox6d [Oxba [Oxa9 [Ox7e |Oxlc |Oxch |0x3a |Oxed | Ox8f |0x58 |0x4b |0x9c | Oxfe |0x29
Oxc? | 0xf3 |0x24 [0x46 [0x91 |0x82 |0x55 [0x37 |OxeO |[0x11 |Oxc6 [Oxa4 |0x73 |0x60 |[Oxb7 [Oxd5 |0x02
0xd? |0x2c | Oxfb [0x99 [Ox4e [Ox5d [Ox8a |0xe8 | Ox3f |Oxce |0x19 |0x7b |Oxac | Oxbf |0x68 |OxOa |Oxdd
Oxe? [0x56 |0x81 [0xe3 [0x34 |0x27 | OxfO [0x92 |0x45 |0xb4 |0x63 [0x01 |0xd6 |Oxc5 |[0x12 [0x70 |Oxa7
0xf? [Ox89 |0Ox5e |0x3c |Oxeb | Oxf8 | Ox2f |Ox4d |0x9a [0x6b |Oxbc |Oxde [0x09 [Oxla [Oxcd |Oxaf [Ox78

5.6 TEADS - Definition of the Combining Function f

Table 2 defines the combining function f, which is used as defined in clause 5.3. Different rows correspond to different
values of the most significant 4 bits of the input, and columns to the least significant 4 bits. For example, the value
corresponding to 0x12 is found in the row labelled 0x1? and column labelled 0x?2, and is the byte value Oxcc.

Table 2

0x?0 |0x?1 [0x?2 |0x?3 |0x?4 |0x?5 |0x?6 |[0x?7 |0x?8 [0x?9 |0x?a [0x?b |0x?c |0x?d [0x?e |Ox?f
0x07? [0x91 |0x64 |0x2c [0xc3 |0x80 |0xd8 [0x32 |Ox5e |0x16 |0Oxe7 [0x09 |Oxbd | Ox4f |0xa5 |Oxfa |[Ox7b
0x1? [Oxbb |0x41 |Oxcc [0Ox67 |0x36 |0xe3 [0x7d |Oxa9 |0x8e |0x52 [OxfO [Oxd4 |0x28 | Ox1f [0x9a |[0x05
0x27? | Oxaf |0x92 |0x78 [0x33 |Ox4e |0xb6 [0x8d |0xc7 |0xd5 |Oxf9 [Ox11l |Ox60 |Oxec |0x04 [Ox5a |[Ox2b
0x3? |[0x7c |0xdl | Ox6f [Ox57 |Oxa6 |0x10 [Oxb9 |0x25 |0x43 |[0x0d [Ox3b |0x9e | Oxf8 [Oxe4 [0x82 |Oxca
0x47? |0x5c |0x8a |0xe9 [0xOe |0xb8 |0xa2 [0x66 |0xf3 |0x34 |0x15 [0x70 |[0x47 | Ox9f |Oxcd [0x21 [Oxdb
0x57? [0x4c |0xb5 | Oxfl [Oxe2 | Ox7f |Oxce [0x90 |Oxla |0x63 |0x88 [0Oxd6 [0Ox2d |0x07 |0x39 [Oxab |0x54
0x67? | 0x2f |Ox1d |0x89 [0xf6 |Oxel |OxOc [Oxae |Oxb3 |0x97 |0x45 [0xc8 |[Ox3a |0x74 |0x50 [Oxd2 [Ox6b
Ox77? [0x3e |0x01 |Oxdd [Ox20 | Oxcf |0x62 [Ox1lc |Oxe8 |Oxba [0x76 [0Ox55 |Oxa3 |0x87 |0x99 [0x44 | Oxfb
0x8? | 0x8f |Oxee |0x13 [Ox7a | Oxf5 |0x49 [0xcO |Oxd7 |0x08 |0x3d [Oxa4 |Ox5b |0x61 |0x26 [0Oxb2 |0x9c
0x97? | Oxdf |0x3c |0xa8 [0x94 |0x27 |0x73 [O0x0a |Ox8b |0x51 |0xc9 [0x65 |Oxe6 |0xbO | Oxfd [Oxle |[0x42
Oxa? [Ox1lb | Oxfe |0x37 [Oxal |OxdO |0x23 [Oxea |[0x9d |0x72 |Ox6¢ [Oxbf |Oxc4 |0x59 |0x48 [0x06 [0x85
Oxb? |0xe5 |0x24 |0x98 |0xd3 |[0x5d [0x81 | Oxfc [Ox69 |0Oxc6 [0Oxa0 |Ox4a |OxOb |0x12 |0xb7 |0x7e | Ox3f
Oxc? | Oxff |Oxc2 |0x00 [0x84 |0x93 |0x58 [0x46 |0x75 |0xa7 |0x2e [Oxeb |0x19 |Oxda |0x6d [0x31 |Oxbc
0xd? | OxOf |0x79 |0x56 |0x40 [0Ox14 [Oxf7 |[0Ox22 |0x35 |Oxed |Oxbe |0x9b |0x83 |Oxcl |Oxdc |0x68 |Oxaa
Oxe? [0xc5 |Oxad |Ox4b [Oxbl |Ox6e [0x96 [0x53 |0x02 |0x2a |0xd9 [0x8c | Oxf4 |0x30 |0x77 [Oxef |[0x18
Oxf? [Ox6a [Ox5f [Oxb4 |0x17 |0x03 |0x38 |Oxde |0Ox4d | Oxf2 |0x95 |0x29 |0x71 |Oxac |0x86 |Oxcb [OxeO
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