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Essential patents  

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The declarations 
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found in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to 
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Foreword 
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1 Scope 
The present document describes the role of traceability in the challenge of Securing AI and explores issues related to 
sharing and re-using models across tasks and industries. The scope includes threats, and their associated remediations 
where applicable, to ownership rights of AI creators as well as to verification of models origin. Mitigations can be non-
AI-Specific (Digital Right Management applicable to AI) and AI-specific techniques (e.g. ML watermarking) from 
prevention and detection phases. They can be both model-agnostic and model enhancement techniques. The present 
document aligns terminology with existing ETSI ISG SAI documents and studies, and references/complements 
previously studied attacks and remediations (ETSI GR SAI 004 [i.2] and ETSI GR SAI 005 [i.3]). It also gathers 
industrial and academic feedback on traceability and ownership rights protection and model verification in the context 
of AI. 

2 References 

2.1 Normative references 
Normative references are not applicable in the present document. 

2.2 Informative references 
References are either specific (identified by date of publication and/or edition number or version number) or 
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the 
referenced document (including any amendments) applies. 

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee 
their long term validity. 

The following referenced documents are not necessary for the application of the present document but they assist the 
user with regard to a particular subject area. 

[i.1] OpenAI's GPT-3 Language Model: A Technical Overview. 

[i.2] ETSI GR SAI 004: "Securing Artificial Intelligence (SAI); Problem Statement". 

[i.3] ETSI GR SAI 005: "Securing Artificial Intelligence (SAI); Mitigation Strategy Report". 

[i.4] Artificial Intelligence Market Insights, 2020-2023. 

[i.5] BankInfo Security®: "To Combat Rogue AI, Facebook Pitches 'Radioactive Data". 

[i.6] McKinney S. M. et al. (2020): "International evaluation of an AI system for breast cancer 
screening". Nature 577, pp. 89-94. 

[i.7] Intellectual Property aspects of Machine Learning, NXP, 2022. 

[i.8] Foss-Solbrekk K.: "Three routes to protecting AI systems and their algorithms under IP law: The 
good, the bad and the ugly". Journal of Intellectual Property Law & Practice 16.3 (2021), 
pp. 247-258. 

[i.9] Hu X., Liang L., Li S., Deng L., Zuo P., Ji Y., Xie X., Ding Y., Liu C., Sherwood T. & Xie Y. 
2020: "DeepSniffer: A DNN Model Extraction Framework Based on Learning Architectural 
Hints". In Proceedings of the Twenty-Fifth International Conference on Architectural Support for 
Programming Languages and Operating Systems (ASPLOS '20). Association for Computing 
Machinery, New York, NY, USA, pp. 385-399. 

[i.10] Xu Q., Arafin Md T. & Qu G. (2021): "Security of Neural Networks from Hardware Perspective: 
A Survey and Beyond". In Proceedings of the 26th Asia and South Pacific Design Automation 
Conference (ASPDAC '21). Association for Computing Machinery, New York, NY, USA, 
pp. 449-454. 
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[i.11] Chakraborty A., Mondal A. & Srivastava A. 2020: "Hardware-assisted intellectual property 
protection of deep learning models". In Proceedings of the 57th ACM/EDAC/IEEE Design 
Automation Conference (DAC '20). IEEETM Press, Article 172, pp. 1-6. 

[i.12] Goldstein B.F., Patil V.C., Ferreira V.C., Nery A.S., França F.M.G. & Kundu S.: "Preventing 
DNN Model IP Theft via Hardware Obfuscation". In IEEETM Journal on Emerging and Selected 
Topics in Circuits and Systems, vol. 11, no. 2, pp. 267-277, June 2021. 

[i.13] Li J., He Z., Rakin A., Fan D. & Chakrabarti C. (2021): "NeurObfuscator: A Full-stack 
Obfuscation Tool to Mitigate Neural Architecture Stealing", pp. 248-258. 
10.1109/HOST49136.2021.9702279. 

[i.14] Mahya Morid A., Alrahis L., Colucci A., Sinanoglu O. & Shafique M. (2022): "NeuroUnlock: 
Unlocking the Architecture of Obfuscated Deep Neural Networks". 

[i.15] Tramer F., Zhang F. J., Reiter M. & Ristenpart T. (2016): "Stealing machine learning models via 
prediction apis. In 25th USENIX Security Symposium (USENIX Security 16), pp. 601-618. 
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Preventing Model Stealing". 
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networks". In Proceedings of the 2017 ACM on International Conference on Multimedia Retrieval, 
pp. 269-277. 

[i.18] Adi Y., Baum C., Cisse M., Pinkas B. & Keshet J. (2018): "Turning your weakness into a strength: 
Watermarking deep neural networks by backdooring". In 27th USENIX Security Symposium 
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[i.19] Zhang J., Gu Z., Jang J., Wu H., Stoecklin M. P., Huang H. & Molloy I. (2018): "Protecting 
intellectual property of deep neural networks with watermarking". In Proceedings of the 2018 on 
Asia Conference on Computer and Communications Security, pp. 159-172. 

[i.20] Fan L., Ng K. W. & Chan C. S. (2019): "Rethinking deep neural network ownership verification: 
Embedding passports to defeat ambiguity attack. Advances in Neural Information Processing 
Systems (NIPS)". 

[i.21] Chen H., Rouhani B. D., Fu C. Z. & Koushanfar F. (2019): "Deepmarks: A secure fingerprinting 
framework for digital rights management of deep learning models". In Proceedings of the 2019 on 
International Conference on Multimedia Retrieval, pp. 105-113. 

[i.22] Wang T. and Florian K. (2021) RIGA: "Covert and Robust White-Box Watermarking of Deep 
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[i.24] Guo J. & Potkonjak M. (2018): "Watermarking deep neural networks for embedded systems". In 
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3 Definition of terms, symbols and abbreviations 

3.1 Terms 
Void. 

3.2 Symbols 
Void. 

3.3 Abbreviations 
For the purposes of the present document, the following abbreviations apply: 

AI Artificial Intelligence 
AIA Artificial Intelligence Agent 
AIH Artificial Intelligence Host 
API Application Programming Interface 
AUC Area Under the Curve 
DevOps Development Operations 
DNN Deep Neural Network(s) 
DRM Digital Right Management 
FL Federated Learning 
GAN Generative Adversarial Network 
GPU Graphics Processing Unit 
IP Intellectual Property 
IPR Intellectual Property Rights 
ML Machine Learning 
MLaaS Machine Learning as a Service 
MLOps Machine Learning Operations 
NDA Non Disclosure Agreement 
OPM Open Provenance Model 
OS Operating System 
PKI Public Key Infrastructure 
TEE Trusted Execution Environment 
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